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Abstract: In this article | analyze the function f(X) = A + X (mod 2%)
exclusive-or differential probability.* Derived equations explain how
additive (A) and differential constants determine the probability. To
compute it, asmple O(a ) agorithm is given.

Keywords: differential probability, differential cryptanalysis, linear
function, modular addition.

1 Introduction

In [Miy98] the function f(X) = A+ X (mod 22) differential probability is studied. This
work presents several unproved theorems. Their use to calculate the probability is
remained to the reader and no algorithm is given.

Lipmaa and Moriai [LMO01] analyzed the function f(X, Y) = X+ Y. Particular
properties of f(X) = A+ X are not presented.

In the following sections, probability equations are naturally derived from bit addition
formulas. They reveal some properties not mentioned in the papers above. A simple
O(a ) agorithm to compute the differential chanceis given.
2 Preliminaries
Definitions

Let b be aboolean variable and P(b) the probability of b = 1 (true).

Let P(b1 | b2) be the probability of by = 1 considering by = 1.

Symbols~, U, U, A, « represent the boolean operators ‘not’, ‘and’, ‘or’,
‘exclusive- or’, ‘equivalence’.

Some boolean identities:

b1 Aby = (b1 U ~b2) U (~b1 V] bz) = (b1 U ~b2) A (~b1 V] bz) (2&)
b1« by = ~(b1 A bz) (2b)
b1 A0 = by (20)

! Theresultsapply to f(X) = A+ (B A X) also, because the exclusive-or maintainsinput differences.



biAl = ~by (2d)

b1« O = ~bg (28)
b1 « 1= b1 (Zf)
b1 U (b2 A b3g) = (b1Ubz) A (b1 U bg) (20)
b1 A (b]_ U b2) = b1 U-~bp (2h)

Some probability identities:

P(-b) = 1- P(b) (2)
P(-by | b2) = 1- P(by | bo) (2)
P(b1 Uby) = P(b1 | b2) xP(by) (2K)
P(b1 Uby) = P(b1) XP(bz) if by and by are independent ()]
P(b1 Uby) = P(by) + P(b2) - P(by U by) (2m)
P(b1 A bz) = P(b1 U bz) - P(b1 U b2) = P(bl) + P(bg) - 2>P(b1 U b2) (2n)
P(by « bp) = P(~(b1 A bp)) =1- P(by A by) (20)

3 Differential Probability

Consider the function f: Z2* ® Z2*

f(X) = A+X (mod2?)
where A and X are considered a-bit integers.
Consider U and V two a-hit integers and

Y
Z

fXAU) = A+ (X AU)
FX)AV = (A+X)AV

U and V are called, respectively, input and output differentials.

Given arandom X, the goal isto find Y = Z probability, that will becalled | . 2

4 Bit Addition Carries

Using the identifiers (A, X, U, etc.) lowercases to represent their bits, Y and Z bit
addition carries are represented respectively by

pi = (@UwW)A (& Upi1) A (Wi Upia) (Ofifa-1l) (49
g = @Uux)A@uUdg.1)AxUG.) (Ofifa-1)  (4b)

where w=XA U4 and p;=01=0.

2 Equation f(X AU) = f(X) A V expected number of solutionsis | % .



5 Bit Addition Results

Y and Z bit addition results are represented by

aAXAUAPR-1 (OEi£a-l)
aAXAViAQG-1 (OEi£a-1)

Yi
Z

where p.; = g.1 = 0. Combining the equations above with exclusive- or
YAz = @AXAUAPL)A@AXAVIAG1) = (WA V)A(PiiAga)P

Vi« 2 =~(¥%iA2) = (UAW« (paAga) (0£ifa-1) (59

6 Conditional Probabilities

In this section, conditional probabilitiesof pi A g, pi« ¢ and p;, that will be used to
caculatel , are obtained for each value of u;.

6.1) First case: u;=0
Inthiscase, W = AU = X A0 = X% .Substituting w; in equation 4a

Pi =

(@ UXx)A (& Upi1) A (% Upi1)
@UX)A[@AX)Up.1] = [XxU@AP-)]A@GUP.L) (68

and combining equations 4a and 4b with exclusive-or

PAG = [@UXx)A (@ UP.)AMUP)]A [(GUX)A (& Uq.1)A (X% U Gg.1)]
(@Upi1) A (X Upi1) A (& UG1) A (XU i)

[& U (pi-1 A 0i-0)] A [% U (Pi-1 A Q1] (from 2g)
(Pi-1 A 0-1) U (& A X) (6b)

Based on equation 6b, some conditional probabilitiesof p; A g and pi « q are
obtained:

Pi-1AQ1=1 (replacing in6b ...)
P pAg =1u(@Ax) = (aAx)

\ P(piAg|pii1Ag) = P@Ax) (6¢)

P PP« d|p-1Ag1) = 1- P@Ax) (6d)

P« G1=1P p1Aga=0 (replacing in6b ...)
P ppAg =0U(GAX) =0

\ P(PiAg|pii« Ga1) =0 (6e)

P PP« ¢|pi1« Ga) =1 (6f)

Using equations 6b and 6a, some conditional probabilities of p; are derived

(PiAG)U(pi-1Aga) =1 (replacing in6b ...)



P 1=1U(aAX)

P X
Dpi

~
(@ Ux)A[(aAx)Up]
= (@Uu-a)Al(@A-~-a)up.1] = pi1

\' Ppi|(pAd)U(pi-1Ad-1)) = P(pi-1)

(Pi« G)U(P-1Aga) =1
P 0=1U(aAx)

P X
P p

a

(@ Ux)A[(aAx)U0p]
= @ua)Af@@Ara)up.] = a

\' P(pi|(pi« g)U(pi-1AGa1)) = P@)

(P AG)U (Pi1« Ga) = 1
P 1=0U(aAX)
P 1= 0 (contradiction)

\' Plpi|(PAd)U(Pi1« Ga) =0

(replacing in6a. ...)

(69)
(replacing in6b ...)

(replacing in6a. ...)

(6h)

(replacing in6b ...)

(6i)

(P« g)U(i1« Ga) =1 P pi=qg and pi1= 01

\' P(pi | (pi« ) U (Pi-1« 1))

P(pi)

6.2) Second case: U =1

P([% U (& A pi-))] A (& Upia)) (from 6a)
P(x) - P(a A pi-1) + P& U pi-1) (6)

Inthiscase, W = AU = %A1l = ~x.Substituting w; in equation 4a

Pi

and combining equations 4a and 4b with exclusive-or

(@U-~x)A (@ Upi1) A (~% U pia)
[-xU@Ap-1)]A@UpP1) = [&aU(XApPi1)] AGXUpi1) (6k)

PiAG =[@U~x)A@UP-)AXUP-)]A[@@UX)A (@ UG-1)A (% UGg-1)]

=[a U (%A PpitAXAq1)] A (X Upi1)A (X UGi1) (from 29)
=[a U~(pi-1 A ¢-1)] A (=% U pi-1) A (% U Gj-1)
=[a U (pi-1« Gi-))] A (=% Upi-1) A (XU Gia) (6l)

Based on equation 61, some conditional probabilitiesof pi A g and pi« @ are

obtained:

P-1Aga=1P Qg.1=-pi1

P piAg = (@UO0)A (~X Upi1) A (% U~pi-1)

P pAG = XApi1
\' P(piAg|piiAdi1) = PXAP-1)
P P(pi« g|p-1Aga) = 1- P(XApi1)

Pir« a1=1P G.1=pi

p pi A Qi
P piAq

[aU1]A (=% Upi1)A (X Upi-1)
& Api1

(replacing in 6l ...)

(6m)
(6n)

(replacing in 6l ...)



\' P(iAqg|p1« G1) = P& A pi1)
P P(pi« G|pii« G1) = 1- P& Api1)

(60)
(6p)

Using equations 6l and 6k, some conditional probabilitiesof p; are calculated:

PAG)U(PLAG1)=1P g=-~p and g.1=-Pi1
P 1= (GU0)A(~xUpi1)A (X U~pi1)

P 1=XApa1 P pir=~X

P pi=[aU(pi1Ap-)] A@E-10p1) = pia

\' P(pi | (pi Ad)U(pi-e A Gia)) = P(pi-a)

Pi« g)UE-1Ag1)=1P g=p and g.1=-Pi1
P 0=@GU0A(-XUpi.1)A (X U~pi1)

P O=XAp.1 P p1=X

P pi=[aU(-p1Api)]Ap1Up) = a&

\ P(pi|(pi« ) U (pi-1 A gia)) = P(a)

PAG)UP-1« g-1)=1 P g=~pi and Gi-1=pPi1
P 1= (@U1)A(XUpi1)A (%Upi)

P 1=gAp.1 P p1=-a

P p=[xU@A-~a)]A(aU~a) = ~X

\' P(pi|(piAd)U(pie« Ga)) = P(~X)

(P« g)UPi-1« G1)=1P g=p and ¢-1=pi1
P 0= (aU1)A(-%Upi)A (% Upi-1)

P 0=aAp.abP pa=a

P p=[xU(@Aa)lAi(@@ua) = a

\' Pi|(Pi« 0)VU(p-1« Q1) = P@&)

7 Calculating the Differential Probability

The probability that equal bits (yi+1 = z+1) follows equal bits (y; =

Ji

P(Yi+1 « Z+1 | Vi« Z) (andusing 5a....)

(replacing in 6l ...)
(replacing in 6k ...)
(60)

(replacing in 6l ...)
(replacing in 6k ...)
(6r)

(replacing in 6l ...)
(replacing in 6k ...)
(69)

(replacing in 6l ...)
(replacing in 6k ...)

(61)

z) is defined by

P((Us1 A Visg) « (A Q) [(WA V)« (P1AG1) (OEi£a-2)

1= Plyo« 20) = P(( A Vo) « (P-2A Q1)) =P((bA Vo) « (0A0)) = P« Vo)

Definition: Let pmp betheproduct j m«j me1j n1-jn-

The differential probability can be calculatedby | = p.1a2.

Thecarry p; isproduced by bit i addition to be an input of bit i+ 1 addition. So P(p;)
must be calculated under y; = z and Vi+1 = z+1 conditions:

di

P(pi | (Yier « Z+1) U (Vi « 2))) (and using 5a...)
PEi [ [(U+1 A Vis1) « (piA Q)] U [(U A W)« (pi-a A Gia)])

(OEifa-2)



d1= P(p1) = PO) =0
Definition: Let S represent the three ordered elements au , Vi, U+1 A Vil

In the following subsections, equations 6b .. 6i and 6k .. 6r are used to calculatej ; and
d; for each S combination. Considering X arandom input, P(x;) = P(~xi) = 1/2.

71) If S=au,Vv, Usx A viai= &, 0, O

ji= PO« (PAg)|0« (P1Ad) = Ppi« gifpa« ga) =1 (from 6f)

di = P(pi [[O« (B Aq)IU[0« (pi-1A Gi-a)])
= P(pi | (pi « ) U (Pi-r« Gia)) = P(x) -P(@Api-) +P@@upin)  (from 6t)
= P(x) - [P@&) + P(pi-1) - 2-P(@) - P(pi-1)] + P(&) - P(pi-1)  (from 2n and 21)
= P(x) - [P(@) +dix- 2-P@) - di-a] + P(@) - di1
= (V2) -[P@) +di.1- 2-P(a) -dia] + P@) - dia
= [P(a) +di-1] /2
72) If S=4l,10n
Ji= PO« (piAd)|0« (pi-1A Q1))
= P(pi« g |pii« ) = 1- P(@&Api1) (from 6p)
= 1- [P@) + P(pi-1) - 2-P(a) - P(pi-1)] (from 2n and 21)
= 1- [P@)+di1- 2-P(@) - di]
di = P(pi [[O« (P Aq)IU[0« (pi-1A Gi-a)])
= P(pi [ (Pi « o) U (pi-z« G-1)) = P(a) (from 6t)
73) If S =4, 0, Iii
Ji=Pl« (piAg)]|0« (pi-1AGi1))
= P(piAG|p-1« g1) =0 (from 6e)
di = P(pi [[1« (B AG)IU[0« (pi-1A Gi-a)])
=P | (mAd)U @1« 1) =0 (from 6i)
74) If S =4l 1, 1
Ji= P« (PAG)|0« (pi1A Gia))
= P(piA G| (P« G-1) = P@&APpi-y) (from 60)
= P(a) + P(pi-1) - 2-P(a) - P(pi-1) (from 2n and 2I)
= P@a) +di.1- 2-P(@) - di-1
di = P(pi [[1« (B AG)IU[O« (pi-1A Gi1)])
= P(pi | (pi A Gi) U (pi-1 « Gi-1)) = P(~X) (from 6s)
= 1/2



75) If S =&, 1,00

Ji= PO« (BAG)|1« (pi1A 1))

P(pi « G |pi-1AGea) = 1- P@EAX) (from 6d)

1- [P(a) + P(x) - 2-P@&) - P(x)] (from 2n and 21)
1- [P@)+12-2-P@)-12] = 1- Y2 =172

di = PEpi|[0« (pAG)]U[Ll« (pi-1A G-1)])

Ppi | (i « o) U (pi-1 A gi.1)) = P(&) (from 6h)

76) If S =4l 0,00

Ji= PO« (piAg)|1« (paA Qi)
= P(pi « Gi|pi-tAgia) = 1- P(XAPpii) (from 6n)
=1-12 =12
di = P(pi [[0« (piAG)]U[L« (pi-1Aia)])
= P(pi | (pi « G) U (pi-1 A 0-)) = P(a) (from 6r)
7.7 If S =&, 1, Ii
Ji= P« (pAG)[1« (Pi-2A Q1))
= P(piAgi|pi-1AG-1) = P@Ax) (from 6c)
= 1/2
di = P(pi[[1« (PAG)]U[1e (PirAG1)])
= P(pi | (pi A o) U (Pi-1 A G1)) = P(pi-1) (from 69)
= dia
7.8) If S =4l 0, Iii
Ji= P« (pAG)[1« (Pi2A Q1))
= P(piA g |pi1AG-1) = P(XApi1) (from 6m)
= 1/2
di = P(pi[[1« (PAG)]U[1e (PirAG1)])
= P(pi [ (Pi A ) U (pi-1 A Gia)) = P(pi-1) (from 6q)
= dia

8 TheAlgorithm

Applying section 7 equations, the algorithm to compute | from U, V, and A is
straightforward



| = ug « vo, d:= 0;

for i :=0to a-2 do
case a;, vl, Uivg A v.+1n of

=1 = (a +d)/2

1= 0; d.—O,

1-(a, +d- 2-a-d); d:
a +d- 2-a-d;

1/2; d:= a;;

1/ 2;

1/2; d:= a;;

1/ 2;

a,;
1/ 2;

o
I

, 0,
, 0,
1
1,
1
1
0
0

HOI—\OHOI—\O
fn 1 | B 1 B e | i | B | B 1

ase;

o&aggaaga

D
>
o

|
end for;

F-gs

9 Probability Properties

Equations j ; and d; (section 7) establish | dependence on U, V and A bit configuration.
Some specia cases are analyzed here.

9.1) Sincej.1=Pw« V), b=~ b | =0
92) S=&i,Vi,Un A Viufi=&,0,17iP ji=0b | =0
9.3) Supose S=ap, Vo, W A »ii=4al, 1, Of.

jo=1-[P@a)+di- 2-P@)-di] =1- [Aa)+0- 2-Pa)-0]=1- Ma)
P({ot0U0 =0

Hence, | 1 0P a&=0)or (=1pb | =0).
If S=4,0,0n (O<ifa-2)
ji=1p (10U &=0)
and we can distinguish ag basedon | value.
9.4) Supose S=4an, Vo, WA viii=4al, 1, 1A.

j o=P(a) +d1- 2 P(@) -di = P(a) +0- 2-Plao) -0 = Pla)
P(ot0U &=1)

Hence, I 1 0P &=1) o (=0PpP | =0)
9.5) If u=-~v;andb isany boolean value

S=ai,~u,bib ji=12 (0£ifa-2)



So, if h is U AV Hamming weight, not counting bit a-1 (msb), 1/2" is an upper
bound for | .

9.6) Let'sseewhat happens when the differentials present a coincident bit-sequence of
1I's. Suppose u=vi=1when mE£i£n (O£ m<n£a-2).

Alf i=m

Sm:éjmyvm,umﬂl&vmﬂﬁ:él,l,m
P jm=1-[P@n)+dm1- 2 P@@n) - dn1] and dm = P(an)

b)If m<i<n

S=4,10p j;=1-[P@)+di1- 2-P(g)-di.1] and di=P(@&)
P ji=1-[P@&)+P@a.1)- 2-P@a)-P@&.1)]
P (@=~a1U ji=0 and (@a=a.1U ji=1)

Hence, a=an U ji=1
o) If i=n,jwill dependon Un+1 A Vne1 vaue.

Un+1 A Vn+1:0 p Sn:él, l,(ﬁ
P jn=1[P(@) +dn1- 2:P(@)dn1] = 1- [P(an) + P(am) - 2:P(an)-P(am)]

P (n=1U0 a&=ay) and (jn=0U a =-an

1A Vi1 =1 P § =4l 1, 1A
P jn=P@)+dr1- 2-P@) dra = Pan) +Pam) - 2 P(a) - P(an)
P (n=1U a&=-~an) ad n,=0U a=an)

Hence, j n=1 U & =anA (Uw1 A V1)
Summarizing:
u=vi=1l(mE£iE€n and|l 0P
a=an (M<i<n) and a,=anA (U1 A Vie1)
Note: If the implication right side holds, pmn=j m Snce ji=1(m<i £ n).
9.7) Suppose A is a secret number. To discover a, (0 £ n £a -2), consider
Vi

Vi
1

1 (nF1E£IiEnN)
0 (OE£i<nlor n<ifa-l)

U
U
j n-1
a1 isknown 3

o I

These conditions imply

3 Sub-section 9.3 gives amethod to find ay , which could be the procedure starting point.



9.8)

a)j-1=Pl« Vo) =P(lb« W) =1

b)If OEi<nlorn<ifa-2
S$S=a,0,0ib ji=1P pin2=prraz=1

c) If n-1£ i £ n, sub-section 9.6 gives

10 P a=a
ad

& =a1P Prin=jn1P

Pl =pia2=pin2 ‘Pnin  Prtra2=1jn1-120
So,

1200 a=an
and we can find a, basedon | value.

For another way to find a, (0 £ n £a -2), consider
h=Vh=1
u=v=0 (O£fi<norn<ifa-l)
dn1 iIsknown
The implications are
alf n<ifa-2
S =&, Vi, U A Visrfi=80,0,00 b ji=1
b)If 0£i<n
S=a,0,00P ji=1and di=[P@&)+dii]/2
o) lIf i=n
Si=al,1,00P jn=1-[P@)+dni- 2-P(a) -dn]
Then, if dnpa! 1/2

BnZOL:J Jn=1-dn1
am=1U jn=dn1

andsincej i=1(! n)

=00 | =1-dng
a']::l.o |:dn-1

Therefore, if dy1 1 1/2, we can distinguish a, based on |

10
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