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Abstract. A family
�������

of setsis � -boundedDiophantineif
�	�

hasarepresent-
ing � -boundedpolynomial 
���
 � , s.t. ��� �	��������������� 
�� � ��� ���! #"%$ . We say
that
��� � �

is unboundedDiophantineif additionally, 
 ��
 � is a fixed & -independent
polynomial. We show that � -bounded(resp.,unbounded)Diophantineset has
a polynomial-size(resp.,constant-size)statisticalzero-knowledgeproof system
thata committedtuple � belongsto

�
. We describeefficient SZK proof systems

for several cryptographicallyinterestingsets.Finally, we show how to prove in
SZK thatanencryptednumberbelongsto

�
.

Keywords: Diophantineequations,integercommitment,statisticalzeroknowl-
edge.

1 Intr oduction

A set ' of ordered( -tuplesof positive integersis calledDiophantineif thereis a
representingpolynomial )+*-,�.-/1032 with integercoefficientssuchthata given ( -
tuple .546,�.87:9�;�;�;�91.!<=2 belongsto ' if f thereexistsa tuple 0>46,�0?7:9�;�;�;:910A@+2 of
integerswitnesses) for which )�*8,�.B/10=2C4ED : I.e., .GFH'JILK ,NM�032PO )+*-,�.-/1032C4
DRQ . Basedon earlierwork by Davis, PutnamandRobinson,in 1970Matiyase-
vich [Mat70] showedthatevery recursively enumerablesetis Diophantine(this
is known astheDavis-Putnam-Robinson-Matiyasevich or theDPRMtheorem),
solvingfinally Hilbert’s tenthproblem.

We areinterestedin cryptographicapplicationsof this result.For this, we
look at families ST4U,N'WVX2 of Diophantinesetsandsaythat S is Y -boundedDio-
phantineif thereexistsauniformfamily Z\[]46,^)_[a` VX2 of Y -computablepolyno-
mials,suchthatfor every b , .HFH'WV if f thereexistsawitness0 such)�*	` V%,�.-/1032C4
D . We say that S possessesa certifier c?[d4e,Nfg[a` VX2 if f )_[!` V1,�.-/hfg[a` VX2>4iD for
j
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every b . If ) [!` V is thesamepolynomialfor all b thenwesaythat S is unbounded
Diophantine.In thelattercase,weoftenidentify S and k V 'WV .

Givena statisticallyhiding integercommitmentschemelike [DF01] where
it is possibleto prove in statisticalzero-knowledge(SZK) that two committed
integersarein anadditive or multiplicative relationship,onecanalsoprove in
SZK any polynomialrelationshipbetweenatupleof committednumbers.Thus,
if S is Y -boundedDiophantinethenonecanprove in SZK thatcommittedtuple
. belongsto 'WV by proving that . togetherwith anothercommittedtuple 0 satis-
fies )l[a` V%,�.-/1032�4mD . We call this membershipproof a Diophantinemembership
proof (for S ).

When S is unboundedDiophantine,the resulting SZK proof for ' has
interactionlength n>,^oqpArtsau+2 , where u is the a priori maximum of any in-
put .!v or 0Av in the concreteapplication.The situationchangeswhen S is Y -
boundedDiophantine.In sucha case,each 'wV could have a designatedproof
system.This meansthat the resultingSZK proof haspolynomialcommunica-
tion complexity; on the other hand,even someeasy Y -boundedDiophantine
setsseemnot to be unbounded.As an example, it is known that the Dio-
phantineset 'x4zyt,�. 7 91. s 91.a{�|7 2~}�,�. 7 91. s 2#F��_� hasa representingpolyno-
mial )�* in �P� witnesses0Av [JSWW76]. However, several witnesses0Av of )�*
have superpolynomiallength in � .�� . On the otherhand,the family Sx4�,N'WVX2 ,
'WV�4Uyt,�.-7:91. s 91. { |7 2�}?.87_F����]. s F������ , u�4�� V , is Y -boundedDiophantine;
it evenhasacertifier!

We presentanumberof Y -boundedfamilies S with certifierthathave cryp-
tographicrelevance;all suchfamilies have efficient SZK proof systems.We
show that ST4UO D?9h��2 is unboundedandpresentcorrespondingSZK proof.This
proof baseson the resultof Lagrangethat every nonnegative integer is a sum
of four squaresandon the randomizedalgorithmof RabinandShallit [RS86]
that finds thesesquaresin �>,�b��:2 bit-operations.Note that efficient proof sys-
tem for O D?9h��2 is crucially important for our entire framework, since in the
definition of Diophantinesetsoneoften requiresthe solutionsto be positive.
Moreover, our proof systemfor O D?9h��2 requiresabout ��D�� morecommunica-
tion thanBoudot’s membershipproof [Bou00] for O D?9h��2 ; however, differently
from Boudot’s proofsystem,ourproof systemis perfectlycomplete.

Basedon the proof for nonnegativity, we show for an arbitrary function� }t� <�� � how to constructanefficientperfectlycompleteSZK proof system
for proving that .!<��4 � ,�.-7�9�;�;�;:91.a<���7�2 , giventhatthereexistsanefficient SZK
proof for proving that .a<54 � ,�.87�9�;�;�;�91.!<t��7�2 . We derive anSZK proof system
for .W��4�r	�� B,�.-7P91. s 2 . More exampleswill begivenin Section4.

In practice,it is often necessaryto show that an encrypted(asopposedto
a committed)valuebelongsto someset ' . For many interestingsets ' we are
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not awareof anefficient membershipproof for ' thatwould useonly thecor-
respondingpublic-key cryptosystemandno otherprimitives. Instead,we can
build up a membershipproof for encryptednumbersby usinga SZK proof that
a committedinteger andan encryptedinteger areequal(modulo the message
spacesize),andthenapplyingourSZK membershipproof for ' to thecommit-
ted number. Sequentialcompositionof thesetwo proofs is naturallySZK. Fi-
nally, we constructanefficient SZK proof thatdiscretelogarithmof encrypted
valuebelongsto aninterval, andshow how to useit in theDamg̊ard-Jurikvoting
scheme[DJ01] to achieve shorterproofsof votecorrectness.

Road-map. Necessarypreliminariesaregiven in Section2. We will describe
a Diophantinemembershipproof for O D?9h��2 in Section3. Extensionto general
Diophantineequationsis shown in Section4. Section5 presentsprotocolsthat
allow to apply our proofstogetherwith homomorphiccryptosystems.Finally,
theappendixcontainstechnicalproofsof sometheorems,ashortdescriptionof
theRabin-Shallitalgorithmandandiscussionaboutproofsystemsfor exponen-
tial relationship.

2 Preliminaries

Homomorphic encryption. A public-key cryptosystem¡ is atriple of efficient
algorithms,¡¢4x,N£�9%¤>9%¥52 , where £ is thekey generationalgorithm, ¤ is the
encryptionalgorithmand ¥ is thedecryptionalgorithm.Throughoutthispaper,
let b bethesecurityparameter. Let ¦ (resp.,c andZ ) denotethemessagespace
(resp.,theciphertext spaceandtherandomnessspace),correspondingto afixed
valueof b . We assumethatall threesets ,^¦§91Z#9¨c-2 areAbeliangroups,with c
written multiplicatively. We saythatpublic-key cryptosystem¡©4i,N£ª9%¤>9%¥52
is homomorphicif ¤l«�,�¬ 7g­ ¬ s /1® 7¯­ ® s 2�4°¤l«ª,�¬ 7 /1® 7 2�¤l«ª,�¬ s /1® s 2 . Some
examplehomomorphiccryptosystemsarethePaillier cryptosystem[Pai99] and
theDamg̊ard-Jurikcryptosystem[DJ01]. Let ±²}³4m´�oµpAr s � ¦z� ¶ , f·}³4E´^oµpAr s � c¯� ¶
and )ª}³4m´�oµpArtsC� Z�� ¶ . We will assumein our calculationsthat ± 4x)¸4¹��D	�R�
and f�4E��D���º .
Proofs-of-knowledge.For a bit-string » andpredicate¼\,�½³2 , ¾¯¿+À�,Á» }Â0Â4
¼L,Á»�212 is aproof-of-knowledgebetweentwo partiesthatgivenapublicly known
value 0 , thefirst partyknows a valueof » , suchthatthepredicate¼L,Á»�2 is true.
To simplify notation,we will always denotethe values,knowledgeof which
hasto be proven,by Greekletters.Additionally, we assumethat the scopeof
suchvariableslieswithin oneproof-of-knowledge.E.g., ¾g¿Â,^Ã�4d¤ « ,�¬�/1Ä?212 is
a proof that given a ciphertext Ã , plaintext ¬ anda public key Å , the prover
knows anonceÄ suchthat Ã�4�¤ « ,�¬�/1Ä?2 .
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Mostof theprotocolsin thispaperarethree-roundinteractivehonest-verifier
(statistical)zero-knowledge(abbreviatedasHVZK or HVSZK, resp.)proofsys-
temsfor proofs-of-knowledgeof type ¾¯¿Â,�0>4d¼L,Á»�212 . Oneusuallyprovesthat
suchprotocolsare (1) Complete:That is, a honestverifier acceptsa honest
proverwith probability �!Æ�Ç=È�rw,�b12 , whereÇ=È�rW,�b%2 is anegligible functionin b ; (2)
Honest-verifier (statistical)zero-knowledge:Evenwithout knowing » , onecan
generatea view of theprotocolthathasdistribution, indistinguishablefrom (or
statisticallycloseto) thedistributionof realviewsin thecasewhentheverifier is
honest;(3) Speciallysound:Giventwo viewsof theprotocolthatbegin with the
samemovebut havedifferentsecondmoves,onecancomputesecret» . A proof
systemis calledperfectlycompleteif a honestverifier alwaysacceptsa hon-
estprover. An honest-verifier (statistical)zero-knowledgeproof systemcanbe
madenoninteractive by usingtheFiat-Shamirheuristic[FS86] in the random-
oraclemodel.For this,we introducea randomoracle ÉJ}=y�D?9:�R��Ê � y�D?9:�R� s V .
Damgård-Fujisaki integer commitment scheme.A (statisticallyhiding) in-
teger commitmentscheme Ë�Ì�Í allows a a participant ¼ (a polynomial-time
algorithm)to commit to any integer ¬ÎFÏ� , so that (1) For any ¬�7P91¬ s F�� ,
thedistributions Ë�Ì�ÍÐ«�,�¬ 7 2 and Ë�Ì�Í]«Ñ,�¬ s 2 arestatisticallyclose;and(2) It
is intractablefor ¼ to find ¬ s �4Ò¬�7 , suchthat Ë�Ì�Í « ,�¬�7h2Ñ4©Ë�Ì�Í « ,�¬ s 2 .
Thefirst integercommitmentschemethatallowedanefficientproofsystemthat
committedintegersarein multiplicative relationshipwasproposedby Fujisaki
andOkamoto[FO97],but soundnessproofof thisschemewaslaterfoundto be
flawed. This flaw hasbeenonly recentlycorrectedby Damg̊ard andFujisaki,
who proposeda new integer commitmentschemein [DF01]. Sincethe latter
schemeis relatively new, we will givenext give a longerdescriptionof it.

Let £ be a suitablegroup.(We refer to [DF01] for the exact definition of
suitable,but remarkthat £ canbe chosenas � < for RSA modulus (²4ÒYaÓ ,
where YdÔ¹ÓÕÔ×ÖÂ,^Ø·p� ~�t2 , r	�� B,³Y�ÆÙ��9%ÓLÆm��2>4×� , andthe partsof YGÆm� ,
Ó>ÆÚ� with prime factorslessthan Û are �>,�b%2 . Onemay chooseÜ as ÜÞÝ
´�oµpArtsW(�¶ ­ � . Thenthesecurityfollowsfrom thestrongRSAassumption.)While
theproverknowsareasonablycloseupperbound�Aß�àÏpAáâ l£ to theorderof £ ,
hedoesnotknow theorderitself.A largenumberÛ is chosen,suchthatit is still
feasibleto factornumbersthat aresmallerthan Û . Say, Û¹4¸�L,�bXãåä1æ V 2 though
in our calculationswe will take Ûç4Ú��è1é . During thesetupphaseof Damg̊ard-
Fujisaki integercommitmentscheme,¼ and ê agreeon a group £ anda large
integer Û . Verifier ê choosesa randomÛ -roughelementë�FÕ£ anda random
.�F�O D?9â� ß8ì V 2 . Let � 4xë { . ê sendsthepublic key Åí4¹, � 9âëa2 to ¼ andthen
provesin SZK that � FTîÁëWï . Whencommittingto ¬�F�� , ¼ choosesa random
®�ÝðO D?9â�Aß8ì V 2 andsendsË�Ì�Í]«Ñ,�¬�/1®�2�}³4 � @ ë3ñ to ê . To opencommitmentÃ ,
¼ sends,�¬�91®R9âò�2 , s.t. Ã�4 � @ ë ñ ò and ò s 4Ú� .
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Protocol1 SZKproofsystemfor multiplicativerelationshipbetweencommitted
numbers.
1. Prover ó choosesa random ôÑõ6ö\÷ � ":øXù �ûú�ü �

, ýPõÚö\÷ � ":øXù�þ�ÿ | ��ú � , ý | öL÷� "�øXù þ�ÿ | � ú�ü � andsends���8ö������
	��
� , ���-ö�� ���õ 	���� to � .
2. Verifier � generatesa random��ö ÷ � ":ø ú � andsendsit to ó .
3. Prover sendsô |  ô õ������ | , ý
�-ömýPõ������ | and ý
�-ömý | ��� � ��� �!� | �Aõ � to � .
4. Verifierchecksthat ��� �
	���"
�$#�%|  � � and � �&�õ 	��('$�)#*%�  � � .

Onecanbuild differentSZK proof systemsfor different relationshipsbe-
tweencommittednumbers+�v . In all suchproof systems,prover and verifier
have to fix a priori upperbound uWv to every input +�v . Proof systemis guaran-
teedto be SZK only if � + v �-,xu v . In mostof the protocols,proof complexity
dependson oµpAr�s!uwv , andhenceit is beneficialto computeasprecisevaluesof uWv
asfeasible.At leastit mustbethecasethat oµpAr s uWv-4�b .0/ 721 .

Let c4365�7 denotethe commitmentspaceof the usedinteger commitment
scheme(in this concretecase,c4365�7d4�£ ) andlet f8395�7+}³4Ù´^oµpArts¯� c4395
7�� ¶ , with
securityparameterunderstoodfrom thecontext. Wewill assumein ourcalcula-
tionsthat f 365�7 46��D	�R� .
Proof systemfor multiplicati ve relation. For their own integer commitment
scheme,Damg̊ardandFujisaki[DF01] constructedanefficientproofsystemfor

¾¯¿
: :<; �v>=B7 Ã�7�4 Ë�Ì�Í « ,?+�7�/1Ä37�2A@L�B+8��4C+�7�+ s @ ; that is, a proof that a com-

mitted integer +8� is productof anothertwo committedintegers.We will next
give a descriptionof this proof system.Let Ë�ÌAÍ be theDamg̊ard-Fujisakiin-
teger commitmentscheme,let b be the securityparameter, let Å�4e, � 9âëa2 be
the public key andlet oµpAr s u¸4xb .0/ 721 . ThenProtocol1 is a complete,honest-
verifier SZK, speciallysoundproof-of-knowledge for multiplicative relation-
ship,assumingthat +�v�FÕO D?9¨u+2 and Ä�v�F O D?9â�Aß8ì V 2 :

Noninteractive versionof this proof is ,ED	91¬ s 91®���91® � 2 , with DL4xÉT,^ÃGF�9%ÃIH�2 ,
where ê verifiesthat D_4ÙÉ , � @ | ë=ñ � Ã �KJs 9%Ã @ |7 ë=ñ � Ã �KJ� 25,^Ø·p? ~� V 2 . With parame-
ters f8395�7�4²��D	�R� , Û64m� è1é , uÙ4m� 7 é s � , bg4²�ML�D and Ü²4U��D	�R� , thenoninter-
activeproofhaslength �CoµpAr s Û ­ ��oµpAr s u ­ LRb ­ ��Üç4EÖA��D ­ ��oµpAr s u ­ ��º�D ­
��D���º�4Ò�AºR��º ­ ��oµpAr�sWu bits or Ö*N*L ­ 7

� oµpArtsWu bytes.When uÒ4J��D	�R� then
this lengthis ��D	�R� bits.When +�7�4O+ s (i.e.,Protocol1 is usedto prove that +8�
is a square),onecanassumethat +�7�4P+ sRQ � F�7 s andthenoninteractive proof
is ��ºR� byteslong. Notethatonly + s hasto belessthan u , thusif it is known a
priori thatoneof theargumentsmight bemuchgreaterthananotherone,it will
make senseto usethisargumentas +�7 .
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Boudot’s membership proof for O D?9h�Â2 . Boudot’s proof system[Bou00] for
¾¯¿Â,^Ã�4 Ë�ÌAÍ « ,?+�/1Ä?28��,?+TSÂD�212 consistsof several steps:First, represent+
as + s 7 ­ + s , where+�7:9�+ s 4E�L,
U +B2 . Since+ s 7 S�D , oneis now only left to prove
that + s SxD . Second,onecanprove that + s S×ÆWV for V=}³4+� V Û+u 72X s by using
themembershipproof with toleranceby Chan,Frankel andTsiounis[CFT98].
Now, onehasprovedthat +YSÚÆZV . Fourth,onecanachieve zerotoleranceby a
priori multiplying + with a suitablychosenconstant� { suchthat V[,6� { X s . In
this case,� { X s +Ùà¸Æ�� { X s or + s à¸Æ�� . Whenmodifiedfor Damg̊ard-Fujisaki
integercommitmentsystem,thisproofsystemhascompletenesserror n>,¨��\RÛ�2 ;
its noninteractive versionis �A�ML*L ­ 7è^] oµpAr s u 72X sG_ byteslong.

Algebraic complexity theory. A Y -family over � is a sequencèm4í,E`RVN2 of
multivariatepolynomialssuchthatthenumberof variablesaswell asthedegree
of `RV arepolynomially bounded(Y -bounded)functionsof ( . Let a_,E`RVX2 (resp.,a Ê ,E`RVX2 ) denotethetotalcomplexity of `RV , thatis, theminimumnumberof arith-
metic operationsy	½µ9 ­ 9:Æ+� (resp., y	½ � ) sufficient to computè V from the input
variablesandconstantsin � by a straight-lineprogram.We call a Y -family `
Y -computableif f themap bcb� al,E`RV 2 is Y -bounded.

3 Proof that a Committed Number is Nonnegative

Before treatingthe generalsituationof an arbitrary (Y -bounded)Diophantine
family S , we will give an efficient membershipproof for O D?9h��2 , i.e., that a
committednumberis nonnegative.Thereareafew goodreasonsfor proceeding
in this order. First, the approachwe usein constructingthis proof systemhas
muchin commonwith thegeneralsolution,andhenceit servesasamotivational
example.Second,for many S , thereis amoreefficient representingpolynomial
whenwe consideronly nonnegative solutionsto this equation;for suchan S it
mightmakesenseto usethispolynomialandthento provefor everywitnessthat
it is nonnegative.Third, aproofsystemfor O D?9h��2 is interestingin its own right,
sinceit is usedin many cryptographicprotocols.(See[Bou00] for examples.)

Thenext theoremis crucialfor ourmembershipproof:

Theorem 1. An integer + canberepresentedas + 4d+ s 7 ­ + ss ­ + s� ­ + s� with
integer + v iff +TSÂD . Moreover, if +TSÂD thentherepresentation,?+ 7 9�+ s 9�+ � 9�+ � 2
canbecomputedefficiently.

Proof. If +eSmD , such +�v exist by a well-known resultof Lagrangefrom 1770.
RabinandShallit [RS86] proposeda probabilisticpolynomial-timealgorithm
(describedin AppendixB) for computingtherepresentation.Ontheotherhand,
no negative numberis asumof four squares. fg



7

Protocol2 SZK proof systemfor nonnegative integers.
1. Prover ó represents� as � | õ �h� || �h� |� �c� |� , usingtheRabin-Shallitalgorithm.For i3� �kjhø
lh$ ,ó choosesrandom ��m�öL÷ � "�øXùhþ�ÿ � � suchthat n m ��m  � ; ó choosesrandom ôÑõom�öL÷� "�øXù � ú�ü õ(p | � , ý | m�öL÷ � "�øNù þ�ÿ | � ú � , ý
� öL÷ � "�øXù þ�ÿ | � ú�ü õ(p | � , and lets �hõom öq��r)sE	�tus ,� | m ö�� � � s 	 � � s , � � ödv m � � � sõomxw 	 ��" . Prover sends

�Á� � õom ø � | m � �mzy?õ ø � � � to � .
2. � generatesarandom�Bö ÷ � "�ø ú � andsendsit to ó .
3. ó computesô | m  ôÑõom$�{����m , ý
�Em?öÙý | mI�{����m , ia� �kj�ø
lâ$ , and ý � ömý
�|�{� n m ��j �}��m � ��m .ó sends

�Á� ô | m ø ý �Em � �m~y?õ ø ý)� � to � .
4. � checksthat(a) � � � s 	 � ' s �)#*%õom  � | m for ia� �kj�ø
lâ$ , and(b) v m � � � sõom�w 	 ��� � #*%  � � .

Briefly, during our proof systemfor O D?9h��2 , prover first usesthe Rabin-
Shallit algorithm to represent+ as + s 7 ­ + ss ­ + s� ­ + s� (or a witness). After
that, he proves to ê in SZK that sheknows sucha representation.Complete
proof systemis givenby thenext theorem:

Theorem 2. Let Ë�Ì�Í be the Damg̊ard-Fujisaki integer commitmentscheme,
let b be the securityparameterand let u©4í( .0/ 721 . Let Å 4 , � 9âëW2 be the
publickey. Protocol2 is a perfectlycomplete, honest-verifierSZKandspecially

soundproof systemfor ¾¯¿
:
Ã�4 Ë�Ì�Í « ,
� �v>=B7 + sv /1Ä=2A@ , or equivalentlyin the

epistemicsense, for ¾¯¿Â,^Ã�4¸Ë�Ì�Í « ,?+B28�B+TS�D�2 , if +T,Tu .

(Proof of this theoremis given in Appendix A.) Noninteractive version of
this protocol is ,1,^Ã 7Nv 2X�v>=B7 /)DA/�,�¬ s v 91® � v 2X�v>=B7 91® F 2 , where the verifier checksthatD_4dÉT,1,^Ã�717�2 �v>=B7 9�, � @ | m ë ñ | m Ã �KJ7Nv 2 �v>=B7 9%Ã �KJ&� v Ã @ | m7Nv ½�ë ñ � 2],^Ø·p? #� V 2 . Thelengthof
noninteractive proofsystemis �tf8395
7 ­ �Rb ­ �!,^Ü ­ ÖRb ­ ��oµpAr s Û ­ 7s oµpAr s u�2 ­
Ü ­ �Rb ­ oµpAr�s�Û ­ 7s oµpArtsaud4��	D|�*L ­ �ML�D ­ �_½R,¨��D	�R� ­ �R�	D ­ �ML�D�2 ­ ��D	�R� ­
�ML�D ­ º�D ­ F s oµpAr s ud4Ú�A�:�?�ML ­ Fs oµpAr s u bitsor �P�	D	� ­ F7uH oqpAr s u bytes.

Hence,noninteractive versionof Protocol2 is �Ù��D�� longerthanBoudot’s
proofsystemfor thesameproblem.However, ourproofsystemenjoys theprop-
erty of perfectcompleteness,while Boudot’s proof systemhascompleteness
error nL,¨��\RÛÑ2 . This result in interestingby itself, in particularsinceby a re-
sult of Vadhan,no complexity-preservingstrongblack-boxtransformationcan
eliminatecompletenesserror[Vad00].

4 Membership Proofsfr om Diophantine Equations

Theideasusedin Section3 tobuild anefficientmembershipprooffor O D?9h��2 can
begeneralizedfor proving in SZK that thecommittedtuple + 4 ,?+�7�9�;�;�;�9�+�@+2
belongsto many other(not necessaryfinite) sets'��m� @ . For this we have to
introduceamorecomplexity-theoreticflavor of Diophantinesets.
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Definitions. Let ST46,N' V 2 bea family of sets,suchthattheelementsin ' V have
lengththatis polynomialin b . Wesaythatthefamily S is Y -boundedDiophan-
tine if thereexistsauniform family Z]*L46,^)�*A` V 2 of Y -computablepolynomials
with integercoefficients,suchthat for every b , . F 'WV if f thereexistsa witness
0 suchthat )�*	` V1,�.B/10=2¯4dD . Wesaythatthefamily S is possessesa certifier Z]*
if thereexists a family Z * 4�,^) *A` V 2 of Y -boundedpolynomialsanda family
of polynomial-timealgorithmsc3*Ï4§,Nf�*A` V 2 , suchthat for every b , .ÙFd'WV if f
)+*	` V%,�.-/hf�*	` VX2ª4¹D . If )�*	` V is a polynomial that doesnot dependon b , we say
that S hasan unboundedDiophantinemembershipproof. In thelattercaseone
often(but notalways)assumesthat SÏ4 k V 'WV is asetitself.

Givena statisticallyhiding integercommitmentschemelike [DF01] where
onecanprove in SZK that two committedintegersare in an additive or in a
multiplicative relationship,onecanprove in SZK that a polynomial relation-
ship holds betweena numberof committedintegers,by using the methodol-
ogy of [FO97].Now, let S�4 ,N'WVX2 have a Y -boundedDiophantinemembership
proof.By usinganintegercommitmentscheme,onecanthenprove in SZK that
heknows a 0 , s.t. )_[a` V%,�.-/1032C4dD . Thus,suchaproof is avalid proofsystemfor
¾¯¿Â,^Ã�v-4 Ë�Ì�Í « ,?+�v�/1Ä�v 2��G½�½�½A�ÐÃh<>4 Ë�Ì�Í « ,?+�<a/1Ä�<32���,?+�7�9�;�;�;�9�+�<=2�FH'WV 2 .
Discussion.Thefirst exampleSZK proof system(for SÂ4²O D?9h��2 ) wasalready
given in Section3. As seenfrom this example,communicationcomplexity of
suchaproofsystemdependslinearlyon a Ê ,N' V 2 andonvaluesoµpAr s u v , whereu v
is an a priori upperboundon input .!v . If themembershipproof is unbounded
then a Ê ,N'WVX2 is aconstantandcommunicationcomplexity is justalinearfunction
of oqpAr�sWuWv -s. (That is, on the input length,beinghenceoptimal.)This explains
why we are especiallyinterestedin unboundedDiophantinefamilies S . Sur-
prisingly, aswe will seelateron, therearemany cryptographicallyinteresting
unboundedDiophantinefamilies S .

Certifier is neededin situationwherea party in a cryptographicprotocol
needsto prove that he hasperformedcorrectcalculationsover somedatathat
werereceivedfrom sourcesnot controlledby him. On theotherhand,whenthe
prover cangeneratea committednumberby himselfandjust hasto prove that
this numberbelongsto somecorrectset(e.g.,is nonnegative, or is composite),
certifieris notnecessary.

Often, in the definition of Diophantinesetsit is requiredthat the witness
must be nonnegative. However, if S hasa representingpolynomial ) * ,�.-/1032
then .HFH'WV�I>K ,NM�0W910��wF O D?9h��212PO )�*A` Vh,�.B/10?7¯Æ�0�� 7 9�;�;�;�910A@�Æ�06�@ 2C4dDRQ . One
theotherhand,if ' hasa nonnegative representingpolynomial ) � * ,�.-/1032 with
nonnegative witnessesthenit is representedby ){� *A` V ,³Y s 717 ­ ½�½�½ ­ Y s 7 � 9�;�;�;�9^Y s<t7 ­½�½�½ ­ Y s< � /%Ó

s 717 ­ ½�½�½ ­ Ó s 7 � 9�;�;�;�9%Ó
s@�7 ­ ½�½�½ ­ Ó s@ � 2 .
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�� �&�� �Aøu�L� � |õ � � || � � |� � � |� ���-� � [RS86]� � �]øE�¨� � |õ � � || � � |� � � |� �·�Z� � [RS86]��� � õ ø � | ø � � �&�I�$����� � õ ø � | ��� � �
� � õ � õ �ª� | � | �Ñ� � ExtendedEuclidean��� ��õ ø � | � � � | � �tõ � �tõK�Ñ� | � õ � õWöm�tõu�â� |
Table1. SomeunboundedDiophantinesets

�
with representingpolynomialsandcertifiers.

Next, let S�7 and S s beDiophantinesetswith representingpolynomials)_[ m ,
s.t. . F�S v I>K ,NM�032PO ) [ m ,�.-/1032 4ÚDRQ . Then(1) S�4ÚS 7�� S s is Diophantine,
with )_[ õ2� [ | ,�.-/10W9
�t2�4�)_[ õ ,�.B/10=2�)_[ | ,�.B/
�t2 ; and(2) S�4�S�7��]S s is Diophan-
tine,with ) [ õu� [ | ,�.B/10a9
��2¯4d¼ s[ õ ,�.B/10=2 ­ ¼ s[ | ,�.-/
��2 . Therefore,if S 7 and S s are
(Y -bounded)Diophantinethensoare S�7 � S s and S�7c�#S s ; thusthe lattersets
also have Diophantinemembershipproofs.However, describedcompositions
addan extra multiplication per every union andtwo multiplicationsper every
intersection,which is an undesirableoverhead.A moreefficient way is to use
themethodologyof Cramer, Damg̊ardandSchoenmakers[CDS94]of compos-
ing severalproofs-of-knowledge; whenusingtheirmethods,wegetDiophantine
membershipproofsfor S�7 � S s and S�7c�]S s thatdo not requireextra multipli-
cations.

Themethodologyof [CDS94] is is limited to composingsetsby usingthe
unionandinteractionbut notcomplementing.(This is notsurprising.Moregen-
erally, thecomplementof arecursively enumerablesetis notalwaysrecursively
enumerable.)For example,onecannotderive from the framework of [CDS94]
an efficient proof that a committedinteger + is not equalto someconstant� ,
startingonly from positive proofs.(Althoughefficient proof systemsfor +d�4��
exist [MS97].) An importantfeatureof our approachis thatwe canimplement
nonmembershipproofs.Reasonfor this lies in theflexibility thatwehave when
choosingthesetsS . Moreprecisely, efficient negative proofsarepossiblesince
someof thesesets S (like O �a9h��2 and ,¨Æl��9âòâQ ) areinfinite, but their intersec-
tionsarefinite. Wewill presentcorrespondingexamplesin a few paragraphs.

Examples.SomeunboundedDiophantinesetsS togetherwith their represent-
ing polynomialsandcertifiersaredepictedby Table1. A few setsthatareinter-
sectionsof simplersetsaredepictedby Table2.Notethatnoninteractive version
of SZK proof systemfor +ÕF O �!9âòâQ hasinteractionlength �Aº�D�� ­ F

è oµpAr s ,Áò�Æ �=2
bytes,sinceonecansetuEÝzòWÆ�� . Thesetof compositenumbersdoesnothave
acertifierunlessfactoringis easy. Othersetsin this tablehave acertifier.

Let us look at moreinterestingexamples.An efficient Diophantinemem-
bershipproof systemfor ¾g¿Â,^Ã�4 Ë�Ì�Í]«Ñ,?+B2-�¡+��F O �!9âòâQ�2 canbebasedon the
fact that .d�F O �a9âòâQ if f ,NM�032PO )R¢ £ ì 71` ¤!1 ,�.-/1032�4UDRQ¦¥ ,NM�032PO ) / �§¤�` ¨:��7E© ,�.-/1032�4ÚDRQ .
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To prove thatyouknow such �*m , show that. . .� �	ø
� $

(
�}ª¡�

) �+� � �	ø2�L� , �_� � � �]ø�� $«{¬ �âù$­0�M® � « � �  ]� õ ��ù%� | � j%� � � , � |0¯ "
Setof compositenumbers �  ]� õ � | , � õ ¯ j , � |4¯ j

Setof nonsquares �  ]� |õ � � | , �  ��µ� õ�� j%� | � � � , � | ¯ " , � � ¯ "�:� ��õ ø � | ø ��� ��� ��õ  � | �±°}²M� �*� � � ��õ  � | �>��� � õ , ��õ�³L�*� .��� � õ ø � | ø � � �&� � �  ´�I���t� � õ ø � | � � �$���t� � õ ø � | ��� � � , � � � � õ , � � � � |
Table2. Somemoreexamples.

If �U4Îò , this yields a Diophantineproof systemthat a committednumber
is not equal to someconstant� . Moreover, one can prove that two commit-
ted numbers.87 and . s arenot equal,by proving that ,NM�032POµ,�.87\4 . s ­ 032C�
,�0?7��4eD�2 Q . This approachcan be generalizedto an arbitrary function � . Let
S 4�yt,�. 7 9�;�;�;�91. < 25}�. < 4 � ,�. 7 9�;�;�;�91. <���7 2â� , � a function, be a Y -bounded
(resp.,unbounded)Diophantinesetwith representingpolynomial )_[]46,^)_[a` VN2 .
Then S � 4Jyt,�.-7:9�;�;�;�91.!<=2\}C.!<��4 � ,�.87:9�;�;�;�91.!<t��7�2â� is Y -bounded(resp.,un-
bounded)Diophantine:Namely, it sufficesto show that 0Ð4 � ,�.-7:9�;�;�;�91.!<=2 and
that . é �4�0 .

Sincethesetof primesis recursively enumerabletheDPRM theoremsays
that it is alsoDiophantine.Jones,Sato,WadaandWiens[JSWW76]described
acertainDiophantineequationsystemof �P� equationsin �*L variablesthathasa
positive integral solutioniff oneof parametersis a prime.Thus,onecanprove
that a committednumberis prime by proving that he knows an integral solu-
tion to this equationsystem,and then proving that all solutionsare positive.
However, severalwitnesses0Av havesuperpolynomiallengthin � .�� andhencethe
setof primesis not known to have a Diophantinemembershipproof.Finally, a
longerexamplefor exponentialrelationshipwill begivenin AppendixC

5 Applications to Encrypted Numbers

Proof that committed number = encrypted number. Let ,N£ª9%¤>9%¥52 bea ho-
momorphicpublic-key cryptosystemwith ¦ 4í�Zµ and public key Å¡J . In
cryptographicprotocols,one often needsa zero-knowledgeproof that an en-
cryptednumberbelongsto someset ' . For many cryptographicallyinterest-
ing sets 'eF¸� < , we are not aware of any efficient membershipproofs for
¾¯¿Â,1, ; v Ã�4d¤ « % ,?+�v¨/1Ä�vN2128��,?+�7:9�;�;�;:9�+�<=2�FH'C2 that basesolely on the secu-
rity of the usedencryptionscheme.However, the next methodologyenables
to constructsuchproof systems,assumingthat 'P¶6� < µ (anexample ' could
be '¸4©yt,�.-7:91. s 91. { �7 }Ñ,�.-7:91. s 91. { |7 2�FU� � � ) and thereis an efficient proof
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systemfor ¾¯¿�,NÃ 4¸Ë�Ì�ÍÐ«0·�,?+�/1Ä=28�B+ÕF#'C2 , where Ë�Ì�Í is anintegercommit-
mentschemewith key Å�¸ :
1. For every ¹ , ¼ createsarandom®�v andsendsÃI�v 4 Ë�Ì�Í «0· ,?+�vX/1®�vN2 to verifier.
2. For every ¹ , ¼ that ¾g¿Â,^Ã�v-4d¤ « % ,?+�v�/1ÄtvÁ2-�]Ã �v 4 Ë�ÌAÍ « ·�,?+�v�/1Ä �v 212 .
3. Finally, ¼ that ¾¯¿Â,1,

;
v Ã v 4 Ë�Ì�Í]«0·�,?+ v /1Ä=212-��,?+ 7 9�;�;�;�9�+ < 2�FH'C2 .

Notethat ¤ « % ,�¬ ­»º ±²/1®	2¯4E¤ « % ,�¬�/1®�2 andthereforein thesecondstep,
¼ shouldprove that ¾¯¿ ,^Ãhv-4d¤ « % ,?+�v>,^Ø·p? #±Ú2h/1Ä�v 28�ÐÃI�v 4 Ë�Ì�Í «0· ,?+�vX/1Ä6�v 212 .
Wewill omit the“ ,^Ø>p� �±Ú2 ” notationfor thesake of simplicity.

Now, assumingthat there is an efficient (Diophantine)proof systemfor
¾¯¿Â,^Ã�4 Ë�ÌAÍ « ·�,?+�/1Ä?2-�B+ÕFH'C2 , weareonly left to prove thenext result.

Theorem 3. Let Ë�Ì�Í be the Damg̊ard-Fujisaki integer commitmentscheme
and let ¡ 4 ,N£ª9%¤>9%¥52 be a homomorphicpublic-key cryptosystem.Let b
be the securityparameterand let uí4zb .0/ 721 . Let Ä s F×O D?9â�Aß8ì V 2 . The next
protocol is a complete, honest-verifierSZK,speciallysoundproof systemfor
¾¯¿Â,^Ã�7�4d¤ « % ,?+�/1Ä37�2-�]Ã s 4 Ë�Ì�Í « ·�,?+�/1Ä s 212 , giventhat +T,Tu :

1. Prover generates ¬�7 Ý½¼ÙO D?9â� V Û+u+2 , ®A7 Ý½¼TZ , ® s Ý»¼ÙO D?9â�Aß8ì s V Û�2 , sets
Ã � Ý�¤l« % ,�¬ 7 /1® 7 2 , Ã � Ý�Ë�Ì�Í]«0·�,�¬ 7 /1® s 2 andsends,^Ã � 9%Ã � 2 to verifier.

2. Verifier generates D_Ý½¼ O D?9%ÛÑ2 andsendsD to Prover.
3. Prover sets¬ s Ýe¬�7 ­ D¾+ , ®��_Ý ®A7 ­ D:Ä37 and ® � Ýe® s ­ D�Ä s andsends
,�¬ s 91®���91® � 2 to verifier.

4. Verifier checksthat Ã���4E¤ « % ,�¬ s /1®���2�½ Ã �KJ7 and Ã � 4 Ë�Ì�Í «0· ,�¬ s /1® � 2�½ Ã �KJs .

Proofof this theoremis givenin AppendixD.
As previously, let f denotetheciphertext spaceof ¡ and f8395�7 thecommit-

mentspaceof Ë�Ì�Í . Noninteractive versionof thepresentedproof systemhas
length NRb ­ ��oµpAr s Û ­ Ü ­ oµpAr s u ­ )m4�N?½ º�D ­ �?½ º�D ­ ��D	�R� ­ ��D	�R� ­ ��D	�R�\4ÙÖ*LAÖA�
bitsor �9NR� bytes.

Inter val membershipproof for an encrypted integer. As a concreteapplica-
tion, let usdescribeaproofsystemfor ¾¯¿Â,NÃ 4E¤ « ,?+�/1Ä?28�¡+ FÕO �!9âòâQ�2 :
1. Prover ¼ generates®A7�Ý½¼ O D?9â� ß8ì s V 2 , Ã�7�Ý Ë�Ì�Í «0· ,?+�/1®	7�2 andsendsÃ�7 to

verifier.
2. ¼ provesto ê that ¾¯¿�,ÁÃ�4d¤_«ª,?+�/1Ä?28�]Ã 7 4 Ë�ÌAÍÐ«0·�,?+�/1Ä 7 212 .
3. ¼ provesto ê that ¾¯¿�,ÁÃ�7�4 Ë�ÌAÍ «0· ,?+�/1Ä?2-�B+ÕF O �a9âò%Q�2 .

Noninteractiveversionof thisproofsystemis �:�Aº ­ �9NR� ­ �|¿�ºR� ­ F è oµpAr�s	,ÁòAÆÀ�=2C4ÖAÖ*L*L ­ F
è oµpAr s ,Áò�ÆT�?2 byteslong.

As notedbefore,it mustbethecasethat O �a9âòâQc¶ ¦ for this proof to work.
In particular, wecannottake 'Õ4UO D?9h��2 . Therefore,to constructaproof thatan
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encryptednumber+ doesnotbelongto O �!9âòâQ4��¦ 4E� µ , it doesnotsuffice to
prove in step3 that +ÕF ,¨Æl��9
�+Æ ��Q*¥R+ÕF Oåò ­ ��9h��2 : Instead,onemustprove
that +ÕF O D?9
��ÆÂ��Q�¥B+ÕF Oåò ­ ��9â±ðÆ���Q .
Membership proof in exponentsfor encrypted number In several crypto-
graphicprotocolslike electronicvoting [DJ01], oneneedsmembershipproofs
in exponents:Thatis,proofsof type ¾g¿Â,^Ã�4d¤ « % ,�(�Á!/1Ä=28�B+ÕFÕO D?9âòâQ�2 for some
( . We will give anefficient SZK proof-of-knowledgeof a small discreteloga-
rithm of committednumberin the specialcasewhen ( is a prime.Since ( is
a prime then oµpAr < ¬ F²O D?9âòâQ if f ¬ ��( £ and +çàÒD . (Thus,we usetwo sets,
'B7g4�y:.87�}A.-7_��( £ � and ' s 4�y:.87�}	.-7}SÂD�� .) Usingthisobservationandideas
from the previous sectionsof the currentpaper, we have establishedthat one
needsto describeaSZK proof that Ã�4d¤ « % ,?+�/1Ä?2A�+Ã s 4¸Ë�Ì�Í «0· ,?+�/1Ä s 2A�+ÃP��4Ë�Ì�Í « ·�,?+8�R/1Ä���2a�>Ã � 4¸Ë�Ì�Í « ·�,�( £ /1Ä � 2a�^+�+8��4�( £ ��+Õà�D . Thiscanbedone
asfollows:

1. Prover lets ®	7GÝ½¼ O D?9â� ß-ì s V 2 , Ã s Ý Ë�Ì�Í «0· ,?+�/1®A7�2 , ® s Ý½¼¹O D?9â� ß8ì s V 2 ,
ÃP��Ý�Ë�Ì�Í « ·R,�( £ \<+�/1® s 2 , Ã � Ý�Ë�Ì�Í « ·R,?+ � /%D�2 . Shesends,^Ã s 9%Ã���2 to verifier
whocomputesÃ � Ý�Ë�Ì�Í «0· ,?+ � /%D�2 .

2. ¼ provesto ê that ¾¯¿�,ÁÃ�4d¤ « % ,?+�/1Ä!7�2��]Ã s 4 Ë�Ì�Í « ·�,?+�/1Ä s 212 .
3. ¼ proves to ê that ¾¯¿

:&: ; �v>= s Ã v 4d¤l« % ,?+ v /1Ä v 2 @ �Õ,?+ � 4C+ � + s 2 @ . (I.e.,

that + s ��( £ .)
4. ¼ provesto ê that ¾¯¿�,ÁÃ s 4d¤ « % ,?+�/1Ä=28�B+TS�D�2 .

Noninteractiveversionof thisproofsystemhaslength �*N*L ­ �9NR� ­ L?�:� ­ �P�	D	� ­F7uH oµpAr s ,Áò�ÆY�?2�4��|¿��R� ­ F7uH oqpAr s ,Áò ÆÂ�=2 bytes.As aninterestingsidenote,one
could further shortenthis proof by usingthe resultof Legendrethat if (�ÁÚ�4
�9Ã�,Áº º·­ ¿A2 for someÄ�9 º (for example,if ( is a power of two) then ( Á canbe
representedasasumof threesquares.

Application to E-voting. Until now, the best(perfect)zero-knowledgeproof
systemfor thesameproblemseemsto bedueDamg̊ardandJurik [DJ01], who
usedmembershipproof in exponentsto provevotecorrectnesswith ( beingthe
(maximum)numberof voters.While their membershipproof in exponentsdid
not require( to bea prime,its lengthwas � ´�oqpAr s ê ¶�½t,EL	f ­ ± ­ ÖRb ­ �	) 2 ,
whereê beingthenumberof candidatesto votefor. In theDamg̊ard-Jurikproof
system,the length of the interactionwill be greaterthan in ours as soonas
ê Síº . However, our constant-sizeproof systemis possibleonly sincewe
restricted( to beprime.
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Further Work

EfficientDiophantinemembershipproofscanbegivenfor many interestingsets
'��m� . We did certainlynot mentionall cryptographicallyrelevantsets' that
have suchproofs.Full versionof this paperwill alsogive moreinsight into the
complexity-theoreticaspectsof Y -boundedDiophantinesets.
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A Proof of Theorem 2

Thisappendixprovidestheproofof Theorem2.

Proof. Completeness: � @ | m ë=ñ �Em Ã �KJ7Nv 4 � @ õom ì J Á m ë=ñ | m ì J2Å m � �KJ Á m ë �KJuÅ m 4� @ õom ë=ñ | m 4 Ã s v and � v Ã @ | m7Nv ½�ë3ñ � Ã �KJ 4 � v Ã @ õom7Nv ½ � v , � Á m ë Å m 2 J Á m ½
ë ñ � ì J*Æ m / 71� Á m 1±Å m � �KJ|Æ m Á |m ë �KJuÅ 4 � v Ã @ õom7Nv ½�ë ñ � 4dÃP� .

Honest-verifier SZK. The simulatoractsas follows. For ¹ÕF O ��91��Q , gen-
erate Ã�7NvEÝ½¼©c0395�7 , ¬ s v�Ý»¼ O D?9â��Ç�u+2 , ® � v�Ý½¼ O D?9â� ß8ì s V ÛÑ2 . GenerateD�Ý½¼�O D?9%ÛÑ2 , ®�F Ý»¼ O D?9â�Aß8ì s V Û+u+2 . For ¹lF O ��91��Q , let Ã s vgÝ � @ | m ë=ñ �Em Ã �KJ7Nv . Let
Ã���Ý � v Ã @ | m7Nv ½ûë ñ � Ã �KJ . Theresultingview ,1,^Ã�7Nv�9%Ã s v 2 �v>=B7 9%ÃP��/)DA/�,�¬ s v191® � v 2 �v>=B7 91®�F�2
is acceptingandhasdistribution, statisticallycloseto thedistribution of views
in a realexecution.

Special soundness (from two accepting views,
,1,^Ã�7Nv19%Ã s v 2Xv�9%Ã���/)D	/�,�¬ s v191® � v 2Xv¨91®�F�2 and ,1,^Ã�7Nv19%Ã s v 2XvX9%ÃP�A/)DM��/�,�¬È� s v 91®��� v 2Xv�91®��F 2 withDL�4�D � , onecanefficiently find apair ,1,?+�vN2Xv¨91Ä?2 , suchthat Ã�4 Ë�Ì�Í « ,
�É+ sv /1Ä=2 ):
Given such views, � @ | m �3@hÊ | m ë ñ �Em � ñ Ê�Em 4 Ã Jâ�KJ2Ê7Nv , for ¹ F O ��91��Q , and� v Ã / @ | m �3@ Ê | m 17Nv ½�ë ñ � � ñ Ê� 4 Ã Jâ�KJ Ê . We say that we have a bad case,if ei-
ther ,ED\Æ�D � 2d��>,�¬ s v�ÆÙ¬ � s v 2 or ,ED\Æ�D � 2d��·,�® � v�ÆÙ® �� v 2 for some ¹ F¢O ��91��Q
or ,EDGÆËD � 2J��Ï,�® F Æ²® �F 2 . As in [DF01], we can argue that the bad case
appearswith a negligible probability if the group assumptionshold. Other-
wise (when we do not have the bad case),let + v Ý ,�¬ s v ÆÙ¬ � s v 2�\?,ED\Æ�D � 2
and Ä�v Ý ,�® � v�Æ�®��� v 2�\?,ED~ÆdDM�q2 ; then Ã�7Nv can be openedas Ã�7Nv 4 � Á m ë Å m ,
for ¹ F O ��91��Q , and Ã can be openedas Ã¹4 � v Ã Á m7Nv ½�ë / ñ � � ñ Ê� 1(X / Jâ�KJ Ê 1 4
,1, � Æ m Á m ë Æ m Å m 22Á m 2¨ë / ñ � � ñ Ê� 1oX / J%�KJ2ÊÌ1 4 � Æ m Á |m ë Æ m Á m Å m ì / ñ � � ñ Ê� 1(X / Jâ�KJuÊ±1 . fg
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B Rabin-Shallit Algorithm

For completeness,we will next givea shortoverview of theRabin-Shallitalgo-
rithm [RS86]thattakes �L,1,^oµpArh+B2X��2 bit-operations:

1. Write + in theform +H4E�*Ã�,Á� º�­ ��2 , where Ä�9 º S�D .
2. If Ä+4Ú� , then

(a) Chooserandom + 7 9�+ s Q U + , with exactly one of + 7 , + s even. Let
Y]ÝÍ+~ÆT+ s 7 ÆÎ+ ss . Notethat Y5ÔÚ� ,^Ø·p? 5�t2 .

(b) Hopingthat Y is prime,try to expressY]4O+ s� ­ + s� asfollows: First,find
a solution Ï to the equationÏ s Ô¢Æ�� ,^Ø·p? �Yw2 . (This canbe donein
variousefficient ways;for detailssee[RS86].) Now computer	�� B,?Ï ­Ð 9^Y�2\4Ñ+8� ­ + � Ð over the Gaussianintegers.Again, this canbe done
efficiently. Checkto seethat Y]4C+ s� ­ + s� . If not, Y wasnotprime,sogo
backto step2a.

(c) Return+ s 7 ­ + ss ­ + s� ­ + s� asa representation.
3. If Ä is oddbut not � , find a representationfor �=,Á� º·­ ��2 andthenmultiply

eachtermby thesquareb s , whereb�4E� / Ã ��721(X s .
4. If Ä is even, find a representation+ s 7 ­ + ss ­ + s� ­ + s� for �=,Á� º~­ ��2 by

step2. Thenconvert this to a representationfor ,Á� º�­ ��2 asfollows: Group+�7 , + s , +8� , + � so that +�7�ÔÒ+ s ,^Ø·p? #�	2 and +8� ÔÒ+ � ,^Ø·p? #�	2 . Then
,Á� ºB­ ��2¯4U, 7s ,?+ 7A­ + s 212 s ­ , 7s ,?+ 7 ÆR+ s 212 s ­ , 7s ,?+ �?­ + � 212 s ­ , 7s ,?+ � ÆR+ � 212 s .
Now multiply by b s , wherebC4d� Ã X s .

C Longer Example: Proof Systemsfor Exponential Relationship

We will next describea few proof systemsfor the exponential relation-

ship, i.e., for ¾¯¿
: : ; �v>=B7 Ã�7�4¸Ë�Ì�Í « ,?+�7�/1Ä37�2A@L�B+�7g4C+ Á �s @ . Since the set

yt,�.87:91. s 91.W��2�}	.-7�4d.a{ �s � is recursively enumerable,it is Diophantine.Matiya-
sevich wasthefirst to describeanexplicit representingpolynomialfor S . Next,
we will give adescriptionof sucha ) [ dueto [Dav73,JSWW76].

All nonnegative integral solutions ,�.!<�,��=2h910A<W,��=212 of thePell equation. s Æ
,�� s Æ6��2X0 s 4ð� can be derived from the next recurrentidentities.First, let
,�. é ,��=2h910 é ,��?212Ð4©,¨��9%D�2 and ,�.87�,��=2h910?7�,��=212\4í,��!9:��2 . Second,let .!< ì 7�,��?2Ð4����.a<W,��=2�Æ~.a<���7�,��=2 and 0A< ì 7�,��=2C4E���t0A<W,��=2�Æ#0A<���7�,��=2 . Equivalently, .a<W,��=2C4� <v>= é ` s¾Ó v Ô < v
Õ � <t�3v ,�� s ÆU��2 v>X s and 0 < ,��=2 4 � <v>=B71` s�ÖÓ v�Ô < v�Õ � <t�3v ,�� s Æç��2 / v���721oX s .
Clearly, � < Q .a<W,��=2 Q ,Á���=2 < .
Theorem 4 ([Dav73,JSWW76]). ¬ 4 (�× iff the next � equa-
tions have a positive integral solution in remaining �P� arguments
,��!9%ÃR9
Ø39)D	9)`W9 � 9âë�9
Ù�91®R9�Ï-9�Ú�91.-910W9)�t2 : . s Æ\,�� s ÆL��2X0 s 4Ú� , Ï s ÆÐ,�� s ÆL��2X® s 0 � 4Ú� ,
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,�. ­ Ã$Ï�2 s ÆE,1,�� ­ Ï s ,?Ï s ÆÛ�?212 s Æd��2P, º>­ �!,�Ø>ÆE��2X0=2 s 4 � , 0G4 º·­ D�Æ�� ,
,�.#Æ 0�,��LÆ (B2¯Æ ¬H2 s 4 ,E`#Æd��2 s ,Á���t(�Æ ( s Æ���2 s , ¬ ­ � 4x���t(GÆ ( s Æ�� ,ÚE4�( ­ ë , ÚÙ4 º�­ Ù , � s Æ ,?Ú s Æ���2P,?ÚEÆ ��Ú ­ ��2A� s 46� .
Fromoneside,thisrepresentationof S seemsto giveaveryefficientunbounded
Diophantineproof system.Only �*N essentiallydifferentmultiplicationsneedto
be performed.Computingwitnessesis also“easy”. Namely, if ¬ 4×(�× thenÚ�Ý Ø�Ü�Ý�, º 91(B2 ­ � , �\Ý .KÞ ��7 ,?Ú�2 , then �#à�� . Set ë#ÝßÚdÆ ( , ÙBÝàÚEÆ º ,
.�Ý . × ,��=2 , 0 Ý 0 × ,��=2 , 0 Ý 0 × ,��?2 , ÏÂÝ�. s × À)á / ¨$1 ,��?2 , ®GÝ 0 s × À)á / ¨I1 ,��=2�\�0 s ,Ã�Ý ,�. × ,�� ­ Ï s ,?Ï s ÆY�=212�Æ .w2�\<Ï , Ø]Ý�,�0 × ,�� ­ Ï s ,?Ï s ÆY�?212¯Æ º 2�\?,��A032 ­ � ,D_Ý§0�Æ ºl­ � . Finally let ` besuchthat `~4Ú��âÂ,�.·Æ#0w,���ÆH(B2�Æ#¬H2�\?,Á����(]Æ
( s Æd��2 . Thereforeit might seemthat to prove theexponentialrelationshipby
usingTheorem4, oneonly oneneedto useProtocol1 �*N times(andthento
prove thatsomewitnessesarepositive).

However, thereis a seriouscatch.The total amountof computationis su-
perlinear in oµpAr�sWu , where u is an a priori upper limit on the size of any
multiplicandsand any variables.And in this case,the largestmultiplicand is
. ­ ÃIÏ~4�. × ,�� ­ Ï s ,?Ï s Æ´�=212ãSm,�� ­ Ï s ,?Ï s ÆB�=212 × S½Ï �
× 46,�. s × À)á / ¨I1 ,��=212 �
× S�tè�× | À á / ¨$1 S»��è�× | ¨ á 4U,�. Þ ��7:,?Ú�212�è�× | / {Mä # õ / Þ 1o1 á S½Ú / Þ ��721 è�× | Þ4å ä # õ(æ á , whichis is
definitelywayandbeyondthecurrentcomputationalpower when º�ç N�D .

On the otherhand, S64J,N'WVX2 is clearly Y -boundedDiophantine.Let 'wV_4
yt,�. 7 91. s 91. � 2g}	. � 4d. 7 { | �L. s ,Â� V � . Here,following [CM99,DJ01] andmany
otherpublications,onecanrepresent. s asa binarynumber, . s 4 � Vv>= é º vN� v .
After that,onecanprove that .W�\4 � v (�v , whereeither (�v�4J� or (�v�4 . s m7 .
In thepreviousproof systemwe hada constantnumberof multiplications,but
inputsof superpolynomialsize.In thecurrentcasewe have n>,^oµpAr�s º 2 multipli-
cationsbut themultiplicandsarenever biggerthan .W� .

Finally, notethatgivena Y -bounded(resp.,unbounded)Diophantineproof
systemfor exponentialrelationship,onecanprove that .87�4 Ô { |{ � Õ by showing
that 0?7+4²� { | ì 7 , ,�0?7 ­ ��2 { | 460 s 0?7 { � ì 7 ­ .-7¨0?7 { � ­ 0	� , 0	� 4Ú0?7 { � and .-78,
0?7 for somenonnegative 0Av . In this case,all intermediateresultshave length
polynomialin � .-7R� andhencetheproof systemfor binomialrelationshipwould
alsobe Y -bounded(resp.,unbounded).

D Proof for Theorem 3

Proof. Completeness.If prover is honestthen ¤ « % ,�¬ s /1®���28½PÃ �KJ7 4d¤ « % ,�¬ s ÆD¾+�/1®���ÆèD�Ä!7h2C4d¤ « % ,�¬�7�/1®A7�2C4dÃP� and Ë�Ì�Í «0· ,�¬ s /1® � 2!½1Ã �KJs 4 Ë�ÌAÍ «0· ,�¬ s ÆD¾+�/1® � Æ D:Ä s 2�4d¤ « % ,�¬�7�/1® s 2¯4dÃ � .
Honest-verifier SZK. Simulatorgeneratesa randomtuple ,EDA91¬ s 91® � 91® � 2gÝO D?9%ÛÑ2Àé O D?9â� V Û+u+2WéGZÑé O D?9â� ß8ì s V 2 andsetsÃP�ªÝÎ¤ « % ,�¬ s /1®���2C½AÃ �KJ7 , Ã � Ý
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Ë�Ì�ÍÐ«0·�,�¬ s /1® � 2C½AÃ �KJs . Clearly, this view is anacceptedview. Moreover, it has
distribution thatis statisticallycloseto thedistribution of realview.

Special soundness. Let the next two views be accepting:
,^Ã���9%Ã � /)D	/1¬ s 91®���91® � 2 and ,^ÃP��9%Ã � /)D¾�^/1¬È� s 91®��� 91®��� 2 with D �4 D¾� . We know
from [DF01] thatthenwith anoverwhelmingprobability ,ED�ÆÎD � 2 �=,�¬ s ÆG¬ � s 2 .
Therefore,Ã s 4 Ë�ÌAÍ «0· ,?+�/1Ä s 2 with +H4 @ | �3@ Ê |J%�KJ Ê . Similarly, Ã�7�4d¤ « % ,?+���/1Ä37�2 ,
where+ � 4 @ | �3@hÊ |Jâ�KJ Ê ,^Ø·p? #±Ú2 . Hence,+ � 4C+²,^Ø>p� #±Ú2 . fg


