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Abstract. A family (S;) of setsis p-boundediophantinef S; hasarepresent-
ing p-boundedpolynomialRs ¢, s.t.x € Sy <= (Jy)[Rs(z;y) = 0]. Wesay
that(S;) is unboundediophantineif additionally Rs ; is afixedt-independent
polynomial. We shawv that p-bounded(resp.,unbounded)Diophantineset has
a polynomial-size(resp.,constant-sizejtatisticalzero-knevledge proof system
thata committedtuple z belongsto S. We describeefficient SZK proof systems
for several cryptographicallyinterestingsets.Finally, we shav how to prove in
SZK thatanencryptechumberbelongsto S.

Keywords: Diophantineequationsintegercommitmentstatisticalzeroknowl-
edge.

1 Intr oduction

A setS of orderedn-tuplesof positive integersis calledDiophantineif thereis a
representingpolynomial Rg (z; y) with integer coeficientssuchthata givenn-
tuplex = (z1,...,z,) belongso S iff thereexistsatupley = (y1,. .., ym) Of
integerswitnessepfor which Rg(z;y) = 0: l.e.,x € S < (Jy)[Rs(z;y) =
0]. Basedon earlierwork by Davis, Puthamand Robinson,in 1970Matiyase-
vich [Mat70] shavedthatevery recursively enumerableetis Diophanting(this
is known asthe Davis-Putnam-Robinson-Matigerich or the DPRM theorem),
solvingfinally Hilbert's tenthproblem.

We areinterestedn cryptographicapplicationsof this result. For this, we
look at familiesS = (S;) of DiophantinesetsandsaythatsS is p-boundedio-
phantinaf thereexistsauniformfamily Rs = (Rs ) of p-computablepolyno-
mials,suchthatfor everyt, z € S; iff thereexistsawitnessy suchRg ;(z;y) =
0. We saythatS possessea certifierCs = (Cs,) iff Rs¢(z;Csy) = 0 for
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everyt. If Rs;isthesamepolynomialfor all £ thenwe saythatS is unbounded
Diophantineln thelattercasewe oftenidentify S and(J, S;.

Givena statisticallyhiding integer commitmentschemdike [DF01] where
it is possibleto prove in statisticalzero-knavledge (SZK) that two committed
integersarein anadditve or multiplicative relationship,onecanalsoprove in
SZK ary polynomialrelationshipbetweeratuple of committednumbersThus,
if S is p-boundeddiophantinethenonecanprove in SZK thatcommittedtuple
z belongdo §; by proving thatz togethemwith anothercommittedtupley satis-
fiesRs+(z;y) = 0. We call this membershigproof a Diophantinemembership
proof (for S).

When S is unboundedDiophantine,the resulting SZK proof for S has
interactionlength ©(log, T'), where T is the a priori maximum of ary in-
put z; or y; in the concreteapplication.The situationchangesvhen S is p-
boundedDiophantine.ln sucha case,eachsS; could have a designategroof
system.This meansthatthe resultingSZK proof haspolynomialcommunica-
tion compleity; on the other hand, even someeasyp-boundedDiophantine
setsseemnot to be unboundedAs an example,it is known that the Dio-
phantinesetS = {(z1,z2,27?) : (z1,22) € Z} hasa representingolyno-
mial Rg in 14 witnessesy; [JSWW76§. However, several witnessegy; of Rg
have superpolynomialengthin |z|. On the otherhand,the family S = (S),
Sy = {(z1,72,27?) 1 x1 € Z AN zo € Zr}, T = 2%, is p-boundedDiophantine;
it evenhasacertifier!

We presenta numberof p-boundedamiliesS with certifierthathave cryp-
tographicrelevance;all suchfamilies have efficient SZK proof systemsWe
shav thatS = [0, c0) is unboundedndpresentorrespondingZK proof. This
proof baseson the resultof Lagrangethat every nonngative integer is a sum
of four squaresandon the randomizedalgorithmof Rabinand Shallit [RS86
that finds thesesquaresn O(t*) bit-operationsNote that efficient proof sys-
tem for [0, c0) is crucially importantfor our entire framework, sincein the
definition of Diophantinesetsone often requiresthe solutionsto be positive.
Moreover, our proof systemfor [0, oo) requiresabout20% morecommunica-
tion thanBoudots membershigproof [Bou0Q for [0, co); however, differently
from Boudot’s proof systemour proof systenis perfectlycomplete.

Basedon the proof for nonngatiity, we shav for an arbitrary function
g : Z™ — 7Z how to constructan efficient perfectlycompleteSZK proof system
for proving thatz,, # g(z1,...,z,—1), giventhatthereexistsanefficient SZK
proof for proving thatz,, = g(z1,...,z,—1). We derve an SZK proof system
for z3 = ged(z1, z2). More exampleswill begivenin Sectiord.

In practice,it is often necessaryo shav that an encrypted(asopposedo
a committed)valuebelongsto somesetS. For mary interestingsetsS we are
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not awareof an efficient membershigroof for S thatwould useonly the cor
respondingpublic-key cryptosystenmand no other primitives. Instead,we can
build up amembershiproof for encryptechumbersby usinga SZK proofthat
a committedinteger and an encryptedinteger are equal(modulothe message
spacesize),andthenapplyingour SZK membershigprooffor S to thecommit-
ted number Sequentiakompositionof thesetwo proofsis naturally SZK. Fi-
nally, we constructan efficient SZK proof that discretelogarithmof encrypted
valuebelonggo anintenal, andshav how to useit in the Damgard-Jurikvoting
schemdDJO0]] to achieve shorterproofsof vote correctness.

Road-map. Necessanpreliminariesare given in Section2. We will describe
a Diophantinemembershigproof for [0, co) in Section3. Extensionto general
Diophantineequationgs shovn in Section4. Section5 presentgrotocolsthat
allow to apply our proofstogetherwith homomorphiccryptosystemskinally,
theappendixcontaingechnicalproofsof sometheoremsa shortdescriptionof
theRabin-Shallitalgorithmandandiscussioraboutproof systemdor exponen-
tial relationship.

2 Preliminaries

Homomorphic encryption. A public-key cryptosystendl is atriple of efficient
algorithms,IT = (G, E, D), whereG is thekey generatioralgorithm,E is the
encryptionalgorithmandD is thedecryptionalgorithm.Throughouthis paper
lett bethesecurityparameteiLet M (resp.C andR) denotehemessagspace
(resp. theciphertet spaceandtherandomnesspace)correspondindo afixed
valueof ¢. We assumehatall threesets(M, R, C) areAbeliangroups,with C
written multiplicatively. We saythat public-key cryptosystemil = (G, E, D)
is homomorphidf Ex(mi1 + mao;r1 + r2) = Ex(ma;r1)Ex(ma;re). SOme
examplehomomorphicryptosystemsarethe Paillier cryptosystenjPai9q and
the Damgard-JurikcryptosysteniDJ01]. Let M:= [log, |[M|], C:= [log, |C|]
and R:= [log, |R|]. We will assumen our calculationshat M = R = 1024
andC = 2048.

Proofs-of-knowledge. For a bit-string o and predicateP(:), PK,(a : y =
P(«)) is aproof-of-knavledgebetweertwo partiesthatgivenapublicly knowvn
valuey, thefirst party knows a valueof «, suchthatthe predicateP(«) is true.
To simplify notation,we will always denotethe values,knowledge of which
hasto be proven, by Greekletters.Additionally, we assumehat the scopeof
suchvariabledies within oneproof-of-knavledge.E.g.,PK (¢ = Ex(m;p)) is
a proof that given a ciphertet ¢, plaintext m anda public key K, the prover
knows anoncep suchthatc = Ex (m; p).



Mostof theprotocolsin this paperarethree-roundnteractve honest-erifier
(statisticallzero-knavledge(abbreiatedasHVZK or HVSZK, resp.)proofsys-
temsfor proofs-of-knevledgeof type PK (y = P(«)). Oneusuallyprovesthat
such protocolsare (1) Complete:That is, a honestverifier acceptsa honest
proverwith probabilityl —neg(t), whereneg(¢) is anegligible functionin ¢; (2)
Honest-erifier (statistical)zero-knevledge: Evenwithout knowing «, onecan
generatea view of the protocolthathasdistribution, indistinguishabldrom (or
statisticallycloseto) thedistribution of realviewsin thecasewhentheverifieris
honest|(3) Speciallysound:Giventwo views of the protocolthatbegin with the
samemove but have differentsecondnoves,onecancomputesecretx. A proof
systemis called perfectlycompleteif a honestverifier always acceptsa hon-
estprover. An honest-erifier (statistical)zero-knavledge proof systemcanbe
madenoninteractie by usingthe Fiat-Shamirheuristic[FS86]in the random-
oraclemodel.For this, we introducearandomoracleH : {0,1}* — {0, 1}?.

Damgard-Fujisaki integer commitment scheme.A (statisticallyhiding) in-
teger commitmentschemeCom allows a a participantP (a polynomial-time
algorithm)to committo ary integerm € Z, sothat(1) For ary mq,mo € Z,
the distributions Com k (m1) and Com i (m2) arestatisticallyclose;and(2) It
is intractablefor P to find my # mq, suchthat Comg(m1) = Comg(ms).
Thefirstintegercommitmenischemehatallowedanefficient proof systenthat
committedintegersarein multiplicative relationshipwasproposedy Fujisaki
andOkamoto[FO97], but soundnesproof of this schemevaslaterfoundto be
flawed. This flaw hasbeenonly recentlycorrectedoy Damgard and Fujisaki,
who proposeda new integer commitmentschemein [DFO01]. Sincethe latter
schemas relatively new, we will give next give alongerdescriptionof it.

Let G bea suitablegroup. (We referto [DFO1] for the exact definition of
suitable,but remarkthat G canbe chosenasZ,, for RSA modulusn = pq,
wherep = ¢ = 3 (mod 4), ged(p — 1,9 — 1) = 2, andthe partsof p — 1,
g — 1 with prime factorslessthan F' are O(t). Onemay chooseB as B «+
[logy, n]+ 1. Thenthesecurityfollows from thestrongRSA assumption.Yhile
the proverknows areasonablyloseupperbound2? > ord G to theorderof G,
hedoesnotknow theorderitself. A largenumberF is chosensuchthatit is still
feasibleto factornumbersthataresmallerthan F. Say F = O(t°8?) though
in our calculationswe will take F = 28, During the setupphaseof Damgard-
Fujisakiinteger commitmentscheme P andV agreeonagroupG andalarge
integer F'. Verifier V chooses randomF-roughelementh € G andarandom
z € [0,2B%). Letg = h®. V sendshe publickey K = (g,h) to P andthen
provesin SZK thatg € (h). Whencommittingto m € Z, P choosesarandom
r + [0,2B%t) andsendsCom i (m;r) := g™h" to V. To opencommitmentc,
P sendgm,r,b), s.t.c = g™h"bandb? = 1.
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Protocol1 SZK proofsystenfor multiplicative relationshigoetweercommitted
numbers.
1. Prover P choosesa randomm; g [0,2°FT), r1 «r [0,2°T%F), r» <&
[0,28%% FT) andsendscs < g™ h"™, cg < c;"*h™ to V.
2. VerifierV generatesirandome < g [0, F') andsendst to P.
3. Proversendams = mi1 + ep2, rs < r1 + ep2 andry < r2 + e(p3 — p2p1) toV.
4. Verifierchecksthatg™2h" ¢, © = ¢s andc]"?h™c¢; ¢ = c.

Onecanbuild different SZK proof systemdor differentrelationshipshe-
tweencommittednumbersy;. In all suchproof systemsprover and verifier
have to fix a priori upperboundT; to every input u;. Proof systemis guaran-
teedto be SZK only if |u;| < T;. In mostof the protocols,proof compleity
depend®nlog, T;, andhenceit is beneficialto computeasprecisevaluesof T;
asfeasible At leastit mustbethe casethatlog, T; = t°(),

Let Coom denotethe commitmentspaceof the usedinteger commitment
schemd(in this concretecasecom = G) andlet Coom:= [logy |Coml], With
securityparameteunderstoodrom the context. We will assumen our calcula-
tionsthatC ey = 1024.

Proof systemfor multiplicati ve relation. For their own integer commitment
schemeDamdardandFujisaki[DF01] constructe@nefficient proof systenfor
PK ((/\?:1 c = C’omK(ul;pl)) A pg = ul,uz); thatis, a proof thata com-
mitted integer u3 is productof anothertwo committedintegers.We will next
give a descriptionof this proof system.Let Com be the Damdard-Fujisakiin-
teger commitmentschemelet ¢ be the securityparameterlet K = (g, h) be
the public key andlet log, 7' = t°()). ThenProtocol1 is a complete honest-
verifier SZK, specially soundproof-of-knavledge for multiplicative relation-
ship,assuminghaty; € [0,T) andp; € [0,287):

Noninteractie versionof this proofis (e, ms,73,74), With e = H(cs, ¢g),
whereV verifiesthate = H(g™2h"3c; ¢, ¢ h™c3°) (mod 2¢). With parame-
tersCeom = 1024, F = 280 T = 21024 + — 160 and B = 1024, thenoninter
active proofhaslength4log, F +2log, T'+ 6t + 2B = 320+ 2log, T'+ 480+
2048 = 2848 + 2log, T bits or 356 + 1 log, T' bytes.WhenT = 1024 then
this lengthis 1024 bits. Whenyu; = uo (i.e., Protocoll is usedto prove thatus
is asquare)pnecanassumehaty; = pe < 2%12 andthe noninteractie proof
is 484 byteslong. Notethatonly 5 hasto belessthanT, thusif it is knowvn a
priori thatoneof theagumentsmight be muchgreatetthananothermne, it will
malke senseo usethisargumentas; .
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Boudot’'s membership proof for [0, c0). Boudots proof system[BouOQ for
PK (¢ = Comg(u; p) A (u > 0)) consistsof several steps:First, represeniu
asp? + pa, Whereps, uo = O(\/i). Sincep? > 0, oneis now only left to prove
that uo > 0. Secondonecanprove that s > —6 for 9:=2tFT/2 by using
the membershigroof with toleranceby Chan,Frankel and Tsiounis[CFT98].
Now, onehasprovedthaty > —@. Fourth,onecanachieve zerotoleranceby a
priori multiplying z with a suitablychosenconstan® suchthatd < 2%/2. In
this case 2%/2y, > —2%/2 or uy > —1. Whenmodifiedfor Damdard-Fujisaki
integer commitmentsystemthis proof systemhascompletenessrror©(1/F);
its noninteractie versionis 1166 + & [log, T'/2| byteslong.

Algebraic complexity theory. A p-family over Z is a sequencef = (f;) of
multivariatepolynomialssuchthatthe numberof variablesaswell asthedegree
of f; arepolynomially bounded(p-bounded)unctionsof n. Let L(f;) (resp.,
L.(f:)) denotethetotal compleity of f;, thatis, theminimumnumberof arith-
metic operations{-, +, —} (resp.,{-}) suficient to computef; from the input
variablesand constantsn Z by a straight-lineprogram.We call a p-family f
p-computableff themapt — L(f;) is p-bounded.

3 Proofthat a Committed Number is Nonnegative

Before treatingthe generalsituationof an arbitrary (p-bounded)Diophantine
family S, we will give an efficient membershipproof for [0, ), i.e., thata
committednumberis nonngative. Thereareafew goodreasongor proceeding
in this order First, the approachwe usein constructingthis proof systemhas
muchin commonwith thegenerabkolution,andhencet servesasamotivational
example.Secondfor mary S, thereis a moreefficient representingpolynomial
whenwe consideronly nonngatve solutionsto this equation;for suchans it
might make sensdo usethis polynomialandthento prove for everywitnessthat
it is nonn@atie. Third, aproof systemfor [0, co) is interestingn its own right,
sinceit is usedin mary cryptographigrotocols.(See[Bou0d for examples.)
Thenext theoremis crucialfor our membershigproof:

Theorem 1. Aninteger u canberepresentedsy = p? + p3 + p3 + p3 with
integer u; iff u > 0. Moreover, if 4 > 0 thentherepresentation(js1, 2, 43, j44)
canbe computeceficiently

Proof If 4 > 0, suchy; exist by awell-known resultof Lagrangefrom 1770.
Rabinand Shallit [RS86] proposeda probabilistic polynomial-timealgorithm
(describedn AppendixB) for computingtherepresentatiorOnthe otherhand,
no negative numberis a sumof four squares. O



Protocol 2 SZK proof systemfor nonngative integers.

1. Prover P representg asu} 4 uj 4 u3 4 p3, usingthe Rabin-Shallialgorithm.Fori € [1, 4],
P choosegandomp; <= [0,2°%") suchthat}", p; = p; P choosesandommy; <&
[0, 28 FTY?), ro; g [0,28F2F), r3 g [0,28F2FTY?), andletsci; + g*ih*:,
Cai < MR, g « [, ciit - A3, Prover sends((cui, c2i)i—1,c3) O V.

2. V generatearandome <r [0, F') andsendst to P.

3. P computesns; = mi; +epi, ra; < r2; +epi, ¢t € [1,4], andrs < r3+e > (1 —pi)pi-
P sendq((ma;, 74;)i—1,75) tO V.

4. V checksthat(a) g™ h"*ci,® = co; fori € [1,4], and(b) T, c77?* - h™5¢™° = ca.

Briefly, during our proof systemfor [0, c0), prover first usesthe Rabin-
Shallit algorithmto representu as u? + p3 + p3 + p3 (or a witnes3. After
that, he provesto V' in SZK that sheknows sucha representationComplete
proof systemis givenby the next theorem:

Theorem 2. Let Com be the Damgard-Fujisaki integer commitmensceme
let ¢ be the securityparameterand let T = n°(), Let K = (g,h) bethe
public key. Protocol2 is a perfectlycompletehonest-verifieSZKandspecially

soundproof systenfor PK (c = C’omK(Z?:1 uZ; p)), or equivalentlyin the
epistemicsensefor PK (¢ = Compg(pu) Ap > 0),if p < T.

(Proof of this theoremis given in Appendix A.) Noninteractie version of
this protocolis ((c13)i_y; €; (mai, T4i)i_q,75), Wherethe verifier checksthat
e = H((c11)iy, (g™ h™ic f)i, c ¢ [L; c1% - k™) (mod 2!). Thelengthof
noninteractie proof systems 4C com + 2t +4(B + 3t +2logy F + 5 log, T) +
B+ 2t +log, F + % logy T = 4096 + 160 + 4 - (1024 + 240 + 160) + 1024 +
160 + 80 + 5 logy 7' = 11216 + 5 log, T bitsor 1402 + 2 log, T bytes.

Hence noninteractie versionof Protocol2 is ~ 20% longerthanBoudots
proofsystentfor thesameproblem.However, our proof systemenjoys the prop-
erty of perfectcompletenesswhile Boudots proof systemhascompleteness
error ©(1/F). This resultin interestingby itself, in particularsinceby a re-
sult of Vadhanno compleity-preservingstrongblack-boxtransformatiorcan
eliminatecompletenessrror[Vad0q.

4 Membership Proofsfrom Diophantine Equations

Theideasusedn Section3 to build anefficientmembershiprooffor [0, co) can
be generalizedor proving in SZK thatthe committedtuple u = (1, - - -, fim)
belongsto mary other(not necessaryinite) setsS C Z™. For this we have to
introducea morecompleity-theoreticflavor of Diophantinesets.
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Definitions. Let S = (S;) beafamily of sets,suchthattheelementsn S; have
lengththatis polynomialin ¢. We saythatthefamily S is p-boundedDiophan-
tineif thereexistsauniformfamily Rs = (Rs,;) of p-computablgolynomials
with integer coeficients,suchthatfor every ¢, z € S; iff thereexistsa witness
y suchthatRg(z;y) = 0. We saythatthefamily S is possesses certifier R
if thereexistsa family Rg = (Rs,) of p-boundedpolynomialsanda family
of polynomial-timealgorithmsCs = (Cs;), suchthatfor every ¢, z € S, iff
Rs(z;Csy) = 0. If Rg; is apolynomialthat doesnot dependon ¢, we say
thatS hasan unboundediophantinemembeship proof. In the lattercaseone
often (but notalways)assumeshatS = | J, S; is asetitself.

Givena statisticallyhiding integer commitmentschemdike [DF01] where
onecanprove in SZK thattwo committedintegersarein an additive or in a
multiplicative relationship,one canprove in SZK that a polynomialrelation-
ship holds betweena numberof committedintegers, by usingthe methodol-
ogy of [FO97]. Now, let S = (S;) have a p-boundedDiophantinemembership
proof. By usinganintegercommitmentschemepnecanthenprove in SZK that
heknowsay, s.t. Rs+(z;y) = 0. Thus,sucha proofis avalid proof systemfor

PK (¢; = Comg (pi; pi) A=+ Nep = Comp(pin; pn) A (1, -+ in) € Sp).

Discussion.Thefirst exampleSZK proof system(for S = [0, c0)) wasalready
givenin Section3. As seenfrom this example,communicationrcompleity of

suchaproofsystemdependdinearly on L. (S;) andonvalueslog, T;, whereT;

is ana priori upperboundon input z;. If the membershigproof is unbounded
thenL,(S;) isaconstanandcommunicatiorcompleity is justalinearfunction

of log, T;-s. (Thatis, on the input length, being henceoptimal.) This explains
why we are especiallyinterestedn unboundediophantinefamilies S. Sur

prisingly, aswe will seelateron, therearemary cryptographicallyinteresting
unboundediophantinefamiliesS.

Certifier is neededn situationwherea party in a cryptographicprotocol
needsto prove that he hasperformedcorrectcalculationsover somedatathat
wererecevedfrom sourcesiot controlledby him. Ontheotherhand,whenthe
prover cangeneratea committednumberby himselfandjust hasto prove that
this numberbelongsto somecorrectset(e.g.,is honngatie, or is composite),
certifieris not necessary

Often, in the definition of Diophantinesetsit is requiredthat the withess
mustbe nonngative. However, if S hasa representingoolynomial Rs(z;y)
thenz € 5, <= (3y,y € [0,00))[Rse(T391 — Y-+ Ym — Ylp) = 0] One
the otherhand.,if S hasa nonngative representingolynomial R (z;y) with
nonngjative witnesseshenit is representedy R’ ,(p, +--- +piy, .-, 05 +

A PR G+ GR).



S Rs Cs
[a, o) yitys +ystyi—z+a [RS86]
[~00,b) Y+ys+ys+yi+tz—b [RS86]
{(z1,z2,2z3) : gcd(z1,z2) | T3} T1Y1 + T2y2 — x3 ExtendedEuclidear
{(:c1,:1:2) L T2 | :1:1} T1 — T2Y1 Y1 — x1/x2

Table 1. SomeunboundediophantinesetsS with representingrolynomialsandcertifiers.

Next, let S; andS, be Diophantinesetswith representingrolynomialsRs,,
stz €S < (Jy)[Rs;(z;y) = 0]. Then(1l) S = S§; U S, is Diophantine,
with Rs,us, (z;y, 2) = Rs, (z;y)Rs,(z;2); and(2) S = §1 N Sy is Diophan-
tine, with Rs,ns, (%;y, z) = Pg, (z;y) + P4, (; z). Thereforejf S; andS, are
(p-bounded)DiophantinethensoareS; U S; andS; N Sq; thusthe latter sets
also have Diophantinemembershigproofs. However, describedcompositions
addan extra multiplication per every union andtwo multiplicationsper every
intersectionwhich is an undesirableoverhead A moreefficient way is to use
the methodologyof Cramer Damgard andSchoenmadrs[CDS94] of compos-
ing severalproofs-of-knevledge whenusingtheirmethodsye getDiophantine
membershiroofsfor S; U S; andS; N Sy thatdo not requireextra multipli-
cations.

The methodologyof [CDS94]is is limited to composingsetsby usingthe
unionandinteractionbut not complementing(Thisis not surprisingMore gen-
erally, thecomplemenbf arecursvely enumerablesetis notalwaysrecursvely
enumerable.For example,one cannotderive from the frameavork of [CDS94]
an efficient proof that a committedinteger i is not equalto someconstanta,
startingonly from positive proofs.(Although efficient proof systemdor i # a
exist [MS97].) An importantfeatureof our approachs thatwe canimplement
nonmembershiproofs.Reasorfor this liesin theflexibility thatwe have when
choosingthesetsS. More precisely efficient negative proofsarepossiblesince
someof thesesetsS (like [a, 00) and (—oo, b]) areinfinite, but their intersec-
tionsarefinite. We will presentorrespondingxamplesn afew paragraphs.

Examples.SomeunboundediophantinesetsS togethemwith their represent-
ing polynomialsandcertifiersaredepictedby Tablel. A few setsthatareinter
section®of simplersetsaredepictedoy Table2. Notethatnoninteractie version
of SZK proof systentor u € [a, b] hasinteractionlength2804 + g logy (b — a)
bytes,sinceonecansetT’ + b— a. Thesetof compositenumbersioesnothave
acertifierunlessfactoringis easy Othersetsin thistablehave a certifier,

Let uslook at moreinterestingexamples.An efficient Diophantinemem-
bershipproof systemfor PK (¢ = Com k(i) A p ¢ [a, b]) canbebasedon the

factthatz ¢ [a, b] iff (3y)[Rpp41,00)(2;9) = 0] V (3Y)[R(—o0,a—1](;y) = 0].
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S To prove thatyou know suchz;, shaw that. ..
[a,b] (@ < b) z € [a,00), z € (—o0,b]
zZ\{2°:s€Z} z=y1(2y2+1)—z,y2>0
Setof compositenumbers T=1y1y2,91>1,y2>1
Setof nonsquares c=yl +y2, o= +1)>—ys, 2> 0,93 >0
{(z1,x2,23) : x1 = 2 (mod z3)} 1 =22 + 23y1, 1 < x3.
{(z1,z2,23) : z3 = gcd(z1,x2)} ged(z1, z2) | 3, 23 | 1, z3 | T2

Table 2. Somemoreexamples.

If @ = b, this yields a Diophantineproof systemthat a committednumber
is not equalto someconstanta. Moreover, one can prove that two commit-
ted numbersz; andz, arenot equal,by proving that (3y)[(z1 = z2 + y) A
(y1 # 0)]. This approachcan be generalizedo an arbitrary function g. Let
S = {(z1,.--,xn) : xn = g(z1,...,2n-1)}, g afunction, be a p-bounded
(resp.,unboundedpiophantinesetwith representingolynomialRs = (Rs).
ThenS' = {(z1,...,2n) : T, # g(x1,...,2,—1)} IS p-bounded(resp.,un-
boundedDiophantine:Namely it sufiicesto shaw thaty = g(z1,...,z,) and
thatzy # y.

Sincethe setof primesis recursively enumerabléhe DPRM theoremsays
thatit is alsoDiophantine. Jones Sato,WadaandWiens[JSWW76]described
acertainDiophantineequationsystemof 14 equationsn 26 variableshathasa
positve integral solutioniff oneof parameterss a prime. Thus,onecanprove
that a committednumberis prime by proving that he knows an integral solu-
tion to this equationsystem,and then proving that all solutionsare positive.
However, severalwitnesseg; have superpolynomialengthin |z| andhencethe
setof primesis not known to have a Diophantinemembershigroof. Finally, a
longerexamplefor exponentialrelationshipwill begivenin AppendixC

5 Applications to Encrypted Numbers

Proof that committed number = encrypted number. Let (G, E, D) beaho-
momorphicpublic-key cryptosystemwith M = Z,, and public key K.. In
cryptographicprotocols,one often needsa zero-knavledge proof that an en-
crypted numberbelongsto someset.S. For mary cryptographicallyinterest-
ing setsS € Z™, we are not aware of ary efficient membershipproofs for
PK ((A; ¢ = Exk. (13 :)) A (p1,-- -, un) € S) that basesolely on the secu-
rity of the usedencryptionscheme However, the next methodologyenables
to constructsuchproof systemsassuminghat.S C Z%, (anexampleS could
be S = {(z1,x2,27> : (w1,z2,27?) € Z3}) andthereis an efficient proof
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systentfor PK (¢ = Comg, (115 p) A p € S), whereCom is aninteger commit-
mentschemawith key K.:

1. Foreveryi, P createsirandomr; andsends:; = Com k., (u;; ;) to verifier.
2. Foreveryi, P thatPK (¢; = Ex, (ui; pi) A ¢, = Comg, (ui; p5)).
3. Finally, P thatPK ((A; ¢ = Comg, (pi; p)) A (15 - -+, i) € S).

Notethat Ex, (m + kM;r) = Ek,(m;r) andthereforein the secondstep,
P shouldprove thatPK (¢; = Ek, (u; (mod M); pi) Ach = Comg, (pi; pl))-
We will omitthe*(mod M)” notationfor the sale of simplicity.

Now, assumingthat thereis an efficient (Diophantine)proof systemfor
PK (¢ = Comg, (u; p) A € S), weareonly left to prove the next result.

Theorem 3. Let Com be the Damgard-Fujisaki integer commitmentsceme
andlet II = (G, E,D) be a homomorphicpublic-key cryptosystemLet ¢
be the securityparameterand let T = tON. Let p, € [0,2B%). The next
protocol is a complete honest-verifierSZK, specially soundproof systemfor
PK (¢1 = Ek, (3 01) A ca = Compg,(u; p2)), giventhatu < T

1. Prover geneatesm; < g [0,2'FT), r1 <g R, 3 g [0,2B12F), sets
c3 + Eg_(my;r1), ca < Comp,(my;re) andsends(cs, c4) to verifier

2. \erifier geneatese < g [0, F') andsends to Prover

3. Proversetsmy < m1 + ey, r3 < r1 + epy andry < ro + epy andsends
(ma, T3, r4) to verifier

4. Verifiercheksthatcs = Ex, (mo;73) ¢, © andey = Comg, (ma;r4)-co .

Proofof thistheoremis givenin AppendixD.

As previously, let C denoteheciphertext spaceof IT andC ¢, thecommit-
mentspaceof Com. Noninteractre versionof the presentegroof systemhas
length5t+2 log, F+ B+logy T+ R = 5-80+2-80+1024+1024+1024 = 3632
bits or 454 bytes.

Inter val membership proof for an encrypted integer. As a concreteapplica-
tion, let usdescribea proof systenfor PK (¢ = Ex (u; p) A p € [a,b]):

1. Prover P generates; < g [0,2512%), ¢; «+ Comg, (pu;r1) andsends; to
verifier,

2. P provesto V thatPK (¢ = Ex(u;p) A c1 = Compg, (3 01))-

3. P provesto V thatPK (¢; = Comg, (u;p) A u € [a,b)).

Noninteractie versionof this proofsystenis 128+454+2784+ 2 log, (b—a) =
3366 + glogg(b — a) byteslong.

As notedbefore,it mustbethe casethat[a, b] C M for this proofto work.
In particular we cannottake S = [0, co). Thereforefo construcia proofthatan
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encryptechumbery doesnotbelongto [a, b] C M = Zyy, it doesnotsuficeto
provein step3thaty € (—oo,a — 1]V u € [b+1,00): Insteadpnemustprove
thaty € [0,a — 1]V pe[b+1,M —1].

Membership proof in exponentsfor encrypted number In several crypto-
graphicprotocolslike electronicvoting [DJ01], oneneedsmembershigproofs
in exponentsThatis, proofsof typePK (c = E, (n#; p) A p € [0, b]) for some
n. We will give an efficient SZK proof-of-knavledge of a small discreteloga-
rithm of committednumberin the specialcasewhenn is a prime. Sincen is
aprimethenlog, m € [0,8] iff m | n® andy > 0. (Thus,we usetwo sets,
Sy = {z; : 21 | n®} andSy = {z : 1 > 0}.) Usingthis obserationandideas
from the previous sectionsof the currentpaper we have establishedhat one
needdo describeaSZK proofthatc = Ex, (u; p) Aca = Comi, (u; p2) Acg =
Compg, (u3; p3) Aca = Comg, (n% py) A pps = n® A p > 0. Thiscanbedone
asfollows:

1. Proverletsy g [0,257%), ¢y ¢ Comg, (uir1), 72 ¢ [0,251%),
c3 < Compy, (n®/p;12), ca < Compg, (ug;0). Shesendgcy, c3) to verifier
who computes:y + Comg,(p4;0).

2. P provesto V thatPK (¢ = Ex, (u; p1) A ca = Comg, (15 p2))-

3. P provesto V thatPK ((/\?:2 ¢i = Fk, (,ui;pi)) A (g = ug,ug)). (l.e.,
thatps | nl.)
4. P provesto V thatPK (co = Ek_(u50) A > 0).

Noninteractie versionof this proofsystemhaslength256 + 454+ 612+ 1402+
2 logy (b — a) = 2724 + S logy(b — a) bytes.As aninterestingsidenotepne
could further shortenthis proof by usingthe resultof Legendrethatif n*
45(8k + 7) for somes, k (for example,if n is a power of two) thenn* canbe
representedsa sumof threesquares.

Application to E-voting. Until now, the best(perfect)zero-knavledge proof
systemfor the sameproblemseemso be due Damgard andJurik [DJO1], who
usedmembershigproofin exponentgo prove vote correctnessvith n beingthe
(maximum)numberof voters.While their membershigroofin exponentsdid
notrequiren to beaprime,its lengthwas~ [log, V'] - (6C + M + 3t + 4R),
whereV beingthenumberof candidateso votefor. In the Damgard-Jurikproof
system,the length of the interactionwill be greaterthanin ours as soonas
V > 8. However, our constant-sizeproof systemis possibleonly sincewe
restrictedn to beprime.
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Further Work

Efficient Diophantinemembershigproofscanbegivenfor mary interestingsets
S C Z.Wedid certainlynot mentionall cryptographicallyrelevantsetssS that
have suchproofs.Full versionof this papermwill alsogive moreinsightinto the
complity-theoreticaspect®f p-boundediophantinesets.

References

[Bou00]

[CDS94]

[CFT98]

[CM99]

[Dav73]

[DFO1]

[DJO1]

[FO97]

[FS86]

FabriceBoudot. Efficient Proofsthata CommittedNumberLies in anInterval. In
Bart Preneeleditor, Advanceson Cryptology — EUROCRYPT200Q volume 1807
of Lecture Notesin ComputerSciencepagesA31-444Bruges Belgium,14-18May
2000.SpringefVerlag.

RonaldCramer lvan Damgard, and Berry Schoenmadrs. Proofsof Partial Knowl-
edgeandSimplified Designof WitnessHiding Protocols.In Yvo G. Desmedtgeditor,
Advancesn Cryptolagy—CR/PTO '94, volume 839 of Lectue Notesin Computer
Sciencepagesl74-187 SantaBarbaraUSA, 21-25August1994.SpringerVerlag.
AgnesChan,Yair Franlel, and Yiannis Tsiounis. EasyCome- EasyGo Divisible
Cash.In KaisaNybeig, editor, Advance®n Cryptolagy —EUROCRYPT'98, volume
14030f Lecture Notesin ComputerSciencepagess61-575Helsinki, Finland,June
1998.SpringefVerlag.

JanCamenisctandMarkusMichels. Proving in Zero-Knavledgethata Numberls
theProductof Two SafePrimes.In Jacquestern,editor, Advance®n Cryptolagy —
EUROCRYPT'99, volume 1592 of Lectue Notesin ComputerSciencepagesl07—
122,PragueCzechRepublic,2—6 May 1999.SpringerVerlag.

Martin Davis. Hilbert's Tenth Problemis Unsohable. AmericanMathematical
Monthly, 80(3):233-269March 1973.

Ivan Damdard and Eiichiro Fujisaki. An Integer CommitmentSchemeBasedon
Groupswith HiddenOrder. TechnicalReport064,IACR, 13 August2001. Available
fromhttp://eprint.iacr.org/2001/064/.

Ivan Damgard andMadsJurik. A Generalisationa Simplificationand SomeAppli-
cationsof Paillier's ProbabilisticPublic-Key System.In KwangjoKim, editor, Public
Key Cryptagraphy’2001, volume19920f Lecture Notesin ComputerSciencepages
119-136Chejulsland,Korea,13—-15February2001.SpringefVerlag.

Eiichiro Fujisaki and TatsuakiOkamoto. StatisticalZero Knowledge Protocolsto
Prove ModularPolynomialRelationsIn BurtonS.Kaliski, editor, Advance®n Cryp-
tology — CRYPTO '97, volume 1294 of Lecture Notesin ComputerSciencepages
16-30,SantaBarbaraUSA, 17-21August1997.SpringerVerlag.

Amos Fiat and Adi Shamir How to Prove Yourself: Practical Solutionsto Iden-
tification and SignatureProblems. In Andrev M. Odlyzko, editor, Advancesin
Cryptolagy—CR/PTO '86, volume263of Lecture Notesin ComputeiSciencepages
186-194,SantaBarbara,California, USA, 11-15 August 1986. SpringerVerlag,
1987.

[JSWW76] JamesP. Jones,DaihachiroSato,Hideo Wada,and DouglasWiens. Diophantine

[Mat70]

Representatiof the Set of Prime Numbers. American MathematicalMonthly,
83(6):449—-464June—July1976.

Yuri Matiyaseich. EnumerableSets are Diophantine. Swiet Math., Doklady,
11:354-3581970. Englishtranslation.



14

[MS97]  Markus Michels and Markus Stadler Efficient Convertible UndeniableSignature
Schemesln Proc. 4thWorkshopon Selectedhreasin Cryptagraphy(SAC'97), pages
231-244 Ottawa, Canadal997.

[Pai99]  PascalPaillier. Public-Key Cryptosystem®8asedon CompositeDegreeResiduosity
Classes. In JacquesStern, editor, Advanceson Cryptology — EUROCRYPT 99,
volume 1592 0f Lecture Notesin ComputerSciencepages?223-238,PragueCzech
Republic,2—6 May 1999.SpringerVerlag.

[RS86] MichaelO.RabinandJefrey O. Shallit. Randomizedhlgorithmsin NumberTheory.
Communicationg Pure and AppliedMathematics39:239-2561986.

[Vad00] Salil P Vadhan.On Transformatiorof Interactize Proofsthat Presere the Prover’s
Compleity. In Proceedingsof the Thirty-SecondAnnual ACM Symposiunon the
Theoryof Computing pages200—207,Portland,Oregon, USA, 21-23May 2000.
ACM Press.

A Proof of Theorem?2

This appendixprovidesthe proof of Theorem2.

Proof Completeness:g™?h™icy* =  gmitelipraiterig=elip=eri  —
gmMihT = ¢y and J[; e - hPee = [l - [Li(gM R -

Np:  — 2, _ .
hrs-I-eEi(l—uz)ng ey Hip—ep — 1_[Z Cﬂ‘“ A c3.

Honest-erifier SZK. The simulatoractsas follows. For i € [1,4], gen-
erateci; <r Ccom, Mo <R [O,QFT), T4 <R [O,2B+2tF). Generate
e g [0,F),r5 <g [0,2BT2FT). Fori € [1,4], letcy; + g™h™ic f. Let
c3 < Hz Cﬁzi -h™5 ¢~ €. Theresultingview ((Clia CZi);l:p C3; €; (m%, 7"42')?:1, ’1“5)
is acceptingandhasdistribution, statisticallycloseto the distribution of views
in arealexecution.

Special soundness (from two accepting views,
((cris c2i)ir c33 €5 (M2i, 7ai)i,m5)  and ((cq, €2i)i, cas €' (mag;, 7y )is m5)  with
e # ¢, onecanefficiently find apair ((u):, p), suchthate = Com k(3 p?; p)):

Given such views, g™~ ™ipm4i~"h = ¢£7¢, for i € [1,4], and
N . .
[T, 7™ L prs=rh = ¢e=¢' We say that we have a bad case,if ei-

ther (e — €') |/ (moi — mb;) or (e — €') |/ (rai — r};) for somei € [1,4]
or (e —¢€) |/ (rs — r§). As in [DF0O1], we can amgue that the bad case
appearswith a negligible probability if the group assumptionsdhold. Other
wise (whenwe do not have the bad case),let y; < (mg; — mb;)/(e — €')
andp; « (r4 — ry;)/(e — €'); then¢;; canbe openedasc;; = gtih,
for i € [1,4], and ¢ can be openedas ¢ = [[; ¢ - h(rs—78)/(e=¢)

((gzz'“ihzi Pi)ﬂi)h(’”S*Té)/(E*e') = gzi 1 B3 pipit(rs—ry)/(e—€') O
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B Rabin-Shallit Algorithm

For completenessye will next give ashortoverview of the Rabin-Shallitalgo-
rithm [RS86]thattakesO((log 1)) bit-operations:

1. Write p in theform p = 2%(2k + 1), wheres, k > 0.

2. If s =1,then
(@) Chooserandomp1, us < /i, With exactly one of p1, p2 even. Let

p + p— p? — p3. Notethatp = 1 (mod 4).

(b) Hopingthatp is prime,try to expresgp = 3 + u asfollows: First, find
a solutionw to the equationu? = —1 (mod p). (This canbe donein
variousefficient ways; for detailssee[RS86.) Now computeged (u +
i,p) = ps + wai over the Gaussiarintegers.Again, this canbe done
efficiently. Checkto seethatp = u3 + u2. If not,p wasnotprime,sogo
backto step2a.

(c) Returnu? + p3 + p? + p2 asarepresentation.

3. If sisoddbut not1, find arepresentatioffior 2(2k + 1) andthenmultiply
eachtermby thesquare?, wheret = 2(6-1)/2,

4. If s is even,find a representation? + u3 + u3 + p3 for 2(2k + 1) by
step2. Thencorvertthisto arepresentatiofor (2k + 1) asfollows: Group
Wi, P2, B3, g SOthatpyy = po (mod 2) andus = pg (mod 2). Then
(2k+1) = (5(u1+42))*+ (5 (1 —p2)) 2+ (5 (3 +pa))? + (5 (13 — p4)) .
Now multiply by t2, wheret = 25/2.

C Longer Example: Proof Systemsfor Exponential Relationship

We will next describea few proof systemsfor the exponential relation-
ship, i.e., for PK ((/\f’:1 c = ComK(ul;pl)) Apy = ugs). Since the set
{(z1, 22, 23) : 1 = z33} is recursvely enumerableif is Diophantine Matiya-
sevich wasthefirst to describeanexplicit representingpolynomialfor S. Next,
we will give adescriptionof sucha Rs dueto [Dav73,JSWW76].

All nonngative integral solutions(z,, (a), y,(a)) of the Pell equationz? —
(a® — 1)y?> = 1 canbe derived from the next recurrentidentities. First, let
(0(a),y0(a)) = (1,0) and (z1(a),y1(a)) = (a,1). Secondlet z,41(a) =
2a$n(a) - xn—l(a) andyn—f—l(a) = Zayn(a) - yn—l(a)- Equivalently xn(a’) =

n ny n—i(,2 _ 1)i/2 _ n n\ n—i(,2 _ 1\(i—1)/2
> i=0,2]i (Pa""(a 1" andyn(a) = D219y (a""(a 1) .
Clearly a" < z,(a) < (2a)™.

Theorem4 ([Dav73JSWW76]). m = n* iff the next 9 equa-
tions have a positive integral solution in remaining 14 arguments
(G,C, daea faga h,l,r,u,w,w,y,z): x2_(a2_1)y2 = 1,U2—(G2—1)’f‘2’y4 = 11
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(x+cu)? — ((a +v?(@W? —a)? —1)(k+4d—-1)y)? =1, y=k+e—1,
(r —yla—n) —m)? = (f —1)2%Q2an —n? - 1), m+g = 2an — n? — 1,
w=n+hw=k+1,a®— (w?—1)(w—2w+1)z2=1.

Fromoneside,thisrepresentationf S seemgo give avery efficientunbounded
Diophantineproof system Only 25 essentiallydifferentmultiplicationsneedto
be performed.Computingwitnessess also“easy”. Namely if m = n* then
w <+ max(k,n) + 1, a < zy_1(w), thena > 1. Seth «+ w — n, | + w — k,
T + wk(a), y + y(a), y < yr(a), u x?kyk(az)(a)’ T = Yoky(a) (@) /Y7,
¢« (zp(a +u?(u® - a)) — 2)/u, d « (yr(a + v’ (u® - a)) - k)/(dy) + 1,
e < y—k+ 1. Finallylet f besuchthatf = 1+ (z —y(a —n) —m)/(2an —
n? — 1). Thereforeit might seemthatto prove the exponentialrelationshipby
using Theorem4, one only one needto useProtocoll 25 times (andthento
prove thatsomewitnessesrepositive).

However, thereis a seriouscatch. The total amountof computationis su-
perlinearin log, 7', whereT" is an a priori upperlimit on the size of ary
multiplicandsand ary variables.And in this case,the largestmultiplicandis
z+cu = zp(a+u?(u? —a)) > (a+u?(u? —a))k > u** = (:E2kyk(a)(a))4k >
a8k yk(a) > aBkia® _ (xw,l(w))SkZ(w“’_l(w))k > ’w(wfl)gkzw(wil)k,WhiChiSiS
definitelyway andbeyondthe currentcomputationapower whenk > 50.

Ontheotherhand,S = (.5;) is clearly p-boundedDiophantine Let S; =
{(z1,z2,73) : T3 = 1172 A 29 < 2'}. Here,following [CM99,DJ0] andmary
otherpublications,onecanrepresentzs asa binary numbey zo = Ef.:o ;28
After that,onecanprove thatzs = [], n;, whereeithern; = 1 orn; = z2.
In the previous proof systemwe hada constaninumberof multiplications,but
inputsof superpolynomiasize.In the currentcasewe have ©(log, k) multipli-
cationsbut the multiplicandsarenever biggerthanzs.

Finally, notethatgiven a p-boundedresp.,unboundedPiophantineproof
systemfor exponentialrelationship,onecanprove thatz, = (32) by shaving
thaty; = 22211, (yy + 1)* = gy ™ + 2191™ + y3, y3 = 1™ andz; <
y1 for somenonngatve y;. In this case,all intermediateresultshave length
polynomialin |z;| andhencethe proof systemfor binomialrelationshipwould
alsobep-boundedresp. . unbounded).

D Prooffor Theorem3

Proof. Completenessf proveris honesthenEx, (mg;r3) - ¢; ¢ = Ek, (mg —
epu;r3 —ep1) = Ex, (mi;71) = cg andCom g, (mo;r4) - ¢, ¢ = Comg,(mo —
ep; 4 — ep2) = Eg, (m1;1m2) = ca.

Honest-erifier SZK. Simulatorgenerates randomtuple (e, mo, r3,74)
[0,F) x [0,2'FT) x R x [0,258+%") andsetscs « Ex,(mao;73) - c[€, ¢4
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Compg,(ma;r4) - ¢, . Clearly this view is anacceptedriew. Moreover, it has
distribution thatis statisticallycloseto thedistribution of realview.

Special soundness. Let the next two views be accepting:
(c3,ca5€;m2,73,74) and (cs,cq;€;mh,ry,ry) with e # €. We know
from [DFO01] thatthenwith anoverwhelmingprobability (e — €’) | (mg — m)).
Thereforegy, = Compg, (u; p2) With p = ma—mj Similarly, ¢; = Ex, (15 p1),

e—e’

wherey! = ™=™ (mod M). Hencey' = u (mod M). O

e—e’



