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Abstract. We argue that thresholdtrust is not an option in most of the real-
life electronicauctions.Vé thenproposetwo new cryptographicVickrey auction
schemesghatinvolve, apartfrom the biddersandthe seller.S, anauctionauthor
ity A sothatunlessS and A collude the outcomeof auctionswill be correct,
andmorewer, S will notgetary informationaboutthe bids, while A will learn
bid statistics. Thesimplevariantof our schemebasedon standarccryptographic
primitivesis flexible andefficient to implement.The advancedvariantis based
on a coin-extractablehomomorphigublic-key cryptosystemit reduceghetrust
requirement®n A by making A’s actionsverifiable.Furtherextensionamale it
possibleto decreaselamagehatcolluding S and A cando. Thecommunication
compl«ity betweerthe S and A in medium-sizeauctionds atleastoneorderof
magnituddessthanin the NaorPinkas-Sumneschemehatwasthe only previ-
ouslyknown secureVickrey auctionschemewithoutthresholdrust.
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1 Intr oduction

Vickrey auctions[Vic61] aresealed-bicauctionswherethe highestbidderis awarded
theitem, but is requiredto pay only the second-highedtid. Despiteattractve theoret-
ical propertiesVickrey auctionsarerelatively rarely usedin practicesincea cheating
sellercouldeither(1) changehe outcomeof auctionsor (2) reveal bidders’privatein-

formation. As arguedin [RTK90,RH95, in the first case,a honesthid taker will not
choosea Vickrey auction,while in the secondcase,a cheatingbid taker eventually
destrgs the trust on which the useof Vickrey auctionsdependsTherefore,Vickrey

auctionsare certainlymorewidely applicablewhensecureccryptographicallysothat
theselleris forcedto follow theauctionmechanisnandno extrainformationis revealed
to him. Attractive propertiesof Vickrey auctionstogethemwith theseobsenationshave
motivated,a hugebody of researcton cryptographicVickrey auctionschemesstarting
with [NS93.



Now, mostof the cryptographicauctionschemesvork in oneof thefollowing two
trust models:(1) The threshold(symmetric)trust modelwherethe tasksof the seller
areexecutedby N > 1 seners,with lessthan N/3 (or N/2, dependingon the pre-
cisecryptographianodel)senersareassumedo be dishonestand(2) The two-party
(asymmetricmodelwith a sellerS andan auctionauthority A, whereat leastone of
S and A is assumedo be honestlIn thismodel,S and A areusuallyassignecomple-
mentarydutiesandaresupposedo verify the actionsof eachothet

We arguethatthethresholdirustmodelis not suitablefor mary real-life electronic
auctionsThistrustmodelrequireghateachreplicatedsener shouldberun by aninde-
pendentauctionauthority of which a majority is moretrustworthy thanthe seller The
numberof suchtrustedauthoritiesis likely to be rathersmallcomparedo the number
of distinctsellers.Therefore every auctionauthoritywill participatein mary auctions
conductecby mary differentsellers.But in eachauction,this authority hasto do the
sameamountof work asthe sellers,andthat may quickly leadto the auctionauthor
ities becomingbottleneckseitherin the senseof securityor efficiency. Simplistic use
of thethresholdtrustapproactis thereforenot scalablen the caseof applicationdike
electronicauctions(Seealso[NPS99 for additionalmotivation.)

In this paperwe proposetwo differentschemeshatwork in the two-party model.
The first schemeis intendedto illustrate the basic propertiesof this model. In this
scheme,S blindly shufles encryptedbids before forwardingthemto A. After that,
A computeghe seconchighestbid X, andsendst togethemwith a pointerto the win-
ner'sencryptecbid to S. ThesellerS thenidentifiesthewinner. At theend,ary bidder
cancomplainif he believestheresultto beincorrect.In particular if all bidderscon-
firm the linear order betweentheir bid b6 and X, (i.e., whetherb < X5, b = X, or
b > X5), A becomesaccountabldor his actions.However, this simple schemehas
severalvulnerabilitiesthatwe outlinelater.

The main contribution of this paperis the homomorphicauction scheme In this
schemeabid b is encodedas BY, B beingthe (maximumallowed) numberof bidders.
Thei-th bidderencryptshis bid b; with A’s public key in a suitablehomomaorphicen-
cryption schemeandsendsit to S. S multiplies all the receved encryptedbids, and
sendgheresultingencryptionB2: b to A. After decryptingthis result, A findsoutthe
bid statistics(thatis, how mary biddersbid b for any possiblebid b) but is not ableto
connectary bidderswith their bids. Then, A sendsthe secondhighestbid to S. Ev-
ery actionin this schemds accompaniedavith an efficient (statistical)zero-knavledge
correctnesproof. By usingrecentlyproposedccryptographicangeproofs,we achieve
thatboththe biddersellerandthe sellerauthoritycommunicatiorcompleity areof or-
der@(V - log, B) bits,whereV is themaximumpossiblenumberof differentbids.In
medium-sizeauctionghis resultsin amountof interaction atleastoneorderof magni-
tudelessthanin the NaorPinkas-Sumneschemehatwasthe only previously known
secureVickrey auctionschemewithout thresholdtrust.

Our schemesusea few cryptographicobsenationsthat might be of independent
interest.First, the homomorphicschemeusesa property of someknown homomor
phic public-key cryptosystemshatwe call coin-extractability; the samepropertymight
be also importantin other applications.(In the context of auction schemesgoin-
extractability of the Paillier cryptosysten{Pai99 was alreadyusedin [BS01].) We
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proposea rangeproof in exponentsthat correctsa few mistalesin the proof system
from [DJO1, Section5]; it seemsto be the most efficient currently known scheme
with perfectzero-knavledgethat works with arbitraryintervals; a more efficient sta-
tistical zero-knavledgeproof systemthat works only with a prime basewasrecently
proposedn [Lip01]. Basedon eitherof theseproof systemsanda recentrangeproof
from [Lip01] we describean efficient noninteractie statisticalzero-knaviedgeproof
systemfor proving thatanencryptedvalueis the seconchighestvaluein someset.This
proof systemis usedby A to prove thathe computeda correctsecond-highedtid X,
andcanbe easily extendedto prove thatan encryptedvalueis the (m + 1)st highest
valuefor asmallm > 1. Thisresultsjn particular in efficient (m + 1)stpriceauctions.

Road-map. We startwith a shortoverview of the existing auctionschemesn Sec-
tion 2. We give the necessarycryptographic)preliminariesfor the restof the paper
in Section3. In Section4, we describesereral auxiliary protocolsfor homomorphic
public-key cryptosystemsOur new auctionschemesredescribedn Section5, some
extensionsto themaregivenin Section6, followed by somediscussionn Section?.

We compareour schemesvith the NaorPinkas-Sumneschemen 8, andconcludethe

paperin Section9.

Notation. Let B bethe(maximum)numberof bidders)et V' bethe (maximum)number
of differentbids. After anauction,let (X1, ..., Xg) bethe vectorof bidsin a nonin-
creasingprder, andlet Y; bethebidderwho bid X ;.

2 Stateof the Art

We will briefly surwey the known cryptographicVickrey auctionschemeghat do not
rely onthethresholdrust.A few auctionscheme$Cac99BS01]arebasedntheYao's
millionaire’s problem[Yao83. Suchschemeswvoid thresholdtrustby usingan oblivi-
ousthird partyfor bid comparisonWithout a collusionbetweerthe sellerandthethird
party, the sellerwill getto know somepartial orderamongthe bids but not the bid
valuesthemseles.While [BS01] alsodiscusse$fiow to extendtheir auctionschemeo
the Vickrey auctions,at leastthe extensionproposedn their paperwould alsoreveal
theidentity of theseconchighestbidder Thistogethemwith the partialleak of informa-
tion to the untrustedsellerposesa seriousproblem,sinceit demotivatespotentialhigh
biddersto participatein thattype of anauction.

Theauctionschemef Naor, PinkasandSumne{NPS99 usesathird party A (that
we call an auctionissue) andno unnecessarinformationis leaked unlessthe seller
S andthe third party A collude.The NaorPinkas-Sumneschemebaseson the two-
party securecomputatiormodelof Yao[Yao083, where A constructsa garbledcircuit,
transportsit (off-line) to S andthen helpsS (on-line) to executeit. The circuit can
be designedo completelysatisfyall possiblesecurityrequirementsHowever, A may
“misdesign”thecircuit to performwhatevercomputationdielikes.A seriousdravback
of this schemas that a corruptthird party canonly be detectedby “cut-and-choose”
techniquegNPS99 Section2.4] thatwouldintroducea severeoverheado theprotocol.
The authorssuggestthat A (called an auctionissuerin their scheme)should be an
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establishederviceprovider with high reputationwhile S is an (usually considerably
lesstrusted)seller They arguethatevencheatingoncewould ruin thereputationof A.

Ontheotherhand,evenif the cut-and-choostechniqués notused circuit transfer
wouldimply ahugecommunicatiorcompleity betweend andsS. Evenif doneoff-line,
the amountof informationtransferreds clearlyinfeasiblein mary real-life scenarios.
Anotherdrawvbackis thatthe circuit dependn the maximumnumberof biddersand
hencethe sellerhasto estimatethis numberbeforethe auctionrelatively precisely

Currently [NPS99 seemdo betheonly publishedsecureVickrey auctionscheme
thatneitherrevealsany unnecessarinformationnorreliesonthethresholdrust.More-
over, we areawareof only oneothersecuréVickrey auctionschemerecentlyproposed
by Kikuchi [Kik01]. Kikuchi’s schemehassmallercommunicationcompleity than
the NaorPinkas-Sumneschemebut relieson thresholdrust. Moreover, the numberof
biddersin Kikuchi’s schemas boundedabove by thenumberof auctionseners,which
makesit unusabldn mary practicalsituations.(However, it is still applicable for ex-
ample,in radio frequeng spectrumor wirelessspectrumlicenseauctions,wherethe
numberof competitords relatively small.)

The Sakurai-Miyazakiauction scheme[SMO0Q] is securewithout an explicit
threshold-trusassumptionHowever, this schemeusesa bulletin board,a secureim-
plementatiorof which introducesmplicit thresholdtrust[Rei94,Rei9]. It alsobases
on somerelatively ad hoc security primitives. Finally, thereare also schemesvhere
thresholdtrustis w.r.t. the bidders like [WI00]. However, in theseschemesthethresh-
old trust assumptiorseemsto have even lessground,sincein mary practicalcases,
thereis no guarante¢hatevenasinglebidderwill behonest.

3 Cryptographic Preliminaries

Notation. Let ¢t denotethe securityparameteror a probabilisticpublic-key cryptosys-
tem(G, E, D), letc = Ex(m;r) denotetheencryptionof m by usingarandomcoinr
underthekey K. In generalwe denotethe messagespaceby M, thekey spaceby £,
thenoncespaceby R andtheciphertet spaceby C.

Homomorphicencryption. Let G be the key generatioralgorithm, E the encryption
algorithmandD thedecryptionalgorithm.We saythata public-key cryptosystendl =

(G, E, D) is doublyhomomorphidf the setsM andR are(additive) Abeliangroups,
andEK(ml; Tl)-EK(mz; Tg) = EK(m1 +ma; 71 +T2) for every(K, mi,Ma,T1, Tg) S

K x M? x R2.If IT is doublyhomomorphichenEx (em; er) = Ex (m;7)¢ for all e,

andEk (m;r) = Ex(0;7) - Ex(m;0). In mostof the known (doubly) homomorphic
public-key cryptosystemsall spacesM, R andC arekey-dependentin suchcaseswve

assumeéhatthecorrespondingsey K is understoodrom thecontext. With thisin mind,

we denoteM := [log, |IM|], R := [log, |R|], C := [log, |C|].

Damgard-Jurik cryptosysteniDJ01]. Damgard-Jurikcryptosystenis an extensionof
thePaillier cryptosystenfPai99 with themaindifferencehatthesizeof messagspace
canbe increasedwithout increasing|R| at the sametime. Here, K = n is an RSA
modulusands is a public parameterThe messagspaceM = Z,s, coin spaceR =
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Zy .+, andciphertet spaceC = Z; .., vary togetherwith the key n. In onevariant
of this cryptosystempneencryptsmessagen by generatinga randomnumberr and
letting Ex (m;r) := (14+n)™ - 7™ mod n**!,

Coin-extractability. We saythat (G, E, D, R) is a coin-extractablepublic-key cryp-
tosystemf (G, E, D) is a public-key cryptosystemand R is an efficient algorithm,
suchthat Rk (Ex (m;r)) = r for all m andr. The Damgard-Jurikcryptosystemis
coin-extractablesinceafterdecrypting: = Ex (m;r), receverobtains-™ mod n*t!.
Sinceheknowsfactorizatiorof n, he cantheneasilyfind r. Coin-extrability of the Pail-
lier cryptosystenwasalsousedin [BS01]. Note thatwe let R to be anadditive group
evenif in the Damgard-JurikcryptosystemR = Z* ., is amultiplicative group.

Proofs of knowled@. For some(unknawn) bit-string o and predicateP(-), PK(y =
P(a)) is a(usually honest-erifier zero-knavledge)proof-of-knovledge betweertwo
partiesthat giventhe publicly known valuey, thefirst party knows a valueof «, such
thatthe predicateP(«) is true. The corventionis that Greeklettersdenotethe knowl-

edgeproved, whereasall other parametersare known to the verifier [CS97. We as-
sumethat Greekvariablesare scopedwithin one proof-of-knowledge. For example,
PK(c = Ek(m;p)) is a proof thatgivenascommoninput a ciphertet ¢, plaintext m
anda publickey K, the prover knows a noncep, suchthatc = Ek (m; p). For mary
predicatesthe correspondingproofs are alreadyknown; for a few predicatesve will

devisenew proofsin Section4.

In our subsequenprotocols,we will needtwo proofs-of-knavledgefrom [DJO1].
Thefirst proof systemis for PK(c = Ex(mi;p) V ¢ = Er(ma;p)); we call thisa
1-out-of2 proof system A noninteractie versionof this proofis 3t + 2R bits long.
The secondproof systemis for PK(c; = Ex(p1;01) A ca = Ex(u2;p2) Acs =
Ex (us; ps) A puipe = ps); we call this a proof systenfor multiplicativerelationship
A noninteractie versionof this proofis 2t + M + 2R bitslong.

Rang proof In rest of this paperwe will assumethat M is a linearly ordered
ring so that we could apply the recentrangeproof by Lipmaa[Lip01] for PK(c =

Ex(u;p) A p € [L, H]). We will briefly outline this proof system Prover and Verifier
usebothandoublyhomomorphigublic-key cryptosystemandanintegercommitment
scheme[DF01]. Now, x € [L, H] canbe proven by first shaving thaty — L > 0

andthen showing thatH — > 0. Thus, it sufiicesto describea proof systemfor

PK(c = Ex(u;p) A (p > 0)) that proceedsas follows: (1) Prover commits to

1 andprovesin statisticalzero-knavledgethat the committednumberis equalto

(mod |M]). (2) Prover finds a representatiop = p? + p2 + p2 + p2 of p. (Such
representatioexistsiff u > 0 asshown by Lagrange An efficient algorithmfor find-

ing u; wasproposedy RabinandShallit [RS86].) Prover commitsto (u1, pa, pi3, fa)

andthenprovesin statisticalzero—knwvledgethatZ;‘:l u? = p. With suitablesecurity
parametersa noninteractie versionof this proofis ~ 3366 + % [log, H] byteslong.



6
4 Auxiliary Proofs

Rang Proof in Exponent®K(c = Ex(B";p) A (u € [0,H])), In thefollowing we
will needa proofsystemfor PK(c = Ex (B*; p) A (u € [0, H])); we call sucha proof
systema range proof in exponentsOur proof systemis basedon the obsenationthat
we [0, H]iff u = 2}1;’52 H w; - H; for somey; € {0,1} andH; := | (H + 27)/27+1].
For example,p € [0,10] iff u = 5po + 3u1 + p2 + ps, whereasu € [0,9] iff p =
Suo + 2p1 + po + ps. Equivalently, p € [0, H] iff B* = H}f? Hl (BHi)#i for some
u; € {0,1}. Basedonthis, we canprove that

Theorem1. Let (G, E, D) be the Damgard-Jurik cryptosystemyve follow our nota-
tional corventionthat R is an additive group. For j € [1, |[log, H] + 1], let H; :=
|(H +29=1)/27|. Thenthe next protocol is a complete HVZK and specially sound
proof systemfor PK(c = Ex(B*;p) A € [0,H]). Letcy,_1 < Ek(1;0). For all
j €10, [log, H]] do:

— Both Verifier and Prover precomputeH ;. Prover geneatesanr; s.t.>-,r; = p,
andaci; « Ex((B")#;r;). Prover sendsey ; to Verifier. Both partiescompute
Coj = Hi:o c1x- Prover provesto Verifier that ¢y; is an encryptionof either 1
or B by usinga 1-out-of-2 proof systemfrom [DJO1] and that PK(cy ;1 =
Ex(pa;p1) A crj = Ex(p2; p2) A coj = Eg(ps; ps) A pape = pis), by usinga
proof systenfor multiplicativerelationshipfrom[DJO01].

Moreover, PK(c = Ex(B*;p) A 1 € [L, H]) canbe provensimilarily by taking
H; = |(H — L + 29)/27*! | andaddinganextraaddendH_; = L. A prooffor PK(c =
Ex (B*; p) A . > L) cannowbederivedby lettingH = | M| — 1.

Note thatif ¢ = Ex(B*;p) for u € [0,H] then (B"i)#i ¢ {1, BHi}. Complete-
nessof this proof systemfollows sincecy; < EK(ZLO(BH’C)M; Eizl r) (hence
€2, log, M) = ), D (c2;) /DK (c2,j-1) = Dr((B")*) = Dk (c1;), andboth proto-
colsfrom [DJO]] arecomplete.

Let/; = 3t + 2R bethelengthof the 1-out-of-2 proof systemfrom [DJO1] andlet
¢y = 2t + M + 2R bethelengthof the proof systemfor multiplicative relationship
from Lemma[DJO01]. Clearly a noninteractve versionof the protocolfrom Theoreml
isthen(|logo H| + 1) - (C + 41 + £3) = (|logaH| +1) - (C +5t+4R+ M) <
log, V - (C' + 5t + 4R + M) bitslong.

Damcard and Jurik presentedh very similar rangeproof in exponentsin [DJO1].
However, their proof systemhada subtleflaw of working only whenH is a power of
two. The sole differencebetweenour proof systemandthe onein [DJ01, Section5]
is in the choiceof the valuesH;: Namely Damgard and Jurik choseH; to be the j-
th bit in the binary expansionof H, while we have choserdifferentH;, sothatvalues
u € [0,H — 1] haveatleastone(but possiblyseveraldifferent)representations H;u;,
but valuesfrom outsideof this interval do not have suchrepresentation€ur protocol
hasidentical complexity to the protocolfrom [DJO0]] sincethe valuesH; canbe pre-
computeddy bothpartiesseparatelyWe wererecentlyacknavledged Dam01] thatthe
authorsof [DJO1 were aware of the flaw in [DJO]] and have a differentsolutionto



Protocol 1 Proofthat( X5, tiebreak) is correctlycomputed.

1. Pfindsz + Dp(c) andr < Rp(c). Hedecodes in baseB as}_; x; B?. Basedon this,
P finds Xy < max{j : z; > 0} and X».
2. If tiebreak = 0 (thereis notie-break)thendo:
() P proceedssfollows.
i Letry +—RrR,c1 EP(BXI; ’l"1) and02 — Ep(x — .BX2 — BXI;T‘ — ’l"1).
ii. Send(ci,c2)toV.
(b) V verifiesthatc; - Ep(BX2;0) - ¢z = c.
(c) After that, P provesto V, that
i. c1 encryptsa(> Xz)th powerof B: PK(ci = Ep(B*;p) Ap € [X2 4+ 1,V]).
i. PK(c2 = Ep(u;p) Ap € [0,(B—2)- B*2~? — 1]) by usingthe rangeproof.
3. Otherwise(if thereis atie-break)do:
(@) Psends:: < Ep(z —2(B*2);r)t0V.
(b) V verifiesthat(Ep(B*2;0))* - c2 = c.
(c) P provestoV thatc, encryptsavaluelessthan(B—2)-BX2: PK(c2 = Ep(u; p)Ap €
[0,(B -2)-B*> —1]).

it. However, their new protocol,describedn the upcomingjournal version[DJN], re-
quiresin particularapproximately2 log, H additionalproof systemgor multiplicative
relationshipThis meanghatcomparedo their solutionwe save a constanfactorin the
sizeof interactive protocol.

Proof That X is Second_argestin Set. Let (G, E, D, R) be a coin-extractabledou-
bly homomorphicpublic-key cryptosystemlike the Damgard-Jurik cryptosystemin
Protocol 1, Prover P and Verifier V' have a commoninput (X5, tiebreak, c¢), where
Dp(c) =3, z;B% for somez; € [0, B — 1]. Prover hasto prove to Verifier that(1)
If tiebreak = 0, thenthereis exactly onej, suchthatd; > X5, andexactly onej, such
thatb; = X», and(2) If tiebreak = 1, thenthereareno suchj-s, for whichb; > X,
but therearejo # ji, suchthatb;, = b;, = X». Let4; bethelengthof theusedrange-
proof-in-exponentsand/, bethelengthof theusedrangeproof. Thenanoninteractve
versionof Protocoll is < 2C + ¢; + ¢, bitslong.

5 NewAuction Schemes

We now presenburauctionschemesln thefollowing schemesall partiesareassumed
to have a public encryptionkey anda signaturekey thatis in public knowledge.The
signatureschemeshouldbe secureagainstthe chosen-messagatack.In the scheme
of Section5.2, A alsohasa public integer commitmentkey. We assumehat the key-
distribution mechanismis secureWe will shaw laterin Section6 how to dealwith the
replayattacksandhow to minimizethe harm,createcby colluding S and A.

5.1 Simple Scheme

Protocol2 depictsa simpleauctionschemehatputsmoretruston 4, comparedo the
later schemdrom Section5.2, but avoids elaboratecdryptographigrotocolsanddoes
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Protocol 2 The simpleauctionscheme.
BIDDING PHASE

1. Bidder+i encryptsh; by using A’s public key andsendsthe resultingciphertet ¢; together
with sig; (c;) to S via aconfidentialchannel.

2. S verifiesthe signaturegcomplains,if necessary)He computesz < sigg({ci}), where
{ci} isrepresenteth somefixedorderthatdoesnot dependon-s. (For example,in lexico-
graphicorderwith respecto thec;-s.). He broadcast${c;, sigg(ci) }, 2) to all bidders.

3. Every bidder: obtains({c;, sigs(c:)}, 2), andcomplainsif ¢; is missing.He alsoverifies
thesignaturez.

BID OPENING PHASE

1. A doesthe following. Obtain {(c;,sigg(c;))} andz, andverifiesthe signaturesig g (c;),
Vi, and z. For all i: Decryptc; and obtainsb;. Computethe secondhighestbid X». Sets
tiebreak = 1 if thereis a tie-breakandtiebreak = 0, otherwise.Send(X3, tiebreak),
togethewith signaturez’ « sig 4 (Xo, tiebreak, {c;}) to S.

2. S verifiesthesignaturez’. He thenbroadcast$ X5, tiebreak, z, 2') to all bidders.

3. After obtaining(Xa, tiebreak, z, z'), all biddersverify the signaturez’, in particularthatit

is givenover thesameset{c; } asz.

. A pointsto S ac;, suchthatD4(¢;) = X;. S identifiesi anddeclaresim thewinner

5. Bidderscannow protestagainsthe choiceof 4.

S

not put asseverelimites on the valuesB andV asthe latter. If tiebreak = 0 (no tie-

break),a successfuprotestconstitutesidder: proving (in zero-knavledge)thathedid

not bid morethan X5, or someotherbidderproving that he bid alsomorethan X. If

tiebreak = 1, a successfuprotestmeansi proving that he bid lessthan X5, or some
otherbidder proving that he bid morethan X,. All suchproofscanbe basedon the
rangeproofsfrom [Lip01].

In this auctionscheme,A will getto know the winner andthe bid statistics,but
cannotbind bids with concretebidders.A malicious A canchangeX, to X}, X; >
X} > X,. ThesellerS will getto know only theminimalamountof information: That
is, X», andthewinner (or all winnersif thereis atie-break)If S and A donotcollude,
thesellercannotdeviate from the protocolwithout beingdetected.

5.2 Homomorphic Scheme

Protocol 3 depictsthe homomorphicscheme whereevery bid b; is encodedas B .
This encodingwill allow everybodyto compute givenencryptionsof B% , anencryp-
tion of 3, B% without knowing the correspondinglecryptionkey. Note that for this
schemeto work correctlyit is necessaryhat BY < | M|. We assumemplicitly that
communicatiorgoesover a confidentialchannel.

The auctionauthoritywill getto know the bid statisticsbut cannotbind themwith
the bidders.The sellerwill getto know only the minimal amountof information, X5
andthewinner (or all winnersif thereis atie-break).If S andA donotcollude,neither
S nor A candeviatefrom the protocolwithout beingdetected.



Protocol 3 Thehomomorphicauctionscheme.
BIDDING PHASE

1. Bidders encryptshis bid 7 by using A’s public key, ¢; = E4(B%;r;), signsit, andsends
(ci,sig;(c;)) to S. Bidders provesto S thatthe bid is correctlycomputedoy performinga
prooffor PK(c; = Ea(B*;p) A (p <V +1)).

2. S doesthe following: Verify the signaturesand complainsif necessarjLetc < [, c; =
Ea(¥; B%; 3, 1) = Ba(X;2iB’; 3, 15), C « {ca(i)} for randompermutationr,
h + H(C)andz = sigg(H(C), ¢). SendC to all bidders Post(c, z).

3. Forall 4, bidderi verifiesthate; € C, ¢ =[],/ ¢ andz = sigg(h,C).

BID OPENING PHASE

1. A obtains(c, z) andverifiesthesignaturez.

2. After that, A decryptsc, obtainsDx (¢) = 3_; x; BY andthencomputeshe secondhigh-
estbid X2 anda bit tiebreak, suchthat tiebreak = 1 iff thereis a tie-break.He sends
(X, tiebreak), togethemwith his signaturez = sig , (X2, tiebreak), to S.

3. S verifiesz.

4. A provesto S thatthe pair (X2, tiebreak) is correctly computed(SeeSection4 for the

correspondingproof.)

. S publishesX» onanauthenticatednediumtogethemwith A’s andhis own signatures.

6. Bidderscannow participatein the confirmationphasewith S. If tiebreak = 0, the bidder
who confirmsthat he bid morethan X, will bethewinner If tiebreak = 1, a previously
announcedule (for example the equalprobabilityrule) is usedto determinehewinner

)]

In mary situations knowing bid statisticsmight not be very valuablefor A: First,
evenif the authority doessell the statisticsto the seller of a subsequenauction,the
new sellerwill mostprobablynot have exactly the samesetof bidders.Secondjf S
would usedesignatederifier signaturegJS194 (with verifier A), A would be unable
to corvince the new sellerthat he is actually selling correctdata. Third, evenif it is
impossibleto verify for surewhetherA atuseshebid statistics put too obviousakuses
will certainlybenoticedandruin hisreputation.

The confirmationstepis optional,sincethe proof of step4 alreadyshows that X,
is correctlycomputed.The highestbidderhasto participatein the confirmationphase
to claim theitem. However, if he doesnot, onecanapply a mandatoryprotocolwhere
every bidderhaseitherto confirmor revoke thatheis eligible to win.

6 Refinementsto Our Auction Schemes

Using a prime B. If B is a prime, the rangeproofsin exponentscan be madecon-
siderablyshorterasshavn in [LipO1]. Without goinginto moredetails,we notethata
noninteractie versionof this proof haslength2636 + [log, |M|] + = log, H bytes.
Now, restrictingB to bea primeis nota big obstaclan ourauctionschemeReally, by
the prime numbertheoremthe averagegapp;+1 — p; betweertwo consequenprimes
lessthann is ©(log, n). Also, it wasestablishetby WesterrandLehmerthatthelargest
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primegapbetweemrimeslessthan1200 is 22. Thus,thesellerhasto introduceapprox-
imately ©(log, B) dummybiddersthatdo not actuallyparticipatein theauction.

Extensionto (m + 1)st price auctions. Vickrey auctionmechanisncan be extended
to the (m + 1)st priceauctionmechanismyherem copiesof the sameitem aregiven
to m highestbiddersfor the (m + 1)st highestbid [Vic61]. A trivial modificationto

the homomorphicschemeresultsin a (m + 1)st price auctionschemawith additional
communicatiorof about(m — 2) - (C' + £) bits,wherel < 2(C +5t+4R+ M) log, V

is the lengthof therangeproofin exponentsfrom Section4. On the otherhand,if we
assumehat B is aprimethenusually? < 3 KB. Theonly previoussecure(m + 1)st-
priceauctionschemeshatwe areawareof by Kikuchi [Kik01] andby Naor, Pinkasand
Sumne{NPS99. In thelatterschemecircuit for mth priceauctionss aboutm log, V

timeshiggerthancircuit for thefirst priceauctiongdPin01].

Thresholding It is possibleto distribute A and/orS usingthe thresholdtrust model.
For example,whentruston A is distributedthis way, wherebid statisticswill only be

leakedif atleastl/3rd of the A-senersarefaulty; thenin thehomomorphicschemehe

thresholded4 doesnothave to provethat X, wascorrectlycomputedThis introduces
a new interestingbipartite thresholdtrust mode| wheresomeof the functionality is

controlledby onesetS of seners(operatedoy oneor moreparties) while someother
functionalityis controlledby anotherset.A of seners(operatedy oneor moreparties,
independentrom the partieswho operateghesetS). SenersetsS and.A checkthatthe

othersetbehaescorrectly Ourauctionschemestaysecuraunlesssignificantfractions
of bothS and.A cheat.We feel that this bipartitethresholdtrust modelmight alsobe

interestingn mary otherapplicationdik e e-voting.

Reducingheinfluenceof collusions. Let H bea securecommitmentschemeijn prac-
tice,onemayalsoassumehat H is a hashfunction.Now, damagecausedy colluding
A and S canbe reducedin both our auctionschemesvhen the biddersfirst senda
signedcommitmentto their bid to S, who thenbroadcastsll commitmentsogether
with his signatureon the tuple of commitmentsOnly afterthat, actualencryptedbids
aresentto S.

Whenthis “meta-schemeis employed, an auctionwill staycorrectevenwhen S
andA collude.Theonly usefrom thecolludingis thatthe A andS will obtainadditional
information:Namely they will be ableto connectevery bidderwith his bid. However,
they will notbeableto artificially raise X, or declareafalsewinner. Notethatthesame
simple but very useful methodworks in conjunctionwith almostevery auction(and
voting) scheme.

Now, therearethreescenariohow this meta-schemiself couldbeabused First,a
biddercancheatby sendinga commitmentbut thenrefusingto sendthe bid. However,
sincethe commitmentsare signed,the offendingbidderis identifiablein somesense.
Secondcolluding S and A candeletesomebidsthatarenotto theirliking, arguingthat
the correspondingncryptedbid wasnot submitted However, in this casecorrespond-
ing bidderscanprove by shawing their bid that S (and A) werefaulty. Third, S and
A canarrangea shill to submita very low fake bid. If thenthe resultsor not to their
liking, they canclaim thatthe shill failedto sendthe encryption.However, this shill is
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againidentifiable.Hence this concernmight not be very seriousespeciallyin the local
electronicauctions Anothersolutionwould beto useafair exchangeansteadf receipts
duringthebid commitment.

Avoiding replay attadks. Becauseof the relianceon homomorphismencryptedbids
cannotcontainary otherinformationbut B . This opensup cut-and-pastattacksthat
may compromisebid privagy. As asimpleexample a crooksellerthatwantsto find the
highestbid in anauctioncouldreplaythewinning bid, alongwith abunchof zerobids
andoneartificially highbidb =V — 1 to A.

Replayattackscanbe avoidedby onceagainusingthe coin-extractability property
of thecryptosystemasfarastherandomcoinsr; arenotrevealedto theseller Namely
accompaw eachbid with E4(transaction_id; r;), wherer; is the samecoin that was
usedto encryptthe bid, andtransaction_id is guaranteedo be unique(i.e, something
that A candetectin caseof areplay).

Preferablytransaction_id shouldalso containa commitmentof auctionparame-
ters.For example transaction_id canbecomputedas H (auction_advertisement) where
auction_advertisement includesall relevantdetailsabouttheauction(e.g.,sellername,
sequencaumberaddedby seller auctionmechanismdeadlinesetc.).Sincethisis the
only communicatiorchannel(for arbitrarydata)from biddersto the auctionauthority,
it shouldbe usedto sendall security-criticalinformation. For example,this solution
would avoid a sellerfrom adwertisinga Vickrey auction,but tell the auctionauthority
thatit is a first-price auction.For example,in the absenceof sucha communication
betweerbiddersand A, S could adwertisea Vickrey auctionto the bidders,but tell A
thatit is afirst-priceauction.

Avoiding replayattacksin e-votingschemes.Similar cut-and-pasteeplayattackscan
be appliedto the voting schemedike [CGS97DJ0] thatbaseon homomorphiccryp-
tosystemsin the caseof electionsreplay attacksarelessfatal. However, in situations
whereit is impracticalto changehekeys for every election,suchattacksbecomeatal.
First, let usimaginethatin the next electionwe have the sametwo candidatesbut in
anoppositeorder Onecannow replayall votesfrom thefirst candidateof the previous
electionto getvotesfor the seconccandidaten this election.Second,S couldreplaya
few votesof thepreviouselectionin thenext election,andgetto know how mary votes
from this particularsubgroupof voterswentto someparticularcandidatelf onecan
controlall submittedvotes,onecangaininformationaboutthe contentsof thereplayed
encryption.This mightbeaseriousproblemif thesametallier is organizing,apartfrom
thenationalelections alsosomesmall-scaleslections-on-requests.

Hereonecanuseexactly the samesolutionasin the previous subsectionEven if
replayingis hardto mountto voting systemsour proposediefencemechanismareso
simplethatonemight considerusingthem.

7 Discussion

Local electionic auctions. In local electonic auctions the bidders are physically
presentatanauctionhouse andparticipatevia alocal wirelessnetwork by usingsome
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[log, IM[], V][ 100 200 [ 300 [400 [500]1000
1024 1209 34 10 | 5 | 4] 2
1536 4.2 -10* 205 34 | 14| 8| 2
2048 1.4-10% 1209 | 110 | 34 | 17| 4
3072 1.7-10°4.2-10%| 1209 | 205 | 70 | 8
4096 oo |1.4-10°]12884(1209|292| 17

Table 1. Examplevaluesof the maximumnumberof bidders B and maximumnumberof dif-
ferentvaluationsV for somecommoncardinalitiesof messagspacesln generalagreaterf M|
meansthat eitherhighersecurityparametehasto be used,or the bid shouldconsistof several
encryptions! co” meanghatthe numberof possiblebiddersfar exceedghe populationof Earth,
andis hencevirtually unlimited.

mobile devices for computationsLocal online auctionshave a few specificpositive

propertiesthat simplify their organizationand decreasehe trust requirementsFirst,

dueto the locality assumptionthe bidderscancloselyexaminethe goodsbeforethey

decideto bid. Similarly, the winning bidderis physically presentand paymentcanbe
enforcedasin traditionalauctions Hence the two mostcommonsourceof complaints
aboutinternetauctionsare avoided. Secondwe canassumehigh bandwidthcapacity
andsuficiently reliablecommunicationdbetweerthe sellerandthe bidders.In partic-
ular, the audienceis captive: Bidderswill stay available. Therefore,a multiple-round
auctionis not a problem.Our auction schemeswvere designedwith local electronic
auctionsin mind thoughnot solely for them. Partially dueto theseremarks,we have

assumedhat law enforcements out of the scopeof the currentpaper:lt is certainly
easyto enforcecorrectbehaiour in local auctionsput in remoteauctionsonemustuse
additionalprotocolsthatarenotdescribedn this papere.g.,punishbidderswho refuse
to co-operatén the confirmationphase.

Moreover, in local electronicauctionghebidderandthesellerarein the sameroom
or at leastbuilding, while the authority might be kilometersaway. The sameauthor
ity might be involved in mary otherauctionsin parallel. This obsenation motivated
usto prioritize the sellerauthority communicationcomplexity over the sellerbidders
communicatiorcomplexity.

Limitation on the numberof valuations. A disadwantageof the homomorphicscheme
from Section5.2is thatthenumberof differentvaluationss small.Namely if theplain-
text messagspacds M thenthemaximumnumberof valuationst/ andthe maximum
numberof biddersB areboundedby V - log, B < log, |M|. While onecanincrease
the sizeof messagspacedoingthis will greatlyincreasehe computationatomplex-
ity of the homomorphicschemewith log, |M| = 3072 beingalmostthe limit with
the currentcomputationatechnology Still, it meanghatfor smallerV, the numberof
biddersis almostunlimited,asseenfrom Tablel.

We feel thatchoiceV < 500 is sufficientin mostof the auctions For example,in
anauctionof asecond-handem,thebid b € [0, V] couldcorrespondo theprice %Pb,
where P is the original price of the solditem. A price increaseof 1% of P seemso
be sufficiently precise Moreover, the mappingbetweerthe bidsandactualpricesdoes
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not have to be linear, it suficies that this mappingis strictly monotonicand publicly
known. In particular one might usehigher precisionwith large bids thanwith small
bids. The factthatin our schemeheremight be are more biddersthan available bid
optionsshouldnot bea big concern.

Similarencodingwasusedin [DJ01] in thecontext of electronicvoting wherelV —
thenumberof candidates—isisuallymuchlessthan500.

8 Comparisonto Naor-Pinkas-SumnerScheme

We will next comparethe homomorphicschemerom Section5.2 to the NaorPinkas-
SumnerschemegNPS99, the only cryptographicVickrey auctionschemeshat does
notrely onthethresholdrust.

In our scheme A recevesmoreinformationthanin [NPS99. On the otherhand,
detectingmisbehaior by the auctionauthority A is considerablymore complicated
in [NPS99. Basically to catcha cheatingauthoritywith probabilityl — 2=, the off-
line compleity in their schemewill increasen times,comparedo the basicscheme.
In thehomomorphicschemetheactionsof A areverifiable;verifiability canbe omitted
but this would decreas¢heinteractiononly by a half.

First,theoff-line communicatiorcomplexity of NaorPinkas-Sumneschemédwith-
out applyingthe cut-and-choosenethod)is 300B log, V' bytes,the on-line communi-
cationcompleity betweerthesenersis aboutBt log, ¥V andthecommunicatiorcom-
plexity of eachbidderis ©(t log, V). This makesthetotal communicatioroverheacbf
theauctioneeto be ©(Btlog, V).

In the homomaorphicschemewithout the confirmationphase bidders’ sole com-
municationwith S consistf oneencryptionanda proof of bid correctnesshattakes
together(C' + 5t + 4R + M)O(log, V') bits,andrequires®(log, V) encryptionslf B
is a prime thena constaninumberof encryptionsandcommunicatiorof ©(V log, B)
bits suffices.Confirmationphasehasthe samecompleity. Thereforethetotal commu-
nicationbetweertheauctioneeandthebiddersis ©(BYV log, B).

As motivatedin Section7, our primary concernas regardscommunicationcom-
plexity is the communicationrbetweenS and A thatis dominatedby the noninterac-
tive proof that (X5, tiebreak) was correctly calculated.When B is a prime thenthe
asymptoticsellerauthority communicationcompleity will be ©(V - log, B) thatis
closeto optimalfor large-scaleauctions We will next give a comparisorof the seller
authority communicationcomplexity for someconcretevaluesof B and V. We will
usethe Damgard-JurikcryptosystemwhereR ~ C =~ %M. We will supposehat
M = 1024 andchooses ass « [V -log, B/M]. We will alsoassumehatt = 80
andthatV € {300,500}. For thesespecialcasesgefficiency comparisonof the ho-
momorphicschemefrom Section5.2 with the NaorPinkas-SumneschemgNPS99
is presentedn Table2. (For the homomorphicschemethis table shovs the combined
total lengthof arangeproof andarangeproofin exponentssincebothareusedin the
correctnesproof. This tablealsopresentdwo versionsof the homomorphicscheme,
onethatworkswith agenericB andanotheronewhichworksonly with aprime B.)

As seenfrom Table2, if B > 50 thenthe sellerauthorityinteractionin the prime-
B homomorphicschemeis lessthan 30V log, B bytes.The prime-B homomorphic



v [ 3] 4] 8] 16] 32[ 64] 128] 256] 512] 1024
gener B[24.6[24.6[24.6]38.1[38.1] 38.1] 51.6] 51.6] 51.6] 51.6
Our |primeB | 5.7| 5.7| 5.7| 8.4| 84| 84| 11.0| 11.0] 11.0] 11.0
300
s=1 §=2 s=3
[NPS99] || 7-2[ 9.6]19.3]38.6]77.1[154.3[308.6[617.2]1234.3[2468.6
gener B[26.5[26.5[41.041.0[55.6] 55.6] 70.1] 70.1] 84.6] 84.6
Our |primeB | 5.7| 5.7| 8.4| 8.4/11.0| 11.0| 13.6| 13.6] 16.2] 16.2
500
s=1 s=2 s=3 s=4 s=5
[NPS99 7.9]10.5/21.0]42.0[84.1]168.1[336.2]672.4]1344.9[2679.7

Table 2. Communicationefficiency comparisonbetweenthe homomorphicscheme(for both
genericB andaprime B) andtheNaorPinkas-SumneschemgNPS99]for V' € {300, 500} and
varying B. The proof lengthsaregivenin kilobytes.In the caseof our schemewve alsomention
thesizeof s.

schemeand the NaorPinkasschemehave roughly equalcommunicationcomplexity
for small-scaleauctions.On the otherhand,the prime-B versionof the homomorphic
schemds atleast10 (resp.,at least100) timesmorecommunication-dfcientthanthe
NaorPinkas-Sumneschemén medium-scal@uctiong(resp.,in large-scaleauctions).
The differencein interactionwill be even greaterwhenthe cut-and-choosenethodis
appliedto the NaorPinkas-Sumnescheme.

Finally, notethat in our schemethe computationsof the seller consistof a few
exponentiationgerevery bidderanda few exponentiationsvhencommunicatingvith
the authority Every bidder hasto do a few exponentiationsOn the other hand,the
computationatomplexity of theauthorityis somevhathigherdueto theuseof arange
proof; however both rangeproofsfrom [Lip01] andfrom [BouOQ seemto provide an
adequatefficiengy.

9 Conclusions

We proposedwo differentauctionschemeshat work in a settingwithout threshold
trustandarepracticalfor alarge numberof bidders.In bothschemesve have anseller
S andanauctionauthority A thatareassumeahotto collude.In the secondhomomor
phic, schemeve embedmary bidsin oneencryption.This allows the communication
compleity to bereducedsubstantially

The homomorphicschemeachieves, especiallycomparedo [NPS99, (1) Similar
level of securityfor otherpartiesw.r.t. selleror bidders;(2) Verifiability of A duringthe
protocolexecution: A canchangethe outcomeof auctionsonly when colluding with
S; (4) Both biddersellerandsellerauthoritycommunicatiorcomplexities arereduced
to O(V - log, B) bits with a moderate-sizéiddenconstanin the @-expressionThis
makesit possibleto useourauctionschemen large-scaleuctions.

Ontheotherhand themaindravbacksof our schemeare(1) Somevhatlowerlevel
of confidentialityfor otherpartiesw.r.t. auctionauthority;and(2) Limited numberof
possiblebids.However, asarguedbefore,both dravbacksmight not bethatserious.In
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particular we feel that scalabilityin the numberof possiblebiddersis moreimportant
thanin the numberof possiblebids.

Finally, note that the homomorphicschemefrom Section5.2 canall be usedas
a backbonefor voting scheme modulo the changethat 4, insteadof sendingback
(X2, tiebreak) andproving its correctnesgust sendshackz = D 4(c) togethemwith a
proof of correctdecryption.
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Fromthe efficiency point of view, our auctionschemaes aninterestingcomplement
to the NaorPinkas-Sumneauctionschemesinceit hascommunicatiorcomplexity of
O(V -log, B) ascomparedo ©(B - log, V') (with a considerablysmallerconstanin
the big-© expression)lt would beinterestingto find a secureVickrey auctionscheme
withoutthresholdrustwherethecommunicatiorcompleity is polylogarithmicin both
B andV.

References

[Bou00] FabriceBoudot. Efficient Proofsthata CommittedNumberLiesin aninterval. In Bart
Preneeleditor, Advancesn Cryptolagy — EUROCRYPT200Q volume 1807 of Lec-
ture Notesin ComputerSciencepages431-444 Bruges,Belgium, 14-18May 2000.
SpringefVerlag.ISBN 3-540-67517-5.

[BS01] Olivier BaudronandJacquesStern. Non-interactve Private Auctions. In Paul Sywver-
son, editor, Financial Cryptagraphy— Fifth International Confeence LectureNotes
in ComputerScienceGrandCaymanBWI, 19—22February2001.SpringefVerlag. To
appear

[Cac99] ChristianCachin.Efficient PrivateBiddingandAuctionswith anOblivious Third Party.
In 6th ACM Confeenceon Computerand CommunicationsSecurity pages120-127,
Singaporel-4Novemberl999.ACM Press.

[CGS97] RonaldCramer RosarioGennaroandBerry Schoenmadrs. A SecureandOptimally
EfficientMulti-Authority ElectionSchemeln WalterFumy, editor, Advance®n Cryp-
tology—EUROCRYPT’'97, volume1233of Lecture Notesin ComputerSciencepages
103-118KonstanzGermary, 11-15May 1997.SpringefVerlag. ISBN 3-540-62975-
0.

[CS97] JanCamenischand Markus Stadler Efficient Group SignatureSchemesdfor Large
Groups. In Jr. Burton S. Kaliski, editor, Advanceson Cryptolagy — CRYPTO '97,
volume 1294 of Lectule Notesin ComputerScience pages410-424,SantaBarbara,
USA, 17-21August1997.SpringerVerlag.ISBN 3-540-63384-7.

[Dam01] IvanDamcard. PersonatommunicationNovember2001.

[DF01] IvanDamgdrdandEiichiro Fujisaki. An IntegerCommitmentSchemeéBasedon Groups
with Hidden Order TechnicalReport 064, IACR, 13 August 2001. Available at
http://eprint.iacr.org/ 2001/ 064/ .

[DJO1] Ivan Damgard and Mads Jurik. A Generalisationa Simplification and SomeAppli-
cationsof Paillier's ProbabilisticPublic-Key System.In KwangjoKim, editor, Public
Key Cryptagraphy 2001, volume 1992 of Lecture Notesin ComputerSciencepages
119-136 Chejulsland,Korea,13—-15February2001.SpringefVerlag.



16

[DIN]

[JSI96]

[Kik01]

[Lip01]

IvanB. Damgard,MadsJ. Jurik,andJespeB. Nielsen.A Generalizationa Simplifica-
tion andSomeApplicationsof Paillier’s ProbabilisticPublic-key System.International
Journal of InformationSecurity To appearManuscriptavailablefrom authors.
Markus JalobssonKazueSalo, and Russelllmpagliazzo. Designated/erifier Proofs
and Their Applications. In Ueli Maurer editor, Advanceson Cryptolagy — EURO-
CRYPT '96, volume 1070 of Lectue Notesin ComputerScience pages143-154,
Saragoss&spain,12—-16May 1996.SpringerVerlag.

Hiroaki Kikuchi. (M + 1)st-PriceAuction Protocol.In Paul Syverson editor, Financial
Cryptagraphy — Fifth International Confeence LectureNotesin ComputerScience,
GrandCaymanBWI, 19-22February2001.SpringerVerlag. To appear
HelgerLipmaa. StatisticalZero-KnavledgeProofsfrom DiophantineEquations.Tech-
nical Report2001/086JACR, 25 October2001. Availablefrom
http://eprint.iacr.org/2001/086.

[NPS99] Moni Naor, Benry Pinkas,and ReubenSumner Privagy PreservingAuctions and

[NS93]

[Paigg]

[Pin01]
[Rei94]

[Rei95]

[RHO5]

[RS86]

MechanismDesign. In The 1st ACM Confeenceon Electronic Commece, Derver,

Colorado,November1999.

HannuNurmiandArto SalomaaCryptographidProtocolsfor Vickrey Auctions.Group

Decisionand Negotiation 2:363-373,1993.

PascalPaillier. Public-Key CryptosystemdBasedon CompositeDegree Residuosity
Classesln Jacques$tern editor, Advance®n Cryptolagy —EUROCRYPT'99, volume
1592 0f Lectue Notesin ComputerSciencepages223—-238 Prague CzechRepublic,
2—6May 1999.SpringefVerlag.

Benry Pinkas.PersonatommunicationQOctober2001.

MichaelK. Reiter SecureAgreemenProtocolsReliableandAtomic GroupMulticast
in Rampartin 2ndACM Confeenceon ComputeandCommunicationSecurity pages
68-80,Fairfax, Virginia, USA, 2—4Novemberl994.ACM Press.

MichaelK. Reiter The RampartToolkit for Building High-integrity Services.In Ken-
nethP. Birman, FriedemanrMattern,and André Schiper editors, Theoryand Practice
in Distributed Systemsvolume 938 of Lecture Notesin ComputerSciencepages99—
110, DagstuhlCastle,Germary, 5-9 Septembetl995. SpringerVerlag, 1995. ISBN

3-540-60042-6.

MichaelH. Rothlopf andRonaldM. Harstad. Two Modelsof Bid-Taker Cheatingin

Vickrey Auctions. Journal of Business68(2):257—-267April 1995.

Michael O. RabinandJefrey O. Shallit. RandomizedAlgorithmsin NumberTheory.
Communicationgn Pure and AppliedMathematics39:239-256,1986.

[RTK90] Michael H. Rothlkopf, ThomasJ. Teisbeg, and Edward P. Kahn. Why are Vickrey

[SMOO]

[Vic61]
[WI00]

AuctionsRare?TheJournal of Political Economy98(1):94—109February1990.
Kouichi Sakuraiand ShingoMiyazaki. An AnonymousElectronicBidding Protocol
Basedon a New Convertible Group SignatureScheme.ln Ed Dawson,Andrew Clark,
and Colin Boyd, editors, Fifth Australasian Confeenceon Information Securityand
Privacy, volume1841of Lectue Notesin ComputerSciencepages385-399Brisbane,
Australia,10-12July 2000.SpringefVerlag. ISBN 3-540-67742-9.

William Vickrey. Counterspeculatiouctions,andCompetitve SealedlendersJour-
nal of Finance 16(1):8-37March 1961.

Yuji Watanabeand Hideki Imai. Reducingthe Round Complity of a Sealed-Bid
Auction Protocolwith an Off-Line TTP. In SushilJajodiaand PierangelésSamarati,
editors, 7th ACM Confeenceon Computerand CommunicationsSecurity pages80—
86, Athens,Greece2—-4 November2000.ACM Press ACM ISBN 1-58113-203-4.

[Yao82] Andrew Chi-ChihYao.Protocoldor SecureComputationgExtendedAbstract).In 23rd

AnnualSymposiunon Foundationsof ComputerSciencepagesl 60-164 Chicagollli-
nois,USA, 3-5November1982.IEEE ComputerSocietyPress.



