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Abstract

Vaudenay [1] has presented an attack on the CBC mode of block ciphers, which uses padding
according to the PKCS#5 dandard. One of the countermeasures, which he has assumed,
consgted of the encryption of the messsge M= M || padding || hash(M || padding) insteed of
the origind M. This can increase the length of the message by severad blocks compared with
the present padding. Moreover, Wagner [1] showed a security weakness in this proposa. The
next correction, which Vaudenay proposed ("A Fix Which May Work") has a generd
character and doesn't solve practicd problems with the real cryptographic interfaces used in
contemporary applications. In this article we propose three variants of the CBC mode. From
the externd point of view they behave the same as the present CBC mode with the PKCSHS
padding, but they prevent Vaudenay's attack.

Category / Keywords. secret-key cryptography / block ciphers, block-cipher modes, CBC,
side-channel, modes of operation, PKCS#5 padding, implementation, cryptoAPI

Introduction

Vaudenay's attack [1] on the CBC mode of block ciphers with the PKCS#5 padding [2] uses
the information, which dates, whether the deciphered text had the correct padding. One of
Vaudenay's proposas conssted of the encryption of the message M= M || padding || hash(M
|| padding) instead of M, but he regected it because of the theoreticd weskness. From the
practicadl point of view, the disadvantage of this proposa is in particular, that during
encryption of the lagt plaintext block severd cipher text blocks arise, instead of 1 or 2 blocks
as a present. This noticeably disrupts the semantics of contemporary cryptographic interfaces,
for instance CryptoAPI [3].

The present CBC mode (according to the common semantics of programming interfaces)
works as follows If a pat of the plaintext is encrypted, a cryptographic device will dways
return one ciphertext block for each plaintext block. There is the only one exception and this
is the encryption of the lagt block of the plaintext. In this case one or two ciphertext blocks
can be returned (depending on the length of the last block). Decryption works in the reverse
order: A cryptographic device returns one plaintext block for each ciphertext block, except the
decryption of the last block. After decryption of the last plaintext block, its padding is
determined, cut off and the vdid plaintext is returned. The characterigic of the PKCSH#5
padding is that the information, which pat of the plantext has to be cut off, is determined
from and only from the last ciphertext block (this would be disrupted by Vaudenay's
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proposad). Based on this principa the cryptographic interfaces were built and therefore they
will not work if it is violated.”)

The god of this contribution is to desgn an encryption for the lagt plaintext block, which
respects the semantics of the widdy used PKCSH#S padding (thereby preserving competibility
with the usud cryptographic interfaces) and a the same time prevents Vaudenay's attack. It is
dill possble that some sysems do not enable the implementation of some proposed variants
of encryption because of new requirements for working with key materid. However we have
pad the attention to minimizing the number of such sysems

This article does not ded in any way with the dterndive definition of padding. We date that
our god was to desgn countermeasures, which are practically usable. That means They
obviously eliminate Vaudenay's attack, they do not introduce other evidently practically
exploitable weaknesses and they clearly do not violate the semantics of contemporary
cryptographic interfaces. The andyds of the theoretical characterisics of the proposed
variantsis an open question.

Example

According to Vaudenay's proposd, if a 7 bytes long message M is encrypted usng 3DES and
SHA-1, we have to encrypt 7 bytes of M, 5 bytes of the padding and 20 bytes of the hash
vaue, which creates 4 blocks (32 bytes). The cryptographic interface would then obtain a
request for an encryption of 7 bytes of M (marked as the last block) and it would return four
ciphertext blocks to the cdling application. However contemporary interfaces designed
according to PKCS#5 expect to receive only one ciphertext block in such a Stuation. Smilar
problems arise during decryption. It has been practicaly verified, that the introduction of this
type of padding into the subsystem CryptoAPI makes common gpplications crash.

New proposalsfor strengthened encryption of the last block in the CBC mode

We propose three variants for strengthened encryption of the last plaintext block in the CBC
mode, which are compatible with contemporary cryptographic interfaces, including Crypto
APl [3]. We assume vaiant A as the "middie’. Its "sronger” verson is variant B and the
"wesker" one is variant C. The security of these variants is edimated only heuridicdly in a
short time after the presentation of the attack. An in depth theoretica analyss of ther security
remains an open problem. The variants reflect the capabilities of a desgner to use different

cryptographic tools.

Classcd CBC encryption of plaintext by a block cipher with key K1 is described by the
following equations:

Let us denote plantext: X1, X, ... X, Ciphertext: yi, Yo, ... W, initidision vaue 1V, encryption
key: K1.

Encryption: y; = Ex1(IV? X1),¥i = Exa(Vi-1 ? Xi),1=2, ..., N

Decryption: X1=1V? DKl(yl), Xi = Vi1 ? DKl(yi), i = 2, .o N

Strengthened encryption of the last block uses the present definition of the PKCS#5 padding.
It means that Xy is the block padded according to PKCS#S. Al three variants encrypt al

) There can be situations where the system receives the ciphertext blocks consequently and
the fact, that a block is the last block of the whole message, will be recognized after receiving
this block, not before. In Vaudenay's origind proposal after cutting the padding the system
would have to take back severd plaintext blocks, which in some cases would not be possible.
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plaintext blocks x1, X2, ... Xn-1 (excluding the lagt block xy) in the CBC mode with the key K1
inthe usud way, i.e.

Encryptlon Y1 = EK1(|V? X]_), Vi = EKl(yi-l ? Xi), i = 2, ..., N-1 and

Decryption: X1 = IV ? Dka(Y1), Xi = Vi-1 ? Dka(yi), 1= 2, ..., N-1.

The only difference is in the eguation for the encryption and decryption of the last block,
which we will describe now.

Usng the function PBKDF2 from the standard PKCS#5 [2] and three different values of the
sat (SALT) and three counters (COUNT) we derive three different values of keys K2, K3 and
K4:

K2 = PBKDF2(K1, SALT1, COUNTL, dklen),

K3 = PBKDF2(K1, SALT2, COUNTZ2, dklen),

K4 = PBKDF2(K1, SALT3, COUNTS3, dklen),

where dklen is the length of keys K2, K3 and K4, vaues SALT1, SALT2 and SALT3 are
different congtants and COUNT1, COUNT2 and COUNT3 are other congants, chosen
according to the standard PK CS#5.

Strengthened encryption - variant A
We define the equation for the last block in the following way:
Encryption: yn = Exa(Dk2(Xn) ? Exa(yn-1))
Decryption: Xn = Ex2(Exa(Yn-1) ? Dka(Yn))
The god of this type of encryption is tha the influence of the varidbles &n, W1, W) afecting
encryption and decryption of the last block, is indirect, nonlinear and "masked" by
trandformations, unknown to the attacker. The keys K2, K3 and K4 mus have these
properties:

- They are derived from key K1 by a one-way function.

- It is impossble to determine the individud keys K2, K3 or K4 from the remaning

two.

These additiona keys are introduced in order to prevent an atacker from deducing any
information about Eg; and Dg;, for i = 2, 3, 4 from eventud knowledge of the behaviour of
the transformation Ex; on many pars of plaintext-ciphertext blocks. Note that it is possible to
define other kinds of derivations of the keys K2, K3 and K4, which are different from those
defined in PKCSHS. It is only necessary to preserve the properties mentioned above.

Strengthened encryption - variants B1 and B2

According to the desgner's capability to use the hash function we propose variants B1 and
B2. Both are desgned in such a way, that the feedback from the penultimate ciphertext block
is a one-way function of the varidble yn.1. This property is guaranteed by the value Exsz(yn1) ?
yna in the Bl variant and by the vaue h(Eks(yn-1)) in the B2 variant. Derivation of the keys
K2, K3 and K4 is the sane as in the vaiant A. Note tha we will use only the n mogt
ggnificant bits from the hash function output, where n is the length of the block of the block
cipher.

The equation for the lagt block is defined in the following way:

Thevariant B1:

Encryption: yn = Exa(Dk2(Xn) ? Exa(Yn-1) ? Yn-1)

Decryption: Xy = Ex2(Exz(Yn-1) ? Yn-1 ? Dka(yn))

The variant B2:

Encryption: yn = Exa(Dxka(xn) ? h(Exa(Yn-1))

Decryption: xn = Exa(h(Eka(yn-1)) ? Dka(yn)
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Strengthened encryption - the variant C

This variant is proposed as the "minimd" variant for the case where the designer does not
have the possbility of udng other trandformations than Ex; and Dki, i.e. he/she has no
possibility to derive new keys from key K1 and he/she has no posshility to use a hash
function.

The equation for the last block is defined in the following way:

Encryption: yn = Ex1(Dk1(Xn) ? Exi(Yn-1) ? Yn-1)

Decryption: Xy = Exk1(Exk1(yn-1) ? Yn1 ? Dki(Wn))

Thebrief analysis

From the generd attack point of view we can assume dl presented variants as an goplication
of the two modes. Blocks X1, X, ... X1 ae encrypted usng the first mode and block Xy is
encrypted using the second mode. There is no change in the case of encryption of the blocks
X1, X, ... X1 - it is the origind CBC mode. Therefore the proposed variants do not impose
new weaknesses here. The encryption of the last block can be assumed dso as the CBC mode,
the initidisation value of which is derived pseudorandomly from the penultimate ciphertext
block yn-1. In thisway the dependency ontheorigind 1V is preserved.

From the point of view of defence againgt Vaudenay's attack, it is naturd to use the notion of
the confirmation oracle [4], which is a useful tool in the study of Sde channds. We have used
it for the fault atacks on RSA-KEM in [4]. In the case of the CBC mode the confirmation
oracle has the form of a decryption engine, which the atacker sends chosen ciphertexts to.
The engine accepts or refuses the given ciphertext according to whether the last plaintext
block has the correct padding or not. We assume that an attacker has the posshility of
obtaining information about the acceptance or refusd of the last block. Therefore he/she has
access to a confirmation oracle, which alows him/her to confirm whether the last block of the
decrypted plaintext has correct padding or not.

Let us denote PAD the set of dlowed paddings according to PKCS#5. In the case of the
classicd CBC mode with the PKCS#5 padding, it holds xn = Dki(yn) 2 Yn1, Xu ? PAD.
Usng the confirmation oracle it is possble to confirm the vdidity of this rdation for an
arbitrarily chosen yy and yn-1. With respect to the definition of the st PAD and with respect to
the way in which the vaue yn.1 enters the expresson, the transformation Ex; can be easly
inverted usng the confirmation oracle. That is exactly what Vaudenay has shown in his aticle

[1].

Now, let us look a the relations (note that the statement xy ? PAD is thar crucid part), which
can be confirmed in our variants of a strengthened encryption.

A) XN = EKz( EKg(yN-l) ? DK4(yN)), xn ? PAD

B1) Xn = Exo( Exa(Yn-1) ? Yn1 ? Dka(Wn)), Xn ? PAD

BZ) XN = EKz(h(EKg(yN-l)) ? DK4(yN)), XN ? PAD

C) xn= Exa( Exa(yn-1) ? Yn1 ? Dka(yn)), Xn? PAD

The influence of yn1 0N Xy = Dxa(yn) ?  Yn-1 iS in he origind CBC mode "direct and nort
masked". In the proposed variants the variables yn1 and yn dways act indirectly and via non
linear transformations, unknown to an atacker. Thus from the confirmation oracle an attacker
could obtan only information about a reaion among unknown images of input variables.
Moreover, except for variant A, the input variable yn.1 goes through a one-way function. This
prevents the attacker preparing speciad vaues for a test in the case, where he/she has partid
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knowledge about the transformation Exs(yn-1) or Exi(yn-1). In this way defence aganst
Vaudenay's attack is ensured.

Conclusion

Vaudenay has described a practical attack on the CBC mode based on a fault sde channdl.
The correction, which Vaudenay proposed has a genera character and doesn't solve practica
problems with the red cryptographic interfaces used in contemporary applications. In this
contribution we have presented practica countermeasures, which are semanticaly compatible
with current cryptographic interfaces. On the bads of the above brief andyss we presume
that the proposed variants are not vulnerable to attacks of the Vaudenay type. Their theoretical
security is an open problem. We suggest consdering and implementing them in the order B2,
Bl A, C.
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