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Notes:

1. The identity document is the

basis for membership in the

credential set.  The session

random values make the master

ID unique for each issuing session.

2. Credential IDs descend from

the master ID.  Commitments to

the IDs are included in the proof

material.  The credential ID appears

in each certificate in a column.

3. Half of the columns in the

certificate matrix are used to

prove the accuracy of the CSR.

The other half will be signed by

the issuers.  A real certificate matrix

would have many more columns than

are shown here.

4. All the proof material together

feeds oneway(), just as in a

noninteractive zero knowledge proof,

to determine which columns Alice

must reveal.

5. Alice includes the certificates and

blinding factors used to create the

columns of the certificate matrix to be

revealed.

6. Alice must also reveal the selective

disclosure values for each certificate

and the random strings used in

commit() so that the issuers can

verify the attributes in each certificate.

oneway()

Name: Alice
SSN: 123-45-6789
Address: 123 Maple...
...

CA

Identity Document

Alice random: a4v80vw2...
Issuer 1 random: 1va39v...
Issuer 2 random: 18vd02...
...

Master ID: 3le37...

Obscured Credential
ID: b92jh...

Obscured Credential
ID: mn2f9...

Obscured Credential
ID: ee82h...

Credential ID:
23ffx...

Major: XXXX
...

BYU Student

US Citizen

Credential ID:
23ffx...

Age: XX
...

NRA Member
Credential ID:

23ffx...
Class: XXXX
...

Credential ID:
bj028...

Major: XXXX
...

BYU Student

US Citizen

Credential ID:
bj028...

Age: XX
...

NRA Member
Credential ID:

bj028...
Class: XXXX
...

Credential ID:
0jg88b...

Major: XXXX
...

BYU Student

US Citizen

Credential ID:
0jg88b...

Age: XX
...

NRA Member
Credential ID:

0jg88b...
Class: XXXX
...

Credential ID:
ib93g...

Major: XXXX
...

BYU Student

US Citizen

Credential ID:
ib93g...

Age: XX
...

NRA Member
Credential ID:

ib93g...
Class: XXXX
...

Session Random Values

credential_id = commit(3le37...)
/* Credential ID is 23ffx... */
obscured_credential_id =

oneway(credential_id)

Obscured Credential
ID: 2d20d...

Credential IDs: bj028..., 0jg88b., ...
Blinding factors: 9318...,1386..., ...

Revealed Columns: 2,3,...

Credential ID:
bj028...

Major: XXXX
...

BYU Student

US Citizen

Credential ID:
bj028...

Age: XX
...

NRA Member
Credential ID:

bj028...
Class: XXXX
...

Credential ID:
0jg88b...

Major: XXXX
...

BYU Student

US Citizen

Credential ID:
0jg88b...

Age: XX
...

NRA Member
Credential ID:

0jg88b...
Class: XXXX
...

Selective Disclosure Values

Major: {CS, 20v92...}, Major: {CS,e8r8b...}
...

Age: {19,28b2l...}, Age: {19,b892x...}
...

Class: {Gold,z0893...}, Class: {Gold,09gn3...}
...

oneway()

Proof Material

Proof

Key:

Procedure

Data

Blinded data

1

6

2

3

4

5

The Credential Set Request

Cert i f icate

Ma t r i x

+
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US Citizen

Credential ID: 23ffx...
Name: e20g8...
Age: m029f...
DOB: o398g...
...

US Citizen

Credential ID: ib93g...
Name: v93kh...
Age: p9hj4...
DOB: l29fm...
...

Us Citizen:
Age: {19,t092g...}          Age: {19,nl82g...}           Age: {19,uzlq8...}           Age: {19,t38gb...}  ...

BYU Student:
Major: {CS,2i09g...}       Major: {CS, 10vj3...}      Major: {CS,g81lg...}       Major: {CS,10g93j...}  ...
Year: {Senior,r209h...}   Year: {Senior,x83hg...}   Year: {Senior,pk91k...}   Year: {Senior,01kvb...}  ...

Selective Disclosure Values
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BYU Student

Credential ID: 23ffx...
Name: w821jg...
Major: q81kv...
Year: ce83m...
...

BYU Student

Credential ID: ib93g...
Name: y28bk...
Major: y82hb...
Year: 9wkv8...
...

Notes:

After the issuers sign Alice's credentials, she removes the
blinding factors on the signature.  She sends Steve the
unblinded signature, the certificates which were signed, and
the values for the selective disclosure fields she wishes to
reveal (along with the random strings used in commit()).

Steve checks to make sure that the Credential IDs match for
all the credentials Alice presents.  In this example, the ID for
the first column is 23ffx... and the ID for the second column
(originally the 4th column in the CSR) is ib93g....

For each certificate, Steve runs the actual value and random
string provided for each selective disclosure field through
oneway() and checks that the result is identical
to the value in the certificate.  In this example,
he would begin by checking the age field, verifying that
oneway(19 . t092g...) == m029f..., then that
oneway(19 . nl82g...) == p9hj4..., etc.

Showing Protocol
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