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Abstract. We propose a new, cryptographically protected, multi-round auction
mechanism that is specifically tailored for online auctions. Our auction mecha-
nism is designed to provide (in this order) security, cognitive convenience and
round-effectiveness. One can vary internal parameters of the mechanism to trade
off bid privacy and cognitive costs, or cognitive costs and the number of rounds.
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1 Introduction

Mechanism design has much in common with the construction of cryptographic proto-
cols, both in goals and in methodology. As an important example, significant amount of
research has been concentrated on nonmanipulable mechanism design. Here, a mecha-
nism is callednonmanipulable, if rational agents will maximize their utility by revealing
their true type (or preferences). However, to be applicable in practice, it is not sufficient
for a mechanism to be nonmanipulable, it must also satisfy other properties like sim-
plicity and privacy. In this paper, we will show how one can weave cryptography into
mechanism design to achieve many desirable properties.

More concretely, we will concentrate on online auctions. Online auctions can be
organized over the Internet or a local wireless network. The bidders can use software
agents that do the computationally intensive parts of the bidding, while the human be-
ings stay in full control over the prices. The most fundamental new feature ofonline
auctions is that the software agents have, as compared to the human beings, the nec-
essary computing power and “willingness” to participate in more resource-consuming
auction types. This increases the flexibility of mechanism design, making it possible
for the sellers (or auctioneers) to choose auction mechanisms that are technically im-
possible to implement in conventional auctions. In particular, it becomes possible to use
public-key cryptography [DH76] to ensure both the auction correctness and bid privacy.

At the expense of mitigated computational costs, the importance of other properties
of auction mechanisms will grow in online auctions. Importantly,cognitive costsof
computing one’s valuation and one’s strategy will dominate over the computational
costs. Therefore, to further simplify participation in online auctions, one must alleviate
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the cognitive costs by devising an auction mechanism that neither requires the bidders
to do an elaborated precomputation to calculate their precise valuation (or their best
bid, given information about the other bidders), nor extensive online calculations to
react properly to the bidding strategies of other participants.

Another important concern in auctions is security, including both the auction cor-
rectness and bid privacy. Auction fraud was the most common complaint to Inter-
net Fraud Complaint Centre (IFCC) in 2001, according to the annual report by the
IFCC [CoI02]. The number of frauds can be hopefully decreased by devising an auc-
tion mechanism with better security properties. For example, an online auction mecha-
nism should be secure against a malicious seller (or auctioneer) and different possible
attacks (shills, collusive bids, jump bidding). Additionally, only a minimal amount of
information should be leaked to the auctioneer or other bidders.

All the mentioned goals are not achievable at the same time. As we will see in
Section 2, one must trade off both between cognitive costs and resource-effectiveness,
and between cognitive costs and privacy. In particular, to have small cognitive costs,
one should have both a large number of rounds but also some (otherwise unnecessary)
privacy leakage.

We believe that a good auction mechanism should emphasize privacy and correct-
ness over the cognitive costs. The main (although somewhat informal) reason for our
belief is that it is easier to define what is the privacy (and what is a privacy leak) than to
model the cognitive costs, the latter being largely a psychological notion. For example,
if instead of a single bid, information about two competing bids will be leaked, then
this is certainly a privacy leak. But does it help to alleviate the cognitive costs? Can
the bidders use this additional information to regulate their information about their own
values? Probably yes, but how much exactly do they gain? If one cannot guarantee that
deliberate loss of privacy will decrease the cognitive costs, it is better not to lose any.
(Cognitive costis modelled in some publications [Par99,LS01], but there the authors
are more concerned with the agents doing the computations, not the human beings.)

Therefore, we argue that when constructing an online auction mechanism, one
should first make sure that the auction is Pareto-efficient, correct and (almost-ideally)
privacy-preserving. The next goal is to mitigate the cognitive costs as much as possi-
ble, without hurting the correctness and the privacy-preserving properties. For example,
to minimize the cognitive costs, a mechanism should be nonmanipulable. At last, one
should make sure that the mechanism is sufficiently effective—that is, that it does not
have more rounds than an English auction, or require superpolynomial-time compu-
tations. We will base our mechanism on those guidelines, but we will also introduce
parameters that make it possible to have a conscious trade off between the privacy and
the cognitive costs, and between the cognitive costs and the number of rounds.

An example mechanism that is tailored for agent-mediated online auctions isproxy
bidding. Proxy bidding decreases the cognitive cost (as compared to Vickrey auctions)
and the bid leakage (as compared to English auctions). We will discuss other desired
and existing properties of (online) auctions in Section 2. There, we will point out why
proxy bidding is less than ideal.

As a motivating example, note that if in a proxy biddingall users use the software
agents, then the proxy bidding will become equivalent to a multi-round auction, where
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every round is a first-price sealed-bid auction. The highest bidder of a round is declared
to be the winner, unless some other bidder wants to continue in the next round. Even
such a multi-round mechanism does not completely solve the problem of revealed statis-
tics that is characteristic to proxy bidding, even when every round is cryptographically
secured. (For example, this mechanism will reveal information about persons who par-
ticipate in every round, and therefore leaks partial information about their valuations.)
Moreover, being a first-price mechanism, this mechanism is manipulable. And finally,
if many bounded-rational people participate, the auction can start from small prices,
and progress very slowly. So, while such a multi-round mechanism together with an
adequate cryptographic protection increases privacy and efficiency, compared to pure
English auctions, it is still not an ideal mechanism.

Our new mechanism handles these problems as follows. First, every round of our
mechanism is a second-price mechanism (i.e., a Vickrey auction). This makes the mech-
anism incentive-compatible. Second, during every round only the currently second
highest bid is revealed. The revealing helps to alleviate cognitive costs (compared to
a Vickrey auction), and the hiding of other bids protects privacy (compared to an En-
glish auction or proxy bidding). Third, our auction mechanism is parameterized by the
cognitive error coefficient0 ≤ ε < 1, that forces the bidders to precompute their val-
ues at least to some extent. Additionally, our mechanism is cryptographically protected,
and includes some sensible ending conditions that provide protection against shills and
collusive bids. Some protection is also provided against the jump bids.

Our mechanism has the same privacy properties as the cryptographically secured
Vickrey mechanism (indeed, the choiceε = 0 results in a Vickrey auction), while the
cognitive costs are comparable to the ones in English auctions. See Section 3 for a
closer description of our mechanism that is followed by a precise analysis.

As far as we know, this is the first auction mechanism that has been designed from
the scratch to provide correctness, bid privacy and cognitive costs at the same time.
We think that our work has relevance to classical auction theory, and helps to converge
the different research lines of game-theoretic, cognitive and cryptographic properties of
auctions.

Road-map. Section 2 gives a short overview of the known auction mechanisms. Sec-
tion 3 describes our new auction mechanism, followed with discussions and analysis.
Section 4 explains the difference with related work. We finish the paper with a section
on further work and acknowledgments.

Notation. Let V = {v1, . . . , vV } be the set of possible valuations (bids). LetB =
{1, . . . , B} be the set of all possible bidders. Throughout this paper, let(X1, . . . , XB)
be the vector of bids in non-decreasing order, and letYi be the bidder whose bid was
Xi. In a multi-round auction, let(Xr

1 , . . . , Xr
B) be the list of bids made in ther ≥ 1-st

round, in non-increasing order, and letY r
i be the bidder who made the bidXr

i . We
assume thatX0

i = 0 and that(Y 0
i ) is an arbitrary permutation of all bidders.
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2 State of the Art

An auction mechanism is basically a set of rules (or an algorithm) for an auction that
has a motivational ingredient. In particular, nobody should have a negative payoff when
following the auction mechanism. We refer to [Kri02] for a good overview of different
auction mechanisms. We call a participant (either a bidder or the seller), who dutifully
follows the auction mechanism and does not share her private information with other
parties,honest, as it is common in cryptographic literature.

An ideal auction mechanism should provide at least the next properties. First,
Pareto-efficiency. The auctioneered item will be awarded to the bidder who values it the
most, at least when she follows the auction rules. Second,resource-effectiveness. The
auction takes a small number of rounds. The auction rules should be sufficiently simple
so that the seller and the bidders can follow them in “reasonable” time. Third,correct-
ness. A cheating seller will be caught. In particular, she will not be able to increase the
final price or change the winner by will. Fourth,privacy. No information about the bids
of honest bidders will be revealed, except the information that follows from the name
of the winner and the contract price. Fifth,minimal cognitive cost. The cognitive cost of
computing the valuation should be minimal. Other properties are security against shills,
collusive bids, jump bidding, etc [Kri02].

Some of the mentioned properties are somewhat contradictory. For example, sealed-
bid auctions are resource-effective but they do involve a significant cognitive cost.
Namely, the first-price auctions force the bidders to use complicated strategies to
compute their bid as a function on the possible valuations of other bidders. Even
the Vickrey auctions, that are known to be nonmanipulable (also calledincentive-
compatible[Vic61]), are such only under the independent private-values assumption:
that is, only in the case when the private values of clients are independent of each other.
Moreover, Vickrey auctions cease to be Pareto-efficient if the bidders arebounded-
rational, that is, if they do not know their private values.

In general, one cannot assume that the bidders know their valuations, since the auc-
tioned items do not have a well-known utility. The cognitive cost of strategy planning
is especially important in online auctions [UPF98,PUF98]. Since other participating
costs decrease considerably due to use of software agents,cognitive costsof computing
one’s valuation (and one’s strategy) start to dominate. Therefore, it becomes desirable
to decrease cognitive costs by devising an auction mechanism that neither requires the
bidders to do an elaborated homework to compute their precise valuation (or their best
bid, given information about the other bidders), nor requires them to do extensive calcu-
lations online to react properly to the bidding strategies of other bidders. Such a mech-
anism should still have other properties like Pareto-efficiency and security (e.g., the bid
privacy). Additionally, it should have an “acceptable” computational complexity.

A well-known fact is that the more information about competitors’ valuations is
revealed to every bidder, the higher will be the contract price [MW82], and possibly
the more Pareto-efficient will be the auction. When the bidders are bounded-rational,
one-round mechanisms create therefore the least revenues. The largest revenues are in
English auctions that are on the other hand, ineffective in the number of rounds.

An interesting trade-off was proposed in [PWZ00], that constructed a two-round
sealed-bid auction mechanism (that we call an PWZ mechanism) with the same seller
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revenues as the English auctions. Both rounds are a Vickrey auction. The two highest
bidders of the first round continue in the second round. The distribution of first round
losers’ bids will be revealed to the two winners before the second round. The PWZ
mechanism is resource-effective. It is also slightly better than the Vickrey mechanism
in cognitive cost. However, if the bidders are bounded-rational, then it is not Pareto-
efficient. This is since the(B − 2) players were never given the second chance, and
since the remaining2 players only got one more chance.

Given this discussion, it may seem that the “ideal” online auction mechanism is
indeed the English auction. However, the English mechanism is very ineffective in the
number of rounds, since it can last up toV rounds. Of course, one can trade off the
“precomputational” (or cognitive) efficiency against the number of rounds since a pre-
cise a priori approximation of one’s valuation will decrease the number of possible
human-interacted rounds. However, in English auctions one is usually not motivated
jump-bind, since this may potentially increase the contract price significantly.

It is clearly desirable to improve upon the round-ineffectiveness of English auctions.
Recently, another mechanism that does that in the agent-mediated case has received a
lot of attention. In agent-mediatedproxy bidding, bidders use a software agent with a
fixed upper bound on the price. The agents participate in an English auction until this
upper bound has been reached. Only after that the agents consult with their owner, who
has to decide whether to continue to bid (by setting a new upper bound) or not (by
passing). This can last many rounds, until the final price will not raise anymore. Proxy
bidding has smaller cognitive costs than one-shot auctions, and on the other hand, has
smaller participation costs than English auctions. Hence, proxy bidding offers a balance
between the cognitive cost and the resource-effectiveness of the English and Vickrey
auction mechanisms. It is noteworthy that proxy bidding is used very successfully in
Internet auctions. As early as in 1999, Lucking-Reiley surveyed142 auction sites and
found that65 of them use a form of proxy bidding [Luc00, Section VIII.A].

However, even the proxy bidding is not ideal. First, it is a form of first-bid auctions.
Therefore, it is manipulable: since the winner pays as much as he bid, the players are
motivated to bid less. As already mentioned in the introduction, another big concern is
privacy.

Bid Privacy and Correctness in Auctions. While Vickrey auctions are attractive from
the theoretical viewpoint, they are rarely used in practice. We already explained the first
major reason, the involved high cognitive costs. The second major reason is the possi-
bility of having a cheating seller, who could either (a) change the outcome of auctions
(invalidate thecorrectnessproperty), or (b) reveal bidders’ private information (invali-
date theprivacyproperty). As argued in [RTK90,RH95], in the first case, a honest bid
taker will not choose a Vickrey auction, while in the second case, a cheating bid taker
eventually destroys the trust on which the use of Vickrey auctions depends. Therefore,
Vickrey auctions seem to become more widely applicable when secured cryptographi-
cally, so that the seller is forced to follow the auction mechanism and no extra informa-
tion is revealed to him. These observations have motivated a huge body of research on
cryptographic Vickrey auction schemes, starting with [NS93].
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Clearly, protecting privacy is important also in other auction mechanisms. However,
the PWZ mechanism, proxy bidding and English auctions are (designed to be) bad
from the privacy viewpoint, since they reveal the bid statistics to alleviate the cognitive
cost. If one protects such mechanisms cryptographically so that they will completely
protect losers’ privacy, these mechanisms will lose their main raison d’tre. Recall that
revealing losers’ bids made it possible to mitigate cognitive costs! Therefore, one has a
unsurprising trade-off between privacy and cognitive costs, or security and convenience.

Cryptographic auction schemes.Cryptographic auction schemesare cryptographic
algorithms to support concrete mechanisms, that, when correctly followed by a hon-
est party, ensure that certain well-defined privacy/correctness properties will be held
w.r.t. her. In particular, a good auction scheme must ensure that neither a cheating auc-
tioneer nor cheating bidders can make the auction non-Pareto-efficient.

Andrew Yao [Yao82] was the first to consider cryptographic (English) auctions. The
first cryptographically secure Vickrey auction scheme that provides losers’ privacy was
proposed in [NS93]. A large number of cryptographic Vickrey auction schemes have
been proposed since that. (See [NPS99,LAN02] for some examples and overview of
related literature.) Such schemes would satisfy all desired properties that were described
in the beginning of this chapter, except that they do not minimize the cognitive cost. In
particular, the best cryptographic auction schemes guarantee the auction correctness,
and privacy, to the extend required by the auction mechanism.

In the following we will shortly describe a simplified version of the LAN auction
scheme by Lipmaa, Asokan and Niemi. The full version of this scheme [LAN02] in-
corporates, in particular, protection against the replay attacks. The LAN scheme hasB
bidders, a sellerS and an auction authorityA. Anybody who wishes to sell something
can act asS (this means in particular that no trust can be put onS) while the authority is
an established business party with a reputation history. In this scheme, a bidb is encoded
asBb, B being the (maximum allowed) number of bidders. Theith bidder encrypts the
encodingBbi of his bidbi with A’s public key by using a suitable homomorphic encryp-
tion scheme, and sends the result toS. S multiplies all the received encrypted bids, and
sends the resulting encryption ofB

∑
i bi to A. After decrypting this result,A finds out

the bid statistics (that is, how many bidders bidb for any possible bidb) but is not able
to connect any bidders with their bids. Then,A sends the second highest bid toS. Every
action in this scheme is accompanied with anefficient(statistical) zero-knowledge cor-
rectness proof. By using recently proposed cryptographic range proofs [Bou00,Lip01],
both the bidder-seller and the seller-authority communication complexity of the LAN
scheme are of orderΘ(V · log2 B) bits, whereV is the maximum possible number of
different bids.

Summary of auction mechanismsThere are many well-known auction mechanisms,
like the English, Dutch, first-price sealed-bid and Vickrey [Vic61] auctions. (A descrip-
tion of these mechanisms can be found in [Kri02]) Different auction mechanisms satisfy
different desiderata that are summarized in Table 1. We do not know any mechanism-
scheme combinations that satisfy all the previously described auction desiderata. Note
that not all four desiderata, as described in the beginning of the current section, are
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Mechanism Pareto-e.Round-effect.CorrectnessPriv. Cogn. c.

English + - +
Dutch + +
First-price + (+) (+)
Vickrey [Vic61] + +
Proxy bidding + (+) - +
PWZ [PWZ00] + + - (+)
Secure Vickrey + + + +
Secure proxy bidding + (+) + - +

Our mechanism + (+) + + +

Table 1. Comparison of different existing auction mechanisms and our mechanism in the men-
tioned five categories: A “+” means that the mechanism performs well in this category, “(+)”
means that the mechanism enjoys slightly better properties than the unmarked mechanisms, and
“-” means that this property is undesirable by the design.

equally important in all situations. Traditionally, one has mainly been stressing the first
two properties. In this paper, we will concentrate on online auctions, where, as we will
see, the last three properties will gain in importance.

3 New Mechanism

3.1 High-Level Description

Next, we will describe our cryptographically secured multi-round sealed-bid auction
mechanism. Discussions and explanations will follow. Some of the following notation
was defined at the end of introduction. LetCK(x) denote a commitment ofx by using
a suitable commitment scheme.

Setup. Our mechanism is parameterized by a public valueε < 1, selected by the seller
S and announced to everybody before the auctions. There areB bidders1, . . . , B,
one sellerS and the auction authorityA. The participants obtain a commitment
key, an encryption key and a signature key of other relevant parties, depending with
whom they will start to communicate. Otherwise, auctions are set up as usual.

Auction round r ≥ 1. At the beginning of ther-th round, bidders receive a signaler
i

about their true private value. This signal depends on their initial estimatione1
i and

on the public information, obtained during the previous rounds. Bidders enterbr
i =

er
i into their mobile device. After that, the devices participate in a cryptographically

secured sealed-bid auction protocol between bidders, the seller and the authority.
Every bidderi submits an encrypted bid, and argues in zero-knowledge that

1
1− ε

b1
i ≥ br

i ≥ max(br−1
i , Xr−1

2 − 1) . (1)

At the end ofrth round, the authority outputs a signed tuple(Xr
2 ;CK(Xr

2 )). The
authority accompanies this with a zero-knowledge argument that the valuesXr

2 and
CK(Xr

1 ) are correctly computed. All this is published in an authenticated manner.



8 Helger Lipmaa

End criteria. The auction lastsR ≥ 2 rounds and stops iffXR
2 = XR−1

2 or XR
1 =

XR−1
1 . The contract price will beXR

2 , unlessXR
1 = XR−1

1 andR > 1; in the latter
case, the winning price will beXR−1

2 . ThenY R
1 is established by using another

(interactive) cryptographic protocol. If there is a tie-break, one of the winners is
selected by using the equal probability rule.

Cryptographic implementation. Next, we outline some cryptographic implementa-
tion details. Every round of our mechanism is a cryptographically secured Vickrey auc-
tion with some added bells and whistles. We base our example implementation on the
LAN scheme [LAN02], although we stress that this is just an example cryptographic
implementation. The main benefits of the LAN scheme, as compared to the competitors,
are: (a) It does not rely on threshold trust between> 2 machines, possibly operated by
the (occasional and thus untrusted) auctioneer himself, but rather on the assumption that
the auctioneer and a trusted auction authority do not collaborate (see [NPS99,LAN02]
for explanations why this model makes more sense than the threshold-trust-based auc-
tioneering model); and (b) It is severely more efficient than other existing cryptographic
auction schemes without the threshold trust.

As a consequence of using the LAN scheme, some of the information is moved
around in an encrypted and some of it is moved around in a committed form; one needs
to prove occasionally that the encrypted value is equal to the committed value. We
will assume it implicitly in what follows. We will, as well, assume that the seller cre-
ates the commitment keyK. Currently, the Damg̊ard-Jurik homomorphic encryption
scheme [DJ01] and the Damgård-Fujisaki integer commitment scheme [DF02] seem to
be the best candidates for the cryptographic primitivesE (encryption) andC (commit-
ment). Since the Damgård-Fujisaki commitment scheme [DF02] is statistically hiding
and computationally binding, the corresponding zero-knowledge arguments will be sta-
tistically hiding and computationally convincing. This suits the auction scenario per-
fectly well, since one might want to have bid privacy for a long time, while the binding
(and convincing) property have a more online character.

In every round the bidders send their bids, in an encrypted (withA-s public key)
form to the sellerS, by using an authenticated channel. This is accompanied by a
non-interactive statistical zero-knowledge (NISZK) argument that the bid was correctly
formed [LAN02], and that Equation (1) holds. The latter can be done efficiently by us-
ing an efficient range argument [Bou00,Lip01]. Both the bids and the NISZK arguments
are stored on a cryptographic bulletin-board [Rei94,Rei95].

Next, the seller forwards the encrypted bids to the authority, who decrypts the
bids, finds out the two highest bids(Xr

1 , Xr
2 ) and sendsXr

2 andCK(Xr
1 ) (his com-

mitment onXr
1 ) back to the seller over an authenticated channel.Xr

1 will not be
revealed to the seller. This is accompanied with an NISZK argument thatXr

2 was
the second highest bid and that the committed bid was the highest bid (this corre-
sponds precisely to a protocol from [LAN02]), and an NISZK range argument for either
Xr

1 = Xr−1
1 or Xr

1 > Xr−1
1 . After verifying the NISZK arguments, the seller posts

(Xr
2 , CK(Xr

1 )) together with the NISZK arguments and her own and authority’s signa-
tures on the bulletin-board. The bidders verify the signatures and the NISZK arguments.
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The bulletin-board contents (that is, the tuple(CK(br
1), . . . , CK(br

B), Xr
2 , CK(Xr

1 )) to-
gether with the signatures and NISZK arguments) is stored.

Alternative cryptographic implementations.Alternatively, one can implement this
mechanism by using Yao’s model of general two-party computation [Yao82]. This
would involve the design a specific circuit that is suitable for this mechanism. Such
an approach was successfully used by Naor, Pinkas and Sumner [NPS99] for Vickrey
auctions. The LAN auction scheme is more efficient (especially when the number of
bidders is large), while the Naor-Pinkas-Sumner scheme will not reveal any unwar-
ranted information toA. (Note that one can use any of the available cryptographic
auction schemes that rely on threshold trust.)

3.2 Discussion

The meaning ofε. We call the bidders who are able toε-approximate their true valuation
ε-rational. Intuitively, one may assume that it is in common knowledge that non-ε-
rational rational bidders will not participate. A value ofε, relevant in practical auctions,
can be0.1 . . . 0.6. Settingε ← 0 would result in Vickrey auctions. A smallerε will
raise the time-efficiency of auctions and (as we will see) make the auctions less subject
to jump bidding, while a greaterε has the potential to attract more bounded-rational
bidders. If the seller wants to have a greater participation at the expense of risking to
have longer auctions and jump bidding, she might setε← 1− 10−6.

Equilibria. Settingbr
i > er

i can occasionally result in negative payoffs. Thus, if the
bidders are conservative thener

i ≤ vi. Therefore, choosing a valuebr
i < er

i will not
increase the payoffs. Hence the strategy of choosingbr

i = er
i is not dominated by any

other strategy and therefore results in a non-dominated equilibrium.

Cognitive cost.Out mechanism becomes Pareto-efficient as soon as all bidders are able
to calculate their valuations with an arbitrary large buta priori known accuracy, given
that the bidders are rational enough to avoid some “weird” strategies. More precisely:

Lemma 1. Our auction mechanism is Pareto-efficient if (a) The bidders are able to
distinguish between the casesvi > er

i andvi = er
i , (b) Theith bidder never bids more

than vi; (c) The bidders do not seter
i ≤ Xr−1

2 if vi > Xr−1
2 ; and (d) The highest

bidder of a round does not overbid himself in the next round.

Note that one can trade off the cognitive cost versus the privacy by publishing the tuple
(Xr

2 , . . . , Xr
m), m > 2, instead ofXr

2 . This is an important property of our mechanism
that makes it possible to have an almost continuous tradeoff between the cognitive costs
and the privacy.

Computational efficiency.The two inequalities in Equation (1) are introduced, in partic-
ular, to increase the computational efficiency. The leftmost inequality enforces bidders
to do at least some homework to estimate their valuation with precisionε. This can
decrease the number of rounds. The rightmost inequality enforces the sequence(br

i ) to
be nondecreasing inr, and hence also helps to decrease the number of rounds. Bidding
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br
i = Xr−1

2 − 1 intuitively equals to passing: by doing so, one is guaranteed not to win
at roundr, sinceXr

1 ≥ Xr
2 > Xr−1

2 − 1. Our chosen solution is superior to the one
where the bidders can pass, since in this case some of the private information of bidders
will become public. (Additionally, it would make it possible the bidders to collude by
signaling each other.)

One can additionally decrease the number of expected rounds by requiring that if
br
i increases, thenbr

i > (1 + δ)br−1
i for some public constantδ that may depend on

the currently second highest bidXr−1
2 . This solution is common in English auctions,

and can also be employed in conjunction with our mechanism to achieve additional
effectiveness. However, it also has the potential to decrease the revenues of the seller
by a factor of(1 + δ).

Expected revenue.Intuitively, in our mechanism, it is possible that the revenueXR
2 is

smaller than the second highest valuationV2, sincePr[XR
2 = V2 − i] ∼ 2−i−1. (As

shown in [MW82], truthful revealing of information can never decrease the revenues of
the seller, under the standard game-theoretic assumptions like omnipotency and ratio-
nality of the bidders.)

3.3 Security Analysis

By using a secure cryptographic implementation, the auction will be correct and
privacy-preserving. Additionally, it will have some mechanism-centric properties that
are not shared (say) by cryptographically secured English auctions.

We say that a bidder isantisocial if, may be knowing that he cannot win, he bids
more than his value solely to increase the contract price of other players. That is, an
antisocial bidder acts not to maximize his utility, but to minimize the utility of other
players. Ashill is an antisocial bidder that is manipulated by the seller to possibly drive
up the price.

Lemma 2. The proposed mechanism is secure against shills and antisocial bidders,
as soon as all signatures and zero-knowledge arguments are verified and the highest
bidder of roundr − 1 does not increase his bid in roundr.

Proof. In the roundr, knowing the valueXr−1
2 , a shill j will make some bidbr

j . If
br
j ≤ Xr−1

2 then the second highest bid will not increase. Assumebr
j > Xr−1

2 . If br
j >

Xr−1
1 then the shillj has to pay for the price himself. BiddingXr−1

2 < br
j ≤ Xr−1

1

will raise the second highest bid but not the highest bid. Therefore, by the auction rules,
the contract price will beXr−1

2 . In particular, ifbj = Xr−1
1 then the shill will neither

increase the second highest bid nor become one of the tie-breakers. ut

Security against premature finishing.A possible alternative to requiring everybody to
decrease their bids over time is to instead have the same scheme without this require-
ment, but with declaring the winner of the previous round as the winner of the auction
wheneverXR

2 < XR−1
2 . However, then the highest bidderY R−1

1 could in some cases
prematurely finish the auctions (and thus decrease the revenues of the seller) by bidding
XR−1

2 in roundR. Given that onlyY R
1 = Y R−1

2 will bid ≥ XR−1
2 at roundR, XR

2 will
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be equal toXR−1
2 . If Y R−1

2 bid less thanXR−1
1 in roundR, Y R−1

1 will obtain the item
for XR−1

2 , which might be less than the valuation ofY R−1
2 . Our mechanism does not

have this problem.

Security against collusive bids.The proposed auction mechanism is secure against
collusive bids by the same reasons why it is secure against shills’ bids: the collusive
bidders must bid more than the current highest bid to get their signal trough. However,
this also means that they might have to pay for the item. This is at least the case when
the previous round highest bidder had approximated her value sufficiently precisely.

Security against jump bidding.English auctions are subject to jump bidding, where one
bidder bids very high in the beginning of the auction just to scare other bidders away.
Our auction mechanism does not feature complete security against the jump bidding.
Indeed, it might be the case that one participant (the one who values the item the most)
approximates his bid relatively well during the first round, while other bidders will not
do a worthy homework. In such a case, whenX1

1 > v2, this one participant might
obtain the item with as low price as(1 − ε)V2, whereVi is the actual valuation of the
Vith highest valuator.

More precisely, if the highest valuatori has the initial bidb1
i ≥ (1 − ε)b1

j , for all
j 6= i, he can get the item(1 − ε) times cheaper than in the case when somebody
else would also be doing the homework. A similar phenomenon happens in the Vickrey
auctions, except that thereε = 0. (English auctions are even worse in this sense than
Vickrey auctions.) The larger isε, the less can be gained by jump bidding. Thus we
improve upon both Vickrey and English auctions by taking a moderately largeε. A
cautious seller might haveε to be relatively high if she is afraid of jump bidding in
the case when the richest client is also the most diligent. (Alternatively, she can just
increase the initial price.) On the other hand, if rich but oblivious customers can be
expected, a smallerε will be more beneficial to the seller.

4 Comparison with Related Work and Conclusions

The first paper that emphasized the cognitive costs in online auctions is by Parker, Ungar
and Foster [PUF98]. Their paper analyzed the existing mechanisms from this aspect and
concluded that the English auctions are the best in the context of bounded rationality.
A large body of research has been following, see [Par99,LS01] for some examples and
further references. However, most of the papers in this line of research do not actually
propose new mechanisms, but instead propose criteria on how to choose between the
already existing and well-known mechanisms.

Moreover, the mentioned papers are more concerned about fully autonomous
agents, and they assume that the agents can somehow quantify their computational costs
of regulating their beliefs. This is often not the case.

A completely different line of research has been focusing on the correctness and
privacy properties of the online auctions. Many different authors have been proposing
completely different cryptographic schemes that guarantee correctness and privacy of
many different auction mechanisms under different assumptions, including and exclud-
ing threshold trust. Again, the focus has been on the existing mechanisms.
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Our approach was different. We first asked what is relevant in online auctions. Our
conclusion was that correctness and privacy are more important than cognitive cost
(since the latter cannot be precisely modeled), while the latter is more important than
the computational effectiveness (e.g., the number of rounds). We proposed a new mech-
anism that has all the mentioned properties, but puts emphasis on the security over the
cognitive convenience, and on the cognitive convenience over the computational con-
venience.

Moreover, our mechanism makes it possible to trade off cognitive costs versus com-
putational costs (by changing the parameterε), and cognitive costs versus privacy (by
increasing the amount of published data(XR

2 , . . . , XR
m)).

Our mechanism can be used together with any reasonable cryptographic auction
scheme. We described an implementation based on [LAN02], since we agree with its
authors that avoiding threshold is more important than its bid statistics leakage to an
established authority. Moreover, the scheme of [LAN02] is very efficient and easy to
understand. However we stress that many other concrete cryptographic schemes can be
used.

It has been long argued that security issues [RTK90,RH95] and huge cognitive
cost [Par99] are two main reasons why incentive-compatible auction mechanisms like
the Vickrey auction are not widely used in practice. Our scheme mitigates both concerns
and is still nonmanipulable.

Further Work and Acknowledgments

We hope that this paper will stimulate more work in the direction of designing new
auction mechanisms, suited for online auctions. We also expect to see some conver-
gence between the until-now separate lines of research on the game-theoretic, cognitive
and cryptographic properties of auctions. The trade-off between privacy, cognitive costs
and computational efficiency is especially important in combinatorial auctions, and has
received some attention in this context [HKMT02].

We would like to thank N. Asokan and Valtteri Niemi for fruitful discussions while
writing the first version of this paper in 2001, under partial support of Nokia Research.
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