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Abstract

In this paper, we first propose two basic protocols, 1) in one pro-
tocol, the prover proves to the verifier that two committed integers
are equal. 2) in another protocol, the prover convinces the verifier
that a committed integer a # 0 holds. With the above protocols, we
present our main protocol in which the prover can prove a polynomial
f(x) with degree t — 1 exactly, in particular, our three protocols are
statistical zero-knowledge proofs.

Keywords: cryptography, secret sharing, statistical zero-knowledge,
commitment.

1 Introduction

In a (¢,n)-secret sharing scheme, it is an interesting and practical problem
how the dealer proves a polynomial f(z) with degree t — 1 exactly without
revealing any further information about this polynomial to all players, where
this polynomial is selected by the dealer in a field Z,, and p is a prime. There
exist two reasons for the prover choosing a polynomial with degree ¢ — 1
exactly, one reason is in order to obtain (¢,n)-scheme, the other is in order
to obtain a perfect secret sharing schemel[l].

Using cut-and-choose protocol(it is not zero-knowledge), Benaloh pro-
posed a protocol in which the dealer can convince all players a polynomial
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f(z) with degree at most ¢ — 1, but, the protocol does not satisfy the follow-
ing properties: 1) the dealer convinces all players the polynomial f(x) with
degree t — 1 exactly; 2) the protocol is a zero-knowledge proof. In [2, 3], it
has already been proposed as an open problem how to construct a protocol
satisfying 1) and 2).

In [4], Camenisch and Michels proved in statistical zero-knowledge that
a+b = d(mod n), ab = d(mod n), and a® = d(mod n) hold for commitments
to a, b, d,n based on discrete logarithm. In [5], Boudot proposed a statistical
zero-knowledge protocol for proving x € [a,b], where a and b are integers,
and a < b.

In this paper, we mainly construct a protocol satisfying the 1) and 2).

The structure of this paper is following, we review camenisch and Michel’s
results and some other zero-knowledge proofs of knowledge based on dis-
crete logarithm in section 2. In section 3, we prove that two committed
integers are equal. In section 4, we propose a statistical zero-knowledge
proofs for proving an integer a # 0. In section 5, we present a statistical
zero-knowledge proof for proving a polynomial with degree ¢ — 1 exactly.

2 Preliminary

2.1 Commitment schemes

Pederson[6] proposed a computationally binding and unconditionally
hiding scheme based on the discrete logarithm problem. Given a group G
of prime order ¢ and two random generators g and h such that log,h is
unknown and computing discrete logarithms is infeasible. A value o € Z,
is committed to as C, := g*h", where r is randomly chosen from Z,. We
will use this commitment scheme for our construction and hence they will
be statistical zero-knowledge proof of knowledge.

2.2 Zero-knowledge proofs of knowledge about some modu-
lar relations

In this section, we mainly review some results from in [4, 5, 14, 15]. Other
zero-knowledge proofs of knowledge based on discrete logarithm are referred
in [7]-[13],



2.2.1 proving that a discrete logarithm lies in a given range

A statistical zero-knowledge protocol proving that a discrete logarithm lies
in a given range in [14, 15| was proposed. The protocol is denoted by

PK{(a):y=g" A ol <z < 2[}.

In [5], a statistical zero-knowledge protocol for proving x € [a,b] was pro-
posed, which is denoted PK{(«,8) : ¢, = g*h® A o € [a, b])}.

2.2.2 Proving in statistical zero-knowledge that a+b = d(mod n),
ab = d(mod n) and a® = d(mod n) hold

Let | be an integer such that —2' < a,b,d,n < 2! holds and € > 1 be
security parameters. Furthermore, we assume that a group G of order ¢ >
22¢l+5(= 22141 and two generators g and h are available such that loggh is
not known. This group could for instance be chosen by the prover in which
case she would have to prove that she has chosen it correctly. Finally, let the
prover’s commitments to a, b, d and n be ¢, := ¢®h", ¢, := g°h"2, cq == g%h"3,
and ¢, := g"h™, where r1,79,73, and r4 are randomly chosen elements of
Zy.

Camenisch and Michels([4]) assume that the verifier has already obtained
the commitments c,, ¢y, cq, and ¢,,. Then the prover can convince the verifier
that a + b = d(mod n) holds by running the protocol denoted:

St = PK{(, 3,7,9,¢,(,m, 0,0, ) :

Ca = g*h°P A 2l<a<2l/\cb—97h5/\ 21<’y<21
ca=ghAN-2<e<2Ac,=g"h?! A =28 <y < 2IA
=g A -2 < o < 21}

Alternatively, she can convince the verifier that ab = d(mod n) holds by
running the protocol:

S*_PK{( 5%55C7Iﬂ9§/0a)

ca = g*hP A 2l<a<2l/\cb—gwh5/\ 2l<7<2l
cq = g hS A 21<5<2l/\c —g”h‘?/\ —2b << 2IA
cd = cchh’ A —2l < p < 2.

At the same time, they presented a protocol in which the prover can
convince the verifier that a® = d(mod n) holds for the committed integers
without revealing any further information. The protocol is denoted by Seup
and its detail content is referred in [4].In the following, when denoting a pro-
tocol, we will abbreviate the protocol Sz, by a clause like to the statement
that is proven and assume that the prover send the verifier all necessary



commitments; e.g.,
PK{(a,8,7,0,¢,(,0,K) : ca = g°hP Aey = g"ho Aeg = g hSA
cn = g°n" A (a7 = e(mod 6))}

Theorem 1 Leta,b,d, and n be integers that are committed to by the prover
as described above, Then All three Potocols Sy, Sy, and Seyp are statistical
zero-knowledge proofs that a + b = d(mod n), ab = d(mod n) and a® =
d(mod n) hold, respectively.

2.2.3 proving the pseudo-primality of a committed number

In [4], J.Camenish and M.Michels show how the prover and the verifier can
do Lehmann’s primality test! for a number committed by prover such that
the verifier is convinced that the test was correctly done but does not learn
any other information. The general idea is that the prover commits to s
random bases a; and then prove that for these bases agm_l)/ ’= +1(mod m)
holds. Furthermore, the prover must commit to a base, say a, such that
am=1/2 = _1(mod m) holds to satisfy the second condition in Lehmann’s
primality test. We call this protocol Sp,ime which is described in [4]. In the
following section, PK{(c, ) : ca = g*h® A a € {prime}) denotes proving
that an integer a is a prime by Sprime.

Theorem 2 Given a commitment c,, to an integer, the protocol Sprime s
a statistical zero-knowledge proof that the committed integer is a prime with
error-probability at most 27° for the primality-test.

All described protocols can be combined in natural ways. First of all,
one can use multiple bases instead of a single one in any of the above proofs.
Then, executing any number of instances of these protocols in parallel and
choosing the same challenges for all of them in each round corresponding to
the A-composition of the statements the single protocols prove.

!An odd integer m > 1 is prime if and only if

Vae Zh: o™ V% =41 (mod m) and Ja € Z, - V% = —1 (mod m).



3 The statistical zero-knowledge proof for a+b = d,
ab=d, and d = a°

In [4], Camenisch and Michels obtained the statistical zero-knowledge proofs
for a 4+ b = d(mod n), ab = d(mod n), and a® = d(mod n), however, the ver-
ifier gets only commitments to some integers without obtaining any further
information in these protocols. Now, we will generalize their results and
construct the statistical zero-knowledge proof for a + b = d, ab = d, and
d = aP, furthermore, the verifier also obtains nothing information except
commitments to some integers.

Assume [, ¢ and commitment scheme be uniform in 2.2.2, and the verifier
gets commitments ¢, ¢p, ¢q to a, b, d, respectively. Then, in the following two
protocols S’ and S, the prover can convince the verifier that a +b = d and
ab = d hold.

L= PR{(,3,7,0,2,C,\) :
ca = RPN =2l < o < 20A
ey =g ho A 2l<’y<2l
cd—g‘ghC/\ -2l < e < 2n
cac - h)\}
S! .= PK{(« ,3,7,0,€,¢,0)
Ca —gahﬁ/\ 21<0¢<21/\
=g"h’ A 26 <y < 2‘1./\
ca =g hS N =2t < e < 2IA
ca = cyh?}

The following protocol Sémp will guarantee that the prover convinces the

verifier that a® = d holds.
Séa:p = PK{(a, 3,§,x,7,6,m, (A 15M17§2701,7271917¢2)1 1 7(W1=pz)ib 127) :
Ca = g*hP A 21<a<2l
ca =g "ho A =2l < ~ < 2lp
(T2 ¢2') e = WA
Coy = GMRMA LA Copy oy = g’\lzrlh“lrl/\
Cop = COREE A Cyy = C)LRE2 A LA Cupyy = cyllb ZhE-1A
2L <2 A2 <N, < 2IA
Cup = gAY N N ey, = g RPN
2 <wy <2 A A =2 <y g < 20N
((cby = h7° Ao /g =)V (cby /g = h"° Ay [ca = hP°))A

((ep, = RT A C#l/c,uo = h™)V
(cb, /g = h"V Acyy = cpLh¥1)) A LA



((Cbzbfz = h7=2 A cmb—z/cuz = thbiQ)v

A
(Cbzb—z/g = h¥%=2 A Cupy—2 = Cuizfihwlbj))/\
((Cbzbfl = ho%-1 A Cd/c‘ulr2 — thbﬂ)v

A,
(Cbzbﬂ/g =Rt Ay = Cuiz,;hd}lb_l))}

Theorem 3 Let a,b, and d be integers that are committed to by the prover

as described above, Then All three Protocols S'y, S., and S, are statistical

zero-knowledge proofs that a+b = d, ab = d = and a® = d hold, respectively.

Proof: We explain mainly this reason that a + b = d holds, however, the
proofs of ab = d and a® = d are omitted.

The statistical zero-knowledge claims follows from the statistical zero-
knowledgeness of the building blocks.

Running the prover with this protocol and using standard techniques,
the knowledge extractor can compute integers a, b d 71,72, r'3 such that ¢, =

gon™, cp = gth2 and ¢qg = gdh”” hold. Moreover, 2l << 2l 2l <h<

2! and ol <d< 2’, hold for these integers.

When running the prover with S’,, the knowledge extractor can further
compute integers 7y € Z, such that cg/(cqcp) = h™ holds.

Therefore we have g4~ @ Pp"™="1=72 = p’5 and hence, provided that the
discrete log of h to the base g is not known, we must have

~

d=a+ b(mod q).

Thus we have d = a+ b+ wq for some integer w. Since 92+1 q and due to
the constraints on a,b,d we can conclude that the integer w must be 0 and
hence

d=a+b
must hold. |

In the following, when denoting a protocol, we will abbreviate the pro-
tocol Sg,, by a clause like to the statement that is proven and assume that
the prover send the verifier all necessary commitments; e.g.,

PE{(a,B,7,8,6,C) : ca = ¢°hP Ney = g7h? Aeg = g°hS A (7 =€)}

Remarks: By using protocol S’ , S, we can construct a statistical zero-
knowledge proof proving that a committed integer a is either odd or even.



4 Proving that two committed integers are equal

Assume ¢, and ¢, are commitments to integers a and b, and the verifier has
obtained these commitments before the protocol beginning. A protocol, in
which the prover convinces the verifier that a = b holds, will be proposed in
this section, and it is denoted by S—.

S—: PK{(«,3,7,0,A) :

ca = g*hP A —ol < o < 2A (1)

e =g h° A —ol < v < 2l (2)
o=m 3)
Cy

Theorem 4 If ¢, and ¢, are commitments to integers a and b as described
above, the protocol S— is a statistical zero-knowledge proof that a = b holds.

Proof: The statistical zero-knowledge claims follows from the statistical zero-
knowledgeness of commitment scheme.

Running the prover with this protocol and using standard techniques, the
knowledge extractor can compute integers a, b 71,72 such that ¢, = g*h"
and ¢, = gbh”’ hold. Moreover, 2l <4< 2’ and —2/ < b < 2! hold for
these integers.

When running the prover with S—, the knowledge extractor can further
compute integers 73 € Z, such that c,/cp = h"3 holds.

Therefore we have g2 h"1~"2 = b3 and hence, provided that the discrete
log of h to the base g is not known, we must have

a = b(mod q).

Thus we have @ = b+ wq for some integer w. Since 9241 q and due to the
constraints on a,b we can conclude that the integer w must be 0 and hence

i =b

must hold. |
Assume an integer a is known, the following protocol S_ is a statistical

zero-knowledge proof that the committed integer b is equal to a.
SL = PK{(a,3,\) :

= g"hP A -2l < a < 2IA (4)
Cp A
L —h 5
=) )



5 Proving that a committed integer is not equal
to 0

In this section, we will present a protocol by which the prover can convince
the verifier that an integer a is not 0, furthermore, it is statistical zero-
knowledge. '

For an arbitrary integer a, it can be written H;j pf", where pyq, ..., p, are
primes and ki, ..., k, are integers. Now, if the prover can prove that a has
form []_, pfi and all py, ..., p, are primes, then a # 0 holds.

Assume [,q and commitment scheme be set in 2.2.2, and let prover’s
commitments to a, s = plfl, - pf*,pl, eens Dry k1, ..., Ky, and suppose the
verifier has already obtained all commitments before the protocol begins.
The following protocol will prove that the integer a is not 0.

Sa;éO = PK{(Oé,ﬁ, P, (5175174.2)7717‘917[“)12?) :

o= g"hP A —2l < o < 2N (6)

Coy = 9OV A A es, = ¢OThETA (7)
(=2l < 5y <2 A A (=2 < 5, < 2D)A (8)
Ca/Cs,...Cs, = RPN 9)

Cpy = G RN A ey, = g RN (10)
(=2 < <A (=2 < ¢ <2DA (11)
ey = g0 M A LA e = gP P A (12)
(=2l <6 <2)nn (=2 <6, <2)A (13)
(01 =" A A (0 =GN (14)

G € {prime} A ... N € {prime}} (15)

Theorem 5 Let a be an integer that is committed by c,. Then Sqxo is a
statistical zero-knowledge proof that a # 0 holds.

Proof: Completeness: If a # 0, the prover can prove that a = [[;_, pf"
holds in (6)-(14); in (15), the prover proves that all of pi,...,p, are prime
numbers. As a result, the verifier believes that a # 0 holds .

Soundness: If a = 0, the prover may prove that a is a composite integer
n (6)-(14); however, she can not prove that each of pi,...,p, is prime; so,
the verifier rejects.

Zero-knowledgeness: S,.q is statistical zero-knowledge from Theorem 2,
3 and 4. |



6 Proving a polynomial f(z) with degree ¢t — 1 ex-
actly

Assume ¢, = (Cpy, Cbys -5 Cb,,) a0d ¢q = (Cag,Cays s Cayy) are commitments
to all exponents of z and all coefficients, respectively, in polynomial f(x),
furthermore, we assume that the i-th term is a;z%, that is, flx) = apx? +
a1z + ... + apmabm. If all above commitments satisfy the following: 1) there
exists a committed integer b; is equal to t —1; 2) other all committed integers
b; € [0,t—2], where i # j; 3) a; # 0 holds, then the degree of the polynomial
f(z) is t—1 exactly. In total subsection, we assume arbitrary two committed
integers b; and by, is not equal, where i # k and m < r.

Protcol 1

1. the prover chooses randomly a permutation 7, obtains two vectors
Cqt = TCq = (C%,ca/l,...,ca'/m) and ¢y = e, = (cb{),cb/l,...,cb;n), and
sends ¢, and ¢ to the verifier.

2. The prover proves to the verifier that a committed integer b; =t—1
holds by S”.

3. The prover proves to the verifier that the committed integer a} #0
holds by S,.0.

4. The prover proves to the verifier that all committed integer b; € [0,¢—
2], where i # j, i.e.,
PK = {((ai, Bi)i%oizs) & oy = go°h% Nag € [0, —2] A .. A Cy,_, =
g¥i—thPi-t Ay €0, — 2] A = g+ WP+t Ay € 10,8 — 2] A
J
o Ney = gmhBm A oy, €10, — 2]},

5. The prover obtains the primitive ¢, and ¢, by ¢q = ¢,7~ and ¢, = ¢j7~.

Theorem 6 Let ¢, = {cby, Chyy--s b, } aNd Cq = {Cags Cays s Cary ; ATE COM~
mitments to all exponents of x and all coefficients, respectively, in polynomial
f(z), then the Protocol 1 is a statistical zero-knowledge proof that the degree
of the polynomial f(x) ist — 1 exactly.

Proof: 1) Completeness: If f(x) = Y_i* ;a;z% is a polynomial with degree
t — 1 exactly, then, in the above protocol the prover can convince the verifier
the polynomial with degree ¢t — 1 exactly. In particular, the verifier does not
know j, which satisfies b; = ¢t — 1, because we rearrange the ¢, and ¢, by a
random permutation 7 in the first step in protocol 1.



2)Soundness: If f(z) is not a polynomial with degree ¢ — 1 exactly, there
exist three cases: 1) if there is not a committed b; =t — 1, the second step
is wrong; 2) if there is a bj = ¢t — 1, however, a; = 0 holds, the third step is
wrong; 3) if bj =t — 1 and a; # 0 hold, but there exists a committed b not
in [0,¢ — 2], then fourth step is wrong. So, if f(x) is not a polynomial with
degree t—1 exactly, the prover can convince the verifier the polynomial with
degree t — 1 exactly with negligible probability.

3) Zero-knowledge: By theorem 2, 3, and 4, we know that our protocol
satisfies statistical zero-knowledge.
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