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Abstract. Equations that mix addition modulo 2™ (4) and exclusive-
or (@) have a host of applications in design and cryptanalysis of sym-
metric ciphers. In this paper we study two basic equations of the form
(z+y)@(z+(y®p)) =vand (z+y) @ (xS )+ (y®B)) =7, which
are termed differential equations of addition. Firstly, the paper presents
formal proofs for the number of solutions for (z, y) in the above equa-
tions. Secondly, we give an algorithm that solves the first equation with
(n —t — 1) queries in the worst case, where n is the input size and ¢
is a non-negative parameter depending on the input, when the previous
best known algorithm by Muller required 3(n — 1) queries. For the other
equation, the number of queries required by our algorithm is 3 in the
worst case for all n > 2, i.e., the number of queries is constant asymp-
totically. The most important contribution of the paper is that, using
simple combinatorial relations among carry bits and input bits, we also
show that, for our algorithms, the upper bounds on the required number
of queries match worst case lower bounds. This, in effect, closes further
research in this direction as our lower bounds are optimal. Finally, as an
example of practical use of our results, we show that these results alone
improve the data complexity of a differential attack on the Helix stream
cipher by a factor of 3 in the worst case and by a factor of 46.5 in the
best case.

Keywords: Input and output differentials, Lower bound, Upper bound,
Optimal bound, Asymptotic Complexity, Query.

1 Introduction

The arithmetic addition of two n-bit integers modulo 2™ is a nonlinear
transformation when considered over GF(2). Equations that mix addition
with other Boolean operations such as exclusive-or (@), or (V) and/or
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and (A) are interesting research subjects in their own right. However,
many cryptographic primitives, such as Helix [4], IDEA [9], Mars [7], RC6
[8], and Twofish [10] mix modular addition with exclusive-or operations
to achieve nonlinearity through the propagation of the carry-bits. The
list is by no means exhaustive as the equations of the above types have
applications outside the scope of cryptography too (e.g. optimization of
circuit complexities). However, in the present context, we will take a closer
look at the combination of addition modulo 2" and bitwise exclusive-or
as it is extensively used as one of the basic building blocks to generate
modern symmetric ciphers.

There is a large body of literature that studies equations involving
addition from many different angles. Staffelbach and Meier investigated
the probability distribution of the carry for integer addition [3]. Wallen
explained the linear approximations of modular addition [14]. In the most
recent development of stream ciphers, Klimov and Shamir also used an
update function for internal state, known as T-function, where modular
addition and OR are mixed in a certain fashion to achieve many useful
properties of a secure stream cipher [12,13].

Differential cryptanalysis, introduced by Biham and Shamir [1], is
one of the most powerful attacks against symmetric ciphers. Immunity
against differential cryptanalysis is a prime factor in the evaluation of the
security of a cipher. The interplay between addition (+) and exclusive-
or (@) against differential cryptanalysis has been studied in depth by
Lipmaa and Moriai [2]. In particular, the equation they investigated to
determine the differential probabilities is (x+y) D ((x D)+ (y B F)) = 7,
where z, y, o, 8, v € Zy, «, 3 are the input differentials and ~ is the
output differential. They have shown that the probability of a triplet
(a, B, 7) satisfying the above equation on a randomly chosen pair of n-
bit integers (z,y) can be computed with an asymptotic time complexity
of O(logn). Many other useful differential properties of addition (e.g.
maximal differentials) can also be determined with the same asymptotic
time complexity [2].

Another way of mixing addition and exclusive-or is to use the dual of
the above case where differences are expressed using addition modulo 2",
that is, employing equations of the form (z®y)+ ((z+a) @ (y+3)) = 7.
The differential probabilities of this case has been investigated in detail
by Lipmaa et al. [6].

In this paper we explore two basic addition equations where differences
of inputs and outputs are expressed in terms of exclusive-or. In particular,
we study the following two equations separately:



(zty)o@+yop) =y (1)
Tty e(@zea)+yep) =y (2)

with an objective to determine all (z,y) € Z§ x Zj that satisfy the
equation for all triples (a, 3, v)!, using a minimum number of queries
(cr, B) where an adversary is only allowed to supply («, ) to an oracle
and receive the corresponding v (o = 0 for Eqn. (1)). Note that Eqn. (2)
has already been studied by Lipmaa and Moriai [2] to compute many
differential properties. Our focus is on recovering secret information in-
stead of calculating differential probabilities. These methods can be used
to reduce the data complexity of adaptively chosen plaintext/ciphertext
attacks that attempt to recover secret information of a cipher. As a direct
example, we apply our results to the Helix cipher. We term the equations
of the above types differential equations of addition to be consistent with
the existing body of literature as the corresponding differential probabili-
ties derived from such equations are known as differential probabilities of
addition [2].

Our Main Contributions: The aim of this paper is fourfold. First, we
determine the number of all solutions for Eqn. (1) and (2) in a general
framework. A claim, on the number of solutions for Eqn. (1), has been
made in [5], for a specific case of n = 32, without any formal proof which
is non-trivial. Secondly, we show that a worst case lower bound on the
required number of queries (0, ) to solve Eqn. (1) for (z, y) is (n —t—1)
where (n —t) > 1 with ¢ being the bit-position of the least significant ‘1’
of z. A worst case lower bound on the number of queries («, [3) required
to solve Eqn. (2) is 3 for n > 2. Most importantly, for solving the above
equations we also design algorithms whose upper bounds on the number
of queries match worst case lower bounds.

Our algorithm to solve Eqn. (1) records an improvement over the pre-
vious best known algorithm by Muller which required 3(n — 1) queries [5]
(note that our algorithm takes (n — ¢ — 1) queries with ¢ > 0). Further-
more, our results essentially close further investigation in this particular
direction as the equations are solved with an optimal number of queries
in the worst case. It is particularly interesting to note that, for Eqn. (2),
although the number of all queries grows exponentially with input-size n,
an optimal lower bound to solve (2) is 3 for all n > 2, i.e., the number of
queries in the worst case is constant asymptotically. We directly use these
results to reduce the data complexity of an attack on the Helix stream
cipher by a factor of 3 in the worst case (a factor of 46.5 in the best case),

! The number of all possible triplets equals 2™ for Eqn. (1) and 22" for (2).



without exploring any other possibilities for improvement [5]. In addition
to that, our solution techniques, which make use of simple combinato-
rial relations among carry bits and input bits, leave open the possibility
of solving more complex equations (e.g., combination of addition, XOR,
multiplication and T-functions) efficiently and also computing differential
probabilities of addition with improved complexities.

2 The Problem and an Adversarial Model

The aim of an adversary is to solve the following equation for fixed un-
known integers x and y,

(t+y)e((@da)+(y®B) =" (3)

using triplets («, 3, 7). A pair («, () is defined to be a query. In Eqn. (3),
x,y, o, B, v € Zy and the symbols ‘4, ‘®’, ‘A’ denote the binary oper-
ations addition modulo 2", bit-wise exclusive-or and bit-wise and on Z%
respectively. We will denote = A y by xy. Throughout the paper, unless
otherwise stated, n denotes a positive integer.

2.1 The Power of the Adversary
The power of an adversary that solves Eqn. (3) is defined as follows.

1. An adversary has unrestricted computational power.

2. An adversary has infinite amount of memory.

3. An adversary can only make queries (o, 5) € Z5 x Z% to an oracle
which computes v using fixed (z, y) € Zy x Z3 in Eqn. (3) and returns
the value to the adversary. We will often refer to that fixed (x, y) as
the seed of the oracle.

Such an oracle seeded with (z, y) € Z5 x Z% (which is unknown to ad-

versary) can be viewed as a mapping Oy, : Zy x Zy — Z5 and defined
by

Oxy:{(a7 57 7)|(a7 6) GZS XZQ?
v=(z+y)e(z@a)+ (ysh))}. (4)

An adversarial model, similar to the one described above for Eqn. (3),
can be constructed for the following equation:

(z+y)e@+eB) =", (5)



by setting (o, ) € {0} x Z% and the mapping O, : {0}" x Z§ — Z .

The model described above represents a practical adaptively chosen
message attack scenario where the adversary makes queries to an oracle
adaptively. Based on the replies from the oracle, the adversary computes
one or more unknown parameters.

2.2 The Problem

Ogy, defined in Eqn. (4), generates a family of mappings F = {Ogy
| (x, y) € Z x Z5}. Let a mapping f : Z§ x Z% — F be defined by

f(xa y) = Oxy . (6)

In the adversarial framework described in Sect. 2.1, solving Eqn. (3) or
(5) is understood to be solving the corresponding equation:

flz,y) =D eF for(x,y)€ZyxLy. (7)
Let D-satisfiable denote the solution set for Eqn. (7). Therefore,

D-satisfiable = {(x, y) | (z, y) € Z5 x Z5, f(x,y) = D}. (8)

The task of an adversary is to determine D-satisfiable when the max-
imum information she can extract from the oracle is the set D.

Ezample 1. (D-satisfiable) Suppose n = 2 and therefore, z, y, a, 3, v €
73 x 73. The oracle receives (o, 3) and computes v = (z +y) @ ((x @
a) + (y @ B)) and returns 7 to the adversary. For example, let the oracle
return v = (1, 0) for (o, 8) = ((0, 0), (0, 1)). There are at most 16 values
of (e, B) (therefore, at most 16 queries an adversary can submit to the
oracle) and for each («, ) the oracle returns a . Now, the set D (as
defined in Eqn. 7) contains all 16 triplets («, (3, 7). Therefore, the set
D-satisfiable (as defined in Eqn. 8) contains all possible values of (z, y)
such that each (z, y) generates the same set D. O

Rules of the Game: Now we lay down the rules followed by the adver-
sary to determine the set D-satisfiable that, in turn, gives the essence of
the whole problem.

1. The adversary starts with no information about (z, y).



2. The adversary can choose any (o, 3) € Z§ x Zy as the first query.
The first query remains same for any seed (x, y) € Z§ x Z% since the
adversary has no information about the seed when she submits the
first query.

3. Using a strategy, the adversary computes queries adaptively, i.e., based
on the previous queries and the corresponding oracle outputs the next
query is determined.

4. Suppose, for the seeds (a, b) and (d’, V'), the first ¢ queries submitted
by the adversary and the corresponding oracle outputs are (Q1, O1),
(Q2, 02),...(Qt, Ot) then the (¢t + 1)th query for both (a, b) and
(a/, b') will be the same. Note that the adversary can not distinguish
between (a, b) and (d’, ') from the first ¢ outputs of the oracle.

5. The game stops the moment the adversary constructs D-satisfiable.

Against this scenario we are going to address the following questions in
the subsequent sections.

1. What is the size of D-satisfiable?
2. Is it possible to determine D-satisfiable when D is entirely known?

3. Is it possible to determine D-satisfiable when D is partly known? By
partly known we mean that the adversary submits queries fewer than
the maximum possible queries. Note, if this case is possible then with-
out submitting any extra query the adversary can always complete the
construction of D using an element of D-satisfiable. In such case, how
far can the number of submitted queries be reduced to determine D-
satisfiable in the worst case?

So far, we hope to have explained enough about the problem that we are
going to solve and the challenges associated with it.

Organization: The rest of the paper is organized as follows. Sect. 3.1
elaborates on the relations among different quantities which are used
throughout the paper to establish most of the important results. Sect. 3.2
gives formal proofs for the number of solutions for the equations in discus-
sion. Sect. 3.3 determines lower bounds on the number of queries to solve
the equations. In Sect. 3.4, we design algorithms that solve the equations
with an optimal number of queries. A practical cryptographic application
is presented in Sect. 4. Finally, in Sect. 5, we sum up possible extensions
of our work.



3 Towards the Solution

3.1 Relations Among Different Quantities

Let an oracle seeded with (z, y) € Z§ x ZY generate D € F (see Sect. 2 for
notations and definitions). Let the binary representation of = be (-1,
Tp-2y ..., T2, T1,20). Let (a, B, ) € D. Therefore,

VN =2 PY D BT, DY DG 9)

for all ¢ € Z,, where &; = x; ® o; and y; = y; ® 3; and the carry bits ¢;
and ¢; are computed recursively in the following way,

Co = ~0 =0 (10)
Cit1 = Tl D Ti¢; D Yy (11)
Cit1 = ZTiYi D TiC; D YiC; (12)

Now we construct a set D in the following fashion,

D:{(a7ﬁ>:}/:a@ﬁ@7)|(avﬁvW)ED}' (13)

Note, 5; = ¢; @ ¢ for all i € Z, (compare with Eqn. (9)). It is easy to
identify a bijection between D and D where (o, B, 7v) € D is mapped
to (o, B, a®BDy) € D. We will, henceforth, use either D or D as the
oracle output according to whichever suits our analysis best.

Definition 1. (A-compatible) Let ¢ C A C Zy x Z3§ x Zy . An element
(a, b) € Zy x Ly is A-compatible if (a+b) & ((a®p)+ (b q)) Bpdg=r
for all (p, q, 7)€ A.

Definition 2. (A-consistent) Let ¢ C A C Z5 x Zy x Zy . A set S C
L3 x 75 is such that an element s € S if and only if s is A-compatible.
Then the set S is called A-consistent.

Theorem 1. D-satisfiable = D-consistent.

Proof. A proof is immediate from the construction of D and D.
Suppose n > 1. For any («, (,7) € D, #i+1 can be computed using

i, Yi, Ci, O, Bi,7; for ¢ € Z,_1. Table 1 lists the values of ;11 as com-
puted from all possible values of z;, y;, ¢, i, Bi, Vi-



Table 1. All possible values of 7,31 are plotted against all possible values of
Ziy Yiy Ciy iy By Yio A row and a column are denoted by Row(l) (where I € Z4) and
Col(k) (where k € Zs).

(@i, yi, ¢i) (i, Bis i)

(0, 0, 0)[(0, 0, 1)[(0, 1, 0)[(0, 1, 1)[(1, 0, 0)[(1, O, 1)|(1, 1, 0)|(1, 1, 1)
0,0,00] o0 0 0 1 0 1 1 1 [Row(0)
(1,1, 1)
0,0,1)] o0 0 1 0 1 0 1 T [Row(D)
(1, 1, 0)
0,1,0)] 0 1 0 0 1 1 0 1T [Row(2)
(1,0, 1)
(1,0,0) | 0 1 1 1 0 0 0 1 [Row(3)
(0,1, 1)

Col(0) | Col(1) | Col(2) | Col(3) | Col(4) | Col(5) | Col(6) | Col(7)

Computation of Important Parameters G;, S; o and S; 1: We
now determine an important quantity, denoted by Gj;, from the set of
queries and its results. Let the adversary submit a few queries (either in
batch or adaptively) to the oracle and construct a nonempty set A C D
(see the beginning Sect. 3.1 for a definition of D). Suppose n > 1. Now,
we construct G; as follows,

Gi = {(a, Bi, Vi, viv1) | (o, B, 7) € A} foreachi € Z, 1. (14)

Now, for each i € Z,,_1, from Table 1, we identify (x;, y;, ¢;) that corre-
sponds to every element (s, Bi, Vi, Vit1) € Gi. Si,; denotes the number
of solutions for (x;, y;) that correspond to every element in G; and ¢; = j.

Example 2. (S;,0,S5i,1) Suppose, after submission of a few queries to the
oracle the adversary constructs a nonempty set A C D. Let n = 3 and
A = {((07 L, 0)7 (17 0, 1)7 (07 0, O))? ((0707 0)7 (1717 1)7 (1707 O))7 ((07
0,1),(0,1,1), (1,1,0))}. Therefore, Go = {(0,1,0,0), (1,1,0,1)},
Gi1 ={(1,0,0,0), (0, 1, 0,1), (0,1,1, 1)} (see Eqn. 14). Now, from
Table 1, Gy and G correspond to Row(0) and Row(3) respectively. Thus,
So,0 = 50,1 =1,51,0=51,1 =1 0

3.2 Number of Solutions

Before we compute the number of solutions for the equations, we establish
three fundamental results in the following propositions and theorem.



Proposition 1. (Equality of S; o and S; 1) For any nonempty set A C D
andn > 1, S;o = Si1 for all i € Z,_1 (see Sect. 3.1 for notations and
definitions).

Proof. Let the size of G; be k; where ¢ € Z,_1. From Table 1, it is easy
to see that, for any nonempty set A C D, for any i € Z,_1, k; € Zg \ Zy
and the exact value of k; depends on the set A. Now, from Table 1, for
any i € Z,_1 and for any k; € Zg \ Zq, Si’(] = 51'71. g

We set,
SZ'70 = SZ’71 =5, forallieZ, ;. (15)

Theorem 2. (An equivalence between A and G;’s) Let ¢ C A C D and

n > 1. The following two statements are equivalent.

1. (z,y) € Zy x Zy is A-compatible.

2. (x, y) € ZY x ZY is such that, for eachi € Zyn_1, the triple (z;, yi, ¢i)
corresponds to every element (o, Bi, Vi, Vit1) € G; in Table 1, where
co =0 and ciy1 = x;y; D Tic; D Yic;.

Proof. From the construction of Gj, it can be shown that (1) < (2). O

Proposition 2. (Size of A-consistent) Let $ C A C D and S denote the
size of A-consistent. Then,

o 4-TI=0 S ifn>1,
4 ifn=1

Proof. Case 1: When n > 1. Let G; be computed corresponding to
nonempty oracle outputs A C Dforallic Z, 4 following the method de-
scribed in Sect. 3.1. Let S denote the number of all possible solutions for
(x, y) € Z5 x Z% that correspond to Go, Gi, -+, Gn_2 (i.e., (zi, ¥i, ¢i)
corresponds to every element in G;, i € Z,,—1). From Theorem 2, S is the
size of A-consistent. Let Mj denote the number of all possible solutions

for ((xg, -+ ,20), (Yk, - -+ ,yo)) that correspond to Gy, G1, - , Gi where
k € Zn—1. Note that, for a given set of submitted queries, G} depends
Only on ((xka e 7'7;0)’ (yk, ay0)>-

Case 1(a): When n > 2. We determine the size of the set A-consistent re-
cursively. Let M; = M; o+ M; 1 such that M; o solutions produce ¢; 1 = 0
and M; 1 solutions produce c¢; 1 = 1. Therefore, for all ¢ € Z,,_2,

M1 = M; o+ Sit1,0+ M1+ Siv1,1



as Sj 0 = Si1 for all i € Zy,_1 (see Proposition 1). It is easy to show (a
proof is by contradiction) that M1, so calculated, gives the number of
all possible solutions for ((zit+1, -+ ,x0), (Yit1, -+ ,Y0)) that correspond
to Go, G1, -+ - Git1. From Eqn. (16),

n—2
M,y =[5 (17)
i=0

as My = Sp. Note that, for all («, 3, 7) € A, r is independent of (x,,—1, Yn—1)-
Therefore,

n—2
S=4-T[S ifn>2 (18)
=0

Case 1(b): When n = 2. It is easy to show that S =4-Syif n=2.
Case 2: When n = 1. It is trivial to show that S = 4 if n = 1 since for
all (a, B, 7) € A, 4 is independent of (zp—1, Yn—1) - O

As explained in Sect. 3.1, the number solutions for Eqn. (3) or (5) is the
size of the set D-satisfiable (see (7)). From this point onwards, we will
treat these two equations separately. The set D € F (and consequently
the corresponding D) may correspond to either Eqn. (3) or (5). The
relevant equation should be understood according to the context. Note,
only Col(0), Col(1), Col(2) and Col(3) of Table 1 are relevant for Eqn. (5)
because a« = (0,0, ---,0), for all queries. Therefore, (a, 3, v) € D
and (a, 8, 7) € D will be denoted by (0, B, ) and (0, (3, 7) in case of
Eqn. (5). The following theorem determines the number of solutions for
Eqn. (5). A claim similar to that of the following theorem has been made
in [5] for a specific case of n = 32, which discusses a differential attack on
Helix [4], without any formal proof. We prove it in a general framework.

Theorem 3. (Number of Solutions for Eqn. 5) Let the position of the
least significant ‘1’ of x in the following equation,

(z+y)o @@+ yop) =y

be t (following the convention that the position of the least significant bit is
zero and the positions of the successive higher order bits are incremented
by 1 successively) and x,y, B,y € Z5. Let f(z, y) = D be given. Then
the size of D-satisfiable is

(i) 273 when n —1 >t >0,

(ii) 2"+ otherwise.

10



Proof. We consider the set D corresponding to D (see Proposition 1).
(i) When n—1 >t > 0. We prove it by dividing it into two disjoint cases.
Case 1: When n — 2 >t > 0. First, we prove the following two lemmas.

Lemma 1. For any (0, 8, 7) € D, §; = 0 for all i € Zy,1.

Proof. If the position of the least significant ‘1’ of = is t then ¢; = ¢ =0
for all i € Zy11 and for all g € Z§ (see Eqn. (10), (11) and (12)). Recall
¥; = ¢; ® ¢;. This proves the lemma. O

Lemma 2. For any i € Zy \ Z¢+1, there exists (0, 3, 7) € D with 5; = 1.

Proof. We prove the lemma by induction on ¢. Suppose, there exists
(0, a, b) € D with bi—, = 1 for some k € Z, 1 \ Z¢11 (induction hy-
pothesis). The statement is true when i = ¢ 4+ 1. Select (0, m, n) € D
with m; = 1. Now, the carry bits, as defined in Sect. 3.1, ¢; = ¢ = 0 and
x¢ = 1 which implies nsy1 = 1. We construct three n-bit integers from a,

/

1. a = (an—17 Ap—2, =, Ok41, 07 k-1, " a/O)
"

2. a" = (anfla Gn—2, """, Ak+1, 1, ap—1, -, CL())
"

3. d" = (an-1, an—2, -, ag+1, 1, 0,0, -+, 0).

Now we select three elements (0, @', V'), (0, a”, "), (0, a”, b"") € D (such
elements exist since, for any p € Z%, there exists (0, p, ¢) € D for some
q € Zy). Note that b, = b} = by =1 and b = 0. From Table 1, at least

one of by, by, and b}’ ; is 1. This proves the lemma. O

Now, we construct G; = {(0, i, %, vit1) |0, 3,7%) € D} for each
i € Zn—1 (see Sect. 3.1). From Lemma 1, for each i € Z41,

Gi= {(O’ 0, 0, ei-i-l)a (O’ 1,0, fi+1)} (19)

for some e;i1, fi+1 € Zz. Note that, for any two elements (0, a, b),
(0, d', ') € D, by = by = 0 and biy1 = by, if a; = aj and b; = bj for any
i € Zn—1 (see Sect. 3.1). Also note that, for any (0, a, b)) € D and any
i € Zy, one can select (0, a’, V'), (0, a”, b") € D with (a}, b)) = (0, b;),
(a?, b7) = (1, b;). Therefore, from Lemma 2, for each i € Z,,—1 \ Z¢41,

PRERS

Gi = {(07 07 O? ei+1)7 (07 07 ]-7 fi-i-l);
(07 17 07 g’i+1)7 (07 17 17 h’H—l)} (20)

for some fit1, git1, hiv1 € Zo.

11



Let S; ;j (see Sect. 3.1), denote the number of solutions for (x;, ;)
that correspond to G; and ¢; = j. From Table 1, for each i € Zy,—1 \ Z¢+1,
Si,o =1, SZ’71 = 1. Similarly, Si,() = 2, Si71 = 2 for each i € Lit1.

Let S denote the size of D-consistent. From Proposition 2,

n—2
S:4.H5i:4. 1.1--.1.2.92...9 — 9t+3
—_— Y
i=0 n—t—2times (¢+1) times

From Proposition 1 the size of D-satisfiable is 2¢3.

Case 2: When n =t+ 2 and t > 0. Following a similar way as in Case 1,
it can be shown that S = 2+3 whenn =t + 2.

(i) A proof is similar to the above using Proposition 2. 0

Theorem 4. (Number of Solutions for Eqn. 3) Let f(x, y) = D be given
for the equation

+y)e(zoa)+(ya ) ="
x,y, a, B,y €Zy. Then the size of D-satisfiable is 4.

Proof. Case 1: When n > 2. We construct G; = {(, Bis Vi, Vit1)
| (o, B, %) € D} for all i € Z,,—1. Using a similar technique used in The-
orem 3, it is easy to show that

Gi = { (07 0’ 07 €i+1)’ (07 Oa 17 fi+1)> (07 1a 07 gi+1),
(07 ]-a 17 hi+1)) (17 05 07 miJrl)a (1) Oa 1) ni+1)7

(17 ]-a 07 pi-i-l)a (1) 17 1) Qi—i-l)} (21)

for some e; 1, fir1, gir1s Rit1s Mit1, Nig1s Pit1s Git1 € Zo and i € Zy 1\
{0}. Note that G¢ does not contain any member (ag, Bo, Yo, 71) with
Yo = 1. Exactly the same way as in Theorem 3, for all ¢ € Z,,_1, S; o and
S;,1 can be determined from Table 1 that correspond to G;. We see that
Si.o = Si1 = 1 for all i € Z,,_1. Therefore, the size of D-satisfiable is 4
(see Proposition 2 and Proposition 1).

Case 2: When n = 2. A proof is similar to the above.

Case 3: When n = 1. A proof is trivial using Proposition 2. O

3.3 Lower Bounds

Now, we go back to our adversarial framework described in Sect. 2.1.
An adversary supplies (a, §) € Zy x Z5 to the oracle and receives the
corresponding . Then she calculates ¥ = o ® § ® v and constructs a
nonempty set A C D.

12



Theorem 5. (Relation between G; and A-consistent) We consider the
equation

(+y) @@+ yer) =7,

where the position of the least significant ‘1’ of x ist and n—2 >t > 0.
Let ¢ ¢ A C D and, for some i € Zp_1 \ Zi+1, Gi contain no element
(0, Bi, i, viv1) with 5; = 1. Then the size of A-consistent is 237F where
k>0 (see Sect. 3.1 for a definition of G;).

Proof. Without loss of generality, assume G}, contains no element (0, gx,
Tk, Tk+1) With 7, = 1 for some k € Zy,_1 \ Z¢11. Therefore, the set Gy, is
of one of the following forms,

Gr ={(0,0,0,a)} or{(0,0,0,a),(0,1,0,b)}.

Now, from Table 1, Sj, = 2F for either of the cases, where k > 0. Similarly,
using Lemma 1, S; > 2 for all i € Z11. Also S; > 1 foralli € Zy_1\Z¢41.
Therefore, from Proposition 2, the size of A-consistent is 2/73+* where
k> 0. O

Theorem 6. A lower bound on the number of queries (0, 3) to solve

t+y)e@@+yep) =y

in the worst case of (x, y) € Z5 xX 75 is

(i) (n—t—1), whenn—1>1t>0,

(11) 1 whenn =141t witht > 0,

(iii) 1 when x =0 and n > 1,

(iv) 0 otherwise, i.e., when n =1,

where t is the position of the least significant ‘1’ of x.

Proof. (i) When n—1 >t > 0. We first divide it into four disjoint cases.
Case 1. When n > 4 4+ t. By Theorem 5, a necessary condition is that
Gy —2, constructed for A C l~), must have an element (0, ¢,—2, T2, Th—1)
with r,_o = 1 otherwise the number of solutions for (z, ) is 2!73+* where
k > 0. But, from Theorem 3, the number of solutions is 2!*3. To have
Gp—2 having an element (0, ¢,—2, rn—2, rn—1) with r,,_o = 1, G,,_3 must
contain an element (0, g,—3, Tp—3,7n—2) With r,,_o =1 .

Let I(k) denote a lower bound on the number of adaptively chosen
queries to construct A C D such that G; contains an element (0, qiy iy Ti41)
with 7,41 = 1 for some ¢ € Z,,_1 \ Zj, in the worst case, where, k € Z,_2\
Ziy1. Let p € Zy—3\Zy+1. Therefore, a worst case lower bound I(p) means,
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for any adaptively chosen sequence of I(p) — 1 queries (I(p) > 0), there
exists (x, y) € Z5 x Z§ such that G; contains no element (0, g;, 74, ri+1)
with 741 = 1 for all i € Z,—1 \ Z,. Now, for each adaptively chosen
sequence of [(p) — 1 queries we always identify an (x, y) € Z§ x Z% for
which all queries produce r; 1 = 0 for all i € Z,,_1\ Z,, . From Table 1, we
construct (a, b), (a, b') € Z5 x Z% for each (x, y) in the following fashion.
The carry c; is computed from the preceding j bits of (z, y).

1. (Construction of @ and b) a; = x; and b; = y; for all i € Zpq. If ¢; =0
set a; =0, b; =0 for each i € Zy \ Zpt1. lf ¢; =1seta; =1,0; =1
for each i € Zy, \ Zpy1.

2. (Construction of ¢’ and V') @) = x; and b, = y; for all i € Zyyq. If
¢ =0seta, =0, =1foreach i € Zp \ Zps1. If ¢; = 1 set a) =1,
b, =0 for each i € Zy, \ Zp41.

The values of (a;, b;) and (a}, b)) for each i € Z,, are chosen from Table 1
in order to have both (a, b) and (a’, V') produce the same sequence of
oracle outputs as (z, y) does on the selected sequence [(p) — 1 queries. A
reason is that the least significant (p+1) bits of both (a, b) and (d/, V') are
the same as that of (z, y). Therefore, on any query, the least significant
(p + 2) bits of the oracle output, for both (a, b) and (o, V') are the same
as for (z,y). As a result, each of the [(p) — 1 queries produces oracle
output 4 with 4,41 = 0 for all of (a, b), (¢, V') and (z, y). The rest of
the (n—p—1) bits of (a, b) and (a’, b') are chosen in a way such that, for
each of the [(p) — 1 queries, 4 has the most significant (n —p—2) bits zero.
Thus, we prove that both (a, b) and (a’, b') produce the same sequence
of oracle outputs as (x, y) does on the selected sequence I(p) — 1 queries.

Additionally, if (841, vp41) = (0, 1) for the I(p)th query, then (a, b)
produces v,12 = 0 and therefore all other higher order bits of 7 are also
zero. Similarly, if (Bp11, Yp+1) = (1, 1) then (a’, b') produces v,42 = 0
and consequently all other higher order bits of 4 are also zero. Therefore,
for the chosen sequence of I(p) queries, either (a, b) or (a/, b’) produces
oracle outputs such that G; contains all elements with ;11 = 0 for all
@ € Zp—1\ Zp+1. Now, from Rule 4 in Sect. 2.2, the first {(p) — 1 queries
submitted by the adversary for both (a, b) and (a’, V') are the same as
the queries she submits for (z, y) and either (a, b) or (a/, b’) produces
i = 0 for all i € Zy, \ Zpyo for each of the I(p) queries. Therefore, we
establish that, for any adaptively chosen sequence of [(p) queries, there
exists (m, n) € Zy x Z§ such that G; contains no element (0, g;, 74, 7i+1)
with 7,41 = 1 for all ¢ € Z,,_1 \ Zp41. Therefore, a lower bound on the
number of queries to construct A C D such that G; contains an element
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(0, gi, 73, rix1) with 741 = 1 for some ¢ € Zp—1 \ Zp4+1 is I(p) + 1 in the
worst case. Therefore,

Ip+1)=1I(p) +1.
Following the recursion,
In=3)=n—t—4+1(t+1) (22)
The following lemma computes a value of I(t + 1).

Lemma 3. Letn—3 >t > 0. For any adaptively selected sequence of two
queries, there exists (x,y) € Z5 x Zy such that G; contains no element
(0, qiy7iy rig1) with rig; =1 for alli € Zyp—1 \ Zy41-

Proof. Let the first two queries and the corresponding oracle outputs be
(0, 8), (0, #), ¥ and 4'. Depending only on the tth bit of 3 and 3, the
oracle returns outputs (i.e., 4 and 4’) according to the following rules.

1. If B, = 0 then the oracle returns 5 = (0, 0, -+ , 0),,.
2. If B; = 1 then 411 = 1 and all other bits of 4 are zero.
3. If 8, = 0 then the oracle returns 4’ = (0, 0, - -+, 0),,.

4. If B = 1 then 4, ; = 1 and all other bits of 4" are zero.

Under any of the above input-output combinations one can find from
Table 1 that S; > 1 for all ¢ € Zy,_1. Therefore, from Proposition 2,
the number of solutions for (z, y) under any of the above input-output
combinations is at least 4. This proves the lemma. O

From Lemma 3, [(t + 1) = 3. Therefore, from Eqn. 22,
In—3)=n—t—1.

Case 2: When n =t + 4, a worst case lower bound is 3. A proof is using
Lemma 3.

Case 3: When n =t + 3, a worst case lower bound is 2. A reason is, from
Table 1 it is clear that, with only one query S,_o > 1 which makes the
number of solutions for this case greater than 2!*3 which is impossible
from Theorem 3.

Case 4: When n = t + 2, a worst case lower bound on the number of
queries is 1. For n > 1, this lower bound is trivial.

(ii) When n =1+t and t > 0, a worst case lower bound is 1. A proof is
trivial.

(i) When = = 0 and n > 1, a worst case lower bound is 1. A proof is
easy.

(iv) A proof is trivial. 0
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Theorem 7. A lower bound on the number of queries (o, ) to solve

+y)o(@da)+(y®h) =

in the worst case of (v, y) € Zy X 7§ is
(i) 3 when n > 2,

(ii) 2 when n = 2,

(iii) 0 when n = 1.

Proof. (i) When n > 2. Let the first two queries and the corresponding
oracle outputs be (a, ), (¢/, ), ¥ and 4. Depending on the two least
significant bits of «, 3, o/ and [, the oracle returns outputs (i.e., ¥ and
") according to the following rules.

1. If (ao, o) = (0, 0) then 5 = (0, 0, --- , O)n.

2. If (ap, Po) # (0, 0) and (a1, /1) = (1, 1) then ¥ = (1, 1, ---, 1, 0),
3. If (avg, Bo) # (0, 0) and (aq, B1) # (1, 1) then ¥ = (0,0, - -+, 0),

4. 1If (o, Bo) = (ap, By) then 7 =7".

5. If (ao, Bo) # (o, BG) = (0, 0) then 5" = (0, 0, - -+, 0)y,.

6. 1 (a0, fo) # (0 ) # (0,0) and (al, #) = (0,0) then ' =

7. 1F (a0, fo) # (o, B) # (0,0) and (al, #) = (1, 1) then 7 —
1, 0),.

) # (ag; 50) # (0, 0), (a4, B1) €{(0, 1), (1, 0)} and (e, 1)
th en’y _( 707"'70)11'

0) # (ag, By) # (0, 0), (o, 1) € {(0, 1), (1, 0)} and (a1, 51)
then 4y =0 and 7 = 1@ 4; for all i € Zj, \ Z;.

=%
)
S
\_/\./\-

From the oracle outputs produced according to the above rules on the
first two queries, one can show, using Table 1, that one of the following
cases occurs.

1. Sop>2and S; > 1 for allZ‘Eanl\Zl.
2. 51 >2and S; >1forallieZ, 1\ {1}.
3. 5>2,5>2and S; >1forallie€Z, 1\ Zs.

Clearly, for any of the above cases, the number of valid solutions S, derived
from the results of the queries, is at least 8 which is not the case with
this equation (see Theorem 4). Therefore, a lower bound on the number
of queries in the worst case is 3.

(ii) When n = 2. Using Table 1, a proof is similar to the proof for (7).
(74i) When n = 1. A proof is trivial. 0
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3.4 Optimal Algorithms

We design two algorithms Algol and Algo2, described in Fig. 1 and Fig. 2
respectively, to show that our lower bounds on the number of queries,
computed in Sect. 3.3, are optimal. Notations used are consistent with
the present analysis. The oracle O returns 4 on input («, (). The variable
T denotes Table 1. In Algol, Least-Significant-one(p) computes the least
significant ‘1’ of p. The following proposition will be used to prove the
correctness of Algol and Algo2.

Proposition 3. Let G;, constructed from the oracle output A = D, be
known for alli € Zyn—1 (n > 1). Let L; contain all triples (x;, y;, ¢;) such
that each triple corresponds to all elements of G; in Table 1. Let a set M
be constructed from L;’s in the following way,

M - {((xn—lu Tn—2;, """ IL'(])’ (yn—17 Yn—2, * " yo))
’(wn—lv yn—l) S Z%a (xiy Yiy Ci) S Liy 1€ Zn—17 Cco = 07
Cit1 = TilYi D Tic; D Yici}

Then,

(i) M = D-satisfiable;

(73) there exists an algorithm such that D-satisfiable can be constructed
from L;’s with memory n -2°M and time n - 20,

Proof. (i) From Theorem 2 and 1,
(a, b) € M = (a, b) € D-compatible = (a, b) € D-satisfiable. (23)

Now from Lemma 1, 2, Proposition 2 and Table 1 it is easy to see that
the size of M is
1) 23 ifn—1>¢>0,
2) 2"*1 otherwise,
where ¢t denotes the position of the least significant ‘1’ of x and the pair
(z, y) is the seed of the oracle which outputs D.

The above results together with Theorem 3 show that M = D-
satisfiable.
(11) We construct a set My recursively where k € Z,, \ Zo and M; =

{((=0), (y0))(z0, o, co) € Lo},

Mk: = {((I‘k_l, R LITO), (yk—l) R yO))|($k—la Yr—1, Ck—l) € Lk—la
((zr—25 -+, 0)s (Yr—2y ***, Y0)) € My_1}.
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Now, we construct

Mn - {((xn—h Tty I'()), (yn—la ) yO))’(xn—lv yn—l) € Z%v
((xn—Qv R :L'O)v (yn—Q, Tty yO)) € Mn—l}‘

Note that the size of each L; is O(1) since the size of the Table 1 is
O(1). Also note that the size of M,, is 2°(™) and therefore the asymptotic
memory requirement to construct M, recursively following the above al-
gorithm is n-2°( since k = O(n) and My can be constructed from My,
only. It is trivial to show that the time 7T} to construct M, from L;’s is
also 20(7) (assuming asymptotic time to copy and delete an n-bit string
O(1)). Note that M C M,,. To compute M from M,, we have to filter out
the false candidates from M, by performing the following steps for each
member (z, y) € M,.

1. If (xo, Yo, 0) does not belong to Lo then (z, y) is a false candidate
otherwise set ¢ = 1 and proceed to the next step.

2. Compute the carry bit ¢; = x;_1y;—1 Dxi—1¢i—1 DyYi—1¢;—1; then check
whether (x;, y;, ¢;) belongs to L;. If the answer is ‘yes’ then increment
i by one; if i < n — 1 carry out this step once more, if i = n — 1, then
(x, y) is a member of M. If the answer is ‘no’ then (z, y) is a false
candidate.

The time T5, required to perform the above steps for all members of M,,,
is n - 2000 Therefore, T = T + Ty = n - 200 Thus, the set M can be
constructed from L;’s with memory n-2° and time n-2°". From the
first part of the proposition we already know that M = D-satisfiable. O

Correctness of Algol: To show that Algol (see Fig. 1) is correct we only
need show that the computed L; corresponds to oracle output A = D for
all ¢ € Z,,—1, since there exists an algorithm to determine the correspond-
ing D-satisfiable from the computed L;’s with finite time and memory
without any extra query (see Proposition 3). We prove the correctness of
Algol by considering all possible cases individually.

1. When n < 0, Algol correctly returns “Invalid Input” (see line 1).

2. When n = 1, Algol returns an empty set (see line 2). This empty set
is an indicator showing D-satisfiable= {(0, 0), (0, 1), (1, 0), (1, 1)}.
Therefore, Algol is correct for n = 1 (see Theorem 3). We will later
see that the algorithm never returns empty set for n > 1.

3. When n > 1 and the oracle output 4 = 0 on query 5 = (1,1, ---,
1, 1),, then the seed of the oracle (z, y) is such that the least (n — 1)
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Algol(Input: Oracle O, n, Table T; Output: a set of lists)

1. If n < 0 then exit with a comment {“Invalid Input”}.
2. If n = 1 then return an empty set {} and exit.

352(17 17 Ty 17 1)71
4.9 =0(B)
5.if5 =0

6. For each 7 € Z,,_1
7. G; ={(0,0,0,0), (0,1, 0,0)}
8. Go to Step 28
9. t = Least-Significant-one(%)
10.t=t—1
11. For each i € Z;
12. G; = {(0, 0, 0, 0), (0, 1, 0, 0)}
13. G ={(0, 0, 0, 0), (0, 1, 0, 1)}
14. if t = n — 2, Go to Step 28
5.8 =, 1,---,1, Bi.1=1,0,0,---,0)
16.5' = 0(8)
17. Geyr = {(07 0,0,0), (0, 1, 1, e42), (0, 1, 0, ’%4—2)}
18.if t =n — 3, Go to 28
19. For each i € Zp—_¢—1 \ Z2, in increasing order
20. if Y4 == Y4 == 1
21.8/=(1,1, -+, 1, Bi4s.1=0,0, -+, 0)
22. 7' = O(B"), Go to Step 27
23. if 415 == 14, ==0
24.if e4i-1 = 1 swap ((ﬂv 5/)7 (ﬁ/’ ’V))
25. @/ = (ﬂ%—l: ) ﬂ£+¢: /8£+i71 =0, ﬂ£+i727 ) ﬁé)
26. v = O(8)
27. Geyi = {(07 0, 0, 0)7 (07 L, Yets, ’?t+i+1)7 (07 1, '%—O—i: '~71l5+i+1)}
28. Using the table T', collect all (z;, ys, ¢;) corresponding to G; in list L;
29. Return the set {L;|i € Zn_1}.

Fig. 1. An Algorithm to solve the equation (z+y)® (z+ (y® B)) = « with an optimal
number of queries.
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bits of x are each zero. Then from Lemma 1 and Eqn. (19), G; =
{(0, 0,0, 0), (0,1, 0, 0)} for all i € Z,_1. Therefore, Algol determines
Gy’s that correspond to oracle output A = D (line 7). Hence, L;’s,
computed in line 28, also correspond to oracle output A = D.

. When n > 1 and the oracle output 4 # 0 on query g = (1,1, ---,
1, 1), then line 9 and 10 compute the position of the least significant
‘1" of x (denoted by t). Line 12 and 13 compute G; for all ¢ € Z;14.
Using Table 1, Lemma 1 and 2 it can be shown that G; for all i € Z; 4
correspond to oracle output A = D. Hence, L, for all i € Zyiy1 are also
correct.

— If t = n — 2 then the construction of L; for all i € Z,,_1 is complete
(line 14).

~If n—2 > t then a second query ¢/ = (1, 1,---,1, B, =
1, 0,---,0) is submitted (line 15 and 16). Now, Gy+1 = {(0, 0, 0,
0), (0, 1, 1, He42), (0, 1,0, 4;,5)} (line 17). Note that the size of Gy41
is less than what it should be if constructed from the oracle output
A = D (see Eqn.( 20)). Now, we observe an interesting property of Ta-
ble 1. If we choose any two columns from Col(1), Col(2) and Col(3), we
see that each row of the partially specified table is unique. Therefore,
Gt41 corresponds to exactly one row in Table 1. Note that Eqn. (20)
requires that Gyy1 correspond to a single row in Table 1. Therefore,
Lyy1, constructed from Gy4q, also corresponds to the oracle output
A=D.Ift=n— 3, then the construction of L; for all ¢ € Z,,_1 is
complete (see line 18).

— If n — 3 > t then a loop between lines 19 and 27 is executed. The
jth iteration of the loop determines Gyo4; (iterations are numbered
0, 1, 2, and so on). The execution continues till G, is evaluated. At
the start of every iteration, oracle outputs on exactly two queries are
known. At the start of jth iteration let the queries and the correspond-
ing outputs be (3, 7) and (3, 7). Note that Bry14; = Bjyq4; = 1
and Fi4145 7 Vi1 +; - Now there are three possible cases. Case 1: If
Yt+2+j = V4245 = 1 then a new query 3" = (1,1, ---, 1, B, 4 =
0,0, ---,0) is submitted and the corresponding oracle output 7’ is
collected (see line 21 and 22). It is clear from 3" that 7;,,,, = 0.
As a result, we get Biy21; = Biioy; = 1 and Yiiorj # Yoy -
Now, we determine G245 = {(0, 0, 0, 0), (0, 1, 1, ¥4345), (0, 1, 0,
Yi4344)} (see line 27). As argued in the earlier case Lo+, corre-
sponding to G424, also corresponds to the entire set of oracle out-
puts A = D. Case 2: If Vit24+j = ’y{+2+j = 0 then a new query
g=0,1,---,1, ﬁ£+1+j =0, Béﬂ-, .-+, f) is submitted (the cor-
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responding output is 4'), assuming ;4145 = 0 without loss of gen-
erality (see line 25). Now, from Row(2) of Table 1 (consider only
the first four columns as they are only relevant for the equation in
discussion) 7;,4,; = 1. Therefore, G245 = {(0, 0, 0, 0), (0, 1, 1,
Yit3+4)s (0,1, 0, Yey34)} and Lijoyj is correct (argument is similar
as before that Gy o4 refers to a unique row in Table 1). Case 3: If
V4245 F ’y{+2+j then the execution jumps to line 27 and the computed
Gt+j+2 = {(0> 0, 0, 0)7 (07 L, ;YtJrth? ﬁ/t+i+3)7 (Oa L, /%+j+2> r%+j+3)}'
Therefore, Li;24; corresponds to D.

Thus, for any n and ¢, Algol constructs L;, for all i € Z,,_1 (as defined in
Proposition 3), that corresponds to the entire set of oracle output A = D.
Therefore, Algol correctly solves Eqn.(5).

Correctness of Algo2: The correctness of Algo2 (see Fig. 2) is proved
the same way as Algol is proved. We will only verify whether Algo2 com-
putes L; corresponding to oracle output A = D for any ¢ € Zn—1 (see
Proposition 3 for a method to construct L;). The solutions for n < 1
are given in line 1 and 2 (an explanation is similar to that for Algol).
Now we take a closer look at the first two queries (a, b) = ((11 --- 11),,
(00 --- 00),) and (¢, d) = ( (--- 101010),, (--- 010101),,) and their cor-
responding outputs 4 and 4’ (see line 2 and 3). Note that if 7 is even then
G, is of the following form,

Gi = {(17 07 f?ia ’?i-i—l)? (07 ]-7 :}/1/7 5/7{+1)} (24)

If ¢ is odd then Gj is of the following form,

Gi = {(17 07 ’%a ’S/iJrl)? (1> 07 7{? 5’7{—&-1)} (25)

From Eqn. (21), G; for any i € Z,_1 should correspond to exactly one
row in Table 1. Now, we observe two interesting properties of Table 1.
Firstly, in Eqn. (24), 4; # 4, implies and is implied by the fact that
G, corresponds to two rows of Table 1. Similarly, in Eqn. (25), 4; = 7/
implies and is implied by the fact that G; corresponds to two rows of
Table 1. Secondly, if G; corresponds to two rows then (G;_; corresponds
to exactly one row. A reason is, if ¢ is even then 4,1 # 4/_;; if 7 is odd
then 4,1 = :yg_l.

Based on these observations, we construct GG; and L; for all i € Z,,_1
(see line 7, 8, 9, 10). Note that if G; refers to only one row of Table 1,
then |L;| = 2 and vice-versa. Similarly, if G; refers to two rows of Table 1,
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Algo2(Input: Oracle O, n, Table T; Output: a set of lists)

=N YU R

11.
12.

16.

20.
21.

23.

25.

27.

. If n <0 then exit with a comment {“Invalid Input”}.
. If n =1 then return an empty set {} and exit.
. (a, b) = ((11 --- 11),, (00 - -- 00),)
¥ = 0(a, b)
¢, d) = ((--- 101010),,, (--- 010101),,)
;V = O(Cv d)
. For each i € Zp,_1

8. GZ = {(ai7 bi7 ;yiv :Yi"'l), (Cia di7 5/2/7 ;%-ﬁ-l)}

. For each i € Z,,_1

10. Using table T', extract all possible (z;, ys, ¢;) corresponding to G; and store
it in L;
If |L;| = 2 for all ¢ € Zp—_1 then Go to step 27
For each 71 € Z,,_1 and 7 even
13. if |L1| = 4 then collect (iti_l, Yi—1, 0) from L;_1 and (1, O, ’N}/i_l, "%) € Gi—1
14. Select (ai—1, Bi—1) from T such that (x;—1, yi—1, 0) corresponds
to both (-1, Bi—1, 0, %) and (a1, Bi-1, 1, %)
15. (ci—1, di—1) = (i—1, Bi—1)
For each ¢ € Z,,_1 and ¢ odd
17.if |L~L| — 4 then collect (:L‘ifh Yi—1, 0) and (1, 0, ¥i—1, :yz) e Gi1
18. Select (ai—1, Bi—1) from T such that (x;—1, yi—1, 0) corresponds
to both (-1, Bi—1, 0, 1 ® ;) and (-1, Bi—1, 1, 1 ®s)
19. (¢i—1, di—1) = (ai—1, Bi-1)
4" =0(c, d)
For each 1 € Z,,_1
22. G’L = {(ai7 b’ia ’?ZF ;yiJrl)? (Cia div ;%7 ;%7#1)}
For each i € Z,,—1
24. Using table T', extract all possible (z;, yi, ¢;) corresponding to G; and store
it in L]
For each i € Z,,—1
26. If |L;| = 4, then assign L; = L}
Return the set {L;|i € Zn_1}.

Fig. 2. An Algorithm to solve the equation (z +y) ® ((z + @) + (y @ B)) = v with an
optimal number of queries.
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then |L;| = 4 and vice-versa. After submission of the first two queries
(a, b) and (c, d) if G; corresponds to only one row (or |L;| = 2) for each
i € Zp—1 then our job is done (see line 11). If |L;| = 4 for some i € Zy,_;
then we will submit a third query by modifying the query (¢, d) according
to the rules described in lines 12 to 15 and lines 16 to 19 (see Fig. 2).
Now we take the oracle output 4/ = O(c, d) (line 20). The query (¢, d)
is selected in such a way that, if |L;| = 4 for an even i then 7; = 7/ (see
line 14 and 15); if |L;| = 4 for an odd ¢ then 4, = 1 & 4; (see line 18
and 19). We now, construct G; and L using queries (a, b), (¢, d) and the
outputs 7 and 4 (see lines 21 to 24). Clearly, if |L;| = 4 then |L}| = 2. We
replace all |L;| = 4 with L, = L/ (line 25 and 26). Now, |L;| = 2 for all
i € Zp—1 (note that Eqn. (21) enforces |L;| = 2 for all i € Z,,—1). Finally,
we conclude that Algo?2 is correct as it computes L;, for all ¢ € Z,_1, that
are compatible with the entire set of oracle output A = D.

Theorem 8. Worst case lower bounds on the number of queries, as de-
rived in Theorem 6 and 7, to solve (5) and (3) respectively, are optimal.

Proof. Upper bound on the number of queries required by Algol (see
Fig. 1) is listed below.
(i) 0 when n =1 (see line 2).
(ii) 1 when n =1+t and ¢ > 0. The required query is shown in line 3.
(7i) 1 when x = 0 and n > 1. The only required query is shown in line 3.
(iv) (n —t —1), when n —1 > ¢ > 0 and ¢ is the position of the least
significant ‘1’ of 2 (the position is determined in line 10). The first two
queries are shown in line 3 and 15. The loop in lines 19 to 27 requires a
maximum of (n —t— 3) queries. Note that each iteration submits at most
one query in either line 22 or 26.

Therefore, lower bound computed in Theorem 6 is optimal.

Upper bound on the number of queries required by Algo2 (see Fig. 2)
is as follows.
(i) 0 when n =1 (see line 2).
(i) 2 when n = 2. One can show from Table 1 that, for n = 2, on the
queries shown in lines 3 and 4 , |L1| = 2. Therefore, a third query is not
required (see line 11).
(7ii) 3 when n > 2 (third query is submitted in line 20).

Therefore, lower bound computed in Theorem 7 is optimal. O

Asymptotic Time and Memory : For Algol, the memory complexity
is O(n). The time complexity of Algol is O(n?) because of the loop in lines
19 to 27 (assuming that the oracle takes O(n) time to return the output
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4 on any input (0, 3)). For Algo2, the memory and time complexities are
6(n) each.

4 TImproving an Attack on the Helix Stream Cipher

Helix which was proposed by Ferguson et al. [4] is a stream cipher with a
combined MAC functionality. The primitive uses combination of addition
and XOR to generate pseudorandom bits. Recently a differential attack
was found against Helix by Muller [5]. They have solved the equation,
(x+y) @ (z+ (y® B)) =~ for (x, y) to recover secret information (x, y)
using 3 and the corresponding ~y. Every time (3 corresponds to a chosen
plaintext. They solved the equation many times to launch an attack. The
algorithm they used requires 3(n — 1) queries every time. Therefore, the
most natural challenge, from an algorithmic point of view, is to reduce
the number of queries and if possible to attain an optimality. For n = 32
bits (which is the size of the Helix output word), they required 93 queries
whereas Algol (see Fig. 1) takes at most 31 queries when the position of
the least significant ‘1’ of x (denoted by t) is zero. Note that, if ¢ > 0
then the number of queries is less. However, the most important fact is
that the number of queries cannot be further reduced in the worst case as
our algorithm is worst case optimal. This fact can be straightaway used
to reduce the data complexity of that particular attack on Helix cipher
by, at least, a factor of 3 without exploring other possibilities to reduce
the data further. However, in the best case, Algol requires only 2 queries
(one can easily show that there exists seed of the oracle (z, y) € Z§ x Zy
with any ¢ € Z,_2 for which (5) can be solved with only 2 queries) and
the improvement in such case is a factor of 46.5.

5 Conclusion and Further Research

In this paper we have dealt with two equations that mix operations ad-
dition modulo 2" and exclusive-or. Such equations are the basic build-
ing blocks for many symmetric ciphers. Using simple relations among
carry-bits and the input bits we have solved those equations with an op-
timal number of queries. These results have superseded the previous best
known results by a constant factor. Furthermore, the results cannot be
further improved as we reached an optimality. To show a practical use we
reduce the data complexity of an attack on Helix stream cipher. In ad-
dition to that, the solution techniques motivate further research to solve
more complex equations (e.g. combination of modular addition, exclusive-
or and modular multiplication) with a minimum number of queries and
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also to calculate differential properties of addition with complexities less
than the existing ones. We expect that these results will be useful in the
cryptanalysis of other ciphers too.
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