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Abstract

In recent years secret permutations have been widely used for protecting different types of multimedia data,
including speech files, digital images and videos. Based on a normalized encryption/decryption model, this paper
performs a quantitative cryptanalysis on the security of permutation-only image ciphers working in the spatial
domain, taking a recently-proposed permutation-only image cipher called HCIE (hierarchical chaotic image
encryption) as a typical example. When the plain-image is of size M x N and with L different levels of pixel
values, the following quantitative cryptanalytic findings have been concluded: 1) all permutation-only image
ciphers are insecure against known/chosen-plaintext attacks in the sense that only O (log, (M N)) known/chosen
plain-images are enough to break the secret permutation mapping; 2) the computational complexity of the
known/chosen-plaintext attack is only O(n - (M N)?), where n is the number of known/chosen plain-images
involved. Based on these results, it is found that hierarchical permutation-only image ciphers such as HCIE
are less secure than normal (i.e., non-hierarchical) permutation-only image ciphers. Experiments are shown
to verify the feasibility of the known/chosen-plaintext attacks. The cryptanalysis result is then generalized to
permutation-only image ciphers working in the frequency domain, as well as video ciphers and speech ciphers.
Finally, it is suggested that secret permutations have to be combined with other encryption techniques to design
highly secure multimedia encryption systems. To the best of our knowledge, for the first time this paper provides
a quantitative analysis of such a security principle on the design of multimedia encryption algorithms, from both
theoretical and experimental points of view.

1 Introduction

With the rapid progress of computer and communication network technologies, a great deal of concerns have been
raised about the security of multimedia data transmitted over open networks. Also, secure storage of digital
multimedia is demanded in many real applications, such as confidential teleconferencing, pay-TV, medical and
military imaging, and privacy-related multimedia services. Due to the prevalence of multimedia services in consumer
electronic devices, users of handheld devices have started to require content protection of multimedia data including
recorded speech segments, personal photos and private movie clips.

To meet all these needs in practice, some encryption algorithms are required to offer a sufficient level of security
for different multimedia applications. Apparently, the simplest way to encrypt multimedia data is to treat them as
1-D bit-streams, and then to encrypt them with any available cipher [1,2]. In some multimedia applications, such a
simple idea of naive encryption may be enough. However, in many other applications, especially when digital images
and videos are involved, encryption schemes considering special features of the multimedia data, such as bulky size
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and large redundancy in uncompressed images/videos, are still required to achieve a better overall performance
and to make the integration of the encryption scheme into the whole processing procedure easier. In the past
several decades, many different algorithms have been proposed to provide solutions to image encryption [3-28],
video encryption [3,22-26,28-47]and speech encryption [48-50]. Meanwhile, some cryptanalysis work has also been
published and a number of multimedia encryption schemes have been found to be insecure from the cryptographical
point of view [23-25,31,32,49-68]. For recent surveys on image and video encryption algorithms, see [69-74], and
for surveys on speech encryption, see [75-78].

In image encryption, secret permutations are widely used to shuffle the positions of pixels (and/or pixel
planes/bits) [3-18, 20, 21, 25, 26, 28], which is an effective and easy way to make the cipher-image look “chaotic”.
Similarly, in video encryption, secret permutations are widely used to shuffle the DCT/wavelet coefficients, slices,
blocks or macroblocks or any other components of the video signal [25,29,30,33,39,43-45,47]. The same idea has
also been used in speech encryption, by permuting the samples within each frame [48-50]. In fact, there are many
image/video/speech encryption algorithms that are based only on secret permutations [3-8,11-18,25,25,29,30, 33,
39,48-50], in this paper which are called permutation-only (image/video/speech) ciphers. Note that some ciphers
can be formalized as permutation-only ciphers, even though some other encryption techniques are used together
with secret permutations. As typical examples, the video ciphers proposed in [43-45] become permutation-only
ciphers, if the sign bits of all encrypted data elements are neglected. The main advantages of using only secret
permutations in a cipher include easy implementation and the universality for most multimedia data formats (which
work well in both spatial and frequency domains).

When most permutation-only ciphers were proposed, the security was analyzed only for ciphertext-only attacks,
i.e., brute-force attacks of exhaustively searching the secret key. Some permutation-only ciphers had already been
found not secure against ciphertext-only attacks, due to the high information redundancy in multimedia data and/or
some specific weaknesses in the encryption algorithms [32,51,55,56]. However, from the cryptographical point of
view, such a security analysis is not enough, since there exist other more powerful attacks, such as known/chosen-
plaintext attacks and chosen-ciphertext attacks (see the next section for a brief introduction to different kinds of
cryptographical attacks). In fact, it has been widely known that permutation-only multimedia ciphers are not secure
against known/chosen-plaintext attacks [23-25,31, 32,49, 50, 53-55, 57-59], but almost all previous cryptanalysis
results are proposed for some specific permutation-only image/video ciphers. To the best of our knowledge, a
general quantitative study about the number of required plaintexts and the computational complexity of such an
attack has not been reported!. Thus, it remains unclear how strong the attack is in the reality and whether or not
the security of permutation-only multimedia encryption algorithms can be effectively enhanced by designing new
methods to generate better secret permutations.

This paper presents a general cryptanalysis of permutation-only multimedia encryption algorithms, mainly
focusing on the quantitative relation between the breaking performance and the number of required known or chosen
plaintexts, as well as the estimation of the attack complexity. It will be pointed out that secret permutations alone
cannot provide sufficient security against known/chosen-plaintext attacks, from both theoretical and experimental
points of view. The cryptanalysis is performed on a general model of permutation-only image ciphers working in
the spatial domain, which then is generalized to permutation-only image ciphers working in the frequency domain
and permutation-only video/speech ciphers. As a typical example of permutation-only image ciphers, a recently-
proposed image encryption scheme called HCIE (hierarchical chaotic image encryption) [12-14]% is investigated
in detail, to show how the known/chosen-plaintext attacks work. For permutation-only image ciphers working in
the spatial domain, it has been shown that only O (log; (M N)) known/chosen plain-images are enough to reveal
the secret permutations, where M N is the size of the image (i.e., the number of pixels) and L is the number of
different pixel values. An upper bound of the attack complexity has also been derived to be O(n - (M N)?), where
n is the number of known/chosen plain-images. Similar results also hold for multimedia ciphers of other kinds.
What’s more, it is found that the hierarchical encryption structure suggested in HCIE cannot provide any higher
security against known/chosen-plaintext attacks, but actually make the security weaker. As a conclusion, secure
permutations must be used together with other encryption mechanisms to design a secure multimedia encryption
scheme, as in some compound image/video ciphers [9,10, 20,21, 26, 28].

The rest of this paper is organized as follows. Section 2 gives some background knowledge of cryptography and

1Though there were some simple discussions on the quantitative aspects of known/chosen-plaintext attacks of bit-permutation ciphers
in the cryptology community [79], this problem has not been systematically and quantitatively studied in a general way for any case,
especially for permutation-only multimedia ciphers.

2The chaotic image encryption (CIE) scheme proposed in [11] is an initial version of HCIE.



cryptanalysis. In Sec. 3, a normalized encryption/decryption model of permutation-only image ciphers working in
the spatial domain is described, and then HCIE is briefly introduced as a typical example to show how the secret
pixel permutations are realized. Cryptanalysis on common permutation-only image ciphers and one special version,
HCIE, are studied in detail in Sec. 4. Some experiments are shown in Sec. 5 to support the cryptanalysis. Section 6
discusses the generalization of the cryptanalysis results to permutation-only image ciphers working in the frequency
domain and permutation-only video/speech ciphers. The last section concludes the paper.

2 Preliminaries of Cryptography and Cryptanalysis

To facilitate the following discussion, this section gives a brief introduction to the basic theory of modern cryp-
tography and cryptanalysis, which compose the technology of encryption — cryptology [1,2]. Simply speaking,
cryptography studies how to design good (secure and fast) encryption algorithms, and cryptanalysis tries to find
security weaknesses of existing algorithms and studies whether or not they are vulnerable to some attacks.

An encryption scheme is called a cipher (or a cryptosystem®). The message for encryption is called plaintext,
and the encrypted message is called ciphertext, which are denoted here by P and C, respectively. The encryption
procedure of a cipher can be described as C' = Ek_(P), where K, is the encryption key and E(-) is the encryption
function. Similarly, the decryption procedure is P = Dy, (C), where Ky is the decryption key and D(-) is the
decryption function. When K. = K, the cipher is called a private-key cipher or a symmetric cipher. For private-
key ciphers, the encryption-decryption key must be transmitted from the sender to the receiver via a separate secret
channel. When K. # Ky, the cipher is called a public-key cipher or an asymmetric cipher. For public-key ciphers,
the encryption key K. is published, and the decryption key K is kept secret, for which no additional secret channel
is needed for key transfer.

Ke Kd
Plaintext Ciphertext Recovered plaintext
Encryption - > Decryption [—————>
Public channel

Figure 1: The encryption and decryption procedures of a cipher.

Following the widely-acknowledged Kerckhoffs’ principle in the cryptology community [1], it is assumed that all
details of the encryption/decryption algorithms are known to attackers. This means that the security of a cipher
relies on the decryption key K, only. Thus, the main task of cryptanalysis is to reconstruct the key, or its equivalent
form that can successfully decrypt all or partial contents of any plaintext encrypted by the cipher.

From the cryptographical point of view, a cryptographically strong cipher should be secure enough against all
kinds of attacks. For most ciphers, the following four attacks corresponding to different scenarios should be checked:

e the ciphertext-only attack - attackers can only observe part of the ciphertexts;

e the known-plaintext attack - attackers can get some plaintexts and the corresponding ciphertexts;

e the chosen-plaintext attack - attackers can choose some plaintexts and get the corresponding ciphertexts;
e the chosen-ciphertext attack - attackers can choose some ciphertexts and get the corresponding plaintexts.

The last two attacks, which seem to seldom occur in practice, are feasible in some real applications [1, Sec. 1.1]
and become more and more common in the digital world today. This paper mainly focuses on known-plaintext and
chosen-plaintext attacks.

3Note that a “cryptosystem” may not be a cipher, since it could be defined as “a set of cryptographic primitives used to provide
information security services” [2].



3 Permutation-Only Image Ciphers Working in the Spatial Domain

3.1 A normalized model for encryption and decryption

When working in the spatial domain, just as its name implies, permutation-only image ciphers encrypt images by
permuting the positions of all pixels in a secret way. The secret permutations have to be invertible to make the
decryption possible. This means that all permutation-only ciphers belong to symmetry ciphers, i.e., K. = Kg = K,
which is used to generate the secret permutations. Although many different methods have been proposed to realize
secret key-dependent pixel permutations, for a given plain-image of size M x N (“height xwidth”), a permutation-
only image cipher can be normalized with an invertible key-dependent permutation matriz of size M x N, denoted
by

W = w(i,j)=(7,7) e MX N,/ v (1)
where M = {0,--- ,M — 1} and N = {0,--- , N — 1}. With the permutation matrix W and its inverse W1 =
[w=t(i,7)]arxn, for a plain-image f = [f(4,7)]mrxn and its corresponding cipher-image f' = [f’(,7)]arxn, the

encryption and decryption procedures of a permutation-only image cipher can always be described as follows:
e the encryption procedure: for i =0~ (M —1) and j =0~ (N — 1), f'(w(i,5)) = f(i,5);
e the decryption procedure: for i =0~ (M —1) and j =0 ~ (N — 1), f(w=t(i,5)) = f'(i,]).

In a short form, one can express the encryption procedure as f/(W(I)) = f(I) and the decryption procedure as
fW=HI)) = f'(I), where

I —= : .. ;
(M-1,0) --- (M-1,N-1)

To ensure the invertibility of the permutation matrix, i.e., to make the decryption possible, the following should
be satisfied: V(i1,j1) # (i2,j2), w(i1, j1) # w(iz, j2). This means that W determines a bijective (i.e., one-to-one)
permutation mapping, Fyy : M x N — M x N.

From the above description, one can see that the design of a permutation-only image cipher focuses on two
points: 1) what the secret key K is; 2) how the permutation matrix W and W1 are derived from the secret key
K. Generally speaking, each key defines a permutation matrix, and each permutation-only image cipher defines a
finite set containing a number of permutation matrices selected from (M N)! possible permutation matrices. In the
relevant literature, many different methods have been proposed to derive a permutation matrix from a key, some
of which are listed as follows:

MXxN

e SCAN language based methods [4-6, 8,26, 28]: define some different scan patterns of the 2-D image and
combine these patterns to define a permutation matrix by scanning the whole image pixel by pixel;

e quadtree based methods [6,8]: divide the image into multi-level quadtree and shuffle the order of four nodes
in each level to realize a permutation matrix;

e 2-D chaotic maps based methods [9,10,20,21]: iterate a discretized 2-D chaotic map over the M x N image
lattice for many times to realize a permutation matrix;

e Fractal curves based methods [3,7]: use a fractal(-like) curve to replace the normal scan order to realize a
permutation matrix;

e pseudo-random rotations based methods [11-14]: pseudo-randomly rotate pixels along some straight lines for
many times to realize a permutation matrix;

e matriz transformation based methods [15]: use (integer) transformations of matrix, such as n-dimensional
Arnold transformation and Fibonacci-Q transformation, to define permutation matrices;

e composite methods [16]: combine different methods to realize more complicated permutation matrices.

Although different types of secret keys are used in different permutation-only image ciphers to generate the
permutation matrix, it is reasonable to consider the permutation matrix W itself as the equivalent encryption key
and W1 as the equivalent decryption key. From such a point of view, all permutation-only image ciphers can be
considered the same. This is the base for the security analysis to be carried out below in this paper.



3.2 A typical permutation-only image cipher — HCIE [11-14]

HCIE is a two-level hierarchical permutation-only image cipher, and all involved permutation matrices are defined
by pseudo-random combinations of four rotation mappings with pseudo-random parameters. For an image, f =
[f(i,7)]mxn, the four mapping operations are described as follows, where p < min(M, N) holds for each mapping.

Definition 1 The mapping [ = ROLRZ’p(f) (0 < i< M —1) is defined to rotate the i-th row of f, in the left
(when b =0) or right (when b = 1) direction by p pizels.

Definition 2 The mapping ' = ROUDg’p(f) (0 <j <N —1) is defined to rotate the j-th column of f, in the up
(when b=0) or down (when b= 1) direction by p pizels.

Definition 3 The mapping ' = ROUR];’p(f) (0 < k < M+ N —2) is defined to rotate all pizels satisfying
i+ 7=k, in the lower-left (when b= 0) or upper-right (when b =1) direction by p pizels.

Definition 4 The mapping f' = ROULé’p(f) (1-=N <1< M-1) is defined to rotate all pizels satisfyingi—j =1,
in the upper-left (when b =0) or lower-right (when b = 1) direction by p pizels.

Given a pseudo-random bit sequence {b(%)} starting from i, the following Sub_HCIE function is used to permute
an Sy x Sy image foup to be another Sy x Sy image f., ,, where (o, 3,7, no) are control parameters. Note that
all codes in this paper is described in C-language style.

for (ite = 0; ite < no; ite + +) {

g =10+ (3Sym + 35N — 2) X ite;
p=oa+3xblg+0)+yxblg+1);
for (i—O i< (S —1);i++)

sub - ROLRZ(z.:,_q)(fsub)§
for (]fO J<(Snv =15+ +)

s !/

sub - ROUDlj)(§+q+SM)( sub)
for (k:—O k< (SM-FSN—Q), k++)

sub ROURb(7]]:+q+SM+SN)( ;ub)v
for (l—(l—SN) 1< (Smy—1);1++)

lp .
eub ROULb(l+q+2><SM+3><SN 2)(fsub)7

}
io =0 + (3Sm + 35N — 2) X no;

One can see that the above Sub_HCIE function actually defines an Sj; x Sy permutation matrix pseudo-randomly
controlled by (3Sp +3Sy — 2) X no bits in the bit sequence {b(i)} from iy. Based on this function, for an M x N
image f = [f(4,7)]mxn, the encryption procedure of HCIE can be briefly described in two levels.

e The secret key is the initial condition x(0) and the control parameter p of the chaotic Logistic map, f(z) =
px(1 — x) [80], which is realized in L-bit finite precision.

e Some public parameters: Sy, Sy, a, B, v and no, where v M < Sy < M, M mod Sy =0, VN < Sy <N,
and N mod Sy = 0.

Note: Although (Sar, SN, «, 8,7,n0) can be all included in the secret key, they are not suitable for such a use
due to the following reasons: 1) Sy, Sy are related to M, N; 2) o, B, are related to Sy, Sy (and then related
to M, N, too); 8) Sn,Sn can be easily guessed from the mosaic effect of the cipher-image; 4) no cannot be
too large to achieve an acceptable encryption speed.

o The initialization procedure of generating the bit sequence used in the Sub_HCIE function: run the Logistic map
from z(0) to generate a chaotic sequence {z(i)},Z; [L0/8171 and then extract the 8 bits following the decimal point
of each chaotic state z(7) to yield a bit sequence {b( )}iL:bO_l7 where L, = (1 + SM SN) (3Sp+3Sy—2)-n
finally, set 99 = 0 to let the Sub_HCIE function run from b(0).

e The two-level hierarchical encryption procedure:



— The high-level encryption — permuting image blocks: divide the plain-image f into blocks of size Sy; X Sy,

which compose an % X % block-image Py = [Py (i, j)] M~ , Where Py (i, 7) is the block of size Sy xSy
M N

at the position (¢, j). Then, permute the positions of all blocks with the Sub_HCIE function in the following
way:

% create a pseudo-image f, = [fp(i,7)]sy x5y containing (% . %) non-zero indices of all image

blocks in Py and (M -N — % . %) zero-elements, and permute f, with the Sub_HCIE function to
get a shuffled pseudo-image f;;

% generate a permuted block-image Py« from Py (i.e., permute f blockwise) using the shuffled indices
contained in f.

The above high-level encryption procedure can be considered as the permutation of the block-image:

f; =Sub_HCIE(fp)

Py ————— Pp«, where f, actually corresponds to an SMM X % permutation matrix.

— The low-level encryption — permuting pizels in each image block: for i = 0 ~ (SMM — 1) and j =0 ~

(% — 1), call the Sub_HCIE function to permute each block Py-(i,7) to get the corresponding block of

the cipher-image f’: Py (i, j) = Sub HCIE (Pf- (i, j)).

In HCIE, a total of (1 + SMM . %) permutation matrices are involved: 1) one high-level permutation matrix of size
% X %; 2) (SMM . %) low-level permutation matrices of size Sp; x Sy. With the above-mentioned representation

of permutation-only image ciphers, the secret key (u,2(0)) of HCIE is equivalent to the (1 + SMM . %) permu-

tation matrices. To facilitate the following discussions, we use Wy = [wq (i, )] 2~ to denote the high-level
. . . Moo N S .
permutation matrix, and use {W(i,j) } i20.j—0 . todenote the (S—M X ﬁ) low-level permutation matrices, where

Wi = [w(i,j)(i’,j’)} Sas X Sn Apparently, the (1 + SMM . %) permutation matrices can be easily transformed to
an equivalent permutation matrix of size M x N: W = [w(i, 7)) mxn-

When Sy = M and Sy = N (or Sy = Sy = 1), the two hierarchical encryption levels merge a single layer;
the (1 + % . %) permutation matrices become one permutation matrix of size M x N; and HCIE is simplified to

be CIE [11] — a typical permutation-only image cipher in which each pixel can be freely permuted to be any other
positions in the whole image by a single M x N permutation matrix W.

4 Cryptanalysis of Permutation-Only Image Ciphers Working in the
Spatial Domain

In this section, we discuss the known/chosen-plaintext attacks to the above-normalized permutation-only image
ciphers working in the spatial domain and the typical example — HCIE. Also, we will point out in passing that the
security of HCIE against brute-force attacks was much over-estimated in [12-14]. Note that HCIE has not been
cryptanalyzed yet till now.

4.1 Cryptanalysis of general permutation-only image ciphers working in the spatial
domain

4.1.1 The known-plaintext attack

As shown above, when a permutation-only image cipher is used to encrypt images in the spatial domain, a pixel
at the position (¢, j) will be secretly permuted to another fixed position (', j') while the pixel value is unchanged.
Therefore, by comparing a number of known plain-images and the corresponding cipher-images, it is possible
for an attacker to (partially or even totally) reconstruct the secret permutations of all pixels, i.e., to derive the
encryption/decryption keys — the permutation matrix W and its inverse W 1.



Given n known plain-images f; ~ f, and their cipher-images f; ~ f’, the deduction procedure of W and W !
can be shown in a function named Get_Permutation Matrix. With the input parameters (fy ~ fn, fi ~ f,, M, N),
this function returns an estimation of the permutation matrix W and its inverse W—!. Assuming the value of each
pixel ranges in {0,---, L — 1}, the function Get Permutation Matrix is described as follows.

e Step 1: compare pizel values within the n cipher-images f1 ~ fI to get (n- L) sets of pizel positions:

where A7, (1) € M x N denotes a set containing positions of all pixels in f;, (m = 1 ~ n) whose values are
equal to I € {0,---,L — 1}, ie, V(i,5") € AL (1), f},(i,7) = 1. Note that A}, (0) ~ Al (L — 1) actually
compose a partition of the set of all pixel positions: UlL:_O1 AL()=MxN=1{(0,0),---,(M—1,N—1)}, and
Vh 7£ 12, Alrn(ll) N A;n(lg) = @;

o Step 2: get a multi-valued permutation matriz, W = [w(i, )] amrxn, where w(i, j) = (o _; AL, (fm(7,7)). Here,

m=1

note that w(0,0) ~ w(M — 1, N — 1) actually composes a new partition of the position set M x N;

o Step 3: determine a single-valued permutation matriz, W = (W (%, 7))y N from W, where w(i,j) € w(i,j)
and V(i1, j1) # (i2, j2), w(i1, j1) # w(iz, j2);

e Step 4: output W and its inverse W—1 = [W=Y(i,7)]amrxn as the estimations of W and WL,

Apparently, if and only if # (w(0,0)) = --- = # (wW(Sy — 1, Sy — 1)) = 1, i.e., each element of W contains only
one pixel position, it is true that W = W and the cipher is totally broken. However, because some elements of
W contain more than one pixel p051t10n generally W is not an exact estimation of W. Assume that there are
(N < MN) dlfferent elements in W and that the N different elements are @ ~ @ 5 5~- Then, it can be easily verified

that there are H w—1 #(wy)! possibilities of W. To make the estimation of W as accurate as possible, some specific
optimization algorithms can be used to choose a better position from w(%, j) as the value of w(i, j), such as genetic
and simulated annealing algorithms. Our experiments show that even a simple algorithm can achieve a rather good
estimation when n > 3 for 256 x 256 gray-scale images. The simple algorithm is called “taking-the-first” algorithm,
which sets w(i,7) to be the first available element in w(4,j), where the term “available” refers to the constraint

that V(i1, j1) # (12, j2), W(i1, j1) # w(iz, ja)-

0 2 d 2
Z o . MN _ ZQd_k/' MN
[d—k VG
k=d—1 k=1

2 a 1
= ) (Z@L)_l>

1— ((2L2)71)d+1
1—(2L2)-1 1)

= n-(MN)2-<

n 2
< n-(MN)2~(1_<21L2)_11)2(LA2ﬂ17)1. (2)

Now, let us consider the decryption performance of the estimated permutation matrix W when W + W.
Generally speaking, due to the large information redundancy existing in a digital image, only partially-recovered
pixels are enough to reveal most visual information. Therefore, if there are enough correct elements in ﬁZ the
decryption performance may be acceptable from a practical point of view. From the above discussions, one can see
that correctly-recovered elements in w belong to two different classes:

e the absolutely correct elements: derived from the single-valued elements of ‘//‘7;

e the probabilistically correct elements: derived from the multi-valued elements of ﬁ\/, and are correctly guessed
by an optimization algorithm of selecting a proper position from each w(, j).



Assuming that the number of single-valued elements of w is n. and the probability of success of the optimization
algorithm is ps, the average number of correct elements in W will be n. + ps - (M N — n.). Because ps is generally
not fixed (tightly dependent on the employed optimization algorithm), only the absolutely correct elements are
considered here (i.e., ps = 0 is assumed) to perform a qualitative analysis. Now the problem of correct elements in
W is simplified to be the problem of singe-value elements in w. Observing the Get_Permutation Matrix function,
one can see that the cardinality of w(4, j) is uniquely determined by A (f1(%,7)) ~ AL (fn(%,7)). To further simplify
the analysis, assume that the value of each pixel distributes uniformly in {0,--- , L — 1}, and that the values of any
two pixels (within the same image or in two different cipher-images?) are independent of each other. Then, one can
consider the following two types of positions in w(i,j):

e the only one real position w(i, j), which absolutely occurs in w (4, j);

e other fake positions, each of which occurs in each A/, (fn(i,7)) with a probability of 1, i.e., each of which

occurs in all the n sets, A (f1(4,5)) ~ AL (f,(i,5)), with a probability of 7.

Based on the above results, one can qualitatively deduce that the average cardinality of w(i,j) is # (w(i,7)) =

(1 + MN 71), which appf)ioaches 1 exponentially as n increases. Generally speaking, when 1 + % < 1.5, i.e.,

L’n
about half elements in W are correct, the decryption performance will be acceptable. Solving this inequality, one
has n > [log; (2(MN — 1))]. As an example, for 256 x 256 gray-scale images, M = N = L = 256, one has
n > [log; (2(MN —1))] = [2.125] = 3. The average cardinality is about 1.0039 when n = 3, so it is expected
that the decryption performance for n > 3 will be rather good, which is verified by the experiments given in the
next section. Here, note that the actual decryption performance is generally better than the above theoretical
expectation for the following two reasons:

e human eyes have a powerful capability of suppressing image noises and extracting significant features: 10%
noisy pixels cannot make much influence on the visual quality of a digital image, and it only needs 50% of
pixels to reveal most visual information of the original image;

e due to the short-distance and long-distance relationships in natural images, two pixel values are close to each
other with a non-negligible probability larger than the average probability; as a result, the wrongly-decrypted
pixel are close to the right value with a probability larger than the average probability.

The second point implies that the decryption performance of natural images will be better than the performance
of noise-like images, from the point of view of decryption error ratio. For experimental verification and more
explanations, see Sec. 5.1, Figs. 4 and 5.

Next, let us consider the time complexity of the above-discussed known-plaintext attack, i.e., the time complexity
of the Get_Permutation Matrix function. Note that the time complexity depends on the implementation details
of this function. This paper only gives a conservative estimation, i.e., an upper bound, of the time complexity. The
time complexity of each step is as follows:

e Step 1: The L sets of each cipher-image f; are obtained by scanning f/ once: for i = 0 ~ (M — 1) and
j=0~ (N —1), add (¢,7) into the set Al (f](¢,5)). Thus, the time complexity of this step is O(n - M N).

e Step 2: Without loss of generality, assume all cipher-pixels satisfy uniform distributions. Then, the average
cardinality of A, (1) is @ and an upper bound of the time complexity of this step is M N- (@ . (% . @)n_l)
2MN - (%)n, which exponentially increase as n increases if M N > 2L. However, in practice, the real com-
plexity is much smaller due to the optimization of the calculation process. Here, we consider the so-called

halving algorithm, which calculates the intersection of n sets A; ~ A,, by dividing them into multi-level groups
of (2,4,--+,2% ---) sets. For example, when n = 11, the calculation process is described by

(A1 0 A9) D) (As D A2)) O ((As 1 Ag) A (A7 0 Ag)) 1 (Ao 0 Ar) O A1),

where M denotes the i-th intersection operation. The goal of this halving algorithm is to minimize the
cardinalities of the two sets involved in each intersection operation so as to reduce the global complexity. To

4Note that a plain-image and its cipher-image are totally related via the secret permutation matrix.



make the estimation of the complexity easier, let us consider the case of n = 2¢, where d is an integer. In
this case, the overall complexity is shown in Eq. (2). As two typical examples, when M = N = 256 and
L = 2 (monotonic images), the complexity is about (22°%.n); when M = N = 256 and L = 256 (gray-
scale images), the complexity is only (215 . n) One can see that now the complexity is always much smaller
than 2M N - (@)n When n is not a power of 2, the complexity will be smaller than % (MN)? <
2L22n71 ) (MN)Q'

e Step 3: The time complexity of this step is determined by the details of the involved optimization algorithm.
2
For the “taking-the-first” algorithm, the complexity is MN - (1 + 22=1) ~ MN + (ML],Y) .

e Step 4: The time complexity of this step is O(MN).

Combing the above discussions, the final time complexity of the function Get Permutation Matrix is always of
order n - (M N)? which is practically small even for a PC.

From the above analysis, one can see that the time complexity is mainly determined by Step 2. When the
“taking-the-first” algorithm is adopted in the function Get_Permutation Matrix, Step 2 can be skipped so that
the total complexity will still be of order O (n - (MN )2), even without using the halving algorithm to calculate the
intersections. In this case, Step 3 can be described as follows:

e Step 8 For i =0~ (M —1) and j =0 ~ (N — 1), do the following operations:

— Step 3’a: find the first element satisfying f1(i,5) = f1(¢,3"), -+, fa(i,5) = f1(#,5") by searching each
element in A} (f1(4,7)) and checking whether it occurs in AL (f2(i,7)) ~ AL (fn(2,9));
— Step 3’b: set w(i,j) = (',7') and then delete (i, 5") from A} (f1(7,7)) ~ AL (fm(3,7)).

It is obvious that the time complexity of Step 3’a is always less than n - (M N) and averagely is O (n . @), so the

time complexity of Step 3’ is always less than n - (M N)? and averagely is O (n : %)

4.1.2 The chosen-plaintext attack

The chosen-plaintext attack works in the same way as the known-plaintext attack, but the plain-images can be
deliberately chosen to optimize the estimation of W (i.e., to maximize the decryption performance). The following
two rules are useful in the creation of the n chosen plain-images f1 ~ f:

e the histogram of each chosen plain-image should be as uniform as possible;

e the i-dimensional (2 <4 < n) histogram of any 4 chosen plain-images should be as uniform as possible, which
is a generalization of the above rule.

The goal of the above two rules is to minimize the average cardinality of the elements in ‘/7[7, and then to maximize
the number of correct elements in the estimated permutation matrix w.

As an example of the two rules, consider the condition when M = N = L = 256 (256-valued gray-scale images
of size 256 x 256). In this case, the following two chosen plain-images are enough to ensure a perfect estimation of
the permutation matrix W f1 = [f1(4, j) = i]2s6x256 and fo = [f2(4,J) = jl2s6x2s6, 1.,

0o .- 0
fhi=f=1i i (3)
255 --- 255 256 x 256
and
0 -+ j --- 255
== 1 o (4)
0 oo g e 255 256 % 256



For the above two chosen plain-images, it is true that V(i1, j1) # (i2, j2), (f1(i1,41), f1(i2,72)) # (f2(i1, 1), f2(ia, j2)).
This can ensure that Viy,ly € {0, -+, L — 1}, # (Aj(I1) N AL(l2)) = 1. For n images satisfying this constraint, we
say that they compose an orthogonal image set. This concept is introduced to facilitate the following discussion on
the chosen-plaintext attack to HCIE.

In general cases, it can be easily deduced that n = [log; (M N)] orthogonal images® have to be created to carry
out a successful chosen-plaintext attack. Apparently, it will never be larger than [log; (2(M N — 1))] — the number
of required plain-images in the known-plaintext attack with a good breaking performance (recall the above sub-
subsection). This means the chosen-plaintext attack is a little (but not so much) stronger than the chosen-plaintext
attack in the present case of discussion.

4.2 Cryptanalysis of HCIE
4.2.1 The known-plaintext attack

Since HCIE is a permutation-only image cipher, given n known plain-images f; ~ f, of size M x N and the
corresponding cipher-images f; ~ f/, one can simply call the above Get_Permutation Matrix function with the
input parameter (f1 ~ fp, fi ~ fl, M, N) to estimate an M x N permutation matrix W, which is equivalent to

the (1 + SMM . % smaller permutation matrices. However, if the hierarchical structure of HCIE is considered, the

known-plaintext attack may be quicker and the estimation will be more effective, as demonstrated later in the next
section. Thus, the following hierarchical procedure of known-plaintext attacks to HCIE is suggested®:

e Reconstruct the high-level permutation matriz Wy:

—fori=0n~ (SﬁM — 1) and j =0 ~ (l — 1), calculate the mean values of the 2n blocks Py, (i,7) ~

SN
Py, (i,7), Py (4,7) ~ Py (i, j) and denote them by Py, (i,5) ~ Py, (i,5) and Py (i, 5) ~ Pr: (4, 5);
— generate 2n images Py, ~ Py, and Py ~ Py of size SﬂM X % as follows: Vm =1~ n,
Pr, = PL.GD)| . (5)
Sm " SN
and

, (6)

N
Sm” SN

Py, = |PrGd)] ,,

and call the Get_Permutation Matrix function with the input parameters

_ _ — M N
(Pfl ~ Pg,, Py~ Pf:uSM’SN)

to get an estimated permutation matrix Wy = [wo (2, §)] Y
M

ditsi . "}‘7_1: ~—1/: : )
%an 1ts mverse W, [wo (’L’j)]%x%

M N _q

e Reconstruct the (SMM . %) low-level permutation matrices {W(i,j)}isj‘{m:’om_ :
—fori =0~ (S% - 1) and j =0 ~ (Sl — 1), call Get _Permutation Matrix function with the input

N
parameters (Py, (i,7) ~ Py, (i,7), Py; (7', ") ~ Py (i, 3"), S, Sn ), where (@', ') = Wo (i, j), to determine
an estimated permutation matrix W(; ;) and its inverse W(;;).
L1
With the (1 + % . %) inverse matrices WO_1 and {W(i,j)}izjv(j),jzo N one can decrypt a new cipher-image

f)41 as follows to get an estimated plain-image f; ;:

for (1 =0;4< (M/Sp)—1;i4++)

5When M N < L, only one chosen plain-image is enough, if each pixel value is different from the others.
SFor HCIE, the permutation matrices also depend on the values of the public parameters. To simplify the following description,
without loss of generality, it is assumed that all public parameters are fixed for all known plain-images.
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for (j =0;j <(N/Sn) —1;j++){
ftemp = Pf;,_*_l (wal(z7]))v
for (it = 0; 45 < Spr — 15 40 + +)
for (jj =0;jj < Sy —1;jj++)
Fieonpi1:9) = fremp (w1 1,3 )
P, (4,5) = fiemps

In fact, in the above procedure, any measure keeping invariant in the block permutations can be used instead
of the mean value. A typical measure is the histogram of each Sj; x Sy block. Although the mean value is less
precise than the histogram, it works well in most cases and is useful to reduce the time complexity. When L and
Sy x Sy are both too small, the efficiency of the mean value will become low, and the histogram or the array of all
pixel values can be used as a replacement. Apparently, in most cases it is easier to get the high-level permutation
matrix W than the low-level permutation matrices.

Finally, let us see whether the hierarchical structure used in HCIE is helpful to enhance the security against the
known-plaintext attack to the common permutation image ciphers. As discussed above, n > [log; (2(MN — 1))]
known plain-images are needed to achieve an acceptable breaking performance. Since the hierarchical structure
makes it possible for an attacker to work on permutation matrices of size Sy, x Sy or 5].\]6 S (both smaller than
M x N), it is obvious that for HCIE the number of required known plain-image will be smaller than [log; (2(MN —
1))]. Also, the attack complexity will become less, since it is proportional to the square of the matrix sizes. In such
a sense, hierarchical permutation-only image ciphers are less secure than non-hierarchical ones, which discourages
the use of HCIE. This result has been confirmed by our experiments (see the next section).

4.2.2 The chosen-plaintext attack

Following the same way introduced in the chosen-plaintext attack to common permutation-only image ciphers, one
can choose n = [log; (M N)] plain-images to carry out a chosen-plaintext attack to HCIE. Similar to the known-
plaintext attack, the use of a hierarchical structure in HCIE can also make the construction of chosen plain-images
easier. Accordingly, an attacker can also work hierarchically to construct n chosen plain-images, fi,---, fn, as
follows:

e high-level: Py, ~ Py, , which are defined in Eq. (5), compose an orthogonal image set;
o low-level: ¥(i,j), Py, (i,7) ~ Py, (i,7) compose an orthogonal image set.

In this case, the minimal number of required chosen plain-image becomes

S max<[1ogL(5M'SNﬂ PogL <5]‘\]4\4 b{\;ﬂ)
Nlog,,(MN)], N

where the equality holds if and only if the hierarchical encryption structure is disabled, i.e., when (Sy; = M, Sy = N)
or (Syy =Sy =1).

IN

4.2.3 The brute-force attack

In [12714] it was claimed that the complexity of brute-force attacks to HCIE is O (QLb), since there are L, =

(1 + SM N) (3Sar + 3Sn — 2) - no secret chaotic bits in {b(7)} 225" that are unknown to attackers. However,

this statement is not true due to the following fact: the L; bits are uniquely determined by the secret key, i.e., the
initial condition x(0) and the control parameter u, which have only 2L secret bits. This means that there are only
22L different chaotic bit sequences. Now, let us study the real complexity of brute-force attacks. For each pair of
guessed values of x(0) and p, the following operations are needed:

e generating the chaotic bit sequence: L;/8 chaotic iterations;

e creating the pseudo-image f,: the complexity is Sy - Sn;

11



e shuffling the pseudo-image fp: running the Sub_HCIE function once;

e generating Py-: the complexity is M - N;
e shuffling the partition image Py-: running the Sub_HCIE function for (% . %) times.

Assume that the computing complexity of the Sub_HCIE function is (4Sys +4Sn) - no. Then, the total complexity of
brute-force attacks to HCIE can be calculated about O (22F - (L, + M N)), which is much smaller than O (2¢/8)
when Ly is not too small. Additionally, considering the fact that the Logistic map can exhibit a sufficiently strong
chaotic behavior only when p is close to 4 [80], the complexity should be even smaller. The above analysis shows
that the security of HCIE was much over-estimated by the authors in [12-14], even under brute-force attacks.

5 Experiments

To verify the decryption performance of the above-discussed known-plaintext attack” to general permutation-only
image ciphers working in the spatial domain and particularly to HCIE, some experiments are performed using the
six 256 x 256 test images with 256 gray scales shown in Fig. 2. Assume that the first n = 1 ~ 5 test images are
known to an attacker, the cipher-image of the last test image is decrypted with the estimated permutation matrices
to see the breaking performance. In the experiments, the “taking-the-first” algorithm is used to generate W from
W in the Get_Permutation Matrix function. It turns out that such a simple algorithm is enough to achieve a
considerable performance in real attacks.

Image #4 Image #b5

Figure 2: The six 256 x 256 test images used in the experiments.

In the experiments, three different configurations of HCIE are used: Sp; = Sy = 256, Syy = Sy = 32,
Sy = Sy = 16. As mentioned above, the configuration of Sy = Sy = 256 corresponds to general permutation-
only image ciphers working in the spatial domain (without using hierarchical structures). It is shown that three

"The chosen-plaintext attack is omitted in this section, since one can absolutely break the permutation matrix by choosing two
plain-images f1 and f2 as shown in Egs. (3) and (4). Of course, some experiments have been performed to verify the theoretical results
and the correctness of the uniquely-determined permutation matrix.
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known plain-images are always enough to achieve a good breaking performance, and that an almost perfect breaking
performance can be achieved with four plain-images. Thus, the theoretical analysis given in the last section is
verified. Also, it has been confirmed that the security of the two-level hierarchical encryption structure is weaker
than the security of the non-hierarchical structure. As a result, the security of HCIE against known-plaintext attack
is even weaker than the security of other common permutation-only image ciphers.

5.1 The experimental results with S, = Sy = 256

The public parameters are « = 6, § = 3, v = 3 and no = 9. The cipher-images of the six test images are shown in
Fig. 3. When the first n = 1 ~ 5 image(s) and the corresponding cipher-image(s) are known to the attacker, the
breaking results of Cipher-Image #6 are demonstrated in Fig. 4. It can be seen that one known plain-image is not
enough to reveal any visual information, but two are capable to recover a rough view, and three or more are quite
enough to achieve a very good performance.

Cipher-image #1 Cipher-image #2 Cipher-image #3

G

Cipher-image #4 Cipher-image #5 Cipher-image #6

Figure 3: The cipher-images of the six test images, when Sy = Sy = 256.

To verify the fact that the breaking performance is better than the theoretical prediction based on the correctly-
recovered elements in W, let us see the decryption performance with n = 2 as an example. For this case, the
number of the absolutely correct elements in W are only 10,600, and the number of all correct elements in W is
26,631. In comparison, the number of correctly-recovered pixels are 27,210. Although only about 22210 ~ 41.52%
of the pixels are recovered, most visual information in the plain-image #6 has been revealed successfully. Now, let
us consider the correct pixels that are not recovered from the correct elements in W, i.e, the (27210 — 26631 = 579)
more correct pixels. These pixels are correctly decrypted with a frequency % ~ 0.0149, which is larger
than the average probability L' ~ 0.0039. If we also count those pixels whose values close to the right ones, this
frequency will be even larger. In fact, excluding the pixels correctly determined by the 26,631 correct elements in
W, the histogram of the other (65536 — 26631 = 38905) pixels of the difference image between the recovered image
and the original plain-image #6 is a Gaussian-like function as shown in Fig. 5. In comparison, the histogram of
the difference image corresponding to a randomly-generated noise image of the same size 256 x 256 is also shown.
It is clear that the Gaussian-like histogram corresponding to Image #6 is caused by the correlation information
existing in natural images. Note that the triangular histogram of the noise image can be easily deduced under the
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Figure 4: The decrypted images of Cipher-Image #6 when the first n test images are known to the attacker, when
Sy = Sy = 256.

600

Image #6

500~ / B
400 - b
300 b

200~ b

A noise image

100 / b

M ! ! ! ! ! ! W

0
-250 -200 -150 -100 -50 0 50 100 150 200 250

Figure 5: The histogram of the difference image between the recovered image and the original plain-image, when
the plain-image is Image #6 (the blue line) or a randomly-generated noise image (the red line).

assumption that the two involved images (i.e., the noise image and the corresponding cipher-image) are independent
of each other and have a uniform histogram: Vi = —255 ~ 255, the occurrence probability of the difference value 4
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in the histogram is:

5.2 The experimental results with S, = Sy = 32

The public parameters are « = 4, 8 = 2, v = 1 and no = 2. The cipher-images of the six test images are all
shown in Fig. 6. When the first n = 1 ~ 5 test images are known to the attacker, the five decrypted images of the
sixth cipher-image are shown in Fig. 7. As can be seen, one known plain-image cannot reveal much useful visual
information, but two is enough to obtain a good performance.

Cipher-image #1 Cipher-image #2 Cipher-image #3

: ; : : i e
Cipher-image #4 Cipher-image #5 Cipher-image #6

Figure 6: The cipher-images of the six 256 x 256 test images, when Sy = Sy = 32.

5.3 The experimental results with S, = Sy = 16

The public parameters are a« = 4, § =2, v = 1 and no = 2. The cipher-images of the six test images are all shown
in Fig. 8. When the first n = 1 ~ 5 test images are known to the attacker, the five decrypt images of the sixth
cipher-image are shown in Fig. 9. As can be seen, even one known plain-image can reveal a rough view of the
plain-image, and two is enough to obtain a nearly-perfect recovery.

5.4 A comparison of the performances

This subsection gives a performance comparison of the known-plaintext attack to HCIE with the above three
different configurations. Figure 10a shows the quantitative relation between the number of known plain-images and
the decryption quality (represented by the decryption error ratio). It can be seen that three known plain-images
are enough for all three configurations to achieve an acceptable breaking performance, and two can reveal quite a
lot of pixels (which means that most significant visual information is revealed). Also, it is shown that the breaking
performance is dependent on the configuration: when Sp; = Sy = 16, the best performance is achieved, which
coincides with the expectation from Eq. (7): n is minimized when Sy, = Sy = V256 = 16.

Figure 10b shows the average cardinality of the elements in ‘/7[\/, which is an indicator of the probability of getting
correct permutation elements in W and an indicator of the time complexity as analyzed above. Comparing Figures
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Figure 7: The decrypted image of Cipher-Image #6 when the first n test images are known to the attacker, when
Sy =Sy = 32.

Cipher-image #4 Cipher-image #5 Cipher-image #6
Figure 8: The cipher-images of the six 256 x 256 test images, when Sy = Sy = 16.
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Figure 9: The decrypted images of Cipher-Image #6 when the first n test images are known to an attacker, when
Sy = Sy = 16.

10a and 10b, one can see that the occurrence probability of decryption errors has a good correspondence with the
average cardinality.

From the above comparison, it is true that the security of HCIE with a hierarchical structure is even weaker
than the security of general permutation-only image ciphers without hierarchical structures: when Sy, = Sy = 32
and Sy = Sy = 16, two known plain-images are enough to achieve an acceptable breaking performance; while
when Sy = Sy = 256, the breaking performance with two known plain-images is not satisfactory, and three
plain-images are needed to achieve an acceptable performance. Therefore, from the viewpoint of security against
known/chosen-plaintext attacks, the hierarchical idea proposed in HCIE has no technical merits. This verifies the
theoretical analysis given in the last section.

6 Generalization of the Cryptanalysis

In the previous sections, it has been shown that permutation-only image cipher working in the spatial domain are
not secure against known/chosen-plaintext attacks. In this section, the above cryptanalysis results is generalized to
permutation-only image ciphers working in the frequency domain, permutation-only video ciphers and permutation-
only speech ciphers. Since the cryptanalysis procedure is almost identical except for the format of plaintexts and
ciphertexts, the following discussions only focus on a rough comparison of the breaking performances in different
situations.

6.1 Cryptanalysis of Permutation-Only Image Ciphers Working in the Frequency
Domain

Many digital images are stored by lossy compression techniques, which generally work in the frequency domain,
especially in DCT or wavelet domain. Accordingly, when permutation-only image ciphers are used to encrypt such
images, the secret permutations are exerted on the transformation coefficients in the frequency domain, not on the
pixels in the spatial domain. In most transformation-based compression formats, the image is divided into many
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Figure 10: A performance comparison of the known-plaintext attack to HCIE.

blocks of smaller size to reduce the time complexity of compression. For example, in DCT-based formats, the image
is generally divided into 8 x 8 blocks; and in wavelet-based formats, the image is generally divided into a quadtree.
In this case, the secret permutations can also be exerted on the blocks or the nodes of the tree, i.e., there may exist
a hierarchical encryption structure.

Generally speaking, it is easy to directly generalize the above known/chosen-plaintext cryptanalysis, by consid-
ering the transformed image T(f) as the plain-image f, i.e., considering the transform coefficients as the pixels in
the spatial domain. The main difference between the two cases is that the there exists energy concentration in ¥(f)
— generally most significant transform coefficients distribute within low-frequency band. What does this mean for
cryptanalysis? Apparently, to achieve an acceptable breaking performance, one can only reconstruct the elements in
W and W ! that correspond to low-frequency coefficients. This implies that the reduction of the image size, which
immediately leads to a smaller number of required known/chosen plain-images and to the decline of the security
against known/chosen-plaintext attacks. In fact, in [32, Sec. 3.4.2], it has been pointed out that the non-uniform
distribution of DCT coefficients in MPEG videos (also for JPEG images) can even be used to partially break the
secret permutations in ciphertext-only attacks. For example, one can correctly locate the DC coefficient of each
8 x 8 block with a large probability since the DC coefficient generally has the largest amplitude among all 64 DCT
coefficients.

As shown in previous sections, the existence of hierarchical structures in compression techniques further reduces
the security. What’s more, some elements in W and W ! that correspond to high-frequency coefficients can also
be determined in the attacks, which can further help refine the visual quality of the recovered plain-image.

As a result, generally permutation-only image ciphers working in the frequency domain are less secure against
known/chosen-plaintext attack than those working in the spatial domain. If it is possible to avoid the energy-
concentration property and the hierarchical structure, the security at best will be equivalent to that in the spatial-
domain case.
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6.2 Cryptanalysis of Permutation-Only Video Ciphers

A video stream is composed of a series of 2-D consecutive images, which are called frames of the video. Essentially,
permutation-only video ciphers work in the same way on each frame as permutation-only image ciphers. Due
to the bulky size of most videos, transform-based lossy compression techniques are widely used for storage and
transmission of videos. Also, the block-based or quadtree-based hierarchical structure is widely used in various
video formats. So, despite the details of different video formats, the security of most permutation-only video
ciphers against known/chosen-plaintext attacks is in the same order as that of permutation-only image ciphers
working in the frequency domain.

As a result, the security of a video cipher can be evaluated by considering it as an image cipher encrypting the
following two types of plain-images: 1) independent frames, such as I-frames in MPEG videos; 2) frames dependent
on others, such as B/P-frames in MPEG videos. In such a way, the security analysis of the video cipher becomes
simpler and clearer. The major extra consideration in the design of a video cipher is how to make the cipher faster
and easier for implementation in the whole video processing system.

Here, note the following fact: if the permutation matrix is fixed for all frames, then only one partially-
known/chosen plain-video is enough to reveal the secret permutation matrix. From such a point of view, the
security of a permutation-only video cipher may be even weaker than its image counterpart. However, if the per-
mutation matrix is changed from frame to frame, it will be more difficult to maintain the fast speed of the video
cipher. This is another consideration in the design of a good video cipher.

6.3 Cryptanalysis of Permutation-Only Speech Ciphers

The general cryptanalysis of permutation-only image and video ciphers given in this paper can be easily applied to
permutation-only speech ciphers. In this case, the permutation matrix is of size 1 x N. Apparently, permutation-
only speech ciphers are just 1-D special cases of permutation-only image/video ciphers, so the above-discussed
cryptanalysis still works with the same breaking performance. Also, if the encryption is made in the frequency
domain, the energy-concentration effect will expedite the attack in the same way as in the case of permutation-only
image/video ciphers working in the frequency domain. Some other existing cryptanalysis work on permutation-only
speech ciphers can be found in, for example, [49, 50].

7 Conclusions

By normalizing the encryption and decryption procedures of permutation-only image ciphers working in the spa-
tial domain, from a general perspective the present paper analyzes the security of such image ciphers against
known/chosen-plaintext attacks, and then generalizes the basic results related to permutation-only image ciphers
working in the frequency domain, as well as permutation-only video ciphers and permutation-only speech data
ciphers. A recently-proposed permutation-only image cipher, named HCIE, has been studied as a typical exam-
ple for illustrating the cryptanalysis. When the plain-images have size M x N with L possible pixel values, it is
found that only O (log; (M N)) known/chosen plain-images are enough for an attacker to achieve a rather good
breaking performance, leading to the conclusion that all permutation-only ciphers are not secure enough against
known/chosen-plaintext attacks. Also, it has been found that the attack complexity is practically small — only
O(n-(MN)?), when n plain-images are known or chosen to use. Some experiments have been shown to support the
cryptanalysis of general permutation-only image ciphers as well as the specific HCIE. As a natural result, it is also
found that hierarchical permutation-only image ciphers such as HCIE are less secure than normal permutation-only
image ciphers without using hierarchical encryption structures.

In summary, secret permutations are incapable of providing a sufficiently high level of security against known/chosen-
plaintext attacks, so they must be used together with other encryption techniques in the design of highly secure
multimedia encryption algorithms. To the best of our knowledge, this is the first time in the literature to quanti-
tatively clarify the security principle on multimedia encryption algorithms, from both theoretical and experimental
points of view.

19



Acknowledgments

Shujun Li was supported by the Alexander von Humboldt Foundation and by The Hong Kong Polytechnic Univer-
sity’s Postdoctoral Fellowship Scheme under Grant No. G-YX63. The work of Nikolaos G. Bourbakis was supported
by the AIIS Inc., NY, USA. The work of K.-T. Lo was supported by the Research Grants Council of the Hong Kong
SAR Government under Project No. 523206 (PolyU 5232/06E).

References
[1] B. Schneier, Applied Cryptography — Protocols, Algorithms, and Souce Code in C, 2nd ed. New York: John
Wiley & Sons, Inc., 1996.

[2] A. Menezes, P. van Oorschot, and S. Vanstone, Handbook of Applied Cryptography. CRC Press, Inc., 1996.
[3] Y. Matias and A. Shamir, “A video scrambing technique based on space filling curve (extended abstract),” in
Advances in Cryptology — Crypto’87, ser. Lecture Notes in Computer Science, vol. 293, 1987, pp. 398-417.

[4] N. G. Bourbakis and C. Alexopoulos, “Picture data encryption using SCAN patterns,” Pattern Recognition,

vol. 25, no. 6, pp. 567-581, 1992.
[5] C. Alexopoulos, N. G. Bourbakis, and N. Ioannou, “Image encryption method using a class of fractals,” J.
Electronic Imaging, vol. 4, no. 3, pp. 251-259, 1995.
[6] H. K.-C. Chang and J.-L. Liu, “A linear quadtree compression scheme for image encryption,” Signal Processing:
Image Communication, vol. 10, no. 4, pp. 279-290, 1997.
[7] R. Zunino, “Fractal circuit layout for spatial decorrelation of images,” Electronics Letters, vol. 34, no. 20, pp.
1929-1930, 1998.
[8] K.-L. Chung and L.-C. Chang, “Large encryption binary images with higher security,” Pattern Recognition
Letters, vol. 19, no. 5-6, pp. 461-468, 1998.
. Scharinger, “Fast encryption of image data using chaotic Kolmogorov flows,” J. Electronic Imaging, vol. 7,
[9] J. Scharinger, “F: ypti f image d ing chaotic Kolmog fl 7 J. Electronic Imaging, vol. 7
no. 2, pp. 318-325, 1998.
[10] J. Fridrich, “Symmetric ciphers based on two-dimensional chaotic maps,” Int. J. Bifurcation and Chaos, vol. 8,
no. 6, pp. 1259-1284, 1998.
[11] J.-C. Yen and J.-I. Guo, “A new chaotic image encryption algorithm,” in Proc. (Taiwan) National Symposium
on Telecommunications, 1998, pp. 358-362.
— new hierarchical chaotic image encryption algorithm and its hardware architecture,” in Proc.
12 “A hi hical chaotic i i lgorith d its hard hi 7 in P 1998
Ninth VLSI DESIGN/CAD Symposium, 1998.
[13] J.-I. Guo, J.-C. Yen, and J.-C. Yeh, “The design and realization of a new hierarchical chaotic image encryption
algorithm,” in Proc. 1999 International Symposium on Communications, 1999, pp. 210-214.
[14] J.-C. Yen and J.-I. Guo, “Efficient hierarchical chaotic image encryption algorithm and its VLSI realisation,”
IEE Proc. — Vision, Image and Signal Processing, vol. 147, no. 2, pp. 167-175, 2000.
[15] D. Qi, J. Zou, and X. Han, “A new class of scrambling transformation and its application in the image
information covering,” Science in China - Series E (English Edition), vol. 43, no. 3, pp. 304-312, 2000.
[16] X.-Y. Zhao and G. Chen, “Ergodic matrix in image encryption,” in Proc. Second International Conference on
Image and Graphics, ser. Proc. SPIE, vol. 4875, 2002, pp. 394-401.
[17] J.-C. Yen and J.-I. Guo, “Design of a new signal security system,” in Proc. IEEE Int. Symposium on Circuits

and Systems, vol. 4, 2002, pp. 121-124.

20



[18]

[23]

[24]

[25]

[26]

[27]

28]

[29]
[30]

[31]

[32]

[33]

H.-C. Chen, J.-I. Guo, L.-C. Huang, and J.-C. Yen, “Design and realization of a new signal security system
for multimedia data transmission,” FURASIP J. Applied Signal Processing, vol. 2003, no. 13, pp. 1291-1305,
2003.

A. Pommer and A. Uhl, “Selective encryption of wavelet-packet encoded image data: Efficiency and security,”
Multimedia Systems, vol. 9, no. 3, pp. 279-287, 2003.

Y. Mao, G. Chen, and C. K. Chui, “A symmetric image encryption scheme based on 3D chaotic cat maps,”
Chaos, Solitons & Fractals, vol. 21, no. 3, pp. 749-761, 2004.

Y. Mao, G. Chen, and S. Lian, “A novel fast image encryption scheme based on 3D chaotic Baker maps,” Int.
J. Bifurcation and Chaos, vol. 14, no. 10, pp. 3613-3624, 2004.

X. Wu and P. W. Moo, “Joint image/video compression and encryption via high-order conditional entropy
coding of wavelet coefficients,” in Porc. IEEE Conference on Multimedia Computing and Systems (CMS’99),
1999, pp. 908-912.

H. C. H. Cheng, “Partial encryption for image and video communication.” Master Thesis, Department of
Computing Science, University of Alberta, Edmonton, Alberta, Canada, 1998.

H. Cheng and X. Li, “Partial encryption of compressed images and videos,” IEEE Trans. Signal Processing,
vol. 48, no. 8, pp. 2439-2451, 2000.

T. Uehara, R. Safavi-Naini, and P. Ogunbona, “Securing wavelet compression with random permutations,” in
Proc. IEEFE Pacific-Rim Conference on Multimedia (IEEE-PCM’2000), 2000, pp. 332-335.

N. G. Bourbakis and A. Dollas, “SCAN-based compression-encryption-hiding for video on demand,” IEEE
Multimedia, vol. 10, no. 3, pp. 79-87, 2003.

D. V. D. Ville, W. Philips, R. V. de Walle, and I. Lemanhieu, “Image scrambling without bandwidth expansion,”
IEEE Trans. Circuits Syst. Video Technol., vol. 14, no. 6, pp. 892-897, 2004.

S. S. Maniccam and N. G. Bourbakis, “Image and video encryption using SCAN patterns,” Pattern Recognition,
vol. 37, no. 4, pp. 725-737, 2004.

A. Kudelski, “Method for scrambling and unscrambling a video signal,” U.S. Patent 5375168, 1994.

L. Tang, “Methods for encrypting and decrypting MPEG video data efficiently,” in Proc. 4th ACM Int. Con-
ference on Multimedia, 1996, pp. 219-229.

L. Qiao and K. Nahrsted, “Comparison of MPEG encryption algorithms,” Computers & Graphics, vol. 22,
no. 4, pp. 437-448, 1998.

L. Qiao, “Multimedia security and copyright protection,” Ph.D. dissertation, Department of Computer Science,
University of Illinois at Urbana-Champaign, Urbana, Illinois, USA, 1998.

S. U. Shin, K. S. Sim, and K. H. Rhee, “A secrecy scheme for MPEG video data using the joint of compres-
sion and encryption,” in Information Security: Second Int. Workshop (ISW’99) Proc., ser. Lecture Notes in
Computer Science, vol. 1729, 1999, pp. 191-201.

C.-P. Wu and C.-C. J. Kuo, “Fast encryption methods for audiovisual data confidentiality,” in Multimedia
Systems and Applications III, ser. Proc. SPIE, vol. 4209, 2001, pp. 284-295.

——, “Efficient multimedia encryption via entropy codec design,” in Security and Watermarking of Multimedia
Contents 111, ser. Proc. SPIE, vol. 4314, 2001, pp. 128-138.

M. Pazarci and V. Dipgin, “A MPEG2-transparent scrambling technique,” IEEE Trans. Consumer Electron.,
vol. 48, no. 2, pp. 345-355, 2002.

F. Chiaraluce, L. Ciccarelli, E. Gambi, P. Pierleoni, and M. Reginelli, “A new chaotic algorithm for video
encryption,” IEEE Trans. Consumer Electron., vol. 48, no. 4, pp. 838-844, 2002.

21



[38]

J. Wen, M. Severa, W. Zeng, M. H. Luttrell, and W. Jin, “A format-compliant configurable encryption frame-
work for access control of video,” IEEE Trans. Circuits Syst. Video Technol., vol. 12, no. 6, pp. 545557,
2002.

W. Zeng and S. Lei, “Efficient frequency domain selective scrambling of digital video,” IEEE Trans. Multimedia,
vol. 5, no. 1, pp. 118-129, 2003.

D. Xie and C.-C. J. Kuo, “An enhanced MHT encryption scheme for chosen plaintext attack,” in Internet
Multimedia Management Systems IV, ser. Proc. SPIE, vol. 5242, 2003, pp. 175-183.

M. S. Kankanhalli and T. T. Guan, “Compressed-domain scrambler/descrambler for digital video,” IEEFE
Trans. Consumer Electron., vol. 48, no. 2, pp. 356-365, 2002.

B. Bhargava, C. Shi, and S.-Y. Wang, “MPEG video encryption algorithms,” Multimedia Tools and Applica-
tions, vol. 24, no. 1, pp. 57-79, 2004.

S. Lian, X. Wang, J. Sun, and Z. Wang, “Perceptual cryptography on wavelet-transform encoded videos,” in
Proc. IEEE Int. Symp. on Intelligent Multimedia, Video and Speech Processing (ISIMP’2004), 2004, pp. 57-60.

S. Lian, J. Sun, and Z. Wang, “Perceptual cryptography on spiht compressed images or videos,” in Proc. IEEE
Int. Conf. Multimedia & Expo (ICME’2004), 2004.

——, “Perceptual cryptography on JPEG2000 compressed images or videos,” in Proc. Int. Conf. Computer
and Information Technology (CIT’2004). IEEE Computer Society, 2004, pp. 78-83.

C.-P. Wu and C.-C. J. Kuo, “Design of integrated multimedia compression and encryption systems,” IEEFE
Trans. Multimedia, vol. 7, no. 5, pp. 828-839, 2005.

Y. Mao and M. Wu, “A joint signal processing and cryptographic approach to multimedia encryption,” IEEE
Trans. Image Processing, vol. 15, no. 7, pp. 2061-2075, 2006.

S. Sridharan, E. Dawson, and B. Goldburg, “Speech encryption in the transform domain,” FElectronics Letters,
vol. 26, no. 10, pp. 655-657, 1990.

——, “Fast Fourier transform based speech encryption system,” IEE Proc. I — Communications, Speech and
Vision, vol. 138, no. 3, pp. 215-223, 1991.

B. Goldburg, S. Sridharan, and E. Dawson, “Design and cryptanalysis of transform-based analog speech scram-
blers,” IEEFE J. Select. Areas Commun., vol. 11, no. 5, pp. 735-744, 1993.

M. Bertilsson, E. F. Brickell, and I. Ingemarson, “Cryptanalysis of video encryption based on space-filling
curves,” in Advances in Cryptology — EuroCrypt’88, ser. Lecture Notes in Computer Science, vol. 434, 1989,
pp. 403-411.

I. Agi and L. Gong, “An empirical study of secure MPEG video transmission,” in Proc. ISOC Symposium on
Network and Distributed Systems Security (SNDSS’96), 1996, pp. 137-144.

J.-K. Jan and Y.-M. Tseng, “On the security of image encryption method,” Information Processing Letters,
vol. 60, no. 5, pp. 261-265, 1996.

L. Qiao and K. Nahrstedt, “Is MPEG encryption by using random list instead of ZigZag order secure?” in
Proc. IEEE Int. Symposium on Consumer Electronics (ISCE’97), 1997, pp. 226-229.

J. H. Dolske, “Secure MPEG video: Techniques and pitfalls,” available online at http://www.dolske.net/old/
gradwork/cis788r08/, June 1997.

M. G. Kuhn, “Analysis for the nagravision video scrambling method,” Online document, available at http:
//www.cl.cam.ac.uk/~mgk25, 1998.

T. Uehara and R. Safavi-Naini, “Chosen DCT coefficients attack on MPEG encryption schemes,” in Proc.
IEEFE Pacific-Rim Conference on Multimedia (IEEE-PCM’2000), 2000, pp. 316-319.

22



[58]

[59]

[60]

[61]

C.-C. Chang and T.-X. Yu, “Cryptanalysis of an encryption scheme for binary images,” Pattern Recognition
Letters, vol. 23, no. 14, pp. 1847-1852, 2002.

X.-Y. Zhao, G. Chen, D. Zhang, X.-H. Wang, and G.-C. Dong, “Decryption of pure-position permutation
algorithms,” Journal of Zhejiang University SCIENCE, vol. 5, no. 7, pp. 803-809, 2004.

X. Liu and A. M. Eskicioglu, “Selective encryption of multimedia content in distribution networks: Chal-
lenges and new directions,” in Proc. IASTED Int. Conference on Communications, Internet and Information
Technology (CIIT’20083), 2003.

T. D. Lookabaugh, D. C. Sicker, D. M. Keaton, W. Y. Guo, and I. Vedula, “Security analysis of selectively
encrypted MPEG-2 streams,” in Multimedia Systems and Applications VI, ser. Proc. SPIE, vol. 5241, 2003,
pp. 10-21.

S. Li and X. Zheng, “Cryptanalysis of a chaotic image encryption method,” in Proc. IEEFE Int. Symposium on
Clircuits and Systems, vol. II, 2002, pp. 708-711.

——, “On the security of an image encryption method,” in Proc. IEEE Int. Conference on Image Processing,
vol. 2, 2002, pp. 925-928.

S. Li, C. Li, G. Chen, and X. Mou, “Cryptanalysis of the RCES/RSES image encryption scheme,” Cryptology
ePrint Archive: Report 2004/376, available online at http://eprint.iacr.org/2004/376, 2004.

C. Li, S. Li, D. Zhang, and G. Chen, “Cryptanalysis of a chaotic neural network based multimedia encryption
scheme,” in Advances in Multimedia Information Processing — PCM 2004 Proceedings, Part III, ser. Lecture
Notes in Computer Science, vol. 3333, 2004, pp. 418-425.

C. Li, S. Li, G. Chen, G. Chen, and L. Hu, “Cryptanalysis of a new signal security system for multimedia data
transmission,” FEURASIP J. Applied Signal Processing, vol. 2005, no. 8, pp. 1277-1288, 2005.

C. Li, S. Li, D.-C. Lou, and D. Zhang, “On the security of the Yen-Guo’s domino signal encryption algorithm
(DSEA),” Journal of Systems and Software, vol. 79, no. 2, pp. 253-258, 2006.

S. Li, C. Li, K.-T. Lo, and G. Chen, “Cryptanalysis of an image scrambling scheme without bandwidth
expansion,” Cryptology ePrint Archive: Report 2006/215, available online at http://eprint.iacr.org/2006,/215,
2006.

)

B. Furht, D. Socek, and A. M. Eskicioglu, “Fundamentals of multimedia encryption techniques,” in Multimedia

Security Handbook, B. Furht and D. Kirovski, Eds. CRC Press, LLC, 2004, ch. 3, pp. 93-131.

S. Li, G. Chen, and X. Zheng, “Chaos-based encryption for digital images and videos,” in Multimedia Security
Handbook, B. Furht and D. Kirovski, Eds. CRC Press, LLC, 2004, ch. 4, pp. 133-167, preprint available at
http://www.hooklee.com/pub.html.

A. Uhl and A. Pommer, Image and Video Encryption: From Digital Rights Management to Secured Personal
Communication. Springer, 2005.

B. Furht, E. Muharemagic, and D. Socek, “Image encryption algorithms,” in Multimedia Encryption and
Watermarking. Springer, 2005, ch. 5, pp. 79-120.

——, “Video encryption algorithms,” in Multimedia Encryption and Watermarking. Springer, 2005, ch. 6,
pp- 121-152.

W. Zeng, H. Yu, and C.-Y. Lin, Eds., Multimedia Security Technologies for Digital Rights Management. Aca-
demic Press, 2006.

H. J. Beker and F. C. Piper, Secure Speech Communications. Academic, 1985.

I. J. Kumar, “Cryptology of speech signal,” in Cryptology: System Identification and Key-Clustering. Aegean
Park Press, 1997, ch. 6.

23



[77] R. K. Nichols and P. C. Lekkas, “Speech cryptology,” in Wireless Security: Models, Threats, and Solutions.
McGraw-Hill, 2002, ch. 6, pp. 253-327.

[78] B. Furht, E. Muharemagic, and D. Socek, “Speech and audio encryption,” in Multimedia Encryption and
Watermarking. Springer, 2005, ch. 7, pp. 153-162.

[79] D. Wagner, G. G. Rose, T. Ritter, T. Jakobsen, N. Ferguson, and D. R. Stinson, “Trans-
position ciphers,” Online Discussions in news group sci.crypt.research at google.com, available
online at http://groups-beta.google.com/group/sci.crypt.research /browse_thread /thread /3cd88407a3485cb1/
58ff17304187ceT44581f17304187ce74, 2001.

[80] R. L. Devaney, An Introduction to Chaotic Dynamical Systems. Addison-Wesley, 1989.

24



