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Abstract One fair e-cash system was proposed in [1]. In this paper, we show
that the system is insecure. Besides, we point out that there are two drawbacks. One
is that those integer intervals for s;(i = 1,---,9) are unappropriate. The other is that
the datum s3 in signature data is redundant. Moreover, we give a minute description
of the technique to shun the challenge in the scheme. We think the method is a little
interesting.
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1 Introduction

The concept of group signature was introduced by Chaum and Heyst [2], which allows individual
members to make signatures on behalf of the group. More formally, a secure group signature scheme
must satisfy the following properties: unforgeability, anonymity, traceability, coalition-resistance,
unlinkability, exculpability (see [3, 4] for more details).

An important application of group signature is to construct fair e-cash systems. Loosely speak-
ing, a fair electronic cash is a system that allows customers to make payments anonymously. More-
over, under circumstances, a trusted authority can revoke the anonymity of suspicious transactions.
The fair e-cash system[5] do not realize coin tracing. In order to remend it, Canard et al. pro-
posed a fair E-cash system based on one variant of ACJT group signature scheme. The fair e-cash
scheme differs from the one of Maitland and Boyd[5]: in their system, the group is formed from the
customers that spend the electronic coins, whereas in the new system the group is formed from the
coins themselves. The authors claimed that their system ensures traceability of double-spenders,
supports coin tracing and provides coins that are unforgeable and anonymous under standard as-
sumptions.

In the paper, we show that the scheme is not secure. It is universally forgeable. Our attack is
direct and simple without any extra assumptions. Besides, we explain our techniques to shun the
challenge in the scheme at full length. We think the method is a little interesting.
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2 Review of the E-cash system

In the simplified model, four types of parties are involved: a bank B, a trusted authority T,
shops S and customers C. The fair e-cash system consists of five basic protocols, three of which are
the same as in anonymous e-cash, namely a withdrawal protocol with which C withdraws electronic
coins from B, a payment protocol with which C pays S with the coins he has withdrawn, and a
deposit protocol with which S deposits the coins to B. The two additional protocols are conducted
between B and T, namely owner tracing and coin tracing. they work as follows:

—coin tracing protocol: the bank provides the trusted authority with the view of
a withdrawal protocol and asks for the information that allows to identify the corre-
sponding coin in the deposit phase.

—owner tracing protocol: the bank provides the trusted authority with the view of
a (suspect) payment and asks for the identity of the withdrawer of the coins used in
this (suspect) payment.

2.1 Setup

Let € > 1,k, [, be security parameters, A1, A2, 71,72 denote lengths satisfying
A >6()\2—|—k‘)—|—2, A9 >4lp, Y1 >€(’)/2—|-k‘)+2, Yo > A1+ 2.

Define
A ::]2>\1 _ 2)\2’ 2)\1 + 2)\2 [’ T ::]2"/1 _ 2’72’ 27 + 272[‘

Finally, let H be a collision-resistant hash function H : {0, 1}* — {0, 1}*.

2.2 Bank’s setup protocol (performed once by B)

—Select random secret ,-bits primes p’, ¢’ such that p = 2p’ + 1,9 = 2¢’ + 1 are primes. Set
the modulus n = pq.

—Choose random generators a, ag, g, h,m €g QR(n), where QR(n) is the set of all quadratic
residues modulo n.

2.3 T’s setup protocol (performed once by T)

—Choose y,Y €r Z,, and publish z = g¥ mod n,Z = g¥ mod n.
Finally, the public key of the system is PK = (n,a,ag, g, h,m,z, Z), the bank’s private key is
SKp = (p/,q) and T’s private key is SK1 = (y,Y).

2.4 Withdrawal protocol

For the sake of simplicity, we assume that there is only one coin denomination in the system.
So all coins will have the same monetary value (d$).

—The withdrawal protocol has some similarities with the Join protocol of Ateniese et al.[1]:
each coin obtained by a customer can be seen as a (new) membership certificate of the group
signature scheme of Atenises et al. At the end of the protocol, the customer C obtains a coin
(z,[A,€]) st. A° = apa” (mod n). The value z is only known by C. The purpose of the pair



(A1, A2), which is an ElGamal encryption of the message m” under T’s private key, and the proof
V is to ensure the possibility of ”coin tracing”. B stores a” and (A1, A2) in the user’s entry of the
withdrawal database for possible later anonymity revocation.

C B
z €p)0, 2%, 7 €pl0,n’[
C1 = g*h" (mod n)
U=PK(a,p:C1 = go‘hﬁ) — —Cl—7U—> Verifies C7 € QR(n),
Verifies U
— T &, Ber Zh,x)0,27
x=2M + (ax + B(mod 27?))
r €g {0, 1} a”(mod n)
Ay =m*Z" Ag—g (mod n)
V:PK( B:Cy = a®A
A =m*ZP N Ay = gﬁ)
W = PK(a, 3,7 : a €] — 22 27
A C’g/a2A1 =a" A Cfgé = ga(gQAQ)ﬂh"’) Rl Verifies Cy € QR(n), V, W
Debits C’s account from d $
ecr ' aprime
A = (agCo)"* (mod n)
Verifies A° = apa” (mod n) %ﬁef -

2.5 Payment protocol

During the payment protocol, the payment transcript ¢ (where ¢r includes various information
such as the identification number of the shop, the date and time of the transaction, etc.) is signed
using the group (membership) certificate (A, ) and the secret key x (obtained during the withdrawal
protocol). More precisely: the customer first chooses at random w, w1, ws,ws € Iy, (where I; =
+{0,1}") and then computes the following equations:

T) = a"z* (mod n), Ty =g* (modn), T3=Ah“ (modn),

Ty =m” (modn), T5=g“'h*? (mod n), Tg= g°h*® (mod n).

Noting the fact that the equation of T3 can be rewritten ag = 7% /(a*h®') (mod n) using A® =
apa® (mod n). Then, putting the equation of T to e, we obtain that 1 = T¢/(g*“*h*?) (mod n).
The payment protocol is then the following interactive signature of knowledge between C and S:



C S
T1 €R Le(yotk)s T2 ER Le(roth)
T3, 77,78 €R Le(yy 421, +h+1)
T4,75,76,79 €R Le(21,+k)
dy=a"2™, do =g™, dy =m"
ds =T3"/(a™h'"), d5 = g™ h'®,

ds =T5*/(g"h™), d7 = g""h"™ (mod n)  ———— c=H(T || Ts
du -1 dr || tr)
s1=r1—cle—2") «— ——
59 =19 — c(x —2M)
S3 =T3—Cew, S4=T4— CW
S5 =T5 — Wi, Sg =T — Cwo
ST =1T7 — cewy, Sg=Tg— CEWs
Sg = T9 — w3 ) d, = T¢a™ 2" 2% (mod n)

dy = Tsg** (mod n)

dy = a1 2" /(as2_c2A1 h°7) (mod n)
L= Tem™ ™ (mod n)

dy = TSg**h® (mod n)
6 =T5'"" /(g°"h*®) (mod n)

dy = T¢g* =2 b (mod n)

cLH(TL || || To Il dy |-+ |l dy | #7)

Verifies s1 €R Ie(yotk)+15 52 ER Le(rotk)+1

Verifies s3, 57,58 €Rr Le(y, 121, +k+1)+1
Verifies s4, 55, 56,59 €R Le(21,1k)+1

2.6 Deposit and tracing protocol

To be credited of the value of this coin, the shop spends the transcript of the execution of the
payment protocol to the bank, which verifies, exactly as the shop did, that the signature on tr is
correct (namely the signature of knowledge U). If this is successful, the bank checks for double-
spending by searching if T} is already in its deposit database. If this value is not found, 7T} is stored
in the deposit database and the payment is accepted as valid.

If Ty has been previously used, the bank sends both transcripts to the trusted authority T.
From these transcripts, T can retrieve a* = T1/Ty (mod n). With a®, the bank can identify
the withdrawal session in which this value has been used and consequently can also identify the
fraudulent customer.



2.7 Coin tracing

T is given a withdrawal transcript. T decrypts the ElGamal ciphertext (A1, A2) to obtaion
the value m®. This value be put on a blacklist for recognizing it when it is spent.

2.8 Owner tracing

T is given the values 71 and 75 observed in a payment. T decrypts this ciphertext to obtain the
value a®. With this value, the bank can identify a withdrawal session and consequently a customer

C.

3  On the notation I; = £{0, 1}

How to understand the notation I; = 4-{0,1}*? One may hold that I; =] — 2%, 2[. If so, then
there is no length restriction for those numbers 7;(0 < ¢ < 9) which are randomly picked by the
customer. It’s impractical. We know that the length of random numbers acts as a key role in public
key cryptosystems. So, we hold that the notation I; means

1207120 or ] —2¢, =271
From the verifying phase, we know that s4 € I(2,41)11, 1-€-

e ]26(21P+k)’ 26(2[p+k‘)+1[
26(2lp+k')+1 _26(2[;;"1"6)[

S4

or |-
But, rq € Lo, 4k, 1€

4 c ]26(2lp+k:)—1’ 26(2lp+k?) [

or ] _ 26(2lp+k‘)7 _26(2lp+k‘)—1[

Since ¢ € {0,1}*, i.e., c €]28F71,2F[, w e Iy, ie.,

6]22lp—17 221p [, or ] _ 22113’ _22lp—1[
Therefore,
we 6]2k+2lp—2 2k+2lp[ or ] _ ok+2lp _2k+21p—2[
T4 — we c ]26(1(:-}—2[ + 2k‘+2l —2 2E(k+2l ) 4 2k:+2lp[
or ] 2k‘+2lp _ 22lp’ _2k‘+2lp—2 _ 22lp—1[
or ]Qe(k+21p 2k~+2lp ge(k+2lp) _ 2k+2l,,—2[
or | — 2¢+20p) 4 k22 _oge(h+2lp)—1 | oh+2p]
Thus,

rg—we € |2°0H2p)=l ok t2ly oe(kt2y) 4 okt2p |

or ] _ 26(k§+2lp) + 2k‘+2lp—2’ _2k+2lp—2 _ 22[;,—1[



Obviously,
26(+2Lp) =1 oh+2ly oe(kt2lp) 4 oh+2ly 9e(2lp+h) 9e(2lph)+1]

[ ¢ 2
] — 9elh+2lp) | oh+2lp=2 _ok+2lp=2 _ 2211,71[ ¢ ]1- 9<(2p+k)+1 26(2lp+k)[

That means r4 — wc might not belong to ey, 1 1)1

So do s, s9, s3, S5, S¢, S7, S8, S9. That is to say, a member might make a false signature even if
he executes the protocol well. Of course, the drawback is easy to overcome. It only needs to adjust
the intervals either for s; (i = 1,---,9) or for w,wi,wa,ws, 71,72, 73, 74,75, 76, 7, T8, T9.

4  Forgeability

In this section, we show that the scheme is insecure.
The attacker(A) picks random numbers!

w, wi, W2, w3, T, T2, T3, T4, T5, Te, T7, T8, T9.

Computes
Ty = a“*z¥ (modn), Ty = ¢g“ (mod n),
T3 = apa”®h** (mod n), Ty = m*? (mod n),
Ts = ¢*“'h*? (mod n), Ts = gh®* (mod n).
and
dy = a™z™ (mod n), dy = g™ (mod n),
dz = a('a”® 7" /R (mod n),
dy = m"™ (modn), ds = ¢g"™h"™  (mod n),
ds = 1/(¢g""h") (mod n), d7 = g™ h™ (mod n).

Send (dy,ds,ds,dy, ds, dg,d7) to S.
S computes

c=HM | To | T3 [| Ta | T5 || To | du [ d2 [ d3 || da || d5 || ds || d7 || ¢r)

and send the challenge value ¢ to A.
A calculates

s1 = 1r1—c+ 2™ (mod n), S9 =Ty — wsC + 2M (mod n),
s3 = 73 (modn), sS4 =14 —cw (mod n),
ss = 715 —wic (modn), s¢ = 16 — wac (mod n),
s = rr+wi(ry —c) (mod n), sg = 1g + wa(ry — ¢) (mod n),
sg = 19— wic (mod n).
We don’t list out the integer sets for these random numbers because those integer intervals for s; (i = 1,---,9)

in original scheme are unappropriate. By the above analysis of s4, we know that the process to pick those random
numbers is tedious. In fact, the security of the scheme is based on the challenge (hash value), not on those intervals
restriction for w,wi,ws,ws, 71,72,73,74,75,76, 77,78, T9.



Finally, the group signature is

(¢, T1,T5,T3,T4,T5, T6, S1, S2, S3, S4, S5, S6, 57, 8, 59, 1)

Correctness:

dll _ Tlca52—c2>\1 25 — (aw;;zw)carg—cwgzm—cw =a?2" =d, (mod n)7

dy = T§g" = g*g ¥ = g" = dy (mod n),

dg _ a8T35170271 /(a52—52>‘1 h57) _ a8 (aoaw?’ hwl)7‘1—C/(aTg—LU3Ch7‘7+w1(T1—C))
= a('a”®*" 7" /R = d3 (mod n),

di; _ T40m52—c2>\1 — mUsCT2TWsC — T2 — g, (mod n))

d/5 — Tscgss hs6 — (gw1 hwz)cgrs —wlchrﬁ—wzc
= ¢"™h'" =ds5 (mod n),

! $1—c271 S77,58 w1 w2 \T1—C rr+wi (r1—c) rg+wa(r1—c)

dg = T; [(g°Th™) = (g h*?)" ¢/ (g h )
= 1/(g""h"®) = dg (mod n),

d{7 — Tﬁcgsl—c271 hs9 — (ghwl)cgrl—chrg—wlc — grlh'rg — d7 (mod TL)

As for checking
81 €R Le(yatk)r1s 52 €R Le(ratk)+1s 53557, 88 €R Le(yy 41, +h+1)+15 54555, 56,59 €R Le(a1,1k)+1
we omit it (see the discussion in above section).
Remark 1 Actually, the number s3 is not used in verifying phase, it is redundant. This is another
designing error.
5 How to shun the challenge

First, by the form df, = T§¢%*, we know that the challenge value ¢ has to be counteracted in the
expression. Therefore, we must assume that

Ty =g~
where w is undetermined. Then we have d), = g“g* = g~°t54. Set
T4 1= 84 + wc
it implies

A
Second, by the form of d} = T{m*2~?"! we know T, must be of the form m“3 where ws
. . _OA
is undetermined. Hence, we have dj} = m@3¢+s2=¢2" | Get

T9 := W3C + Sg — M

Then, we have = m"



By the fOI'Il'l
oM _ _
d/1 Tfasg c2 2’54 Tlcarg w3czr4 wce

we have to set
T =a*3z%

Hence, dy =amzm

By the form df = T£¢% h®, we can assume that

15 = g*"h*?
where wq,ws are undetermined. Hence, we have
d/5 — T50935 hSG — <gw1 hUJQ)CgS5 h56 — 955+w1ch36+wgc

Set
s = S5 + wWicC, T 1= Sg + wacC

we have di = g"™>h'e

By the form df = Tgl_‘ml /(g°7hss) = gerlsie2)=stpwa(s1=e2T) =58 e set

rii=8—c2" +e¢, rri=s7—wi(ri—c), rg:i=sg—wa(r —c)

Hence ds;=1/(g""h")
By the form

dg _ a8T3slfc271 /(asz—c2>‘1 h57) — agTéqu/(arg—wgchM-l—wl (rl—c))
= (aoTy 'aS h) Ty a "2~ 77—

we set
T3 = CL[)CLW3 hwl

Hence dy = ayta®s™ "2 /R’

Finally, by the form d, = T§g*1~?" h%0 = T§g™ ~°h®, we set
Ts = gh**
Hence d = TSg™ ~Ch® = (gh*1)¢g"1 ~Ch® = g"h*o+1¢ Set
r9 1= 89 + wicC

we have

Therefore, to shun the challenge in the scheme, it only needs to choose random numbers
W, W1, W, ws, 71,72, T3, T4, 5, 76, 77, '3, g such that s;(1 < i < 9) satisfy the corresponding restric-
tions in original scheme.



6 Conclusion

In this paper, we show that the fair e-cash system proposed in [1] is insecure. Besides, we point
out there are two drawbacks. One is that those intervals for s;(i = 1,---,9) are unappropriate.
The other is that the number s3 in signature data is redundant. In fact, how to design secure and
efficient fair e-cash systems is still a hot problem.
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