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DUAL_PORT_SQUARE_BLOCK

BLOCK
SQUARE

DUAL PORT

BLOCK
SQUARE

DUAL PORT

x1 4] or x1[k6][k

x1[k5]

x2[k3] or x2[k1]

2[k2]x

y1 [k4] or y1 [k5]

y2 [k2] or y2 [k1]

write en

addr b

SINGLE PORT
SQUARE
BLOCK

SINGLE PORT
SQUARE
BLOCK

d or f2

ik[5]

ik[4]

k[6]i
0

1

0

1

clk

i

i

rst

i

read_mode

xp
m

xq

yp

yq

clk
rst
read_mode
cont_ind="00"
i
xp

clk
rst
read_mode
cont_ind="01"

xq

clk
rst
read_mode
cont_ind="10"
i
yp

clk
rst
read_mode
cont_ind="11"

yq

dout 0

dout 1

dout 2

dout 4

dout 3

dout 5

dout 6

dout 7

dout 8

c or g

b or h
read_mode

i

rst

clk

p
rst

x

clk

m

addr a

precom
p_done

PRECOMP_BLOCK

read_mode
rst
clk

i

k[5] arr

k[4] arr

k[6] arr

DUAL PORT 

dout b

dout a

SQUARE_BLOCK_CONTROL

SQUARE_BLOCK

COMB. LOGIC

counter

0

1

en_l

2 To 1 
Mux

2 To 1 Mux 

CONSTANT
ARRAY

2 To 1 Mux 

precomp_done

count

BLOCK RAM

FIELD SQUARER

DIn

addr a

addr b

write en
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DUAL_MODE_MUL_UNIT

KAR_IN_
BLOCK 

0

  1

 0

4

mul_in_kar_1

mul_in_kar_0

DIn0(11m to 6m)

12*m

  1

 0

DIn0(5m to 0)
12*m

DIn0(11m to 0)

cont_add_mux

mul_in_non_kar

DIn1

cont_kar_m
ode

mul_in

24*m

cont_kar_mode

cont_add_mux

rst

clk

cont_outp_mux

DIn0

DIn1

DIn2

3*m

6*m

24*m

DIn0(24m to 19m)

din2(2m to m)

din2(2m to m)

din2(m to 0)

  

  

mul_res 1

mul_res 2

mul_res 3

mul_res 4

mul_res 5

mul_res 6

mul_res 7

mul_res 8

mul_res 9

mul_res 10

mul_res 0

cont_outp_mux

mul_res 0

mul_res 1

mul_res 2

mul_res 3

mul_res 4

mul_res 5

mul_res 6

mul_res 8

mul_res 9

mul_res 10

mul_res 11

add_res 0

add_res 1

add_res 2

add_res 3

add_res 4

add_res 5

mul_res 7

mul_res 11

mul_kar_res_1

mul_kar_res_0

PAD

cont_kar_m
ode

10*m

12*m

5*m

12*m

done_mul

DOut

  1

 0

clk

rst

done_m
ul

mul_in_kar

12*m

mul_kar_resmul_res 0

add_res 0

add_res 1

mul_res 3

mul_res 1

mul_res 2

mul_res 4

add_res 2

mul_res 5

mul_res 6

mul_res 9

mul_res 10

mul_res 11

DIGIT_

BLOCK

mul_res 8

FIELD_

OUT_
MUX_
BANK

KAR_OUT_

BLOCK 1

KAR_OUT_ 

BLOCK 0

KAR_IN_
BLOCK 

1

ADD_
BLOCK

DIn0(18m to 12m)

add_res 3

mul_res 7

add_res 4

add_res 5

6*m
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(a(0)+a(2))*(b(0)+b(2))

a(0)

a(2)

DIn0(m−1 to 0) to mul 0 a

to mul 2 aDIn0(3m−1 to 2m)

to mul 5 a

to mul 4 a

to mul 3 a

to mul 1 aDIn0(2m−1 to m) a(1)

DIn0(4m−1 to 3m) to mul 0 b

to mul 2 bDIn0(6m−1 to 5m)

to mul 5 b

to mul 4 b

to mul 3 b

to mul 1 bDIn0(5m−1 to 4m) b(1)

b(0)

b(2)

KAR_IN_BLOCK

a(0)*b(0)

a(1)*b(1)

a(2)*b(2)

(a(0)+a(1))*(b(0)+b(1))

(a(1)+a(2))*(b(1)+b(2))

c(0)

c(4)

c(1)

c(3)

c(2)

KAR_OUT_BLOCK
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1

MUX

MAU

F
2m

 SQUARE

REG_IN_
MUX

AU_
MUX

xp

control_signals

data_line
4*m

DIn

GAU_IN_
MUX

GAU

GAU_
MUX

AU

F
2m

 INV

out_precomp

BLOCK
COMP_

PRE

DOut

12*m

q

yp

yq

x

ETA_PROC

rst

clk
doneCONTROL_UNIT

(CU)

MEM_
BANK

MAU_IN_

Ý)�'Þ.�$#d�{� �Q`&%�')(Ja+evkKp'`b~2~2kKe+* "Q� ,ù&���



�¢575. +G>$�%H,.&@=7 #*-VJ%¹$���E>=7%¹$�W�&@ ¦M{ +6�G>E>&@$�&R:-$d
ªG>,.=7%H=7*-?¦,.*-W�=7&@VJV]E>"#Vb$y��E>$�*-&dMO +*-Ö�$�%HV]=7 #*
&@ &R:-$¯%¹$�W¥E>M{$�W[TQ,.&@$¯G>,.=7%H=7*-?F,.%¹$�GÎ$�%HÐv +%H6�$�W[=7* &@:-$ 	�� Z#Tw:($ � 	�� ,.*-W[&R:-$ ß 	��
%2$
M{$�=7Ö�$¤&@:-$�=7%�=7*-G>E>&@V©ÐR%2 +6 W>=7Ð@ÐR$�%¹$�*-&06�E>57&@=7G>57$�ä} #%�"#,.*-Ï#V©V] �&@:-,.&0"# #&@:�M{,.*§ #GÎ$�%H,.&R$�=7*
G>,.%H,.5757$
5¹Z]Tw:($ 	²� � �-� W¥$�&@$�%H6�=7*-$�V)ÍD:-=7MO:�Vb$
&- +Ð-%2$�V]E>57&@V�&@ iG>E>&- +*D&@:-$�ñ�{ù�� ûNòNó#î�"#E>V.Z
�D #&@$)&@:-,.&}ÐvE>%H&@:-$�%-,.W¥W¥=7&@=7 #*-V¥,.%¹$)G>$�%HÐR #%H6�$
W�,.&Q&@:-$) +E>&RG>E>&} +Ðd&@:-$ � ×�Ú�Û���� � Î Ö ��Û�� Z

T¥:-$�V]$�,.W¥W¥=7&@=7 #*-V!,K%2$�G>$�%HÐv +%H6�$�WY&@ ¢$�*-V]E>%2$�&@:-,.&�&R:-$�×¥%HV]&�6�E>57&R=7G>57=NMO,K&R=7 +*� #Ð�,�*-$�Í 57 # +G
M{,.*ÜV]&R,.%H&-,.V�V] + #*Ü,.V�G> +V]V]=7"�5N$�ZbTw:($ ×�Ú�ß û Ü � ��� 6� +W¥E>57$�W¥$�&@$�%H6�=7*-$�V�ÍD:-$�&R:($�%!Ö�,.57Û
E>$�V¥ÐR%2 +6 &R:($ � ×�Ú�Û���� � Î Ö ��Û��  +%-&R:-$ 	�� ,.%2$!Vb$
*-&Q&@ �&@:-$)%¹$�?#=7Vb&@$�%-"#,.*-Ï ×�Ú�ß Î 	 Ü�� Z

Tw:($ Û���Ü�Ì�×�� Ö � Ü û Ì Ôv3�³¢Õw6� +W¥E>57$ªV]M{:-$�W>E>57$�V�,.575- +G>$�%H,.&@=7 #*-V�%¹$���E>=7%2$
W§&R DG>$
%2Û
ÐR #%H6 &@:-$i
¯G>,K=7%'=7*-?Y"#IY?�$
*-$�%H,.&R=7*-?Y&R:($¢%2$y��E>=7%2$
W�M{ #*-&@%2 +5Î57=7*-$�V�=7*�&@:-$¢M{=7%2M{E>=7&'Z
T¥:-$¢3�³
=7V�,©×>*-=7&R$�V]&R,.&@$�6�,.M{:-=7*-$�1}W¥$
V]=7?�*-$
W�&R:(%2 +E>?�:D,.*-,.57I#V]=7V� +ÐÎ,KÖ(,K=757,."#57$�=7*-&@$�%H6�$�W¥=7,K&R$�Ö(,K%'=7Û
,."#57$�V¦&R:-%¹ #E>?#:- #E>&)&@:-$DM{ +6�G>E>&@,.&R=7 +*!ZQT¥:-$�V]&R,.&@$�6�,.M{:-=7*-$D=7VªW>$�V]=7?�*-$
W ÍD=7&@:V]G>$�$
W =7*
6�=7*-WFV]E>M{:�&@:-,.&@1Î=7Ð!=7*-&@$�%H6�$�W¥=7,.&@$¤ #GÎ$�%H,.&R=7 +*-V¦M{,.*�"#$¤G>$
%'ÐR +%'6�$
WFÍÜ:(=757$¤,D6�E>57&R=7G>57=7M{,.Û
&@=7 #*D=7V)&R,.Ï#$�*DG>57,.M{$�1.&@:-$�I¤ÍD=7575+"#$�V]M{:-$�W¥E>57$�W¯&@ �W¥ iV] JZ]T¥:-$�3�³ ,.57V] �M{ #*(&R%2 +57V�$
*-M{ #W¥$
%'V
=7*�&R:-$�6�E>57&@=7G>57$�ä} #%�"#,K*-Ï�V! #Ð(&R:-$�CF$�6� +%'Iià¥,.*-Ï�ÔRCFà¥ÕÌZ]T¥:-$
Vb$�M{ +*-&R%¹ #5dV]=7?�*-,K57V),.%2$�?#$�*-Û
$�%H,.&@$�WÜ"#I¢3�ÛRM{ #W>$�,.M{M{ #%¹W¥=7*-?¢&R ª:-=7?#:-Ûv57$
Ö�$�5QE>V]$�%w=7*-G>E>&ÌZ'T¥:-=7V06�$
,.*-V0&R:-,.&#&@:-$�G>%¹ #M{$�V]V] +%
=7V)%2$
,.W¥=757I�%2$�M{ +*-×>?�E>%¹$�W¯V]:- #E>57W¯V]E>"#V]$���E>$
*-&-M{:-,.*-?#$�V)"#$�%¹$���E>=7%¹$�W�Z
. !#"54 Å $ Á 4�% À¤Ä0/¯Ã /21à% ÂBÇ 4 ÃÎÀ 4
T¥:-$Ü,.%¹M{:-=7&R$
MO&@E>%2$
ViW¥$
VbM{%H=7"#$�W =7*F&@:-$ÜG>%2$
Ö�=7 #E>V¢Vb$
M{&R=7 +*FÍD$�%2$DMO,KG>&RE>%¹$�W =7*F&@:-$:��ÚDÑªÒ
:-,.%¹W¥ÍD,.%¹$iW¥$�V]=7?�*«57,K*-?�E>,.?#$i,.*-W�GÎ%2 +&R +&RI#G>$�W� +*«&R:-$�ê)=757=7*-äs�)=7%H&@$�äQÞK\¥%¹ +Ø.Þ.â¤ÐR,.6�=757I¯ #Ð
ý#\�����)sV¦ÈÊÞ.Ù.ËÌZ]T¥:-$�V]$�W¥$�Ö�=7M{$�V�M{ +*-&R,.=7*Dâ.â.ÉKØ.É©Vb57=7M{$�V)Ôv$
,.M{:ÜV]57=7M{$�M{ #*-&@,.=7*-=7*-?¤,©*-E>6�"#$�%� #Ð
ã.ÛR=7*-G>E>&>57 + #Ï#ÛRE>G�&@,."#57$�V]1QVb&@ +%',K?�$©$�57$�6�$�*-&RV�,.*-W«W>$�W¥=7M{,.&@$�W«M{,.%H%HID57 #?#=7M�ÐR +%):-=7?#:-ÛvV]G>$
$�W
,.%H=7&R:-6�$�&R=7M{ÕÌZKý�\���� G>%¹ #&@ +&RI#G>=7*-?�ÍD,.V©M{:- +V]$�*�W>E>$¤&@ �&@:-$�$�,.V]$�ÍD=7&R:§ÍD:-=7M{:�&@:-$�V]$�W¥$�Û
Ö�=7M{$�V�M{,.*�"#$ª%¹$�M{ #*-×>?#E>%2$�W�Z
T¥:-$ª,.%2M{:-=7&@$�M{&RE>%¹$�V�W¥$
VbM{%H=7"#$�W¥1+:- #ÍD$�Ö�$
%@1#,.%¹$¢,K57Vb ÜV]E>=7&@,."#57$
ÐR #%T�ªPdßR3 =76�G>5N$�6�$�*-&@,.&R=7 +*!Z

Tw:($4G>%2 +M{$�V]V] #%¥ÍD,.V�M{%2$�,K&R$�WDÐR +%¥,�G>,.=7%H=7*-?¢M{ +6�G>E>&@,.&R=7 +*�"#,.V]$�WD +*�&R:-$�:-I#G>$�%2$
5757=7G>&R=7M
M{E>%'Ö�$¢æ�3àByÃ+AiF�Ãb9´Ä5ÅiF�Ä5ÆiFÈÇ#Z*�;"#,.V]$�ÛR×>$�57W�è A ³o´vµ ÍD,.V�M{:- +Vb$
*Ü,.V)&R:-=7V),.5757 #ÍDV),¦ÐR,.=7%M{ #6�G>,.%H=7Vb +*FÍD=7&@:F&@:-$Ü +G>&@=76�=7V]$�W Vb +ÐR&RÍD,.%¹$D%2$�V]E>57&@V¢57=7Vb&@$�W ÐR #%4è A ³o´vµ =7* ÈÊÞ.ËÌZ1�D #&@$D&R:-,.&
Çs9Xe©=7*D&R:-=7V)M{,.V]$�ÐR +%0,�Vb$
M{E>%2$�?#%2 +E>GY +%2W¥$
%0 +ÐdR��#�ç�R Q ��R*e���FSR.ê�9ªR*©eólR¦ÈoÞKË]Z

TQ ¢=7*-Ö�$�V]&R=7?#,.&@$�W¥=7ÐSÐR$�%2$
*-&�VbGÎ$�$�W�Q,.%¹$�,�%H,.&@=7 +V! #Ð�&R:-$�V]I�V]&@$�6 Ú�Ì 	 � ×���Û ÍÜ,KV!G>%¹ #&@ #Û
&@I�G>$
W�Ðv +%!&R:-=7V�×>$�57W�V]=��.$©E>V]=7*-?�ãªW¥=7Ð@ÐR$
%2$�*-&Î6�E>57&R=7G>57=7$
%)W¥=7?#=7&>V]=��.$
ViZ = Z{T¥:-$©%¹$�V]E>57&RV�,.%¹$G>%¹$�V]$�*-&@$�WL=7*�TQ,."#57$�Ø(Z}T¥:-$�ÐR%2$��#E>$�*-M{I§Ö�,.57E>$
Vª57=7V]&R$
WL,.%¹$�ÐR #%�,Ü\> +Vb&!\>57,.M{$�,.*-WL�! #E>&@$
ÔR\>\¥�!Õ�M{57 +MOÏ¢ÐR%2$y��E>$�*-M{I¢ÍD:-=757V]&#&R:-$ � `E68� � &R=76�=7*-?¢%¹$�V]E>57&RV0,K%2$4Ðv +%w,�ÐvE>575}G>,.=7%H=7*-?¢M{ #6�G>E>Û
&@,.&R=7 +*DÔR=7*-M{57E>W¥=7*-?¤×>*-,.5+$
äQG> +*-$�*-&@=7,.&@=7 #*-V]Õ-,.&(&R:-=7V)ÐR%2$y��E>$�*-M{IQZ

".�g�54 ·v� � ±+evkKf7kKf7�.a+`�* "Q� ,ù&��� qohia+ns`]h�`bjQf7cOf7qokKj©ev`]~2�#nof7~>kKj©f7�Q`�6Îqsnoqoj87�9Îqoegf7`:7B¨O±+evk I ¨ � �#`b|.qop'`
;=<?> ±A@�®~¹nsqopH`b~CB �#`b|}qop'`Ý±#±+�Å+'÷ED�¡{2�FýADCFEHG,+JIÎ~�2
ª �kº{I ¨ ª £ ¨ �{� � ª ª{£¥�
�LK #8�LMLN K O M �UþO� � O #8M¨ � �k£ ¨ � � ªU� ¨ ª � � £{£U�
� ¨ �Uº{ª � � �{¨ ¨ ª � I £{�U£

�D #&@$ª&@:-,.&¥=7*-M{%2$�,KV]=7*-?Y&@:-$ªÖ�,.57E>$ª +ÐEZ = "#$�I# +*-W§Ø.Éi,KM{&RE>,.5757IÜV]$�%HÖ($
V�&@ DV]57 #Í W¥ +ÍD*
&@:-$)G>,.=7%H=7*-?�MO,K57MOE>57,K&R=7 +*!ZgT¥:-=7V¥=7VwW¥E>$!&R �&R:-$!W¥$�M{%¹$�,.V]$)=7*ª\>\>�¯ÐR%¹$���E>$�*-M{IQZgT¥:-=7V¥Ðv%¹$���E>$
*-M{I
%2$
W¥E>M{&R=7 +*Ý=7V�W¥E>$�=7*ÝG>,.%H&�&@ F%2 +E>&R=7*-?LW¥$�57,KI�V�&R:-%¹ #E>?#:Ý&R:($�G>%2 +M{$�V]V] #%i,.V�=7&�"#$
MO +6�$�V
57,.%¹?�$
%'ZbßR&-6�E>Vb&-"#$�*- +&R$�W¯&R:(,.&-Vb5N=7?�:-&@57I¤:-=7?�:-$
%0ÐR%2$���E>$
*-M{=7$�V�ÐR #%�&R:-$�M{,.V]$�V?Z = 9 QQP ,.*-WZ = 9¦� Q 6�,.I�"#$�,.M{:-=7$�Ö�$�W"#I�E>&R=757=7V]=7*-?�,�6� +%2$�%H=7?# #%¹ #E>V�G>57,.M{$�,.*-W%¹ +E¥&@$�G>%¹ #M{$
VbV.Z
ÚD +ÍD$�Ö�$�%@10ÐR +%iÖ�,.57E>$�V� +Ð�Z = ?�%¹$�,.&@$�%i&@:-,.*ÝØKÉ§ÔRÍD=7&R: ,«6�E>57&R=7G>57=NMO,K&R=7 +*ÝM{I�M{57$�%2$y��E>=7%2Û
=7*-?#]´�Z = M{57 +M{Ï�M{I�M{57$
VbÕR1>&@:-$D&R=76�$�&R,.Ï#$�*ÐR +%©&@:-$DM{ +6�G>57$�&@=7 #* +Ð�=7*-&R$
%'6�$
W¥=7,.&R$D*( #*-Û
6�E>57&@=7G>57=7M{,.&R=7Ö�$� +G>$�%H,.&@=7 #*-V!=7V)*- +&(=7*-V]=7?#*-=7×>MO,K*-&(ÍD:-$�*�M{ #6�G>,.%2$
W¯&@ ¢&R:-$�6�E>57&@=7G>57=7M{,.&@=7 #*



M{I�M{57$¯&R=76�$¯,.*-W¥1J=7* &R:-$¯,.E>&@:- #%HV*))Ö�=7$�Í�1J&R:-$¯%2$
57,.&R=7Ö�$
57ILV]6�,.575)=7*-MO%¹$�,.V]$¯=7* V]G>$�$�W[&R:-,.&
ÍD +E>57W�"#$ª%2$
&RE>%H*-$�W§"#IY&R:-$sZ = 9 QQP ,.*-W�Z = 9 � Q M{,.V]$�V�6�,KIY*- #&>�SE>V]&R=7ÐRIY&@:-$ª,.W¥W¥=7Û
&@=7 #*-,.5+,K%2$�,�%2$��#E>=7%2$�6�$
*-&ÌZ

TQ ¢W¥,K&R$�&@:-$�ÐR,.V]&R$
V]&�V] #ÐR&@ÍD,.%2$4G>,.=7%H=7*-?iM{ +6�G>E>&R,K&R=7 +*�&@=76�$�&@:-,.&#:-,.V!"#$
$�*¤%2$
G> +%'&@$�WÜ=7*
&@:-$¦57=7&@$�%H,.&@E>%2$©ÔRÐv +%)V]=76�=757,.%)V]$
MOE>%H=7&@I�Õ¥=7V�Ø-Z Ù.ÿª6�V.ZOT¥:-=7V�=7V4ÐR #%!&R:-$©?#$�*-E>V4ÞªM{:-,.%H,.M{&R$
%'=7V]&@=7M
Þ�:-I�G>$
%2$
5757=7G>&R=7Mª=76�GÎ57$�6�$�*-&@,.&@=7 #*� +Ð!&@:-$3
>�FG>,.=7%H=7*-?� +*¯è A ³o´Rµ G>%¹$�V]$�*-&@$�WF=N*[ÈÊÞ.ËÌZ.T¥:-$3
G>,.=7%H=7*-?«=7VªM{ +6�G>E>&@$�WL=7*�áÜ6�V¦Ðv +%�&R:-$¤Vb,K6�$�×>$�57WLV]=��.$�Z}T¥:-$
Vb$¤%2$�V]E>57&@Vª,K%2$�ÐR +%�,.*� +G>Û
&@=76�=��.$�W«3�ÛRM{ #W¥$¦V] #ÐR&@ÍD,.%2$¦=76�G>57$
6�$�*-&R,K&R=7 +*� +*�,¢\>$�*-&R=7E>6 ß�� G>%2 +M{$�V]V] #%�%2E>*-*-=7*-?Ü,.&¥á
�¦Ú��-Z

ßv&(M{,.*D"#$�Vb$
$�*D&@:-,.&(&R:-$�%2$�V]E>57&@V) #Ð-&@:-$�:-,K%2W¥ÍD,.%¹$�,.%¹M{:-=7&R$
MO&@E>%2$�MO +6�G>,K%2$�ÐR,.Ö� +E>%',K"#57I
&@ ©&@:-$�V]$�=76�G>57$
6�$�*-&R,K&R=7 +*-V]1B +ÐSÐv$
%'=7*-?©,.*¢=76�G>%¹ #Ö�$
6�$�*-&d +Ö�$�%>&@:-$�V] +Ðv&@ÍD,.%¹$�MO +6�G>E>&@,.&@=7 #*
&@=76�$�V�GÎ%2$�V]$�*-&@$�W�=7*�ÈÊÞ.ËR1BVb:- +ÍD=7*-?ª&@:-,.&+,�V]=7?#*-=7×¥M{,.*-&dVbGÎ$�$�W¥E>G¤M{,.*i"#$�,.M{:-=7$�Ö�$�W�&R:-%¹ +E¥?#:
E>V]$� +Ð-W¥$�W¥=7M{,.&@$�W¯:-,.%¹W¥ÍD,.%¹$�ÐR #%�G>,.=7%H=7*-?#ÛR"�,KVb$
W¯,.G>G>57=7M{,.&@=7 +*-V}Z

R /�Ã-À�Æ $ Å 4 Ç�ÃÎÀ 4
T¥:-=7ViG>,.G>$
%ª:-,KViW¥$�V]M{%'=7"#$�W ,�W¥$�W>=7MO,K&R$�WÝGÎ%2 +M{$�V]Vb +%¦Ðv +%¦&R:-$à
G>,.=7%H=7*-?�,.*-WÝ=7&@ViVbE>"#V]$�Û
��$
E¥$
*-&Î&@%H,.*-V]57,.&R=N #*Ü&@ �&R:-$�TQ,.&@$�G>,K=7%'=7*-?JZbßR*Ü&R:-$�?#$�*-E>V�Þ¦:-I#G>$�%¹$�5757=7G>&@=7M4M{,.V]$�1}&@:-$�
�GÎ,.=7%2Û
=7*-?� +ÐSÐv$
%'V¢,¯Ö�$�%HI�$�ÐS×¥M{=7$
*-&�=76�G>57$�6�$
*-&R,.&@=7 +*L +Ð4&@:-$ÜTQ,.&@$ÜG>,.=7%H=7*-?�=7*FM{:-,.%H,.M{&R$
%'=7V]&@=7M¤Þ-Z
TQ Ü&@:-$¢,.E>&@:- +%'V*)-Ï#*- +ÍD57$�W¥?#$�1#&@:-$¢GÎ%2 +M{$�V]Vb +% Ú�Ì 	 � ×���Û =7V�&R:-$ª×>%'V]&wW¥$
W¥=7M{,.&R$
W�,.%2M{:-=7Û
&@$�M{&RE>%¹$¤MO%¹$�,.&@$�WFÐR +%�,DG>,K=7%'=7*-?�=7*�M{:-,.%',KM{&R$�%H=7V]&R=7MªÞD,.*-WFÐR +%�,DG>,K=7%'=7*-?�G>$�%HÐR #%H6�$�WF +*�,
?#$�*-E>V)Þ�:-I�G>$
%2$�5N57=7G>&R=7M�M{E>%HÖ($#Z]Ñª=7Ð@ÐR$�%¹$�*-&(V]G>$�$
W�d,K%2$�,�%H,.&R=7 +V)M{,.*D"#$�%2$
&RE>%H*-$�WYE¥V]=7*-?�W¥=7ÐRÛ
ÐR$�%¹$�*-&+6�E>57&R=7G>57=7$
%wW>=7?�=7&+V]=��.$�V.ZH�!$�V]E>57&RV�V]:- +Í &R:-,.&+,�Vb=7?#*-=7×>M{,.*-&#V]G>$
$�W¥ÛRE>G�=7*�&@:-$4GÎ,.=7%'=7*(?
M{ #6�G>E>&R,.&@=7 +*§M{,.*«"#$i,KM{:-=7$�Ö�$�W�=7Ð�,¤W¥$�W>=7MO,K&R$�W�G>,K%',K5757$�57=��.$�W�M{%HI�GÎ&R +?�%H,.G>:(=7M¦G>%¹ #M{$�V]V] +%
=7V¦E>&R=757=��.$
WL=7*-Vb&@$�,.WL +Ð),Ü?�$
*-$�%H,.5�GÎE>%'G> +V]$�V]$�%H=7,.5J #*-$#Z1�ª57&R:- +E>?#:&@:-=7V¦G>,.G>$�%�G>%2$
V]$�*-&RV
%2$
V]E>57&RV4Ðv +%�&@:-$¦×>$�57WÜè A ³o´vµ 1d&R:-$¦W>$�Ö�=7M{$ª=7V4ÐRE>5757IÜ%¹$�M{ +*-×¥?#E>%H,."#57$¦Ðv +%) #&@:-$�%�V]E>=7&@,."#57$¦×>$�57WV]=��.$�V.Z

!g"k#µ" Â " À�Æ "�4
I ��±]�O�
�{£#�U÷Y� � cOerev`bf7kKyLD�� SK�{ö0qohiy � �O£K�.jdjQy{cOjQ�²÷Ü�O�
p'kKf7f7�+m+l7�+p'qo`bjQf}qohia+no`bhi`bjdf7cOf7qokKj�kKlQa+c{qoegqojQx�(cO~2`b�¢p'eg�Ka+fukK~2�K~2fu`bhi~2�(�uj�THUWVL(YXQZ[%�\^]_X!`+acbedL')fYg_fihLbkje`�l�m�n�oeprqLsWsLqByB|.kKns�+hi`!¨ �{� ¨�kKld£,&©���
ya+cOxK`b~ �{�¥�Lt1�{�{ª �{��adegqojQx.`be7yO¨ º{º ¨O�¨O��±]� �
� £#� ÷Ü� � cOerev`bf7kKyb�
�u@�cOn �(egc{qsf7�Qyb�J� ? �Qm#qox.`bcOerfucOqoxK�dy]cOjQ�e÷Y�b�
p'kKf7f7�.m#lN�+p'qo`bjQf.±+cOqoerqojQx4��kKhia+�+ f7cOf7qokKj�kKj����+a+`]eg~2qojQx.�+nocOe+®w�-`bnoqocOjv9�cOerqs`]fuqo`b~2�
�>`ba+kKerf �{£{�Lw ¨ º{ºj� y]�Jeg�.adfukKnokKx.��`b±+egqojQf�®4evp'�Qqo|}`by

http://eprint.iacr.org/2004/375
y{¨ º{ºj� �

� ��_�� � kKjQ`b�¦cOjQ��÷Y� > egc{jd�KnsqojQ�-�S�+`bjdf7qof7�.  �(cO~2`b�¢`bjdpHeg�.a+f7qokKj¦lueRkKh;f7�d`�x¤`bqon.a+cOqoerqsjQx.�zyQfYZ[]_%�' b�{|fYa
} XQUW~Q\�')a�]_(Yg�(YXQU+THdWdLg_]_%�U+�r(Y'$�L%���(Y')]_Z[\���fY~Qa�XQ(Yg�f�{5`�fY��dL~Q')]_Xuh+y � ¨{+ � 2 ( �{ª{�[t1�{I{� yO¨ º{º{� �

� ��_�� � kKjQ`b�QyB�u�¾÷YqoevkKjQkK|ÌyBc{jd��9d�B�
�QkK�+a+�-®F~¹`bp'�+ev`)~2qoxKjdcOf7�+ev`!~2p'�Q`bhi`)l7evkKhL�(qsnoqojQ`bcOeÎhicOa+~2�-�uj
n�a�fYZ[%�%�UL]_Xuhe\zf�{5l�yuT�j)`�o��_sL�OyO|}kKno�+hi`0¨ �{I ¨)kKlQ£&©�J�
yOa+cOx.`b~>� ª�t1IUI{º �O�
a+erqojdx.`]e7yO¨ º{º{� �

� ��D©� � er�+jQjQ`be7yQ®4�d���+erqox.`be7yQcOjQ�Z÷Y�eD©kKl7~2fu`bf7f7`be7� ? jD�JkKhia+�+fuqojQx½÷Y�+nof7qoa+noqop'cOf7qo|}`��ujd|.`beg~2`]~�qoj
� �É@[� < GR� })����� oLa�(YX�\�(YZ�'$]_fYXQ\zfYXH`+fY��dL~Q'$%�a�\gy � ¨ ( I{º{IUº�t1I{º{IU� y I �O� � �

� ���>�J_��+f7fuc{yJ�>� � cOer�+cOyJc{jd�L±]�J�
cOeg�KcOe7� ±+cOqoegqojQx.  � c{~2`b�L��er�.a+f7kKx.egcOad�d� ( ® �
�+eg|}`b�H�9�Î`ba+kKegf¨ º{º¥�ewºU�j� yO�Jeg�.a+f7kKnokKx.��`b±+egqojQf}®4evp'�Qqo|}`by
http://eprint.iacr.org/2004/64

y{¨ º{ºj� �
£ ���u�}_��#�+er~2hic�c{jd��D��  u�
�}£#`]`b� � cOf7`�a+cOqoerqojQxiqohia+no`bhi`bjQfuc{fuqokKj�lukKe��Q�.a+`bev`bnonoqoa+f7qop�pH�+eg|}`]~�0(� Y-�� � - §p¶ �>�Sj�THUWVL(YXQZ[%�\+]_X!`�acbedL')f�g_f�hLb-j�THy } TH`�l�m�nAo�qLsLsL�ByB|}kKno�+hi`)¨ ª � � y
a+cOx.`b~ I{IUI�t1I ¨ � ��
a+erqojdx.`]e7yO¨ º{ºU� �
ª ��@�� > ev`b��cOjQ��@��B�>�+p'�.�(®FeR`bhicOeg��p'kKjQp'`berjQqojdx�hi u�#qo|.qo~2q �(qonoqofu��cOjQ�¢f7�Q`)�+qs~¹p'ev`bf7`)nokKxKcOegqof7�Qh;qojf7�Q`!�#qo|.qo~2kKe-p'nocO~2~>x.evkK�+a¦kKlQp'�+eg|.`b~2���r(�')�L%���(Y')]�Z�\zf�{5`�fY��dL~Q'$(Y')]_fYX}y{¨ º{� ( ª{�{��t1ªU£j� y I �O� � ��O���
�u@�c{n �(egc{qsf7�Qy�ö0�:D�cOegerqo~2kKjQybc{jd��_4�]�
kKno�#`bercO�K�Shia+no`bhi`bjQf7qojdx�f7�d` � cOf7`Ja+cOqoerqojdx.�K�uj5THg h8fYa�]_')�L��]�Z
� ~Q���u%�a&o��W%�fYacb=yube��dWfY\�]_~Q��j�T � oAy��0yQ|}kKno�+hi`�¨ �{� ��kKlÎ£&©�J�
yQa+cOx.`]~ � ¨ �Lt1�{�{£ �}�
a+egqojQx.`be7y¨ º{º ¨O�

I{º ���>��@�ercOjQx.`be7y�_4��±#c{x.`by�cOjQ� ÷Y���
fuc{h�� ? jå~2hicOnon�p'�QcOegc{p'f7`begqo~2f7qop ®4nox.`r�(egcOqop � kKerqqoj°±+cOqoegqojQx.  � cO~2`]�å��er�.a+f7kKx.egc{a+�Q�'� �>`ba+kKerf�¨ º{ºj�ew,I{� ¨OyÜ��er�.a+f7kKnokKx.� `b±+egqojQf�®4evp'�Qqo|}`by
http://eprint.iacr.org/2004/132

y{¨ º{ºj� �



I{I �&�2�z@��+c��7cOev�#kDcOjQ�§�J�-±+cOc{e7�Fm#lN�#pHqs`]jdf�®�nox.kKegqof7�Qhi~�lukKe4m#nonoqoa+f7qop©�J�#er|}`ª��er�.a+f7kK~2�.~2f7`bhi~2�L�uj
THUWVL(YXQZ[%�\^]_XH`+acbedL')fYg_fihLbkje`+l�m�n�oepr�W�L�L ByO|}kKno�+hi` I ¨O� � kKld£,&©���
yOa+cOxK`b~ �j� ¨ t1�U�{� �O�
a+egqojQx.`be7y
I �O� £ �

I ¨O��®4���2kK�A7B��®�kKjQ`b uevkK�+jQ��a+evkKf7kKp'kKnOlukKe+f7egqoa+cOerf7qofu`¥_4qolN�+`b )D©`bnonohicOjQ�
�Sj�n�a�fYZ[%�%�UL]_Xuh8\Af�{8THg h8fYa�]_')�L��]�Z
� ~Q���u%�a�o��W%�fYacb�yube��dLfY\�]_~Q�CT � o�yQj)�0y-|}kKno�+hi` I{ª{�{ª kKl0£,&©�J��y(a+cOx.`b~ �{ª{�[t1� � � �(�
a+egqojQx.`be7y¨ º{º ¨O�

I{� ��®4��ö0cOercOf7~2�
�(c�cOjQ�=S.� ? luhicOjQ�D÷Y�+nof7qoa+noqspHcOf7qokKj�kKl ÷Y�+nofuqo�#qox.qof�jQ�+h��-`ber~0kKji®4�+fuk�h�cOf7cO�¡yQfYV�¢
n���b8\�¢L£�fY¤�g¦¥)%�X|heg_]_\���')a�(YXQ\�g�(Y')]_fYXQ§Sy £ + £ 2 ( � � ��tk� � � y I � �{� �

Ij� � � �kö0`begqojQ~2y8x¤� ±]�1÷ÜcOegjQcOjQ`byQm#� ÷Y�Q±+kKa+kK|}qop'qoyQc{jd�Ü±b� �
� £+� ÷Y� � cOegev`bf7kK�¢m+l7�+p'qo`bjQf+D�cOev�#¬©c{ev`�lukKef7�Q` � cOf7`¦±+cOqoerqojdx��JcOnop'�+nocOf7qokKjYqojY�J�QcOegcOpHfu`]egqo~2f7qop � ���>`ba+kKerfw¨ º{ºU�LwºU�{� y#�Jeg�.a+f7kKnokKx.��`b±+egqojQf®4eRp'�Qqs|.`by
http://eprint.iacr.org/2005/065

yO¨ º{º{� �
I{� ��ö0�3ö0�+evkK~2cO¬©c�c{jd�«�
� D��^D�`bjQx.�L�u�#`bjQf7qof7�.  � cO~2`b�«qo�#`bjQfuqo�+p'cOf7qokKj�¬©qof7�QkK�+f�egcOjQ�#kKh9kKegcOpHns`b~¹�

http://kuro.cis.ibaraki.ac.jp/˜kurosawa/2005/ISH05(full.ps)
y¥¨ º{º{� �� k�cOa+a+`bc{e-qoj©�u��D º{� �

I{� ���
�ìö0¬©kKjQ� m+l7�+p'qo`bjQf � cOf7` a+cOqoerqojQx pHkKh�a+�+f7cOf7qokKj luk�e ~2�+a+`beg~2qojQx.�+nocOe `bnonoqoa+f7qopp'�+er|}`b~ kK|}`be �-qojQcOer� �+`bno�#~2� �>`ba+kKerf9¨ ºUºj�ew,�{º{� y ��er�.a+f7kKnokKx.� `b±+egqojQf ®4evp'�Qqo|}`by
http://eprint.iacr.org/2004/303

y{¨ º{ºj� �
I{£ ���J� D��'£#qoh cOjQ��D�� �
��D©¬©cOjQx.� > c{~2f
�uhia+no`bhi`bjQfuc{fuqokKj�kKl
m#nonoqoa+f7qop(�J�#er|}`>®�egqof7�Qh�`]fuqop(qoj � �É@©¨eªkGR��uj«oA�L]_a�U } XQ')%�a�XQ(�')]_fYXQ(YgA¬�fYa¤Y\��LfYd!fYX�n�a�(YZ[')]_Z[%®(�XQU�oA�L%�fYacb=]_X�n�~Q�|g_]_Z�¯�%cb=`�acb8dL')f�hea�(�dL��b=j�nA¯�`

qLsLsWsByO|}kKno�+hi` I{£{�{I kKlQ£&©�J�
yOa+cOx.`b~ �1º{��tU� ¨ I �O�
a+erqojQx.`be7yO¨ ºUº{º �
I{ª ��®4�©÷Y`bjQ`b¡O`b~2y � � ? �KcOhikKfukKy
cOjQ�¤�
��9(cOjQ~2f7kKjQ`b�0�Î`b�#�+p'qojQx¦`bnonoqoa+f7qop0p'�+eg|.`�nokKxKcOegqof7�Qh�~Jf7k�nokKx.cO erqofu�Qhi~>kKj©c)�+jdqof7`0�#`bno�+� })����� oLa(YXQ\�(YZ[')]_fYXQ\zfYX } X{|fYa��(Y')]_fYX�o��W%�fYacb+y � � ( I{�U� � t1I{�¥�1� y I �O� � �
I �O��9d� �
��÷Yqonono`be7� �
�QkKegfªa+evkKx.ercOhi~�l7kKeÜlu�+jQp'f7qokKjd~¯kKj pH�+eg|}`]~2� z4jQa+�B�-noqo~2�Q`b� ÷YcOjQ�+~2p'erqoa+fuy

http://crypto.stanford.edu/miller/miller.pdf
y I � ª{� �¨ º ��@�`begcOeR�#k ? ernocOjQ�#k�cOjQ�����Qerqs~2f7kKlK±+cOcOeN��®°D©qox.��±+`beglukKerhicOjQp'`w�>`bp'k�jd�+x.�+erc¹�-no`wm#nonoqoa+f7qopÎ���+er|}`±+evkKp'`b~2~2kKeJlukKe � �É@[� < GR���uj�o��L%5yQ%�Z[fYXQU } XQ')%�a�XQ(�')]_fYXQ(Yg8¬�fYa�¤Y\��WfYdHfYX�`+acbedL')f�h8a�(YdL�L]_Z&±�(YaUL²®(Ya�%

(YXQU � ���u%�ULUW%�U¡y|be\�')%���\z¥)`�± � yQ§SyO|.kKno�+h�` I � �U� kKlQ£&����
yOa+c{x.`b~ �kI�t1�{� �O�
a+erqojQx.`be7yO¨ ºUº{º �¨ I ���J�derqo~2f7kKlQ±+cOcOe�cOjd�¦±+`b�#eRk��
kKerqocO u�>kK�#erqox.�+`b¡O� > c{~2f}®4erqofu�Qhi`bf7qopw®�evp'�Qqof7`bp'f7�#eR`b~>lukKe�±#�B�(noqop' 'ö0`b�®4nox.kKerqof7�dhi~4kK|}`]e¡@�c{nskKqo~ > qo`bno�#~ � �É@¥@�� ª G < G@���uj�THULVL(�XQZ�%�\�]_X=`�acbedW')fYg_f�hLbEj �5³ l�p�`�l�m�nAo
�L�L�W ByO|}kKno�+hi` I ¨ �{� kKlQ£&©�J�
yOa+cOx.`b~ �{�{��tk�{£{ª �O�
a+erqojQx.`be7y I �{� £ �¨O¨O���>�O�
cO�.c{qoy{ö0� ? �Qx.qo~2�QqoyOcOjQ�²÷Y�{ö0cO~2cO�QcOercO�#��er�.a+f7kK~2�.~2f7`bhi~d�-c{~2`b�¢kKj�a+cOqoegqojQx.�#�uj!nAaf�Z�%�%�UL]�Xuhe\
f�{5')�L%zyube��dLfY\�]_~Q�´fYX�`�acbedW')f�hea�(YdW��b�(YXQU } X{|fYa���(Y')]_fYX�yQ%�Z[~Qa�]_' b+� ? �.qojQcO¬©cOy[�2cOa+cOjQyO¨ ºUº{º �¨ � � � �O�
pH�djQ`bqo`be7�LTHdLdLg_]�%�U¡`+acbedL')f�hea(YdL��b+���2kK�Qj�xYqono`b��t��
kKjQ~2yO~2`bp'kKjQ�ª`b�#qof7qskKjQy I �O� � �¨ � ��÷Y�H��pHkKfufBcOjQ��±b� �
� £#� ÷Y� � cOev`bf7fukK�b��kKhia+ev`b~2~2`b��±+cOqoerqojdxK~2�{�uj�THUWVL(YXQZ[%�\e]_X�`�acb8dL')fYg_f�hWbvj�`�l�m+n�oep
qLsLsWµByQ|}k�ns�+hi` �{I{� ¨©kKlÎ£,&©�J��y}a+cOx.`b~ Ij�1º[t1I{�{� �}�
a+egqojQx.`be7y}¨ º{ºj� �¦z4a+�#c{fu`b�¶9+`beg~2qokKj ( �Î`ba+kKegf¨ º{º¥�ewºU� ¨OyO�Jeg�.a+f7kKnokKx.��`b±+egqojQf}®4evp'�Qqo|}`by

http://eprint.iacr.org/2004/032
�¨ � ��&�� ±]�{�
hicOerfu�}®4j�qs�+`bjQfuqof7�J�(cO~2`b�¦cO�+f7�d`]jdf7qop'cOf7qokKj��.`b��cOxKev`b`bhi`bjdf.a+evkKf7kKp'k�n'�(cO~2`b�¦kKj�f7�Q`&x�`bqona+cOqoerqojQx.� � g_%�Z[')a�fYXQ]_Z+·�%�')')%�a�\gy �Uª ( �U�{º�t1�{� ¨{yO¨ º{º ¨O�¨ � ��£#�b�
kKjQx�cOjQ��ö0� ö0�b±+cOev�Qqo�Q£#kK¬© um+jd`beRx.��_�qsxKqofu u�
`berqocOn w ±#c{egcOnono`bn > qojQqof7` > qo`bno��÷Y�+nof7qsadnsqo`ber~2�:��f�~Qa�j

XQ(Yg�f�{5�®·Qy } yQ] h8XQ(Yg�n�af�Z�%�\�\�]�Xuh�yube\�')%���\gyO¨{+u¨O¨U2 ( I�tkI{£ y I �O� £ �¨ £ ��m#�O�Î�L9#`bev�Q�+`bno�#m#|}qo�#`bjQp'`0f7�dc{f86 � ��qo~¥hikKev`0~2`bp'�+ev`!f7�QcOj©~¹�#ad`beg~2qojQx.�+nocOe-`bnonoqoa+f7qopJp'�+er|}`0p'er�.a+ f7kK~2�.~2f7`bhi~2���Sj�T�ULVL(YXQZ[%�\^]_X�`�acbedL')f�g_f�hLbkj �5³ l�p�`�l�m�n�o-qLsLsL�OyB|.kKns�+hi`0¨ ºj�1� kKlQ£&©�J�
yOa+cOx.`b~
I � �[t ¨ I{º �O�
a+erqojQx.`be7yO¨ º{º{I �¨ ª ��6>qonoqoj87
� 9>qoerfu`u7
 u¨{±#eRk ±+nocOf7lukKerh > ±A@�®4~ ( �JkKhia+no`bf7`�_�cOf7c �
�Q`b`bf _�~ º{ª{� �
http://www.xilinx.com/bvdocs/publications/ds083.pdf

yb¨ º{ºj� �


