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Abstract— In this paper, we describe the notion of signature
chaining which was originally proposed in [1]. Signature chaining
is essentially a method of generating proxy signatures. However,
the difference from most proxy schemes is that in a chained
signature, the proxies are generated sequencially rather than in
parallel. The purpose of a chaining scheme is to ‘link’ many
proxies in a chain of trust. We propose an efficient protocol
using aggregate signatures that enables this to be done in an
efficient and non-interactive manner. Our protocol is based on
bilinear pairings and is secure against chosen ciphertext attacks
under the Diffie Hellman assumption.

I. I NTRODUCTION

Over recent years, a lot of research in e-commerce systems
has been on the problem of ‘trust transfer’. However, the
notion of trust itself is difficult to formalize. Despite this
drawback, a low-level definition of trust based on crypto-
graphic primitives (which to some sense is quite reasonable in
a practical scenairio) can be used to design reliable distributed
systems. We will try to give a ‘formal’ meaning to trust
transfer using similar ideas. Trust transfer can be understood
from ‘proxy’ signatures in which the original signer delegates
the signing authority to a proxy signer [2]. In other words, the
original signer ’transfers’ his trust to the proxy. However, trust
transfer can have other implications as well, for instance, in
a mobile agent scenario [1], [3], the original platforms must
convince all successive platforms about the trustworthiness of
the agent code.

Informally, trust transfer is the act of transferring the trust
placed on the original user (thetrusted) to a proxy user (the
trustee) such that some other user (thetruster) can delegate
the same responsibilities to the trustee that he would have
delegated to the trusted in sometrust context(which could
be an agreement). Trust transfer makes sense only in a non-
interactive environment where the original user is no longer
available for interaction once the trust delegation is complete
(in other words, the truster can only interact with the trustee).

Once the act of delegation is complete, the trusted and
trustee are said to be connected in atrust relationship. It may
be the case that a truster is a trustee as well. For instance,
in an e commerce scenario, there may be multiple entities
involved in a transaction such that interaction is not permitted
(or feasible) between many of them. However, in order for
the transaction to be successful, some sort of accountability is
necessary. Thus in this scenario, a truster will act as trustee for
the next entity in the chain such that trust is ‘transferred’ from
the original user to the last user via the chain of trustees. More

generally, where the participants of a distributed protocol (i.e.
involving more than two entities) are required to authenticate
to each other and non-repudiation is required, the number of
interactions between participants need to be minimized.

In this paper, we propose the concept ofone-way chaining
to demonstrate how a chain of trustees can be constructed by
forming individual trust relationships between the links of the
chain without having to interact with any other links. Toward
the end of the paper, we describe some interesting applications
of this idea.

II. BACKGROUND

We assume that users are identified by unique identifiers
which could be an e-mail. In this paper, we assume that the
user’s name uniquely identifies the user (for instance, there is
only one user named “Alice”). Thus if Alice communicates
with Bob, Bob simply needs to know that he is talking to the
person named “Alice”.

A. One-Way Chaining

Imagine a scenario where many users are involved in an e-
commerce transaction. Denote the contract spelling the details
of the transaction bym. We assume thatm is passed among
the users who must approve of it by attaching a signature.
Represent the users as points of a acyclic directed graph. As
the message is passed, a new arc directed from the receiver to
the sender is added to the graph. The edges of such a graph
will represent a hop-by-hop path of the message in the reverse
direction from the current host to the initiator. In this notation
the statements “a passed the message tob” and “There is a
path of unit length fromb to a” are considered equivalent. We
can consider this graph to describe the path by which trust is
propagated in the system.

1. We say that adirect path exists fromb to a if and only
if b can prove (in the context of the message) something
abouta that no other host can. That is,b has someextra
information abouta that others cannot extract fromb’s
proof.

2. Let {h0, h1, . . . hn} be a set of hosts for somen ≥ 1.
We say achainedpath exists fromhn to h0 if and only
if there exists a direct path fromhx to hx−1 for eachx
from 1 to n.

Assume thati is the initiator of the message,a is any
sending host andb is the receiving host. Also, excepting the
act of message transfer no other interaction is allowed between
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any hosts. Using this scenario, authentication can be defined
as follows:a must prove tob that a chained path exists from
a to i.

B. Definitions

(a) Fix the alphabetΣ = {0, 1}. The set of strings overΣ
is denoted byΣ∗ and the set of all strings overΣ of
length≤ l are denoted byΣl. For anyx, y ∈ Σ∗ the
symbolx‖y denotes the concatenation ofx andy. The
empty string is denoted by the symbolε.

(b) If a, b are two variables of the same type, thena ← b
denotes thata is set to the value ofb. If A is a non-empty
set, thenx ← A denotes thatx has been uniformly
chosen inA. Throughout this paper we will use the
symbol Z to denote the set of integers and the symbol
I to denote the set of all identities{I1, I2, . . .}.

(c) A sequence ofi elementsα1, α2, . . . αi is denoted
by 〈α1, α2, . . . , αi〉. The empty sequence is a se-
quence without any elements and is denoted by〈〉.
If S = 〈α1, α2, . . . , αi〉 is some finite sequence then
〈S, α〉 = 〈α1, α2, . . . , αi, α〉 is also a finite sequence.
For any two sequencesS = 〈α1, α2, . . . , αi〉 and T =
〈β1, β2, . . . , βj〉, S = T ⇔ (i = j & αi = βi ∀i). For
any finite setA, the symbol〈A〉 denotes the set of all
sequences having (non-repeating) elements fromA.

(d) Fixed Strings: LetL1 andL2 be any two languages. For
somex ∈ L1 and somey ∈ L2, the pair〈x, y〉 is said
to befixed if and only if there exists a (polynomial-time
computable) binary functionσ : L1×L2 7→ {0, 1} such
that σ(x, y) = 1 and it is computationally intractable to
find another strinĝy ∈ L2 such thatσ(x, ŷ) = 1.

C. Bilinear Pairings

The fundamental building blocks of our protocol are a class
of primitives known asbilinear pairings1 defined as follows:
Let G1 be a cyclic additive group of prime orderq andG2 be
a cyclic multiplicative group of the same order. Assume that
computing the discrete logarithm in bothG1 andG2 is hard.
A bilinear pairing is a mape : G1 × G1 7→ G2 that satisfies
the following properties [10], [4]:

1) Bilinearity: e(aP, bQ) = e(P,Q)ab ∀P,Q ∈ G1 and
a, b ∈ Zq

2) Non-degeneracy: P 6= 0⇒ e(P, P ) 6= 1
3) Computability: e is efficiently computable

The above also imply:e(P + Q,R) = e(P,R) ·
e(Q,R) ∀P,Q,R ∈ G1.

Typically, the mape will be derived from either the Weil or
Tate pairing on an elliptic curve over a finite field. Despite
the complex mathematics involved in constructing such maps,
cryptographic protocols based on pairings can be described
entirely without ever referring to the actual implementation.
We refer the reader to [10], [4], [11] for more details. Pairings

1Bilinear pairings are probably best known for their use in Identity Based
Encryption (IBE) by Boneh and Franklin in 2001 [4]. Other notable applica-
tions of pairings are Identity Based Signatures (IBS) [5], [6], [7], tripartite
one-round key agreement [8] and Certificate-Less Public Key Cryptography
(CL-PKC) [9].

and other parameters should be selected in proactive for
efficiency and security. For appropriately selected parameters,
the following problems are computationally intractable:

1) Discrete Logarithm Problem (DLP): GivenP, aP ∈ G1,
computea ∈ Zq

2) Diffie Hellman Problem (DHP): GivenP, aP, bP ∈ G1,
computeabP ∈ G1.

3) Bilinear Diffie Hellman Problem (BDHP): Given
P, aP, bP, cP ∈ G1, computee(P, P )abc ∈ G2.

While the following problem is always easy (see [10] for a
proof):

1) Decisional Diffie Hellman Problem (DDHP): Given
P, aP, bP, abP,Q ∈ G1, differentiate betweenabP and
Q.

Our motivation to use pairings is due to the fact that the
DDHP inG1 is easy while both the DHP and the DLP are hard
in G1. Such groups (where DDHP is easy but DHP is hard)
are generally referred to as asGap Diffie Hellman (GDH)
groups [12].

III. O NE-WAY SIGNATURE CHAINING

We will describe here a protocol that enables one-way
chaining using chained signatures. A one-time initial setup
is necessary during which our participants create a public-key
directory. Once this setup is complete, Any registered member
can participate in unlimited rounds of the protocol.

A. Initial Setup (Create PKI)

A public directory (or PKI) will be used to authenticate
messages (and if necessary to encrypt them). The PKI we
describe is based on bilinear pairings and a central authority
is responsible for generating the security parameters. A trusted
CA is responsible for certifying the public keys. To participate
in the protocol each user must have a certified public key. The
setup proceeds as follows:

1) Let e : G1 × G1 7→ G2 be a bilinear mapping as
defined in section II-C. LetP ∈ G1 be a generator of
G1. Also let H : 〈Σ∗〉 7→ G1 be a cryptographic hash
functions. The parameters〈e, q, G1, P,H〉 are generated
by the trusted authority and made public in an authentic
way.

2) Each participantIi generatesxi ← Zq as the private
key. The corresponding public key isYi = xiP

3) Each participant who wants to sign messages obtains a
certificate from the CA linking the identityIi and the
public key Yi. In other words, the CA fixes the pairs
〈Yi, Ii〉.

B. A Zero Knowledge Proof

We first describe a simple interactive zero knowledge proof
and then use it to construct a chained signature scheme. In
this system there are two participants,I1 and I2. The aim of
the protocol is forI1 to identify itself to I2. This protocol
for example could be used by the CA to ascertain that a user
indeed knows the private key corresponding to the given public



3

key before handing out the certificate. Once a certified key
exists, it can be used for identification.

1) The proverI1 claims to know the discrete logarithm
x1 ∈ Zq of Y1 ∈ G1

2) The verifierI2 generates a randomQ← G1 and sends
it to I1

3) I1 responds withR = x1Q ∈ G1

4) I2 accepts ife(R,P ) = e(Q,Y1)
The proof is zero knowledge based on the following argu-
ments:

(a) Correctness: The properties of bilinear maps ensure that
the verification is always successful ifI1 does not cheat.

(b) Soundness: IfQ is truly selected uniformly fromG,
the probability of computingR such thate(R,P ) =
e(Q, xiP ) without knowledge ofxi is negligible assum-
ing that the DLP inG1 is hard [10].

(c) Zero-Knowledge: The protocol is zero-knowledge ifI2

can generate the transcript(R,Q) without interaction
with I1 (that is, the protocol can be simulated).I2 simply
computesQ = rP for somer ← Zq andR = rxiP .

We will now extend this zero knowledge proof to include a
third participantI3 in this scenario. The goal of the protocol is
that I1 andI2 will simultaneously prove toI3 that they know
the discrete logarithm ofY1 and Y2 such thatI3 cannot be
convinced about either of the two statements separately. That
is, the proof is valid only on the two statements together: “I1

knowsx1 andI2 knowsx2” but not on any of the individual
statements “I1 knowsx1” or “ I2 knowsx2” independently of
the other. Such a proof is called anadditive zero knowledge
proof [1].

1) The proversI1, I2 start by claiming to know the discrete
logarithmsx1, x2 ∈ Zq of Y1, Y2 ∈ G1 respectively.

2) The verifier I3 generates two random elements
Q1, Q2 ← G1 and sendsQ1 to I1 andQ2 to I2.

3) I1, I2 compute separatelyR1 = x1Q1 andR2 = x2Q2

respectively. Then they compute together the valueR =
R1 + R2 and sendR to I3.

4) I3 accepts ife(R,P ) = e(Q1, Y1).e(Q2, Y2). We claim
that this test will pass if and only ifI1 knows x1 and
I2 knowsx2.

The correctness can be easily verified: if none ofI1, I2

cheat, the verification process always passes. The soundness
property holds because computing individual proofsx1Q1,
x2Q2 is still infeasible without knowledge ofx1 or x2 due to
the hardness of the DHP inG1 as shown in theorem 4.4 of [13]
(cf. aggregate extraction). If the verification process fails it
is not possible to tell which ofI1 or I2 (or both) cheated.
The protocol is still zero knowledge because the transcripts
(Q1, Q2, R) can be generated byI3 as follows: first generate
r1, r2 ← Zq. Then computeQ1 = r1P , Q2 = r2P and
R = r1Y1 + r2Y2.

C. The Authentication Protocol

We will extend the above zero knowledge scheme to an arbi-
trary number of users and use the Fiat-Shamir heuristic [14] to
turn the interactive identification protocol to a non-interactive
chain-signature scheme. We assume that:

1) The message (or contract) to be signed ism. The iden-
tities of the firstn participants is the ordered sequence
〈I1, I2, . . . In〉 where Ii ∈ I for each positive integer
i. A further restriction is that all the identities must be
unique. The users signing the contract have to follow the
order specified. The verification process must succeed if
and only if the correct order is given as input. Such a
signature is called a chain-signature.

2) At the time of signing, the participants are not allowed
to interact except with their immediate neighbours in
the list. Moreover there is only one interaction allowed,
that of passing the message on to the next recipient.
The chain-signature must be attached with the message
during transfer. Participants can add more links to the
chain but cannot remove any previously added links.

3) The order of the participants is ‘ad-hoc’. It is not pos-
sible for any userIi to precisely determine the identity
of the next userIi+1 during signing which implies that
the contract can involve entities that need not be aware
of the other entities.

An arbitrary participantIi will process the message as fol-
lows: On receiving it fromIi−1, it first follows the verification
procedure. Before passing the message toIi+1, it follows
the signing procedure. The first participantI1, however, only
follows the signing procedure. Before describing the process,
we give some additional notation:

A valid chain-signature consists of anidentifier-listwhich is
a list of identifiers and aaggregationof individual signatures.
The signing procedure takes three inputs: a valid message, a
valid chain-signature and an identifier. It either outputs a new
valid chain-signature or an error. The verification procedure
takes two inputs: a message and a chain-signature and outputs
true or false. Leti ≥ 1, j ≥ 0 be integers. DefineLj ∈ 〈I〉
andUj ∈ G1 as follows:

1) L0 = 〈〉, the empty sequence andU0 = 0 ∈ G1

2) Li = 〈Li−1, Ii〉 = 〈I1, I2, . . . , Ii〉
3) Ui = Ui−1 + xiH(M,Li) =

∑r=i
r=1 xrH(M,Lr)

1) Signing: For any participantIi, this procedure takes as
input the messagem, the identifier Ii, the chain-signature
〈Li−1, Ui−1〉 and outputs a new chain-signature〈Li, Ui〉
where the valuesLi−1, Li, Ui−1 andUi are as defined above.

2) Verification: For clarity, we describe the verification
procedure to be followed byIi+1. This procedure takes as
input the messagem, the signature〈Li, Ui〉 and outputs true
or false. The process can be described as follows:

1) Output false if the sequenceLi contains any duplicate
elements.

2) Output true ife(Ui, P ) =
∏r=i

r=1 e(H(M,Lr), Yr) oth-
erwise output false.

If the output of the verification process is true, it can be
ascertained that the order proclaimed in the list of signers is
indeed correct. Notice that our signatures are very similar to
the aggregate signatures of Boneh et al. [15] where signatures
of many users (on different messages) are verified in one single
step. In our scheme, however, an aggregation of signatures of
many users on the same message is verified at once and the
exact order of the signers is preserved.
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D. Analysis Of The Protocol

We will now give a brief analysis of the protocol and
show that it achieves the necessary objectives of correctness
and soundness. Roughly speaking, correctness requires that if
all participants behave correctly, then the verification process
should always output true. On the other hand, soundness
requires that the verification process should output false with
overwhelming probability if even one participant misbehaves.
Recall that we want to ensure that the ordered list of par-
ticipants specified in eachLi should correctly and uniquely
identify the path of the received message. The objectives of
the protocol are summarized below:

1) Using their private keys, participants can add their names
to the end of the list (contained in the signature) without
interaction. Arbitrary names cannot be added to a list
without access to the corresponding private keys.

2) Once added, a name cannot be removed from the list
without access to the corresponding private key. How-
ever, the authenticity of the list can be verified (without
interaction) using only the public keys of the participants
involved.

3) The authenticity of the list can be verified if and only if
the correct order of all the participants is supplied.

4) Non-repudiation must be provided. A holder of a
chained signature should be able to convince a judge
about the identities of all participants in the chain (in
the correct order). The above properties automatically
imply non-repudiation.

1) Correctness: We must show that if all the partici-
pants behave correctly, then the verification process will
always succeed. The correctness of the verification process
(of section III-C.2) follows directly from the property of
bilinear maps: LHS of step 2 of the verification process
(section III-C.2)= e(Ui, P ) = e(

∑r=i
r=1 xrH(M,Lr), P ) =∏r=i

r=1 e(H(M,Lr), xrP ) = RHS
2) Soundness:To prove soundness of our scheme we need

to show the verification process fails with a high probability
if the protocol is not followed correctly (that is, if even one
user misbehaves). The standard accepted notion of soundness
is chosen ciphertextsecurity which assumes the most powerful
type of adversary with access to all communication chan-
nels [16], [17]. The adversary can corrupt any party and is
capable of removing arbitrary messages from any communi-
cation channel and injecting new messages into the channel.
A scheme is secure if no such adversary is able to defeat
the protocol’s objectives. Usually, to prove the soundness
of a signature scheme, it is enough to show that existential
forgery on any message is not possible [18]. To achieve chosen
ciphertext security for chained signatures, however, two types
of forgeries must be considered independently of each other:

• Forgery of signatures on any previously unsigned mes-
sages

• Forgery of signatures on any previously unsigned se-
quence of identities

In other words, we must show that the signatures are
unforgeable with respect to any chosen messageM or any
chosen sequenceLi (which uniquely and correctly identifies

the order of signers). This follows from the following theorem.

Theorem 1: Assume that the DHP inG1 is hard. Then
our scheme is secure against existential forgery on messages
or sequence of identities.

Proof: We assume that the hash functionH is a random
oracle. Refer to the definitions in section III-C.Ui can be
considered as an aggregation (or sum) of individual signatures
of Ir on 〈M,Lr〉 ∀r ≤ i using the aggregate signature scheme
of [15]. To see this letSr ∈ G1 be the individual signature of
Ir on 〈M,Lr〉 whereSr = xrH(M,Lr). We can then rewrite:

Ui =
∑r=i

r=1 xrH(M,Lr) =
∑r=i

r=1 xrH(M,Lr) =
∑r=i

r=1 Sr

It is shown in theorem 3.2 of [10] that our scheme is secure
against existential forgery ofindividual signatures ifH is a
random oracle. Assuming thatIr 6= Ij wheneverr 6= j and
h(Ij) 6= ε ∀j, it is also ensured thatLr 6= Lj wheneverr 6= j
(in other words, allLr are distinct). It is shown in theorem 3.2
of [15] that this scheme is secure against existential forgery of
aggregatesignatures if the messages〈M,Lr〉 are all distinct.

Consider any aggregationUi of individual signatures
{S1, S2 . . . Si} such that none of the individual signatures are
known. It is shown in theorem 4.5 of [15] that extracting
any individual signature (or any sub-aggregation of individual
signatures) fromUi is not feasible if the DHP inG1 is hard.

To prove that our chained signature scheme is secure, it
remains to be shown that an adversary cannot even change the
order of the identies used in the verification. First note that
existential forgery on individual signatures is not possible. If
H is a random oracle, the probability of finding collisions of
the typeH(M,Li) = H(M ′, L′

i) where〈M,Li〉 6= 〈M ′, L′
i〉

is negligible. This ensures that the pairs〈Ui,M〉 and〈Ui, Li〉
are both fixed from the adversary’s point of view. In other
words, each individual signatureSi corresponds to the unique
sequenceLi ∈ 〈I〉 and a unique messageM ∈ Σ∗. This
completes the proof of security of our scheme. To summarize,
this scheme is secure against the following attacks:

1) Existential forgery of individual and aggregate signa-
tures

2) Existential forgery of the order of signers in the signa-
ture

3) Extraction of individual signatures from an aggregation

IV. OVERVIEW OF THE PROTOCOL

The above protocol is an example of a one-way signature
chaining scheme. To understand this, see that step 2 of the
verification process (section III-C.2) involves the public keys
of all participating users (in the right order). We see that the
signatures have an “additive” property, demonstrated by the
fact that Ii+1 can ‘add’ more information to the signature
Ui of Ii by computingUi+1. Non-repudiation is provided as
follows: Ii+1 can prove in a court that the message was indeed
received fromIi by producing this signature as awitnessand
invoking the verification procedure. A few points about this
protocol are noteworthy:



5

1) Any userIi who passes the message can add its name
in the list of the signature. Once added, users cannot
remove names of other users from the list (without
completely making the list empty), nor can they change
the order or add new names.

2) The signing and verification procedures are completely
non-interactive. Moreover, it is possible to combine the
signing and verifying procedures into a singlesign-verify
procedure to increase efficiency.

3) The signature size is constant ignoring the payload of
the identifier list (which cannot be avoided). The per-
formance of the scheme can be summarized as follows
(assumingn users in the chain):

a) Signing: one multiplication inG1, one addition in
G1 and one computation ofH

b) Verification:n pairing computations and multipli-
cations inG2, andn computations ofH

Our protocol demonstrates a type of chaining calledback-
ward chaining where each receiver of the message is re-
sponsible for “adding” a link to the chain. Likewise, we
can also considerforward chaining where the senders of the
message are responsible for creating the chain. In this variant,
each sender is aware of the next receiver during the signing
process. Forward chaining has the advantage that the order of
participants can be strictly specified by senders. However, such
a scheme also restricts the flexibility of the system because the
message will have to be signed multiple times if sent to many
receivers in parallel. Moreover in a backward chaining scheme,
multiple senders within a ‘trust zone’ can use a single signing
gateway without revealing the identity of the recipients. Due
to these reasons, we only considered backward chaining in our
work.2 It is easy to convert our backward chaining scheme to
a forward chaining one simply by redefiningLj in section III-
C as follows:L0 = 〈I1〉 and Lk = 〈Lk−1, Ik+1〉 if k > 0.
We note that forward chaining schemes can be trivially made
without pairings as described in [19]. The resulting signatures,
however, are inefficient in size. We are not aware of any simple
constructions for backward chaining schemes without pairings.
In this regard, our scheme is unique because it enables ad-hoc
backward chaining without involving any third parties.

V. CONCLUSION AND FUTURE DIRECTIONS

In this paper, we proposed a one-way signature chaining
scheme based on bilinear pairings over elliptic curves. Our
method is based on the notion of additive zero knowledge [1]
which enables trust to propagate between different provers.
We demonstrated that signature chaining can be used to form
ad-hoc trust relationships between multiple participants in a
dynamic and non-interactive manner. Our protocol uses a
standard certificate-based PKI and it is worth researching if
a certificate-less or an identity based scheme can be derived
from the certificate based one presented in this paper.

Considering that one-way signature chaining enables us to
correctly validate the path of any received message using very

2Note that forward chaining is equivalent to ‘designated’ proxy chain
signatures while backward chaining is equivalent to universal or undesignated
proxy chain signatures.

short signatures and provides non-repudiation, we can consider
several applications: mobile agent authentication [19], [1],
electronic auctions, payment systems [20], group e-commerce
(e-commerce transactions where multiple entities are involved
such that direct interaction is not possible between many of
them), electronic work-flow enforcement (ensuring the order
in which participants should be involved), ‘secret-passing’
protocols, secure routing, authenticated mail relaying and
spam tracing, token based authentication, IP tracing, mobile
IP, intrusion detection, GRID computing, battlefield modeling,
Supply Chain Management, distributed systems and wireless
roaming.
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