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Abstract—In this paper, we describe the notion of signature generally, where the participants of a distributed protocol (i.e.
chaining which was originally proposed in [1]. Signature chaining jnvolving more than two entities) are required to authenticate
is essentially a method of generating proxy signatures. However, to each other and non-repudiation is required, the number of

the difference from most proxy schemes is that in a chained . ¢ fi bet ici t dtob inimized
signature, the proxies are generated sequencially rather than in Intéractions between participants need to be minimized.

parallel. The purpose of a chaining scheme is to ‘link’ many  In this paper, we propose the conceptonie-way chaining
proxies in a chain of trust. We propose an efficient protocol to demonstrate how a chain of trustees can be constructed by

using aggregate signatures that enables this to be done in anforming individual trust relationships between the links of the
efficient and non-interactive manner. Our protocol is based on chain without having to interact with any other links. Toward

bilinear pairings and is secure against chosen ciphertext attacks th d of th d ib int fi licati
under the Diffie Hellman assumption. ftatﬁn _do e paper, we describe some interesting applications
of this idea.

I. INTRODUCTION Il. BACKGROUND

Over recent years, a lot of research in e-commerce systemgye assume that users are identified by unique identifiers
has been on the problem of ‘trust transfer’. However, thghich could be an e-mail. In this paper, we assume that the
notion of trust itself is difficult to formalize. Despite thisyser's name uniquely identifies the user (for instance, there is
drawback, a low-level definition of trust based on cryptsnly one user named “Alice”). Thus if Alice communicates

graphic primitives (which to some sense is quite reasonableyjitny Bob, Bob simply needs to know that he is talking to the
a practical scenairio) can be used to design reliable distribuiggkson named “Alice”.

systems. We will try to give a ‘formal’ meaning to trust

transfer using. similar id_eas. Trust trar1_sfer can be understopd One-Way Chaining

from ‘proxy’ signatures in which the original signer delegates i . . .
the signing authority to a proxy signer [2]. In other words, the IMagine & scenario where many users are involved in an e-
original signer 'transfers’ his trust to the proxy. However, tru§fommerce transaction. Denote the contract spelling the details

transfer can have other implications as well, for instance, §f the transaction byn. We assume that is passed among
a mobile agent scenario [1], [3], the original platforms mudf® users who must approve of it by attaching a signature.

convince all successive platforms about the trustworthinessRgPresent the users as points of a acyclic directed graph. As
the agent code. the message is passed, a new arc directed from the receiver to

Informally, trust transfer is the act of transferring the trudf'® sender is added to the graph. The edges of such a graph
placed on the original user (theusted to a proxy user (the Will represent a hop-by-hop path of the message in the reverse
trusted such that some other user (thester) can delegate direction from the current host to the initiator. In this ngtatlon
the same responsibilities to the trustee that he would hai¥¢ Statementsd’ passed the message iiband “There is a
delegated to the trusted in sontist context(which could path of ur_ut Iength fromb to a” are_conS|dered equwal_ent. We _
be an agreement). Trust transfer makes sense only in a n6@? consider this graph to describe the path by which trust is
interactive environment where the original user is no long8foPagated in the system.
available for interaction once the trust delegation is completel. We say that alirect path exists fronb to a if and only
(in other words, the truster can only interact with the trustee).  if b can prove (in the context of the message) something

Once the act of delegation is complete, the trusted and abouta that no other host can. That ishas somextra
trustee are said to be connected itrist relationship It may information about: that others cannot extract frob's
be the case that a truster is a trustee as well. For instance, Proof.
in an e commerce scenario, there may be multiple entities2. Let {ho,h1,...h,} be a set of hosts for some > 1.
involved in a transaction such that interaction is not permitted ~ We say achainedpath exists fron,, to i if and only
(or feasible) between many of them. However, in order for  if there exists a direct path fror, to i, for eachx
the transaction to be successful, some sort of accountability is  from 1 to n.
necessary. Thus in this scenario, a truster will act as trustee foAssume that; is the initiator of the message, is any
the next entity in the chain such that trust is ‘transferred’ fromending host and is the receiving host. Also, excepting the
the original user to the last user via the chain of trustees. Maaet of message transfer no other interaction is allowed between



any hosts. Using this scenario, authentication can be defirlewl other parameters should be selected in proactive for
as follows:a must prove tob that a chained path exists fromefficiency and security. For appropriately selected parameters,

a to i. the following problems are computationally intractable:
1) Discrete Logarithm Problem (DLP): Give a P € Gy,
B. Definitions computea € Z,
(a) Fix the alphabeE = {0,1}. The set of strings over 2) Diffie Hellman Problem (DHP): Give®’, aP,bP € G4,
is denoted byx* and the set of all strings ovet of computeabP € Gi. .
length < [ are denoted by>l. For anyz,y € * the  3) Bilinear Diffie Hellman Problem (BDHP): Given
. ’ ’ be
symbol z||y denotes the concatenation ofandy. The P,aP,bP,cP € Gy, computee(P, P)** € Gs.
empty string is denoted by the symhol While the following problem is always easy (see [10] for a

(b) If a,b are two variables of the same type, then— b  proof):
denotes that is set to the value df. If A isanon-empty 1) Decisional Diffie Hellman Problem (DDHP): Given
set, thenz «— A denotes thatt has been uniformly P,aP,bP,abP, Q € G, differentiate betweenbP and
chosen inA. Throughout this paper we will use the Q.

symbolZ to denote the set of integers and the symbol oyr motivation to use pairings is due to the fact that the
I to denote the set of all identitiglsly, /2, .. -} DDHP in G, is easy while both the DHP and the DLP are hard
(c) A sequence ofi elementsay,as,...a; is denoted i G,. Such groups (where DDHP is easy but DHP is hard)

by (ai,as,...,q;). The empty sequence is a se-gre generally referred to as &@ap Diffie Hellman (GDH)
quence without any elements and is denoted (by groups [12].

If S = (a1,9,...,q;) is some finite sequence then

(S,a) = (a1,a0,...,q;4,«) is also a finite sequence.

For any two sequenceS = (aj,aq,...,q;) andT =

(B1,B2,..,Bj), S=T & (i =j & a; = B Vi). For We will describe here a protocol that enables one-way

any finite setA, the Symbo|<A> denotes the set of all chaining using chained signatures. A one-time initial setup

sequences having (non-repeating) elements fiom is necessary during which our participants create a public-key
(d) Fixed Strings: LelL; andL, be any two languages. Fordirectory. Once this setup is complete, Any registered member

somez € L; and somey € L, the pair(z,y) is said can participate in unlimited rounds of the protocol.

to befixedif and only if there exists a (polynomial-time

computable) binary function : L, x Ly — _{O, 1} such A nitial Setup (Create PKI)

thato(z,y) = 1 and it is computationally intractable to

find another stringj € L, such thato(z, §) = 1.

I1l. ONE-WAY SIGNATURE CHAINING

A public directory (or PKI) will be used to authenticate
messages (and if necessary to encrypt them). The PKI we
describe is based on bilinear pairings and a central authority
is responsible for generating the security parameters. A trusted

The fundamental building blocks of our protocol are a clas3A is responsible for certifying the public keys. To patrticipate
of primitives known asbilinear pairings' defined as follows: in the protocol each user must have a certified public key. The
Let G; be a cyclic additive group of prime orderandG. be setup proceeds as follows:

a cyclic multiplicative group of the same order. Assume that 1) |et ¢ : G, x G, — G, be a bilinear mapping as

C. Bilinear Pairings

computing the discrete logarithm in both, and G- is hard. defined in section II-C. Le” € G, be a generator of
A bilinear pairing is a mag : G, x G; — G- that satisfies G4. Also let H : (%) — G, be a cryptographic hash
the following properties [10], [4]: functions. The parametets, ¢, G, P, H) are generated
1) Bilinearity: e(aP,bQ) = e(P,Q)* VP,Q € G; and by the trusted authority and made public in an authentic
a,b € Zy way.
2) Non-degeneracyP # 0 = e(P,P) # 1 2) Each participant; generatesr; «— Z, as the private
3) Computability e is efficiently computable key. The corresponding public key 1§ = z; P
The above also implyie(P + Q,R) = e(P,R) - 3) Each participant who wants to sign messages obtains a
e(Q,R) VP,Q, R € G. certificate from the CA linking the identity; and the
Typically, the mape will be derived from either the Weil or public keyY;. In other words, the CA fixes the pairs

Tate pairing on an elliptic curve over a finite field. Despite (Y3, [;).
the complex mathematics involved in constructing such maps,
cryptographic protocols based on pairings can be described
entirely without ever referring to the actual implementation. ) ) ) ] )
We refer the reader to [10], [4], [11] for more details. Pairings Ve first describe a simple interactive zero knowledge proof
and then use it to construct a chained signature scheme. In

1Bilinear pairings are probably best known for their use in Identity Basdinis system there are two participanfs,and I>. The aim of

Encryption (IBE) by Boneh and Franklin in 2001 [4]. Other notable applicghe protocol is forl; to identify itself to I,. This protocol
tions of pairings are Identity Based Signatures (IBS) [5], [6], [7], tripartit

one-round key agreement [8] and Certificate-Less Public Key Cryptograp?@r example could be used by the CA to ascertain that a user
(CL-PKC) [9]. indeed knows the private key corresponding to the given public

A Zero Knowledge Proof



key before handing out the certificate. Once a certified key1)
exists, it can be used for identification.
1) The proverl; claims to know the discrete logarithm
x1 € Zg Of Y1 € G4
2) The verifier/; generates a rando — G; and sends
it to I
3) I; responds withR = z:Q € G,
4) I, accepts ife(R, P) = e(Q, Y1)
The proof is zero knowledge based on the following argu- 2)
ments:
(a) Correctness: The properties of bilinear maps ensure that
the verification is always successfullif does not cheat.
(b) Soundness: IfQ is truly selected uniformly fromG,
the probability of computingR such thate(R, P) =
e(Q, z; P) without knowledge of:; is negligible assum-
ing that the DLP inG; is hard [10]. 3)
Zero-Knowledge: The protocol is zero-knowledge/4f
can generate the transcripR, Q) without interaction

(©)

The message (or contract) to be signechisThe iden-
tities of the firstn participants is the ordered sequence
(I1,I,...1,) where I, € I for each positive integer

i. A further restriction is that all the identities must be
unique. The users signing the contract have to follow the
order specified. The verification process must succeed if
and only if the correct order is given as input. Such a
signature is called a chain-signature.

At the time of signing, the participants are not allowed
to interact except with their immediate neighbours in
the list. Moreover there is only one interaction allowed,
that of passing the message on to the next recipient.
The chain-sighature must be attached with the message
during transfer. Participants can add more links to the
chain but cannot remove any previously added links.
The order of the participants is ‘ad-hoc’. It is not pos-
sible for any uset; to precisely determine the identity
of the next usel;,; during signing which implies that
the contract can involve entities that need not be aware

with [ (thatis, the protocol can be simulated).simply o
computes)) = rP for somer « Z, and R = r; P. of the other entities.

We will now extend this zero knowledge proof to include a An arbitrary participant; will process the message as fol-
third participantZs in this scenario. The goal of the protocol idOWS: On receiving it fromi; _,, it first follows the verification
that /; and I, will simultaneously prove td that they know Procedure. Before passing the messagel;in, it follows
the discrete logarithm o¥; and Y such thatl; cannot be the signing procedure. The first participaht however, only
convinced about either of the two statements separately. TFJlows the signing procedure. Before describing the process,
is, the proof is valid only on the two statements togethér: * We give some additional notation:
knowsz; and I, knowsz,” but not on any of the individual A valid chain-signature consists of afentifier-listwhich is
statements I; knowsz:” or “ I, knowsz,” independently of 2 list qf |(;ient|f|ers and aggregatlonof individual signatures.
the other. Such a proof is called anlditive zero knowledge The Signing procedure takes three inputs: a valid message, a
proof [1]. valid chain-signature and an identifier. It either outputs a new

1) The proverd, I start by claiming to know the discreteva”d chailj—signature or an error. The _veri.fication procedure
logarithmsz1, 2 € Z, of Y1,Ys € G, respectively. takes two mputs:‘a mess_age and a chaln-S|gna}ture and outputs
2) The verifier Is generates two random elementdU€ 0f false. Let > 1, j > 0 be integers. Defind,; < (I)
Q1,Q2 — G, and send¥); to I; and Qs to I. andU; € G, as follows:
3) I, I, compute separatelR; = z1Q; and Ry = 22Q> 1) Lo = (), the empty sequence aitg =0 € G,
respectively. Then they compute together the vatue ~ 2) Li = (Li—1, ;) = (I, I, ..., I;)
R; + Ry and sendR to I5. 3) Ui=Uir+xH(M,L;) = >~ x, H(M, L)
4) I accepts ife(R, P) = e(Q1,Y7).e(Q2,Y2). We claim 1) Signing: For any participant;, this procedure takes as
that this test will pass if and only if; knowsz; and input the messagen, the identifier I;, the chain-signature
I knows z,.

(Li—1,U;—1) and outputs a new chain-signatukg;, U;)

The correctness can be easily verified: if nonelpf I, Where the valued; 1, L;, U;_; andU; are as defined above.
cheat, the verification process always passes. The soundnegy Verification: For clarity, we describe the verification
property holds because computing individual proafg),, procedure to be followed by, ;. This procedure takes as
x2Q5 is still infeasible without knowledge of; or 2, due to input the message:, the signaturgL;, U;) and outputs true
the hardness of the DHP i#; as shown in theorem 4.4 of [13] or false. The process can be described as follows:

(cf. aggregate extraction). If the verification process fails it 1) Output false if the sequende; contains any duplicate
is not possible to tell which of; or I (or both) cheated. elements.

The protocol is still zero knowledge because the transcripts2) Output true ife(Us, P) = H:Z e(H(M,L,),Y,) oth-
(Q1,Q2, R) can be generated bl as follows: first generate erwise output false.

1,72 — Zg. Then compute; = 7P, Qo = rP and |t the output of the verification process is true, it can be
R=rY1+rYs. ascertained that the order proclaimed in the list of signers is
indeed correct. Notice that our signatures are very similar to
the aggregate signatures of Boneh et al. [15] where signatures

We will extend the above zero knowledge scheme to an arbfmany users (on different messages) are verified in one single
trary number of users and use the Fiat-Shamir heuristic [14]step. In our scheme, however, an aggregation of signatures of
turn the interactive identification protocol to a non-interactivemany users on the same message is verified at once and the
chain-signature scheme. We assume that: exact order of the signers is preserved.

C. The Authentication Protocol



D. Analysis Of The Protocol the order of signers). This follows from the following theorem.

We will now give a brief analysis of the protocol and ) )
show that it achieves the necessary objectives of correctné§§orem 1 Assume that the DHP irG, is hard. Then
and soundness. Roughly speaking, correctness requires th&tf SCheme is secure against existential forgery on messages
all participants behave correctly, then the verification proce6 Seduence of identities.
should always output true. On the other hand, soundness o
requires that the verification process should output false wifoof: We assume that the hash functiéa is a random
overwhelming probability if even one participant misbehave8racle. Refer to the definitions in section III-C}; can be
Recall that we want to ensure that the ordered list of paqon5|dered as an aggrega}non (or sum) of |nd_|V|duaI signatures
ticipants specified in each; should correctly and uniquely ©f I» on (M, L,.) Vr < i using the aggregate signature scheme

identify the path of the received message. The objectives ¥f[15]- To see this lets, € G, be the individual signature of
the protocol are summarized below: I.on (M, L,) whereS, =z, H(M, L,). We can then rewrite:

1) Using their private keys, participants can add their nam
to the end of the list (contained in the signature) without®
interaction. Arbitrary names cannot be added to a list
without access to the corresponding private keys.

2) Once added, a name cannot be removed from the
without access to the corresponding private key. Ho
ever, the authenticity of the list can be verified (witho
interaction) using only the public keys of the participant

=S e H(M, L) = S0 2 o, H(M, L) = 2020 S,

It is shown in theorem 3.2 of [10] that our scheme is secure
ﬁsqainst existential forgery ahdividual signatures ifH is a
andom oracle. Assuming thdt # I, wheneverr # j and

(I;) # € V4, it is also ensured that, # L; wheneverr # j

n other words, allL,. are distinct). It is shown in theorem 3.2
involved. of [15] that this scheme is secure against existential forgery of

3) The authenticity of the list can be verified if and only ipggrega};esignatures if the r_nessagfy’ gr?darel aII. distinet.
the correct order of all the participants is supplied. Consider any aggregatio; 0 Inavidua _S|gnatures
4) Non-repudiation must be provided. A holder of S1,52...5;} such that none of the individual signatures are

chained signature should be able to convince a jud BOV_V“-_'F s sh_own in theorem 4.5 of [15] _that e_xtrgc_ting
about the identities of all participants in the chain (i ny individual signature (or any sub-aggregation of individual

the correct order). The above properties automaticalﬁ'pnatures) front; is not feasible if the DHP irG, is hard.
imply non-repudiation. To prove that our chained signature scheme is secure, it

. .. remain hown that an adversar nnot even change th
1) Correctness: We must show that if all the partici- emains to be shown that an adversary cannot even change the

P c”der of the identies used in the verification. First note that
pants behave correctly, then the verification process will . i I : . .
existential forgery on individual signatures is not possible. If

always succeed. The correctness of the verification process L - .
(of section 11I-C.2) follows directly from the property of Is a random oracle, the probability of finding collisions of

- _ o the typeH (M, L;) = H(M', L) where (M, L;) # (M', L))
blllmaa; Tﬁ‘gsé I;HS U°T PSteE 2 Of,»:t?e vHerjl\anLnoanr(ices% negligible. This ensures that the pait$;, M) and(U;, L;)
ﬁ?giz(H(M"L)r; ;T(PS’: )R;Se(ZT:l v H(M, Le), P) = 416 both fixed from the adversary’s point of view. In other

r=1 words, each individual signaturg corresponds to the unique
2) SoundnessTo prove soundness of our scheme we negy quenceL; € (I) and a unique message/ € X*. This

to show the verification process fails with a high prObabi”t}fompletes the proof of security of our scheme. To summarize,
if the protocol is not followed correctly (that is, if even ON&his scheme is secure against the following attacks:
user misbehaves). The standard accepted notion of soundnes '

is chosen ciphertexgecurity which assumes the most powerful ﬁ Existential forgery of individual and aggregate signa-

type of adversary with access to all communication chan- turgs _ . . _
nels [16], [17]. The adversary can corrupt any party and is 2) tIlEJ>r<:3$tent|al forgery of the order of signers in the signa-

capable of removing arbitrary messages from any communi-
cation channel and injecting new messages into the channel.3
A scheme is secure if no such adversary is able to defeat
the protocol's objectives. Usually, to prove the soundness IV. OVERVIEW OF THE PROTOCOL

of a signature scheme, .it is enough to show that_ existentiahrhe apove protocol is an example of a one-way signature
fqrgery on any message is not pQSSIble [18]. To achieve Cho%ining scheme. To understand this, see that step 2 of the
ciphertext security for chained signatures, however, two typ@syisication process (section I11-C.2) involves the public keys
of forgeries must be considered independently of each othgf: o participating users (in the right order). We see that the
- Forgery of signatures on any previously unsigned mesgnatures have an “additive” property, demonstrated by the

) Extraction of individual signatures from an aggregation

sages _ _ _ fact that I;,; can ‘add’ more information to the signature
« Forgery Of_ S|gn_a_tures on any previously unsigned sgr of I, by computinglU;,,. Non-repudiation is provided as
quence of identities follows: I;,, can prove in a court that the message was indeed

In other words, we must show that the signatures areceived from/; by producing this signature asvdtnessand
unforgeable with respect to any chosen mess&fer any invoking the verification procedure. A few points about this
chosen sequenck; (which uniquely and correctly identifies protocol are noteworthy:



1) Any userl; who passes the message can add its narsigort signatures and provides non-repudiation, we can consider
in the list of the signature. Once added, users canrsgveral applications: mobile agent authentication [19], [1],
remove names of other users from the list (withowtlectronic auctions, payment systems [20], group e-commerce
completely making the list empty), nor can they chang@-commerce transactions where multiple entities are involved

such that direct interaction is not possible between many of

the order or add new names.
2)

The signing and verification procedures are completeligem), electronic work-flow enforcement (ensuring the order

non-interactive. Moreover, it is possible to combine thi which participants should be involved), ‘secret-passing’
signing and verifying procedures into a singlgn-verify protocols, secure routing, authenticated mail relaying and
spam tracing, token based authentication, IP tracing, mobile

procedure to increase efficiency.
3)

The signature size is constant ignoring the payload B, intrusion detection, GRID computing, battlefield modeling,

the identifier list (which cannot be avoided). The perSupply Chain Management, distributed systems and wireless
formance of the scheme can be summarized as follongaming.

(assumingn users in the chain):
a) Signing: one multiplication ifz;, one addition in
Gy and one computation dft
b) Verification: n pairing computations and multipli-
cations inG-, andn computations ofH

Our protocol demonstrates a type of chaining cabedk-

(1]

ward chaining where each receiver of the message is re-
sponsible for “adding” a link to the chain. Likewise, we [2
can also consideiorward chaining where the senders of the

message are responsible for creating the chain. In this variant,
each sender is aware of the next receiver during the signirig

process. Forward chaining has the advantage that the order of

participants can be strictly specified by senders. However, such

a scheme also restricts the flexibility of the system because tifé

message will have to be signed multiple times if sent to many
receivers in parallel. Moreover in a backward chaining scheme,
multiple senders within a ‘trust zone’ can use a single signingp]
gateway without revealing the identity of the recipients. DU(?B

to these reasons, we only considered backward chaining in our

work.? It is easy to convert our backward chaining scheme to

a forward chaining one simply by redefinidg in section IlI-
C as follows:Ly = (I1) and Ly, = (Ly_1,Ix4+1) if & > 0.

(7]

We note that forward chaining schemes can be trivially made
without pairings as described in [19]. The resulting signatureé?]
however, are inefficient in size. We are not aware of any simple
constructions for backward chaining schemes without pairings.

In this regard, our scheme is unique because it enables ad-H8t

backward chaining without involving any third parties.

V. CONCLUSION AND FUTURE DIRECTIONS

(20]

In this paper, we proposed a one-way signature chainifig!
scheme based on bilinear pairings over elliptic curves. Our
method is based on the notion of additive zero knowledge [1]
which enables trust to propagate between different provers.
We demonstrated that signature chaining can be used to fd
ad-hoc trust relationships between multiple participants in a
dynamic and non-interactive manner. Our protocol uses a
standard certificate-based PKI and it is worth researching[i'g

a certificate-less or an identity based scheme can be derived

from the certificate based one presented in this paper.

Considering that one-way signature chaining enables usltdl
correctly validate the path of any received message using very

2Note that forward chaining is equivalent to ‘designated’ proxy chaifil5]
signatures while backward chaining is equivalent to universal or undesignated

proxy chain signatures.
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