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Abstract. In this paper, we propose an efficient ID-based signature
scheme based on pairing. The number of paring operation involved in
the verification procedure is one. Our scheme is proved secure against
existential forgery on adaptively chosen message and ID attack under
the hardness assumption of computational Diffie-Hellman problem, in
the random oracle model.
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1 Introduction

In 1984, Shamir [1] first proposed the idea of ID-based public key cryptography
(ID-PKC) to simplify key management procedures of traditional certificate-based
cryptography. In ID-PKC, the public key of a user is derived directly from his
identity information, such as an IP address belonging to a network host, or an
e-mail address associated with a user. His private key is generated by a trusted
third party called Private Key Generator (PKG). The direct derivation of public
keys eliminates the need for certificates and some of the problems associated
with them.

Digital signatures are one of the most important security services offered
by cryptography. Shamir [1] proposed an ID-based signature scheme based on
integer factorization problem. Later, practical solutions for ID-based signature
schemes were proposed in [2,3]. An ID-based signature scheme using pairings
was first proposed by Sakai et.al. in [4], however they did not present the
security analysis in their work. A provably secure ID-based signature scheme
was proposed by Cha and Cheon in [5]. They provided a definition of security
for ID-based signature schemes called existential unforgeable under adaptively
chosen message and ID attacks (EUF-ACMIA), which can be view as an ex-
tension of the security notion existential unforgeable under adaptively chosen
message attacks (EUF-ACMA) of non-ID-based signature schemes, and proved
their scheme secure in the random oracle model under the hardness assump-
tion of computational Diffie-Hellman problem. An ID-based signature scheme,
which is equivalent to [5], was independently proposed by Yi in [6]. Hess [7]
proposed an ID-based signature scheme with some advantages in efficiency and
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signature length. Cheon et.al. [8] proposed an ID-based signature scheme that
enables secure batch verification. In Eurocrypt 2004, Bellare et.al., [9] presented
a framework to provide security proofs for a large family of ID-based signature
schemes constructed from ”convertible” identification schemes.

In all these ID-based signature scheme from pairings, the number of paring
involved in the verification procedure is at least two. Although fruitful achieve-
ments [10,11] have been made in enhancing the computation of pairings, the
computation of pairings are still a heavy burden for verification. In this paper,
we propose an efficient ID-based signature scheme based on pairings. The num-
ber of pairing involved in the verification procedure is only one. Our scheme is
proved to be EUF-ACMIA with the hardness assumption of the computational
Diffie-Hellman problem, in the random oracle model.

The rest of this paper is organized as follows: In Section 2, we recall some
preliminary works. In Section 3, we present the new scheme and discuss it’s
implementation issues briefly. In Section 4, we offer security proof for our scheme
in the random orale model. Finally, we conclude in Section 5.

2 Preliminary

2.1 Bilinear Pairings

Let (G1,+) and (Ga,-) be two cyclic groups of order g. é : G; x G1 — G2 be a
map which satisfies the following properties.

1. Bilinear: VP, Q € G1,Va, 8 € Z,, é(aP, BQ) = é(P,Q)*?;

2. Non-degenerate: If P is a generator of Gy, then é(P, P) is a generator of Go;

3. Computable: There is an efficient algorithm to compute é(P,Q) for any
P,Q e Gy.

Such an bilinear map is called an admissible bilinear pairing [12]. The Weil
pairings and the Tate pairings of elliptic curves can be used to construct efficient
admissible bilinear pairings.

We review a complexity problem related to bilinear pairings: the compu-
tational Diffie-Hellman problem (CDHP). Let P be a generator of Gi, and
a,be Z,.

CDHP. The CDHP is as follows: given P,aP,bP € G, output abP. An algo-
rithm A solves CDHP with the probability ¢ if

Pr[A(P,aP,bP) = abP] > ¢,

where the probability is over the random choice of generator P € G, the random
choice of a,b € Z, and random coins consumed by A. We assume through this
paper that CDHP is intractable, which means that there is no polynomial time
algorithm to solve CDHP with non-negligible probability.
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2.2 Digital Signature Schemes and Forking Lemma

Definition 1. [13] A digital signature scheme is defined by a triple of polynomial-
time algorithms:

— KGen: The key generation algorithm, takes input a security parameter A €
N (given as 1), returns a pair (pk, sk) of matching public and secret keys.

— Sign: The signing algorithm, takes input secret key sk and a message m,
outputs a signature §.

— Verify: The verification algorithm, takes input public key pk, message m
and a signature §, outputs 0 or 1. The later implies § is a valid signature.

The advantage in existentially forging of an adversary F, given access to the
Sign oracle S(.) and the hash oracle H(.), is

_ (pk, sk) — KGen(1*), (m, ) «— FSOHO (pk) :
AderO =P ey (m.0).pk) = 1, (m.0) & S |

where Sj;s: is the query/answer list coming from S(.) during the attack. The
probability is taken over the coin tosses of the algorithms, of the oracles, and of
the forger.

Definition 2. A digital signature scheme {KGen, Sign,Verify} is said to be
EUF-ACMA, if for any adversary F, Advg(\) is negligible.

Pointcheval and Stern [13] discussed for a notion of generic signature scheme
which, given the input message m, produces a triple (o1, h,02), where o1 ran-
domly takes its values in a large set, h is the hash value of (m,01) and o9 only
depends on o1, h and the secret key. And each signature is independent of the
previous ones. They provided the famous Forking Lemmas:

Lemma 1 (Forking Lemma [13]). In the random oracle model, for a generic
signature scheme, let F be a Turing machine whose input only consists of public
data. Assume that F can produces a valid signature (m, o1, h,oo) within a time
bound T by un-negligible probability € > 10(ns + 1)(np + ns)/q, where ny, and ng
are the number of queries that F can ask to the random oracle and the signing
oracle respectively. If the triples (o1, h,02) can be simulated without knowing
the secret key, with an indistinguishable distribution probability, then there is
another machine which has control over the machine obtained from F replacing
the signing oracle by simulation and produces two valid signatures (m, o1, h,03)
and (m,o1,h',04) such that h # b’ in expected time less than 120686 - ny, - T'/c.

2.3 ID-based Signature Schemes

Definition 3. [5] An ID-based signature scheme consists of four polynomial-
time algorithms:
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— Setup: The parameters generation algorithm, takes as input a security pa-
rameter A € N (given as 1% ), and returns a master key s and system
parameters para. This algorithm is performed by PKG. PKG publishes para
while keeps s secretly.

— Extract: The private key generation algorithm, takes as input an identity
ID € {0,1}*, extracts the secret key Drp. PKG uses this algorithm to extract
the user’s secret key Drp, and gives Drp to the user by a secure channel.

— Sign: The signing algorithm, takes input a private key Drp and a message
m € {0,1}*, oulpuls a signature 4.

— Verify: The verification algorithm, takes input an identity 1D, a message
m and a signature §, and outputs 0 or 1. The later implies § is a valid
stgnature.

An ID-based digital signature scheme is said to be EUF-ACMIA, if for any
polynomial-time adversary F, the advantage defined by

para — Setup(1*), (ID,m, §) — F3O-EC) (para) :
Advr(X) = Pr .
Vemfy((m, 5)7 ID) =1, (IDv m, 6) ¢ Slista (IDv ) §‘é Eyist

is negligible, where Sj;5; and Ej;s; are the query/answer lists coming from Sign
oracle S(.) and Extract oracle E(.) respectively during the attack. In the random
oracle model, the attackers also have the ability to query to the random oracles.
The probability is taken over the coin tosses of the algorithms, of the oracles,
and of the forger.

3 A New ID-based Signature Scheme

3.1 The Scheme
The scheme is described as following:

— Setup: Takes as input a security parameter A € N, outputs a master key
s and system parameters para = (Gi1,G2,q,¢é, P, Poup, it, H1, H2), where
(G1,+) and (Gq,-) are cyclic groups of order ¢, é : G1 x G; — G3 is an
admissible bilinear pairing, Pyup = sP, p = é(P, P), Hy : {0,1}* — Z; and
Hjy :{0,1}* x G3 — Z are hash functions.

— Extract: Takes as input an identity IDx € {0,1}*, computers Dx =
(Hi(IDx) + s)~'P, and lets Dy be the user’s secret key. The user’s public
key can be computed as Qx = H1(IDx)P + Pyup.

— Sign: For input secret key Dx and a message m, selects randomly r € Z7,
computes £ = ", h = Ho(m, &), U = (r + h)Dx, and outputs (h,U).

— Verify: For input a message m and signature (h,U) of identity IDx, the
verifier accept the signature if and only if h = Ha(m, ), where

E=p"-&(U,H(IDx)P + Ppy).
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We call the ID-based signature scheme IBSS. Consistency of IBSS is easily
proved as follows: If § = (h,U) is a valid signature of a message m for an identity
IDx, then § = pu", h = Ha(m,§) and U = (r + h)Dx for r € Z;. Thus

E=é(P,P)™"-pu"-e(P,P)

ph - e(Hi(IDx) + )™ P,(Hy(IDx) + 5)P)" ")
= " e(Dx, Hi(IDx)P + Ppy) "t

p " é(U,Hi(IDx)P + Pyup)

as desired.

3.2 Efficiency

Some general performance enhancements can be applied to our schemes. For
pre-selected P € Gy and p € G, there are efficient algorithms [14] to compute
kP and 4! for random k,l € Z4 by pre-computing and storing. We may assume
that such computations are at most 1/5 an ordinary scalar multiplication in
(G1,+) and an ordinary exponentiation in (Gz,.). In our scheme, P and u are
fixed system parameters. The signer’s private key is fixed for himself. Denote
by M an ordinary scalar multiplication in (G1,+), by E an Exp. operation in
(Ga,.), and by é a computation of the pairing. We compare IBSS to the most
recent schemes [4, 5,7, 8] which are also based on parings in the following table.

schemes Sign Verify Signature domain
Sakai-Ohgishi-Kasahara[4] 1.2M 3é G1 x Gy
Cha-Cheon|[5] 0.4M 26+ 1M G1 x Gy
Hess|[7] 0.2E +0.4M 1E +2¢ G x Z;
Cheon-Kim-Yoon[8] 0.6 M 2¢ +0.2M G x Gy
IBSS 0.2FE +0.2M|0.2M + 0.2E + 1é G x Z;

On the other hand, the new scheme introduce u = é(P, P) to the system
parameter. And users’ secret keys are in the form (H;(ID)P + s)~'P, which
is different from some existed ID-based schemes including the Boneh-Franklin’s
ID-based encryption scheme [12].

4 Security Proof

We first define a related public key signature scheme (not an ID-based scheme)
PKSS = (KGen, Sign’,Verify') as following:

— KGen: Takes as input a security parameter A € N,
1. runs Setup(1*) of IBSS to generate a master key s and system parameters
para = (le G2a q, év Pa Ppub, 1, Hla HQ)a
2. selects randomly ID € {0,1}*, computes Q = Hi(ID)P + Py, D =
(H1(ID) + s)~tP,
3. returns D as private key and (para, Q) as public key.
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— Stign’: For input secret key D and a message m, selects randomly r € Z7,
computes £ = p”, h = Hy(m,€), U = (r + h)Dx, and outputs (h,U) as the
signature.

— Verify’: For input a message m and a signature (h, U) of public key (para, Q),
the verifier computes ¢ = p~"-é(U, Q), and accept the signature if and only
if h = Ha(m,§).

It is obviously that the PKSS is a generic signature scheme. If we assume
that Hy : {0,1}* — Z; is a random function, then the function H defined by

H:{0,1}* — Z;
IDy v Hy(IDx)P + Pyu.

is a random function. In the security proof, we take H(.) as a random oracle.

Lemma 2. In the random oracle mode, if there is an adversary Fo whose input
only consists of public data, and can succeed in existential forgery against IBSS
within a time bound T by un-negligible probability €, then there is another ad-
versary F1 who can succeed in existential forgery against PKSS, within expected
time T with un-negligible probability €/ny,, where ny is the number of queries
that Fo can ask to the random oracle H(.).

Proof: Without any loss of generality, we may assume that for any ID, Fy
queries H(.) with ID before ID is used as (part of) an input of any query to
Extract(.) and Sign(.).

From Fy, we can construct adversary F; against PKSS as follows:

1. A challenger C runs (D, (para, Q)) «— KGen(1*), where para = (G1, G2, q, ,
P, Py, i, H1, Ha), and gives (para, Q) to Fy.
2. JFi sets z =1, picks randomly ¢,1 <t < nj and z; € Z,,1 = 1,2, ..m.
3. Fi runs Fy with input para. During the execution, F; emulates Fy’s oracles
as follows:
— H(.): For input ID, F; checks if H(ID) is defined. If not, he defines

H(ID) = {Zpijétt yand set ID, « ID,z « z+1. F; returns H(ID)

to ﬁ).

— Hy(.): If Fo makes a query (m,§) to random oracle Ha(.), Fy checks if
Hjy(m, &) is defined. If not, it picks a random ¢ € Z,, and sets Ha(m,§) «—
c. Fy returns Ho(m, £) to Fo.

— Euxtract(.): For input ID;, if i = ¢, then abort. Otherwise, F; computes
D; =z;" - P and lets D; be the reply to Fo.

— Sign(.): For input ID; and message m, if i # ¢, F; uses D; = xi_lP
as the private key to sign on m. Otherwise, F; simulates ID;’s signing
oracle with his own signing oracle Sign’(.).

4. If Fy’s output is (ID;, m, h,U) satistying: Verify(ID;,m,(h,U)) = 1 and
i = t, then F; can get a forgery (m, (h,U)) of PKSS corresponding to
(para, Q)
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If Fo succeed in his attack, then Fy has not query to Extract(.) with input
ID;. Hence the responses of F7’s emulations are indistinguishable from F;’s real
oracles. Because t is chosen randomly, F; can output a forgery corresponding to
(para, Q) of PKSS within expected time T with probability &/ny,.

We now prove that the signature triples (£, h,U) of PKSS can be simulated
without the knowledge of the signer’s secret key, with an indistinguishable dis-
tribution probability.

Lemma 3. Given (G1,Ga,q,é, P, Py, = sP, i = é(P, P), H1, Hy) and an iden-
tity ID, Q = Hi(ID)P+ Py, D = (H1(ID)+s)™' P, the following distributions
are the same.

TERZ; Uecr Gy
her Z herZ

b= Enu)| T hand & = CERU) | SR o)
U=(h+r)-D E#£1

Proof: First we choose a triple (o, ,v) from the set of the signatures:
a € Gs, B € Z;, v € Gy such that @ = pu= - é(y,Q) # 1. We then com-
pute the probability of appearance of this triple following each distribution of
probabilities:
p=a 1
Pré[(é-vh’vU):(avﬁ7Py)] :PrT;éO h,:ﬂ = -
(h+r).-D=~| «2—1)

= e(U,Q) .

a=¢
Pry [(€.¢,U) = (a,8,7)] = Pres 02! Tale- 1)

That is, we can construct a simulator M, which produces triples (&, h,U)
with an identical distribution from those produced by the signer, as follows.

— Simulator M: For input (G1, G2, q, é, P, Ppup, i, H1, H2) and Q = H,(ID)P+
P,u» and a message m,
1. randomly chooses U € G and h € Z,, and computes £ = u~" - &(U, Q).
In the (unlikely) situation where §& = 1, we discard the results and restart
the simulation.
2. returns the triple (¢, h,U).

Theorem 1. In the random oracle model, if there is an adversary Fo who per-
forms, within a time bound T', an existential forgery against IBSS with probability
e > 10np(ns + 1)(np, + ns)/q, where np, np, and ng are the number of queries
that Fo can ask to the oracles H(.), Ha(.) and Sign(.) respectively. Then there is
a Turing machine My that can output a=*P on input of any given P,aP € G%
within expected time less than 120686 - np, - np, - T'/e.
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Proof: With the Lemma 2, using adversary Fj, we can construct another
adversary F, given (para, @), who can produce a valid signature of PKSS, within
expected time T with un-negligible probability ¢’ = ¢/nj. PKSS is a generic
signature scheme and the signature triples (£, h,U) can be simulated without
the knowledge of the signer’s secret key, with an indistinguishable distribution
probability (proved in Lemma 3). &’ = ¢/nj, > 10(ns+1)(np,+ns)/q. Hence, with
the Forking Lemma (described in Lemma 1), there is another machine F» which
has control over the machine obtained from F; replacing the signing oracle by
simulation and produces two valid signatures (m, &, h,U) and (m, &, h',U) such
that h # k' in expected time less than 120686 - ny, - T/’ = 120686 - ny, - np, - T /<.

From the adversary Fj, we can construct a Turing machine M; such that
M can output a~!P on input of any given P,aP € G} as follows:

1. A challenger C generates (G1, G2, q,é) and selects randomly P,aP € G;. C
gives (G1,Ga,q, é, P,aP) to Mj as inputs.

2. My selects Hy : {0,1}* — Z7, Ha : {0,1}* x Gy — Z as hash functions,
selects randomly s € Z sets Ppyp = sP.

3. M runs F, with input (parae = (G1,G2,q, €, P, Py, é(P, P), Hy, H2),aP)
until F5 outputs two valid signatures (m, &, h,U) and (m, &, h',U’) such that
h#N.

4. M; can computes and outputs ¢~ P as follows:
a'P=(h-n)"YU-U"

Theorem 2. Suppose there is a Turing machine My that can output a ' P on
input of any given P,aP € G7 with probability €, in expected time bound T
Then there is a Turing machine Ma which outputs abP on input of any given
P,aP,bP € G% with probability €3 in expected time 3T.

Proof. From M;, we can construct Turing machine M3 as follows:

1. My’s input is P,aP,bP € G7.

2. My runs M; with input aP, P (P can be used as a~'aP). If M; outputs
Y1 = aaP = a?P, then goto the next step.

3. My runs M, with input bP, P = b~ 'bP. If M; outputs Yo = bbP = b2P,
then goto the next step.

4. Mz runs My with input (a + b)P, P = (a + b)~!(a + b)P. If M; outputs
Y3 = (a + b)2P, then goto the next step.

5. My computes and outputs Y = 271(Y3 — Y} — Y5).

Obviously, Y = 271(Y3 — Y1 — Y3) = 271(2abP) = abP. Hence, in expected time
3T, My can output abP with success probability 3.

With Theorem 1 and Theorem 2, we can get the conclusion that the new
ID-based signature scheme is EUF-ACMIA under the hardness assumption of
CDHP in the random oracle model.
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Conclusion

In this paper, we proposed an ID-based signature scheme based on pairing whose
verification procedure involves only one paring operation. Our scheme is proved
EUF-ACMIA in the random oracle model, with the hardness assumption of the
CDHP. The new scheme introduces new parameter p = é(P, P) to the system
parameter and users’ secret keys are in the form (H;(ID)P + s)~!'P, which is
different from some existed ID-based schemes including the Boneh-Franklin’s
ID-based encryption scheme [12].
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