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Abstract

From designing point of view, it is not a trivial task to convert a group key agreement protocol into
password-based setting where the members of the group share only a human-memorable weak password
and the system may not have any secure public key infrastructure. Security analysis against dictionary
attacks is on the other side of the coin. The low entropy of human memorable password may enable
an adversary to mount off-line dictionary attacks if careful approaches are not taken in designing the
protocol. Recently, Kim et al. proposed a very efficient provably secure group key agreement protocol
KLL, security of which relies on the Computational Diffie-Hellman (CDH) assumption in the presence
of random oracles. Dutta-Barua embed the protocol KLL into password-based environment – yielding
the protocol DB-PWD. Abdalla et al. detect certain flaws in the protocol DB-PWD. In this paper, we
take suitable measures to overcome these attacks. We introduce a protocol MDB-PWD – an improved
variant of the protocol DB-PWD and analyze its security in the security framework formalized by Bellare
et al. in both the ideal cipher model and the random oracle model under CDH assumption.
Keywords: password-based protocol, dictionary attack, encrypted group key agreement, CDH problem

1 Introduction

Designing password-based schemes have been given considerable attention mainly because they authenti-
cate the parties even under the circumstance that the users have restricted computing and memory devices.
However, risks may arise if sufficient security measures are not taken into account while designing a proto-
col in password-based setting. The fundamental security threats for these protocols are dictionary attacks
which arise because the passwords are relatively short and easily guessed.

The first work to deal with dictionary attacks is by Bellovin and Merritt [8]. Since then, such schemes
have been extensively studied. Recently, Bellare et al. [7] and Boyko et al [11] introduced formal models and
security goals for password-based authenticated key exchange schemes. An extension of the work in [7] to
multi-party setting is proposed by Bresson et al. [14]. Bresson et al. presented in [13] a 2-party password-
based key exchange protocol. The security of these schemes are both in the random oracle model and the
ideal cipher model. Two party password-based key exchange protocols based on general assumptions were
proposed by Goldreich et al. [23], Katz et al. [31] and Gennaro et al. [22]. These schemes are proven to
be secure in the standard model in abscence of random oracles and ideal ciphers. There is an extensive
history of password-based protocols in the literature. The above mentioned works are only a few of them
and are not exhaustive at all.

In this paper, we concentrate on designing group key agreement in password-based setting. The works
in this area are, to the best of our knowledge, by Bresson et al. [14], Lee et al. [36] and Dutta-Barua [21].
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However, the protocol of [36] is not authenticated because there is no way to convince a user that the
message that he receives is indeed coming from the intended participant. This leads to dictionary attack
(see [1] for more details).

Very recently, Kim et al. [33] proposed an efficient constant round authenticated group key agreement
protocol KLL which is proven to be secure under CDH assumption in the random oracle model. A recent
work by Dutta-Barua [21] extends this protocol into password-based setting to obtain a protocol DB-PWD
and provides a concrete security analysis in the security framework of Bellare et al. [7] under the CDH
assumption. Security against dictionary attacks is achieved in both the random oracle model and the ideal
cipher model. In [1], Abdalla et al. found a source of redundancy in the protocol DB-PWD that can be
exploited by an attaker and thereby making it insecure against off-line dictionary attacks. Our contribution
in this context is to take suitable measures to overcome these attacks. We incorporate modifications in the
protocol KLL and introduce a protocol MDB-PWD – an improved variant of the protocol DB-PWD, that
overcome the flaws detected by Abdalla et al. [1].

It is not a trivial task to convert a provably secure authenticated group key agreement into password-
based group key agreement. The low entropy of the password may enable an adversary to mount off-line
dictionary attacks if careful approaches are not taken while designing such protocols. Our proposed scheme
MDB-PWD is an embedding of the protocol KLL in password-based setting. The security analysis of
the protocol MDB-PWD is almost same as that of the protocol DB-PWD [21] except for slight minor
modifications.

The organization of the paper is as follows. In Section 2, we introduce basic definitions. We present
our protocol in Section 3 and provide security results in Section 4. Finally we conclude in Section 5.

2 Preliminaries

The security notion and the security model that a password-based group key agreement protocol should
achieve is same as that described in the work [21]. This adopts the formal security model of Bellare et
al. [7] as standardized by Bresson et al. [13, 14]. We refer the reader to [7, 13, 14] for more details. We
racall below certain basic definitions. (We use the notation a∈RS to denote that a is chosen uniformly
from the set S.)

2.1 Computational Diffie-Hellman (CDH) problem

Let G = 〈g〉 be a multiplicative group of some large prime order q. Then Computation Diffie-Hellman
(CDH) problem in G is defined as follows:

Instance : (g, ga, gb) for some a, b ∈ Z∗
q .

Output : gab.

The success probability of any probabilistic, polynomial-time algorithm A in solving CDH problem in G

is defined to be :
SuccCDH

G,A = Prob[A(g, ga, gb) = gab : a, b∈RZ∗
q ].

The probability is taken over the choice of a, b and A’s coin tosses. We say that an algorithm A (t, ε)-breaks
CDH problem in G if A runs in time at most t and SuccCDH

G,A (t) > ε.
CDH assumption : There exists no probabilistic, polynomial-time algorithm that (t, ε)-breaks CDH
problem in G. In other words, for every probabilistic, polynomial-time algorithm A, SuccCDH

G,A ≤ ε for
sufficiently small ε > 0.
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2.2 Ideal Cipher Model

In the ideal cipher model, a keyed cipher is viewed as a family of random permutations that are queried
via oracle to encrypt and decrypt. If the same query is asked twice, identical answers are provided and for
each new query, a truly random value is produced by the oracle as an output. Although ideal cipher model
does not provide the same security guarantees as those in the random oracle and the standard models, it is
certainly superior to those provided by ad hoc protocol designs. Reducing ideal cipher model assumption
is an interesting research problem.

2.3 Security Concerns : Dictionary Attacks

It is extremely important both to correctly define the security notions in password-based setting and
prove the security of any proposed implementation. There are many security concerns associated with
password-based protocols, mainly because most user’s passwords are drawn from a relatively small and
easily generated dictionary. The adversary may attempt to impersonate a user on-line by guessing the
password. If the attack fails, the adversary can eliminate this value from the set of possible passwords.
Obviously, we can not prevent a real world adversary from trying the password on-line, but can make the
attack infeasible simply by imposing a limit on the number of unsuccessful impersonation attempts. We
restrict the adversary incapable of eliminating more than one password after one active interaction with
some user. This attack is called on-line password guessing, sometimes also referred to as impersonation
attack.

Another fundamental security goal for designing traditional secure password-based protocols is to
achieve security against off-line dictionary attacks. A specific focus of research has been done on pre-
venting off-line dictionary attacks. This attack enables the adversary to record its view from past protocol
executions and then scan the dictionary for a password consistent with this view. The adversary can derive
the correct password if checking consistency in this way is possible and the dictionary is small. This attack
is very powerful in the sense that it can be performed off-line, so the adversary need not to interact with
the legitimate parties and can use a lot of computing power. Although this attack is not effective for
high-entropy key, it can be very damaging when the session key is a low-entropy password, because the
attacker has a non-negligible chance of winning. A secure password-based protocol should withstand this
attack.

3 Protocol

We start by presenting the protocol requirements, follow it up the unauthenticated group key agreement
protocol KLL of Kim, Lee, Lee [33] and the protocol DB-PWD – the password-based version of the
protocol KLL presented in [21]. We then discuss certain redundancies, as noted by Abdalla et al. [1], in
the transmitted messages during the execution of the protocol DB-PWD. Presence of these redundancies
enable the protocol vulnerable to off-line dictionary attacks. Finally, we propose our protocol MDB-PWD
– the modified version of the protocol DB-PWD, by appropriately modifying the unauthenticated protocol
KLL and introducing encryption-based authentication mechanism using the password as a part of secret
key.

3.1 Protocol Requirements

Suppose a set of n ≥ 3 users P = {U1, U2, . . . , Un} share a low entropy secret password pw drawn uni-
formly from a small dictionary of size N and wish to establish a high entropy common session key among
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themselves. We consider the users U1, . . . , Un participating in the protocol are on a ring and Ui−1, Ui+1 are
respectively the left and right neighbors of Ui for 1 ≤ i ≤ n with U0 = Un, Un+1 = U1 and Un+i is taken to
be Ui. Quite often we identify a user Ui with his instance Πdi

Ui
(for some unique integer di that is session

specific) during a protocol execution. We denote by A|B the concatenation of A,B.
Let G = 〈g〉 be a multiplicative group of some large prime order q and G = G \ {1}. Then G = {gx|x ∈

Z∗
q }. The password pw shared among the members of the group is used as a part of encryption/decryption

key. We take a cryptographically secure hash function H : {0, 1}∗ → {0, 1}l where l is a security parameter,
l ≤ |q| (|q| is the bit length of q). We also consider three block ciphers (Ek,Dk), (E ′

k,D
′
k) and (E ′′

k ,D′′
k)

where k is a password uniformly drawn from a small dictionary of size N . Here Ek, E
′
k and E ′′

k are keyed
permutations over the sets S, S ′ and S ′′ respectively to be specified later and Dk, D′

k and D′′
k are the

respective inverses of Ek, E
′
k and E ′′

k .

3.2 Protocol KLL : Unauthenticated Group Key Agreement of [33]

The unauthenticated protocol KLL presented by Kim et al. in [33] involves two rounds and a key compu-
tation phase. The protocol is executed as follows among n user instances Πd1

U1
, . . . ,Πdn

Un
.

1. (Round 1) Each user Ui randomly chooses ki ∈ {0, 1}l and xi ∈ Z∗
q , computes yi = gxi and keeps

ki secret. The last user Un additionally computes H(kn|0). Each user Ui broadcasts M
(1)
i where

M
(1)
i = yi for 1 ≤ i ≤ n − 1 and M

(1)
n = H(kn|0)|yn.

2. (Round 2) User Ui on receiving M
(1)
i−1 and M

(1)
i+1 computes KL

i = H(yxi

i−1), KR
i = H(yxi

i+1) and generates

Ti = KL
i ⊕KR

i . The last user Un additionally computes T̂ = kn ⊕KR
n . Each user Ui broadcasts M

(2)
i

where M
(2)
i = ki|Ti for 1 ≤ i ≤ n − 1 and M

(2)
n = T̂ |Tn.

3. (Key Computation) Finally each user Ui computes K̃R
i+1, K̃

R
i+2, . . . , K̃i+(n−1)(= K̃L

i ) by using KR
i as

follows.

K̃R
i+1 = Ti+1 ⊕ KR

i , K̃R
i+2 = Ti+2 ⊕ K̃R

i+1, . . . , K̃
R
i+(n−1) = Ti+(n−1) ⊕ K̃R

i+(n−2).

Then Ui checks if KL
i = K̃L

i holds. If invalid, then aborts the protocol. Otherwise, Ui has recovered
the correct KR

n and obtains k̃n from T̂ . Each user Ui also checks if H(k̃n|0) = H(kn|0). If invalid,
then halts the protocol, else computes the session key

skdi

Ui
= H(k1|k2| . . . |kn−1|kn|0).

This protocol is very efficient and its security is proven in the random oracle model under CDH assumption.

3.3 Protocol DB-PWD : Password-Based Group Key Agreement of [21]

Converting a group key agreement protocol into password-based setting and analyzing its security is a
nontrivial task. A careless protocol design may cause dictionary attacks because of low entropy of human
memorable passwords. Dutta-Barua proposed a password-based group key agreement protocol in [21]
which is obtained by modifying the protocol KLL introducing encryption-based authentication mechanism
with the password pw as the secret encryption/descryption key. The protocol proceeds as follows among n

instances Πd1
U1

, . . . ,Πdn

Un
. Here Ek, E

′
k and E ′′

k are keyed permutations over the sets S, S ′ and S ′′ respectively

where S = G, S ′ = {0, 1}2l, S ′′ = {0, 1}l and Dk, D
′
k and D′′

k are the respective inverses of Ek, E
′
k and E ′′

k .
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1. (Round 1) Each user Ui chooses a private key xi∈RZ∗
q and a nonce ki∈R{0, 1}

l, computes Xi = gxi ,
encrypts it using the password pw to obtain Yi = Epw(Xi) and sends Yi to his neighbors Ui−1, Ui+1.

2. (Round 2) User Ui on receiving Yi−1 = Epw(Xi−1) and Yi+1 = Epw(Xi+1), recovers Xi−1, Xi+1 by
decryption operation with pw as key, computes his left key KL

i = H(Xxi

i−1) and right key KR
i =

H(Xxi

i+1). User Ui, for 1 ≤ i ≤ n−1 computes X i = KR
i ⊕KL

i , encrypts it to get Y i = E ′
pw(ki|X i) and

sends Y i to the rest of the users in the second round. In contrast, user Un computes Xn = kn ⊕KR
n ,

encrypts it to obtain Y n = E ′′
pw(Xn) and sends Y n to the rest of the users in this round. We note

that right key of Ui is same as the left key of Ui+1.

3. (Key Computation) Finally, each user Ui on receiving the encrypted messages Y j from all the users,
decrypts those and extracts X j, for 1 ≤ j ≤ n and n − 1 nonces kj , 1 ≤ j ≤ n − 1. User Ui then
recovers the nonce kn by computing KR

n as follows making use of his own left key KL
i and right key

KR
i : Ui computes KL

i−j = KL
i−j+1⊕Xi−j for 1 ≤ j ≤ i−1. Note that KL

i−j = KR
i−j−1 and KL

1 = KR
n .

Thus Ui recovers the right key KR
n of Un. Then Ui computes the nonce kn = Xn⊕KR

n and computes
the session key sk

di

Ui
= H(k1|k2| . . . |kn).

However, Abdalla et al. [1] pointed out certain flaws in this protocol.

3.4 Dictionary Attacks on the Protocol DB-PWD

Following redundancies are discovered by Abdalla et al. [1] in the transmitted encrypted messages present
in the protocol DB-PWD [21]. These make the protocol vulnerable to off-line dictionary attacks.

After first round communication, user Ui receives Xi−1, Xi+1 and Ui has the value Xi. Consider the
situation when any two of Xi−1, Xi and Xi+1 are same.

Case (a): Xi−1 = Xi+1 : This implies KL
i = KR

i which in turn yields a redundancy X i = 0. This helps
as adversary to mount dictionary attacks in off-line.

Case (b): Xi−1 = Xi : This implicitely defines xi−1 = xi. Then X i−1 = KR
i−1 ⊕ KL

i−1 = H(gxi−1xi) ⊕
H(gxi−2xi−1) and X i = KR

i ⊕ KL
i = H(gxixi+1) ⊕ H(gxixi−1). Now if in addition, it happens to be

the case that Xi−2 = Xi+1 (i.e. xi−2 = xi+1, probability of which is very small for two honest users
Ui−2 and Ui+1), then X i−1⊕Xi = 0, another possible redundancy in the transmitted messages of the
protocol DB-PWD. An active adversary may interleave the messages during the protocol execution
and manipulate the transmitted messages to create such a redundancy as follows: adversary simply
replaces the encrypted value of Xi+1 by a copy of the encrypted value of Xi−2 at hand in the first
round communication. Later, adversary may use the redundancy X i−1 ⊕X i = 0 to get advantage in
off-line dictionary attack. Note that in this scenario, the adversary does not send a message that he
encrypts himself by guessing the password.

Case (c): Xi = Xi+1 : Arguing in a similar way as in case (b), if Xi−1 = Xi+2 (i.e. xi−1 = xi+2,
probability of which is negligible for two honest users Ui−1 and Ui+2), then one obtains the redundancy
relation X i ⊕Xi+1 = 0. This situation can be created by an active adversary simply by replacing the
encrypted value of Xi+2 by a copy of the encrypted value of Xi−1 (that he obtains by interleaving
the protocol transmission) in the first round communication. This redundancy enables the adversary
to mount off-line dictionary attack at a later time even without making a Send query on a message
that is encrypted by the adversary himself by guessing the password.
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U1 U2 U3 U4 U5
• • • • •

pw pw pw pw pw

x1, k1 x2, k2 x3, k3 x4, k4 x5, k5

Ui computes str
(1)
i

= Ui|di|1 and Ti = str
(1)
i

|gxi for 1 ≤ i ≤ 5

str
(1)
1

|Epw|U1
(T1) str

(1)
2

|Epw|U2
(T2) str

(1)
3

|Epw|U3
(T3) str

(1)
4

|Epw|U4
(T4) str

(1)
5

|Epw|U5
(T5) : Round-1

Communications : Ui sends str
(1)
i

|Epw|Ui
(Ti) to Ui−1, Ui+1, 1 ≤ i ≤ 5, U0 = U5, U6 = U1

Ui on decryption recovers g
xi−1 , g

xi+1 , 1 ≤ i ≤ 5, x0 = x5, x6 = x1
Ui aborts the protocol if g

xi−1 = g
xi+1 or if gxi = g

xi−1 or if gxi = g
xi+1

Else Ui computes KL
i

= H(g
xi−1xi ), KR

i
= H(g

xixi+1 ), str
(2)
i

= Ui|di|2 for 1 ≤ i ≤ 5, x0 = x5, x6 = x1

Ui, 1 ≤ i ≤ 4 computes Xi = KR
i

⊕ KL
i

, T i = str
(2)
i

|(ki|Xi) and U5 computes X5 = k5 ⊕ KR
5 , T 5 = str

(2)
5

|X5.

str
(2)
1

|E′
pw|U1

(
T 1

)
str

(2)
2

|E′
pw|U2

(
T 2

)
str

(2)
3

|E′
pw|U3

(
T3

)
str

(2)
4

|E′
pw|U4

(
T4

)
str

(2)
5

|E′′
pw|U5

(
T 5

)
: Round-2

Communications : Ui, 1 ≤ i ≤ 4 sends str
(2)

i
|E′

pw|Ui

(
T i

)
to Uj , 1 ≤ j ≤ 5, j 6= i

and U5 sends str
(2)
5

|E′′
pw|U5

(
T 5

)
to Uj , 1 ≤ j ≤ 4

Ui, 1 ≤ i ≤ 5 on decryption recovers kj |Xj , 1 ≤ j ≤ 4, j 6= i and X5 and extracts kj , 1 ≤ j ≤ 4

Ui, 1 ≤ i ≤ 5 recovers KR
5 and and computes k5 = X5 ⊕ KR

5

Ui computes his session key sk
di
Ui

= H(k1|k2|k3|k4|k5) and sets his session identity

sid
di
Ui

= {(U1, d1), . . . , (U5, d5)}

Figure 1: Key agreement in protocol MDB-PWD among n = 5 users

Other kind of redundancies may be created by an active adversary by manipulating the messages exchanged
during execution of the protocol DB-PWD. So while transforming the unauthenticated protocol KLL into
password-based setting, we should pay careful efforts to make an active adversary unable to get any
advantage in guessing the password off-line. This is by no means a trivial task.

3.5 Protocol MDB-PWD : Modified Version of the Protocol DB-PWD

We now describe our password-based group key agreement protocol MDB-PWD which is an improvement
over the protocol DB-PWD to overcome dictionary attack. The protocol proceeds as follows among n

instances Πd1
U1

, . . . ,Πdn

Un
. Here Ek, E

′
k and E ′′

k are keyed permutations over the sets S, S ′ and S ′′ respectively
specified below and Dk, D

′
k and D′′

k are the respective inverses of Ek, E
′
k and E ′′

k .
S = {U |d|t|X : User U with instance number d sends tth message X ∈ G}
S ′ = {U |d|t|(ki|X i) : User U with instance number d sends tth message ki|Xi ∈ {0, 1}2l}
S ′′ = {U |d|t|X : User U with instance number d sends tth message X ∈ {0, 1}l}

Let str
(l)
i = Ui|di|l, 1 ≤ i ≤ n, l = 1, 2.

1. (Round 1) In the first round, each user Ui chooses a private key xi∈RZ∗
q and a nonce ki∈R{0, 1}

l,

computes Xi = gxi , encrypts Ti = str
(1)
i |Xi using pw|Ui

1 as encryption key to obtain Yi = Epw|Ui
(Ti)

1If necessary, one may use H0(pw|Ui), where H0 is a hash function. This can be computed off-line and used if pw|Ui is
longer than the desirable limit on the encryption key length.
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and sends str
(1)
i |Yi to his neighbors Ui−1, Ui+1.

2. (Round 2) In the second round, each user Ui on receiving str
(1)
i−1|Yi−1, str

(1)
i+1|Yi+1 from his neighbors,

decrypts Yi−1, Yi+1 with the decryption function D and the respective decryption keys pw|Ui−1,

pw|Ui+1 and obtains Ti−1 = str
(1)
i−1|Xi−1, Ti+1 = str

(1)
i+1|Xi+1 respectively. Ui aborts the protocol if

any two of Xi−1, Xi and Xi+1 are same which occurs with negligible probability. Otherwise, Ui

computes his left key KL
i = H(Xxi

i−1) and right key KR
i = H(Xxi

i+1). Each user Ui for 1 ≤ i ≤ n − 1

computes X i = KR
i ⊕ KL

i , T i = str
(2)
i |(ki|X i), Y i = E ′

pw|Ui
(Ti) and sends str

(2)
i |Y i to the rest of the

users in the second round. Un computes Xn = kn ⊕KR
n , Tn = str

(2)
n |Xn, Y n = E ′′

pw|Un
(Tn) and sends

str
(2)
n |Y n to all the users. We note that right key of Ui is same as the left key of Ui+1.

3. (Key Computation) Each user Ui on receiving str
(2)
j |Y j from Uj , 1 ≤ j ≤ n, decrypts using decryption

function D′ ( or D′′) and pw|Uj as the decryption key to recover X j and instance number dj. Ui also
extracts kj for 1 ≤ j ≤ n−1. User Ui then computes KR

n as follows making use of his own left key KL
i

and right key KR
i : Ui computes KL

i−j = KL
i−j+1⊕Xi−j for 1 ≤ j ≤ i−1. Note that KL

i−j = KR
i−j−1 and

KL
1 = KR

n . Thus Ui recovers the right key KR
n and computes kn = Xn⊕KR

n . Finally user Ui computes
his session key sk

di

Ui
= H(k1|k2| . . . |kn) and sets his session identity sid

di

Ui
= {(U1, d1), . . . , (Un, dn)}.

Figure 1 illustrates the protocol for n = 5. The formal description of the protocol is given in the appendix.

Note 1 : From a received message of the form str
(1)
k |Yk in the first round, user Ui gets the information

about its possible sender Uk and use pw|Uk as decryption key to decrypt Yk. Ui on decryption recovers a

plaintext of the form str
(1)

k̃
|X

k̃
and aborts the protocol if str

(1)

k̃
6= str

(1)
k . Similar check is done by each user

after receiving the messages in the second round communication.

Note 2 : Generally, while executing this protocol, we identify a user Ui with its instance Πdi

Ui
, where di

is the instance number of the user in the session being executed. At the start of the protocol, the session
identity sid

di

Ui
is not known and is built up (by each participant) as the protocol proceeds. Moreover, when

an instance Πi
U aborts the protocol, it sets acci

U = 0 and ski
U = NULL. Note that the algorithms are correct

provided the users are honest, i.e. they do not deviate from the protocol (we additionally assume that the
adversary never participates as a user). Then after the execution of the protocol, the group of users agree
upon a common session key.

We next point out certain observations regarding the modifications incorporated in the protocol DB-
PWD to yield the protocol MDB-PWD in the light of the dictionary attacks mentioned in Section 3.4 2.

Observation 1: The protocol MDB-PWD is obtained by modifying the unauthenticated protocol KLL
of Kim et al. [33] and introducing encryption-based authentication mechanism. Note that each user U i

uses pw|Ui as encryption key. Only those users who have the knowledge of pw, would be able to decrypt
the encrypted messages. The direct replacement of the signature scheme used for authenticated version of
KLL in [33] by a symmetric encryption scheme using the password pw as secret key does not yield a secure
password-based protocol and one can mount an off-line dictionary attack as follows: Observe that in the
unauthenticated protocol KLL with n users, each user Ui for 1 ≤ i ≤ n − 1 sends ki|Ti whilst user Un

sends kn ⊕ KR
n |Tn in the second round, where Ti = KL

i ⊕ KR
i for 1 ≤ i ≤ n. We thus obtain the relation

2We are grateful to anonymous referees for these observations
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T1 ⊕ T2 ⊕ . . . ⊕ Tn = 0. Now when we introduce encryption-based authentication mechanism using the
password as the secret key, the ciphertexts in the second round communication are simply the encryption
of ki|Ti for 1 ≤ i ≤ n − 1 and the encryption of kn ⊕ KR

n |Tn. Thus the plaintexts are co-related instead of
being random. This redundancy enables an adversary to make the protocol vulnerable to dictionary at-
tacks by guessing the password off-line and verifying whether the decrypted values (k1|Ti for 1 ≤ i ≤ n−1,
kn ⊕ KR

n |Tn) in the second round communication leads to T1 ⊕ T2 ⊕ . . . ⊕ Tn = 0. If so, the adversary’s
guess for password is correct. To prevent such attacks, we remove the redundancy by restricting Un to
send the encryption of only kn⊕KR

n instead of kn⊕KR
n |Tn in this round. As a result, the key computation

is appropriately modified.

Observation 2: The protocol MDB-PWD is aborted if Xi−1 = Xi+1 which in turn implies KL
i = KR

i .
This step is essential to disable an adversary from mounting off-line password guessing attack, because
if the protocol proceeds with KL

i = KR
i for some i 6= n, then X i = 0 and the corresponding publicly

transmitted value is simply the encryption of a constant string. By maintaining a list, the attacker can
exhaustively search for the password.

Observation 3: Also the protocol MDB-PWD is aborted if Xi = Xi−1 or Xi = Xi+1. As discussed earlier,
an active adversary may manipulate the transmitted messages during protocol execution by Send query so
that X i−1⊕Xi = 0 (adversary simply replaces in the first round the ciphertext of Ui+1 by the ciphertext of
Ui−2 in the same round) or X i⊕Xi+1 = 0 (adversary replaces the ciphertext of Ui+2 in the first round by the
ciphertext of Ui−1 in the same round). Now if the encryption-based mechanism uses pw as the encryption
key instead of pw|Ui for user Ui, then an active adversary in the on-line phase may manipulate the messages
as described above, search exhaustively for the password by checking X i−1⊕X i = 0 or X i ⊕X i+1 = 0 and
thus can mount an off-line dictionary attack. To resist these type of manipulation-based redundancies, the
encryption by user Ui is done using pw|Ui as the secret key instead of pw.

4 Security Analysis

We will now state the security result of our password based authenticated group key agreement protocol
MDB-PWD. We omit the proof because the proof is similar to that provided in [21] for the protocol
DB-PWD except for certain minor modifications. Similar to the protocol DB-PWD, our proposed scheme
MDB-PWD is also based on the CDH assumption and security is achieved in both the random oracle model
and the ideal cipher model in the security framework formalized by Bellare et al. [7]. However, this proof
does not deal with forward secrecy.

Theorem 4.1 The password based encrypted key agreement protocol P described in Section 3.5 satisfies
the following:

AdvAKA
P (t, qE , qH , qE, qS) ≤

q2
E

L
+

2qS

N
+ 4qHq2

SSuccCDH
G (t)

where t is the time bound of the protocol execution P , N is the size of the dictionary of all possible passwords
and qE , qH , qE , qS are respectively the maximum number of encryption/decryption, hash, Execute, Send

queries an adversary may make and L = min{|S|, |S ′|, |S ′′|}, S, S ′ S ′′ being as specified in Section 3.5.
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5 Conclusion

We appropriately modify the protocol DB-PWD, proposed by Dutta-Barua [21] to overcome the flaws
discovered by Abdalla et al. [1] and present its improved variant MDB-PWD. The proposed scheme MDB-
PWD is secure under CDH assumption in both the random oracle model and the ideal cipher model in
the security framework of Bellare et al. [7]. To obtain secure password-based efficient group key agreement
protocol under standard assumption without using random oracle is an interesting research topic and this
area requires to be studied for further improvement.
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A Algorithm for the protocol MDB-PWD

procedure PwdKeyAgree (U [1, . . . , n])
(Round 1):
U0 = Un, Un+1 = U1;

1. for i = 1 to n do in parallel

2. Ui(= Πdi

Ui
) chooses xi∈RZ∗

q and nonce ki∈R{0, 1}
l;

3. Ui computes Xi = gxi , str
(1)
i = Ui|di|1 and Yi = Epw|Ui

(str
(1)
i |Xi);

4. Ui sends str
(1)
i |Yi to Ui−1 and Ui+1;

5. end for
(Round 2):
Y0 = Yn, Yn+1 = Y1;

6. for i = 1 to n − 1 do in parallel

7. Ui on receiving str
(1)
i−1|Yi−1 from Ui−1 and str

(1)
i+1|Yi+1 from Ui+1, computes

Dpw|Ui−1
(Yi−1), Dpw|Ui+1

(Yi+1) to recover str
(1)
i−1|Xi−1 and str

(1)
i+1|Xi+1 respectively;

8. Ui aborts the protocol if any two of Xi−1, Xi, Xi+1 are same; else executes the following steps;

9. Ui computes KL
i = H(Xxi

i−1), KR
i = H(Xxi

i+1), X i = KR
i ⊕ KL

i , str
(2)
i = Ui|di|2 and

Y i = E ′
pw|Ui

(str
(2)
i |(ki|X i));

10. Ui sends str
(2)
i |Y i to the rest of the users;

11.end for

12.Un on receiving str
(1)
n−1|Yn−1 from Un−1 and str

(1)
1 |Y1 from U1, computes

Dpw|Un−1
(Yn−1), Dpw|U1

(Y1) and recovers str
(1)
n−1|Xn−1, str

(1)
1 |X1 respectively;

13.Un computes KL
n = H(Xxn

n−1), KR
n = H(Xxn

1 ), Xn = kn ⊕ KR
n , str

(2)
n = Un|dn|2 and

Y n = E ′′
pw|Un

(
str

(2)
n |Xn

)
;

14.Un sends str
(2)
n |Y n to the rest of the users;

Note that KR
i = KL

i+1 for 1 ≤ i ≤ n − 1 and KR
n = KL

1 ;
(Key Computation):

15.for i = 1 to n do in parallel
16. for j = 1 to n − 1, j 6= i do
17. Ui computes D′

pw|Uj
(Y j) and extracts X j, kj , dj ;

18. end for
19. Ui computes D′′

pw|Un
(Y n) and extracts Xn, dn;

20.end for
21.for i = 1 to n do in parallel
22. for j = 1 to i − 1 do
23. Ui computes KL

i−j = KL
i−j+1 ⊕ X i−j;

Note that KL
i−j = KR

i−j−1 and KL
1 = KR

n .

24. end for
Thus Ui has recovered KR

n .
25.end for
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26.for i = 1 to n do in parallel

27. Ui computes kn = Xn ⊕ KR
n , the session key skdi

Ui
= H(k1|k2| . . . |kn) and

the session identity siddi

Ui
= {(U1, d1), . . . , (Un, dn)};

28.end for
end PwdKeyAgree
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