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Abstract

For the Tate pairing implementation over hyperelliptic curves, there is a development by Duursma-
Lee and Barreto et al., and those computations are focused on degenerate divisors. As divisors
are not degenerate form in general, it is necessary to find algorithms on general divisors for the
Tate pairing computation. In this paper, we present two efficient methods for computing the Tate
pairing over divisor class groups of the hyperelliptic curves 3> = 2? — x +d, d = %1 of genus 3.
First, we provide the point-wise approach, which is a generalization of the previous developments
by Duursma-Lee and Barreto et al. In the second method, we use a Resultant for the Tate pairing
computation. The approach by using the Resultant is approximately three times faster than the
point-wise approach. These two methods are completely general in a sense that they work for
general divisors, and they provide very explicit algorithms.
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Introduction

In recent years the Tate pairing and the Weil pairing have been getting a lot of attentions for designing
various protocols in cryptosystem [1, 6, 7, 16, 15, 25, 28, 29]. Tt is therefore important to develop
the efficient implementation of those pairings for the practical applications in our real world. It is
known that the computation of the Weil pairing is almost the same as computing the Tate pairing
twice [13], therefore the Tate pairing implementation have been actively developed. The recent papers
by Barreto et al. [2] and Galbraith et al. [14] provided the fast computation of the Tate pairing over
the supersingular elliptic curves y? = 23 — x £ 1 in characteristic three. In 2003, Duursma and Lee [11]
generalized their results to the hyperelliptic curves y? = 2 —x 4+ 1, p = 3 (mod 4) in characteristic p.
In particular, they provided a closed formula for the efficient computation of the Tate pairing. After
then, Barreto et al. [3] proposed a general technique for the efficient computation of the Tate pairing on
supersingular abelian varieties using Eta pairing approach [3, 22]. They also described efficient pairing
algorithms on [Fy-rational points for elliptic and hyperelliptic curves over F,.

In fact, generally divisor operations over hyperelliptic curves are more complicated than point operations
over elliptic curves. Therefore, it has been pointed out that Elliptic Curve Cryptosystem (ECC) is more
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efficient than Hyperelliptic Curve Cryptosystem (HCC) [28]. The Tate pairing computation uses the
Miller algorithm, and the Miller algorithm relies on divisor operations. Thus one expects that the
Tate pairing computation over hyperelliptic curves may not be as efficient as that over elliptic curves.
However, in some special cases, it was shown that HCC can be made more efficient than ECC by giving
the explicit formula for divisor operations [8, 21, 26]. For the higher genus, preserving the same security
level, we can decrease the size of the defining field. In fact, some examples given in [8, 21] show that
for the efficiency of cryptosystems, the size of the defining field is more important than the complexity
of group operation formula. For the Tate pairing, Barreto et al. [3] presented implementation results
over elliptic curves and hyperelliptic curves of genus 2, where both are defined over Fyn. The running
time for the Tate pairing over hyperelliptic curves was faster than that of elliptic curves. For the Tate
pairing computation it is therefore certainly worthy to work over some special types of hyperelliptic
curves.

Recent developments [3, 11] on the Tate pairing implementation on hyperelliptic curves over a finite field
I, have focused on the case of degenerate divisors as mentioned before. However, in the pairing-based
cryptography, the efficient Tate pairing implementation over general divisors is significantly important.
For instance, in the Boneh-Franklin identity-based encryption scheme, the private keys are general
divisors, and therefore the decryption process requires computing a pairing of general divisors. For the
case of genus 2, the result in [8] presents both divisor-wise and point-wise approach, and it turns out
that the divisor-wise approach is more efficient than the point-wise approach. For the case of genus
> 3, when divisors are general, there has been no Tate pairing computation method developed so far.

In this paper, we develop the general method of computing the Tate pairing for the genus 3 case. We
present two feasible methods by point-wise approach and Resultant approach for computing the Tate
pairing over divisor class groups of the hyperelliptic curves Hy : y? = 2P —x+d, d = £1 of p = 7. Those
methods are completely general in a sense that they work for general divisors, and we give very explicit
and feasible formulas over Hy. Furthermore, we investigate the efficiency and compare the complexity
between two methods.

The first method in Section 2 is a generalization of the point-wise method developed in ([3], [11]), and
our method is an algorithm for computing the Tate pairing over gemeral divisors. The second method
in Section 3 is by using Resultant. The resultant is a well-known tool for evaluating a function at a
divisor. In fact, efficient algorithms for computing the resultant have been developed; for instance in [27].
Thus the efficiency of the Tate pairing computation using Resultant depends on the development of the
algorithms for computing the resultant. As a result, in terms of efficiency, we show that the Tate pairing
computation by using Resultant is approximately three times faster than the point-wise approach. For
our two methods, we use the Fta pairing for reducing the computation cost. In Section 4, we compare
the complexity between two methods.

We used SINGULAR software package for symbolic computations.

1 Tate pairing on divisors

Let F, be a finite field with ¢ elements, and H/F, be a hyperelliptic curve over F,. We denote the group
of degree zero divisor classes of H by Jy. Note that each divisor class can be uniquely represented
by the reduced divisor using the Mumford representation [24]. Reduced divisors of the curve H can
be found as discussed in ([19], [24]), and most of reduced divisors in Jy with genus 3 are written as
D= [UD, VD] = [373 + UD,2$2 +up12x+ up,o, UD,2$2 +vpax + ’UD’()].

We recall the definition of the Tate pairing [12]. Let £ be a positive divisor of the order of Jy (F,) with
ged(?, q) =1, and k be the smallest integer such that £ | (¢* —1); such k is called the embedding degree.



Let Jy[¢] ={D € Jy | £D = O}. The Tate pairing is a map

() Tl x Ju(Fp)/a(Ep) — Fi/(Fo)

(D,E), = fo(E),
where div(fp) = ¢D and E' ~ E with support(E’) N support(div(fp)) = 0. We define the Tate paring
k

value by (D, E) = (D, E); 7" 5o that the pairing value is defined uniquely. We write 2(*) for x?".

We consider a hyperelliptic curve Hy over F, defined by y? =aP —x+d, d = *£1, for p =3 (mod 4),
where ¢ = p™ with ged(2p,n) = 1, and we let F/F, and K/F, be the extensions of degree [F : F,] =p
and degree [K : F,] = 2p, respectively. Over the extension field K, the curve is the quotient of a
hermitian curve, hence it is Hasse-Weil maximal. And the class group over K is annihilated by pP™ + 1;
this can be also seen from the following Lemma 1.1. It shows that for P € Hy(K), (pP™+1)((P) — (0))
is principal [10].

Lemma 1.1 ([10]). Let P = («, 5) € Hq. The function

pt1

hp =By — (o’ —z +d) >

has divisor (hp) = p(P) 4+ (P') — (p+ 1)O, where P’ = (a'? + 2d, 5?).

(From Lemma 1.1, we observe that

thus the multiplication by p over Hy has an extremely special form such as [p] = ¢n2, where ¢ =
(x + 2d, —y) and 7 is a Frobenius map of p*" power.

1.1 Eta pairing on H,
We discuss the Eta pairing introduced in [3] which is very useful for efficient computation of the Tate
pairing.

We consider a hyperelliptic curve Hy over some finite field IF,», and let 1) be an endomorphism on the
curve Hy given by

¥ Ha(K) — Ha(K), ¢(z,y) = (p —x,0y), (1)
where p € F is a root of p» — p+2d =0, and 0,6 € K are the roots of 02 +1 = 0.
For efficient Tate pairing computation, we concern with the twisted Tate pairing
E o Tl < Juy (Fpopn) /0T 1, (Fpopn) — Frapn
{D, E) = fo(u(E)""
where (fp) = (pP" + 1)D from [11, Theorem 4].
For two divisors D and E in Jy,, the Eta pairing is defined by

2D, B) = T] ho, ()", @)
1=0

where D;11 + (hp,) = pD; with a divisor Dy = D and some rational function hp,.



By Lemma 1.1, H; has a property that

9(P) = q(0) = ((P)) = (O) + (gp), 3)

for some automorphism v on H; and some function gp. Thus « can be given by v = ¢"7?". Now we
provide the crucial theorem for efficient computation of the Tate pairing on divisors proved in [22].

Theorem 1.2 ([3], [22]). Let ¢ = p",p =3 (mod 4), v = ¢"7°" on Jg, induced from Eq. (3), and 1
be an endomorphism on the curve Hy over F,. Assume that

¢l = 4p, (4)

where Y14 denotes a map obtained by raising the coefficients of 1 by ¢'" power. Then for divisors D
and E in Ju(F,), we have
n(¢D, E) = n(D, E)?.

For any divisor E = [Ug, Vg] in Ju, (F,), the endomorphism v in Eq.(1) on divisors are easily deduced
as follows: ¢(E) = [Uyg), Vi(r)), where

Uw(E) I (3P+ UE,2)£C2 4 (3/)2 + QUE,QPJF uEJ)x — (,03 +UE,2p2 +ug1p+ UE,O); (5)

Vo) = o(vE2® — (2pVE2 + VE1)T + VE2p® + VE 1P + VE)-

The following lemma shows that our curve Hy satisfies the crucial condition in Eq. (4) for Theorem 1.2,
and the proof is straightforward by using Eq. (5).

Lemma 1.3. Let E be a divisor of the curve Hy, and ¢ be a map defined on the curve Hy such that
o(z,y) = (x + 2d, —y). Then we have the following

¢"P(E) = (E).

(From Theorem 1.2 and Lemma 1.3, it follows that

(D, E)=n(D,E)"" "0, (6)

It is therefore enough to compute 1(D, E) to obtain ¢(D, E) for any divisors D, E € Jy,(F,). When all
the points in support(D) and support(E) are F,-rational points, using Eq. (6) makes the Tate pairing
computation very efficient as mentioned in [3]. In Section 2, we will extend the concept of the Eta
pairing on the general divisors, that is, the supports of D and E are not necessarily [ -rational points.
In our two methods we use the Eta pairing for reducing the computation cost.

Throughout this paper, we focus on the hyperelliptic curve Hy : y?> = 2 —x +d, d = +1,p = 3 (mod
4) of genus g = 3, therefore we work on the case p = 7; this case is cryptographically useful [11].

2 Point-wise computation of the Tate pairing

This section presents a generalization of the point-wise method developed in [3] and [11], and this
method can be used for any divisors, not only for F,-rational points. The Eta pairing is used for
reducing the computation cost as well.



As mentioned in [3], for divisors D, E in Jy,, the Tate pairing can be computed by

3
H (P, Qj), (7)

where D and E have the form D = (P1) + (P2) + (P3) — 3(0), E = (Q1) + (Q2) + (Q3) — 3(0) for
points P; and Q; contained in Hy(Frsn) with 4,5 =1,2,3.

If we want to apply the Eta pairing introduced in [3] for computing (P;, Q;), then it requires that P;
and @; belong to Hy(F7n) for each ¢, j. Therefore we define a new pairing, ns, similar to the Eta pairing
for general divisors as follows:

3n—1

P,Q) = ] ho.(w(@)™ . (8)
=0

Then we can efficiently compute the Tate pairing for general divisors by using the following theorem
and Eq. (7).

Theorem 2.1. For P,Q € Hy(F7sn),
HP,Q) = (m3(P,Q*™ "n(P,Q)"")"" .

F}’lroof. We have £(P,Q) = fo((Q))7 ! with (fp) = (77)((P) — (O)) — (=P) + (O). We also notice
that

Fo((Q) = ms(P,Q)™ " ns("P,Q) (7™ P, Q)
= n3(P, Q)" " n(P,Q)"",
where the last equality follows from the facts
na(7"P,Q) = ma(P,Q)"", n(7""P,Q) = n(P.Q)

these can be directly derived from the proof of Theorem 1.2 since P,Q € Hg(Frsn). O

7617,

Based on Theorem 2.1, we have Algorithm 1 for computing the Tate pairing of P and Q.

We notice that fp(¥(Q)) = (n3(P,Q)*n(P. Q)72") . Now we discuss the complexity of Algorithm 1
by counting the number of operations which are necessary for computing

3

T 7P Q) *n(P.@)™. )

ij=1

We denote the time for multiplications in F7n, Frrn and Frian by m, m’ and M, respectively, and a
multiplication between F7» and F;7» by m. For simplicity, we assume that a squaring cost is similar to a
multiplication cost, and we omit the computation cost for 7t powering since it is negligible comparing
to the other operations.

For each point P (resp. @) in the support of D (resp. E), the step 3 requires 2 multiplications (mult.)
and two squarings (sq.) in Fysn, and the step 4 needs a multiplication in Frsaan). Since these operations
are repeated twice in the steps 8 and 9, the number of operations is

3n ((2 mult. + 2 sq.) in Fran + 1 mult. in Fraaany ) + 2 mult. in Frsaan).



Algorithm 1 Point-wise computation

INPUT P = (0[, ﬂ)aQ = (xv y) € IF‘73"
OUTPUT #(P, Q)

1: g1« 1

2: Fort=0ton—1do

3: compute h =37 -y-0— (" +x+d— p)*
4 set g1 «— g7 - h

seta<—a72+2d, ﬁ<—ﬁ72
g<—4g
Fori=nto3n—1do

compute h = 37 -y-0— (" +x+d— p)*

® ® 3 2 9

set g—¢g7 - h
10: set a «— a7 + 2d, B« 572
11: Return (g2g] )7 7"~ where g = 15(P, Q), g1 = (P, Q).

As described in [20] and in [18, Section 4.3.3], we assume that

1 mult. in Fran & 5m, 1 mult. in Fraeay &~ 5m’, 1 mult. in Frsaan & 5M.

Therefore, for computing Eq. (9), the total complexity is
2 Thy +9 (3n (20m + 5M) + 10M) + 40M, (10)

where T3,; is the time for finding all the roots of a cubic polynomial over Frs.; this is required for
obtaining the supporting points of D and E.

3 Computation of the Tate pairing by using Resultant

In this section, our goal is, for given divisor inputs with the divisor representation, to find an efficient
algorithm which provides us the final Tate pairing value over H;. The resultant is a well-known tool for
evaluating a function at a divisor. With this idea we apply the Resultant for the efficient computation of
the Tate pairing, and show that this approach is much faster than the first method. As a matter of fact,
there has been much development for the resultant in terms of its properties and efficient computation,
for instance in [30].

According to Eq. (6), for the Tate pairing computation over divisors D, E € Jg(F7n), it is sufficient to
compute

9D, B) = [ ho (0B,
1=0



where D; 1+ (hp,) = 7D; with a divisor Dy = D and some rational function hp,. In order to obtain the
value of (D, E), in the following subsections 4.1 and 4.2, we find the explicit formulas for D; = [7']D
and hp,, ¢ > 1, and we also obtain the evaluation formula of rational function hp, at a divisor in a
very explicit way.

3.1 7-multiplication on divisors

Let D be a reduced divisor of H,; such that
D = (Py) + (P2) + (P3) — 30 = [Up, Vp],

where P; = (o, ;) for j =1,2,3, Up = x3+uD72x2+uD,1z+uD,o, and Vp = vD72x2+vD71x+vD,0 €
Finlz]. Let Do =D, Dty + (hp,) = 7D;, and D; = [Up,, Vp,] for each positive integer i.

The following lemma provides us with explicit formulas for Up, and Vp, in terms of the coeflicients of
Up and Vp for i > 1. The proof can be obtained from the knowledge of Section 5 in Appendix of [19].

Lemma 3.1. Let [7] be the multiplication map by 7 on the divisor class group of Hy/F. Then we
have, fori > 1, [7'|D = D; = [Up,, Vp,] with

i

Vp, = (=)0 92? + (1) (3idviy + v5 )z + (—1)' (=30 — 2idv] +v5).

Up, = x° + (ugg +id)z? + (u(Dzli + 3idu(D22 — 2%z + u(gfg - Zidug’? — 3i2u§322 —id,

In the following proposition, we find the function hp such that (hp) = 7D + (D’) in an explicit way.
Proposition 3.2. Let hp(x,y) be a function such that (hp) = 7D + (D'), and T be a map

T: Hd i I;[da (‘T,y) - (X,Y) = (fﬂ 757 - day)
Then, for appropriate £, we have
hp(X,Y) = hp(e,y) o7 =61V +s(X)Y? +1(X)Y + d16(X),

where §16(X) = —(X3 + @l X +al)*, and 61, s(X) and t(X) are described in Table 1.

Proof. Let D = (P1) + (P) + (P3) — 3(0), and 7((P;) — (0)) = (h;) — (Pj) + (O) for j = 1,2,3. Then
7D = (hahghs) — [(P1) + (P2) + (P3) = 3(0)] = (hp) — D',
where D' = (P{) + (P3) + (P3) — 3(0).
For simplicity, we use the change of variable
wir—=X=x-§y—Y =y

Up

with £ = —T’Z. It transforms the curve Hy to a curve Hyg: Y2 = X7 — X + (£7 — £+ d).

Let Py = (. ), Py = (aj = & 5)), @ = aj — & and 3 := f;.
From the fact that 8; = Vp(a;) and 3; = Vi (d;) = Vi(a;j — £), it follows that
Up =2+ (3¢ + 2¢up o +up 1)z + (up 26* + up 1€ +upo + &%)
=2 4+ @y + G,
Vi =vp2X?+ (26vp2 +vp1)X + (vp2£2 +vp 1€ +vpo)
= 5o X2 + 1 X + 7.



We also have

D = (P))+ (Py) + (P3) — 3(0) = [X3 + 11 X + @g, 92X% + 0,X + ¥o).

Furthermore, (h;) = 7(P;) + (Pj,) — 8(0), where h; = h;(X +£,Y). Letting 6 = £7 — € +d, it is easy
to see the following:

~ ~ 7
hj=0;'Y —(0;7 — X +0)* = (020, + t01dj + )Y — (a;7 — X +6)*.

Thus we obtain

hp(X,Y) = hi(X,Y)he(X,Y)hs(X,Y)
3
=[] ((02d;® + vr6ij + 60)"Y — (d;7 — X +0)*).

Jj=1

(11)

If we apply the Elimination method in [9] to Eq. (11) with elimination order {a7, da,ds} > {a1, %0},
then we can obtain Eq. (11) as a function of @; and @g. The coefficients for h5(X,Y) =hps(X —6,Y)
are described in Table 1, where the second column shows the corresponding coefficient in terms of v;’s
and 4;'s. O

Table 1: hp formula for 7D

Input D = [Up, Vp] € Ju, (k) Cost
Output hp(X,Y) =673 +s(X)Y?2 +¢(X)Y + d16(X)
s(X) =82 X% 4 83X3 46, X2 465X + 66
H(X) =67 X% + 63 X7 4+ 69X + 610X° + 611 X4 4+ 612X 4+ 813X2 4 814X + 15
51 (D210 (D2 (B2tio) + 301 (Do + 20211)) + 05 (Dol — D110) + Do(Datis — D0)>) 8m + 2s
P (4(20211 + o) (= D21 + Do) — D1 (3V2@o + D111))" 3m
5a (=220 (20281 + o) + 01 (20210 + Bo@1)) " 2m
54 (30312 + D14i0(—20211 + 300) + Votin (20281 — 270))" 2m + 1s
55 (9200(201 0 — 3u110) — 0141 (S0t — Dilio) + 20ad0)" 3m
56 (2a0 (D2i0) (D21 — 200) — (Doty + D110) (40110 + 201 (D0 — D201)))" am
57 (—20201 + 370)" om
5g (20910 — D111 )" om.
59 (211 (Do — D2t1) + 2(200h1 — D11i0))" om,
510 (@ (20t + D111 ) + Voto)” 1m
511 (a3 (—20201 + Do) + Uo (V2@ + 20111))" 2m + 1s
512 (0 (301 (20211 + Do) — 0140))" 1m
513 (ag (=211 + 200) + 343 (d1@0 — DoU1))" 2m + 1s
514 (243 (V2@ + 20141) + 3(T00)a3))” 2m,
515 (1 (G (=D2ti1 + 209) + 345 (D110 — Vo)) + U (241 (D211 — Do) + 4(Dol1 + D180))" | 2m
[ Total cost [ [ 32m + 5s ]

[ Notation: m denotes a multiplication in F;n, and s a squaring in Fyn. [

3.2 Evaluation at a divisor

In this subsection we show that the notion of Resultant can be used for evaluating a rational function
at a divisor, which is necessary to achieve our goal.

What follows is the crucial result for the resultant, and for the proof we refer to [30, Ch. VI].

Theorem 3.3. Let F' be a field, A,B € F[x], a1, a9, -+ ,am € F (= algebraic closure of F') be all the
roots of A, deg A =m, deg B =n, and a be the leading coefficient of A. Then we have

m

res(A, B) = a" H B(ay).

i=1



With the same notations as in Theorem 3.3, furthermore, we have

res(A4, B) = (—=1)™"res(B, A). (12)

In addition, efficient reduction method for computing the resultant is also introduced in [30, Ch. VI].
When m > n, by Euclidean division algorithm, there exists Q(z), R(x) € F(x) such that A(z) =
Q(x)B(x) + R(x) with deg R < n. Then

res(A, B) = (—=1)""res(B, R). (13)

Now we are ready to apply the resultant to our Tate pairing computation.

Lemma 3.4. For hp given in Table 1 and E = [Ug, Vg|, we let Hp g(z) = hp(z, Vg(z)). Then we
have
hD(E) = ’I"BS(UE,HDJ;).

Proof. In fact, hp(F) = Hp g(v1)Hp,p(x2)Hp,g(x3) with z;’s the roots of Ug(x). The assertion thus
follows immediately from Theorem 3.3. O

Table 2 indicates the nonzero coefficients of Hp (), and the complexity is counted by using Karastuba’s
technique [17].

Now by using the reduction method in Eq. (13), we can compute res(Ug, Hp g) as follows:

Lemma 3.5. Let Hp g(z) = Q(z)Ug(z) + R(x) with deg R < 2. Then we have

hp(E) =res(Ug, R).
Proof. We observe that the degree of Hp g is 12 and the degree of Ug is 3. Thus by using Eq. (12),

we have res(Ug, Hp g) = res(Hp,g,Ug). From Eq. (13) it follows that res(Hp g,Ug) = res(Ug, R),
so we get res(Ug, Hp g) = res(Ug, R). O

Table 2: Hp g formula complexity counting

[i [ ith coefficient of Hp [ Cost

12 —1 0

10 | S7vm 2 + 3u] im

9 | S7vpa + 6svm,2 + 3ud 21

8 52712Eyg+57'0E,0 +dsvE,1 + 09vE,2 + Uy 1m + 1s + 2m

7 202VE 1VE 2 +53v2E,2 + 05vE,0 + 09vE,1 + 010VE,2 + 2udu] 2m + 3m

6 51'[)3Ey2+262'UE,0'UE,2+52'U%71 + 203vE,1vE,2 +54U%,2 + d9vE,0 3m +4m + 1s
+10vE,1 + 011vE,2 + ud? 4 3u!

5 351'UE.1'U25,2 + 262vE 0vE,1 + 203vE 0vE,2 + 531)?3,1 + 264vE1vE,2 7+ 1m
+5v% o + 010vE,0 + 011vE,1 + d12vE,2 + 2ulul

4 361UE’[)U2E12+361’UE’1’UE’2+52U2E)0+263’UE,0UE)1 +254’UE,01)E)2+54’U%71 5m + 2m
+205vE,1VE,2 + 66'0)23’2 +811vE,0 + 012081 + d13vE,2 + 2udtu] — u®

3 7(51UE,0'UE,1UE,2 751’USE_1 763’UZE10 7254’UE,0’UE71 7265’[)]5',01)5,2 755’0%_1 1m’ + 5m + 1m
—206VE,1VE,2 — 012VE .0 — S13vE,1 — J14vE,2 — 3ud' — 3ulud’! '

2 (35IUZE’QUE,2+351'UE.O'U2E,1 +64U2E0+265’UE,0UE11 +266’UE,0UE12+56U%,1 1m’ +2m 4+ 1m + 1s
+813vE,0 + 014vE,1 + d15vE,2 + udtuit

1 3611)?5‘0115;,1 + 0505 ¢ + 206VE,0VE,1 + 014VE,0 + 015VE,1 + Sugul 1m 4+ 1m’ + 1m
510 o + 96V o + d15VE,0 — Ug 1m’ + 1s

[ [ Total cost

4s + 13m + 31m + 4m’ ]




Algorithm 2 Tate pairing computation by using resultant

INPUT D = [Up, Vp|, E =[Ug, Vg] € Jg,(F7), endomorphism 1)
OUTPUT #(D, E)

1: Set £ < 2upg and 6 « &7 — £+ d.

2: Compute u; = 3¢2 + 2éup2 +up,1 and uy = £ 4 uD72§2 +up1&+uppo.
3: Compute ; for j =1,...,15 using Table 1

4: g« 1,

5: fori=0ton—1do

6 compute E = 7¢ 4 9(¢(E))

7: compute Hp, j = ﬁb(x, Vi) using ug, w; and §;’s (Table 2), and

compute R = Hp, 5 (mod Up).

8: compute hp, (Y(E)) = res(Ug, R).
9: g—9g" hp,(Y(E))
10:  setug e ul, uy —uf

11: set € «— 572, 0 — 072, 05 — 5]72 if =2,3,4,5,6, and 0; «— (71)1'5]7»2 otherwise.

12: Return ¢ ("D g = n(D, E).

3.3 Algorithm for the Tate pairing computation by using Resultant

In this subsection, we describe an algorithm for computing the Tate pairing on divisors, and we also
compute its complexity. From Lemma 3.1, Proposition 3.2, and Lemma 3.4, the Tate pairing given in
Eq. (6) can be computed by using Algorithm 2.

Since vg ; =0 - (some element in Fr7.), 5 = 0,1,2, we note that Hp, f in the step 7 of Algorithm 2
can be written as

10
HE,E = —z!? + Z(dla + ei)xi, d;,e; € Fprn for 0 <4 < 10.
=0

To find Hp 5 (mod Up) in the step 7, we use the following recursive relations:

xizaiszrbierc,-, 3<i <12
ag = —Ugp,, by = —Up i, 3= —Ugq € Forn

a; = a;—1a3 +b;_1, by = a;_1b3 + ¢;—1, ¢; = a;_1c3.

10



Then R can be computed by

R:HD,E (HlOd UE)
10
= (a12 + Zai(dia + 61') + doo + 62)1‘2
=3
10 (14)
+ (b12 + Z bi(dio + ;) +dio +e1)x
1=3
10
+ (c12 + Z ci(dio + €;) + doo + ep).
=3

Now we discuss the complexity of Algorithm 2 by counting the number of operations which are necessary
for computing n(D, E). As before, we denote the time for multiplications in F7ian, F77n and Frza by M, m/
and m, respectively, and a multiplication between F7» and Fr7» by m.
Noting that, in Step 6, up ;,j = 0,1,2 and vp ,,vg, belong to Frrm, and from Eq. (5) we have
Vj o = 0 - (some element in F7»). The computation cost of Hp p = BD(:C, Vi) in Step 7 is counted in
Table 2. For computing R, given in Eq. (14), we need 24m’ for computing ™ (mod Ug) and 60m’ for
computing R.
The total complexity of this algorithm is therefore

40m + n(22m + 3177 + 88m’ + Tyes + 1M), (15)

where T}, is the computation cost for the resultant res(Ug, R) of Uz and R in Frian. In detail, we
need 3m in the step 2, and 37m in the step 3 from Table 1. For each loop, we need 5m in the step 6,
17m + 31m + 4m’ in the step 7 from Table 2, and 1M in the step 9.

For the efficient computation of the resultant of a pair of polynomials, we can use the reduction method
in Eq. (13) and Lemma 3.5 repeatedly. Schwartz [27] presented a very efficient algorithm for calculating
the resultant by adapting the fast polynomial GCD algorithm by Moenck, and this is O(N log® N)
algorithm for the resultant calculation, where N is the sum of degrees of two polynomials.

In particular, we calculate the resultant by computing the determinant of two polynomials with degree
2 and 3 in Mumford representation. Then we have T,.s = 17M +6S, where M (resp. S) is a multiplica-
tion (resp. squaring) in Frian. In detail, let Ug(z) = 23 + uoa? + uyz + ug and R(x) = roa? +riz + o,
then res(Ug, R) is as follows:

T%(uo(—ZTOU2—rlul)—i-rgug—i—rou%)—l—rg(rg (u§—2u1)—T1uQ+T0)—|—T%(uo(T2u2—Tl)—ulro)—l—rorlrg (Bug—uqus).

4 Complexity comparison

In this section we compare the complexity of our two methods given in Section 2 and 3.

When an extension degree is of the form k = 2?37, the computation cost for a multiplication in For is
3'57 times of a multiplication in F, ([18], [20]). From this observation, we assume that M is equivalent
to 3m’, and also m ~ Tm.

With the above assumptions, the point-wise computation cost in Eq. (10) is

Tp =2 T3p + 270 - (20m + 15m’) + 270m’ + 120m’
= 2 T3¢ + (540n)m + (405n + 390)m’,

11



where T3,; is the time for finding all the roots of a cubic polynomial over Frs.. By Berlekamp-Rabin

algorithm [4], we have T3, = O(3?log 3log 7°") - 5m ~ 27n -4 - 5m .

Counting the cost for T3,;, we finally have

Tp = (1620n)m + (4051 + 390)m’ (16)

On the other hand, the total time for the Resultant method in Eq. (15) is
Tr = 40m + n(239m + 91m' + Ts),

where T is the time for computing the resultant of two polynomials over Frian.

As shown in Section 3.3, we have T,..; = 17M + 6S, where M (resp. S) is a multiplication (resp.
squaring) in Frian.

Thus, the computation cost of our Resultant approach is approximately
Tr = 40m + n(239m + 91m’ + 17M + 65)

~ 40m + n(239m + 91m’ + 23M)
— (2397 + 40)m + (160n)m’

(17)

To compare the complexity of two methods, we summarize Tp, Tgr and the ratio Tp/Tg in Table 3,
where the examples are chosen for cryptographical meaningful values [20].

Table 3: Complexity comparison: examples

Resultant (Tg)
Tp

6971m + 4640m/

18921m + 12640m/’

Security (bits) 80 128 192

bitlength of 714" 1024 3072 8192

n 29 79 211
Point-wise (Tp) | 46980m + 12135m/ | 127980m + 32385m’ | 341820m + 85845m/’

50469m + 33760m’

274 < Ip <334 | 269<12<330 2.67 < T2 <329
R R R

Tr

According to [18], the ratio of m’ and m is 7 < —l < 49, and the last row of Table 3 shows the range of
the ratio of TP for each fixed value of n. Therefore we can conclude that the Tate pairing computation
by using Resultant is approximately three times faster than the point-wise computation.
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