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Abstract This paper surveys the literature on certificate-
less encryption schemes. In particular, we examine the (large
number of) security models that have been proposed to prove
the security of certificateless encryption schemes and pro-
pose a new nomenclature for these models. This allows us to
“rank” the notions of security for a certificateless encryption
scheme against an outside attacker and a passive key genera-
tion centre, and we suggest which of these notions should be
regarded as the “correct” model for a secure certificateless
encryption scheme.

We also examine the security models that aim to provide
security against an actively malicious key generation centre
and against an outside attacker who attempts to deceive a le-
gitimate sender into using an incorrect public key (with the
intention to deny the the legitimate receiver that ability to
decrypt the ciphertext). We note that the existing malicious
key generation centre model fails to capture realistic attacks
that a malicious key generation centre might make and pro-
pose a new model.

Lastly, we survey the existing certificateless encryption
schemes and compare their security proofs. We show that
few schemes provide the “correct” notion of security without
appealing to the random oracle model. The few schemes that
do provide sufficient security guarantees are comparatively
inefficient. Hence, we conclude that more research is needed
before certificateless encryption schemes can be thought to
be a practical technology.

1 Introduction

In 1978, Rivest, Shamir and Adleman [24] proposed the first
public-key encryption scheme. This scheme was a concrete
realisation of a seemingly paradoxical conjecture of Diffie
and Hellman [16]: that it was possible for an entity (the
sender) to securely send another entity (the receiver) a mes-
sage without these two entities having a pre-existing shared
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secret key, without any online contact between them, and
even without the receiver knowing that they were about to
receive a message. This functionality is achieved by gener-
ating a pair of keys instead of just one: a public key that is
widely distributed for encryption, and a related private key
that is kept secret and used for decryption.

History, though, has shown that public key encryption
has significant practical problems. In particular, the sender
has to be sure that the public key that they have is the correct
public key for the receiver. Hence, we require a public key
infrastructure — a series of trusted third parties that can be
relied upon to check a receiver’s identity and vouch for the
connection between that identity and a particular public key.
Public key management is the most costly, cumbersome and
inefficient part of any framework that makes use of public
key cryptography.

One way of avoiding the tiresome need for a public key
infrastructure is to use an identity-based encryption scheme
[25]. The most a public key infrastructure can do is to con-
firm a link between a digital identity and a public key, where
a digital identity is some bitstring that uniquely identifies the
user in some context. An identity-based encryption scheme
removes the need for a public key infrastructure by setting
an entity’s public key to be equal to their digital identity.
Of course, in such a situation, an entity cannot be expected
to compute their own private key; hence, there must exist a
trusted third party who initially sets up the system and uses
their secret knowledge of the system to compute private keys
for other entities.

Identity-based encryption seems to remove the need for
a public key infrastructure, replacing it with the need for a
key generation centre that computes a user’s private key for
them. This is more efficient, but has a significant disadvan-
tage too. The fact that the trusted third party computes the
private decryption keys for the users means that that trusted
third party can read the messages of every user in the sys-
tem. There are also significant practical problems associ-
ated with identity-based encryption, including the problem
of handling key revocation.

In 2003, Al-Riyami and Paterson proposed a new type of
encryption scheme that avoids the drawbacks of both tradi-
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tional public-key encryption and identity-based encryption
[2]. They termed this new type of encryption certificateless
public-key encryption (CL-PKE) because their encryption
scheme did not require a public key infrastructure. Roughly
speaking, their idea was to combine the functionality of a
public key scheme with that of an identity based scheme.
Hence, to encrypt a message, a sender requires both the re-
ceiver’s identity and a public key value produced by the re-
ceiver. Similarly, to decrypt a ciphertext, a receiver requires
the partial private key corresponding to their identity (which
is given to them by a key generation centre) and the private
key corresponding to the distributed public key.

This paper surveys and extends the known results about
certificateless encryption schemes. In particular, we survey
the existing security models, propose slight changes to these
models so that they may better reflect reality (where appli-
cable), and propose a new nomenclature that can be used to
clarify the contradictory definitions that are currently promi-
nent in the area. We also survey the known certificateless
encryption schemes, particularly with respect to the models
in which they claim security. Lastly we propose a new cer-
tificateless encryption scheme based on the Dodis-Katz [17]
multiple encryption scheme and prove the security of this
scheme in an appropriate model. This resolves the folklore
question of whether a Dodis–Katz-based certificateless en-
cryption scheme can be constructed.

2 Security Models For CL-PKE

This section will examine the various security models pro-
posed for a certificateless public-key encryption scheme. This
has been an area of some controversy. As we shall see, the
original security definitions proposed by Al-Riyami and Pa-
terson [1,2] are very strong, and have been criticised for
not realistically reflecting an attacker’s capabilities. Further-
more, we suggest that Al-Riyami and Paterson’s security
definitions are not consistent in their strength, i.e. that a cer-
tificateless scheme is held to a higher standard of security
with regard to Type I attackers, than the standard to which
it is held with regard to Type II attackers. We then survey
the most common relaxations of Al-Riyami and Paterson’s
security notions and propose a new nomenclature. We also
examine the recent proposals to strengthen the existing se-
curity models to cope with malicious KGCs and to solve the
problems associated with distributing public keys reliably.

2.1 CL-PKE Schemes

2.1.1 The Al-Riyami and Paterson Formulation

The notion of a certificateless public-key encryption scheme
was introduced by Al-Riyami and Paterson [1,2]. A certifi-
cateless public-key encryption scheme is defined by seven
probabilistic, polynomial-time algorithms:

– Setup: This algorithm takes as input a security param-
eter 1k and returns the master private key msk and the
master public key mpk. This algorithm is run by a KGC
in order to initially set up a certificateless system.

– Extract-Partial-Private-Key: This algorithm takes
as input the master public key mpk, the master private
key msk, and identifier ID ∈ {0,1}∗. It outputs a partial
private key dID. This algorithm is run by a KGC once
for each user, and the corresponding partial private key
is distributed to that user in a suitably secure manner.

– Set-Secret-Value: This algorithm takes as input the
master public key mpk and an entity’s identifier ID as
input, and outputs a secret value xID ∈S for that iden-
tity. This algorithm is run once by the user. Note that the
secret value space S is somehow defined by the master
public key mpk and an entity’s identity ID.

– Set-Private-Key: This algorithm takes as input the mas-
ter public key mpk, an entity’s partial private key dID and
an entity’s secret value xID ∈S . It outputs the full pri-
vate key skID for that user. This algorithm is run once by
the user.

– Set-Public-Key: This algorithm takes as input the mas-
ter public key mpk and an entity’s secret value xID ∈S .
It output a public key pkID ∈ PK for that user. This
algorithm is run once by the user and the resulting pub-
lic key is widely and freely distributed. The public-key
space PK for a particular user is defined by the master
public key mpk and the user’s identity ID.

– Encrypt: This algorithm takes as input the master pub-
lic key mpk, a user’s identity ID, a user’s public key
pkID ∈ PK and a message m ∈ M . It outputs either
a ciphertext C ∈ C or the error symbol ⊥. Note that the
message space M and the ciphertext space C are some-
how defined by a combination of the master public key
mpk, the user’s public key pkID and the user’s identity
ID.

– Decrypt: This algorithm takes as input the master public
key mpk, a user’s private key skID and a ciphertext C∈C .
It returns either a message m ∈ M or the error symbol
⊥.

A certificateless public-key encryption scheme allows any-
body to encrypt a message for a particular receiver using
publicly available information (in exactly the same way as
a traditional public-key encryption scheme or an identity-
based encryption scheme). However, unlike a traditional public-
key encryption scheme, no certificates are needed. This is
because an attacker who publishes a false public key pkID
for an identity will still not be able to decrypt messages en-
crypted under that public key, because the key generation
centre will not release the partial private key dID to the at-
tacker and so the attacker will not be able to compute the
full private key.

This functionality is also given by identity-based cryp-
tography, but identity-based encryption schemes have the
disadvantage that the key generation centre can always de-
crypt messages. A certificateless public-key encryption scheme
does not have this disadvantage. An honest-but-curious KGC
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can always compute an identity’s partial private key dID, but
since they will not know the secret value xID associated with
that entity’s public key pkID, they will not be able to form
the full private key either. Of course, a malicious KGC that
masquerades as a user by publishing a false public key can
still break the security of the system; however, it is unclear
how to prevent this threat and we will not consider it any
further.

2.1.2 An Equivalent Method For Constructing Public Keys

We may replace the Set-Secret-Value and Set-Public-Key
algorithms with a single Set-User-Keys algorithm that works
as follows:

– Set-User-Keys: This algorithm takes as input the mas-
ter public key mpk and an entity’s identifier ID, and out-
puts a secret value xID and a public key pkID for that
identity. This algorithm is run once by the user.

This is functionally equivalent to the formulation given by
Al-Riyami and Paterson. It is easy to see that a scheme pre-
sented in the original way can also be presented in this new
form: the new Set-User-Keys algorithm is defined to be
the algorithm that executes the original Set-Secret-Value
algorithm and Set-Public-Key algorithm.

A little bit of thought is required to show that a cer-
tificateless scheme presented in this new formulation can
also be presented in the old formulation. Suppose that the
Set-User-Keys algorithm takes as input p(k) random bits.
We define the Set-Secret-Value algorithm to be the al-
gorithm that outputs a set of p(k) random bits, x′ID. The
Set-Public-Key algorithm is defined to be the algorithm
that takes the random bits x′ID as input, runs Set-User-Keys
to determine a public/private key pair, and outputs the public
key. Similarly, Set-Private-Key is defined to be the algo-
rithm that runs Set-User-Keys using the random bits x′ID to
determine the ‘proper’ secret value xID and then uses this to
create a private key in the normal way.

Several authors have suggested that the Set-User-Keys
algorithm removes the need to have private keys at all. In
such a situation, the decryption algorithm is defined as tak-
ing both the partial private key dID and the secret value xID
as input. This is functionally the same as the normal formu-
lation of certificateless encryption; however, this can have
a significant impact on the security models, which typically
assume that an attacker can obtain partial private keys and
private keys, but not secret values. This new formulation im-
plicitly assumes that one uses security models that have Ex-
tract Secret Value oracles (see Section 2.5).

2.1.3 The Baek, Safavi-Naini and Susilo Formulation

The only significant departure from the Al-Riyami and Pa-
terson formulation of a certficateless encryption scheme was
proposed by Baek, Safavi-Naini and Susilo [6]. In this model,
a public key can only be computed after a partial private

key has been obtained1. In other words, they make a slight
change to the Set-Public-Key algorithm:

– Set-Public-Key: This algorithm takes as input the mas-
ter public key mpk, an entity’s partial private key dID and
secret value xID. It outputs a public key pkID for that user.
This algorithm is run once by the user and the resulting
public key is widely distributed.

This slight change allows Baek, Safavi-Naini and Susilo to
propose a certificateless encryption scheme based on the CDH
problem alone (i.e. without requiring elliptic curve pairings).
The only slight drawback of this formulation is that it does
not allow messages to be encrypted “into the future”. Un-
der the Al-Riyami and Paterson formulation, an entity may
publish a public key pkID without necessarily knowing the
partial private key, and therefore they may receive messages
that they cannot decrypt until the KGC releases the partial
private key to them. However, the Baek, Safavi-Naini and
Susilo formulation requires that the entity obtains their par-
tial private key before releasing their full public key; hence,
an entity that releases a public key must necessarily have
enough information to compute the full private key. On the
other hand, it should be noted that only certificateless en-
cryption schemes that use the Baek, Safavi-Naini and Susilo
formulation can resist “denial of decryption” attacks (see
Section 2.7).

It should also be noted that, using this formulation, we
can combine the Set-Secret-Value, Set-Public-Key and
Set-Private-Key algorithms into a single Set-User-Keys
algorithm in a manner similar to that discussed in the previ-
ous section. The new algorithm behaves as follows:

– Set-User-Keys: This algorithm takes as input the mas-
ter public key mpk, an entities identity ID and a partial
private key dID as input, and outputs a public/private key
pair (pkID,skID).

This leads to a very efficient formulation of certificateless
encryption, in which a scheme consists of only five algo-
rithms:

– Setup,
– Extract-Partial-Private-Key,
– Set-User-Keys,
– Encrypt, and
– Decrypt.

This formulation has no concept of a secret value, which
makes some security models (including the Weak Type Ia
model) inappropriate.

2.2 The General Security Model

The security of a certificateless encryption scheme is ex-
pressed by two (very similar) games. In this section we will

1 Technically, the Baek et al. model proposed that the KGC return
a partial public key (used to help compute the full public key) and a
partial private key (used to help compute the full private key). However,
the security model they provided is equivalent to the one given here.
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describe a basic framework. In both cases, an attacker A =
(A1,A2) is trying to break the IND-CCA2 security of the
scheme, the formal model describing confidentiality. The
game runs as follows:

1. The challenger generates a master key pair (mpk,msk) =
Setup(1k).

2. The attacker executes A1 on mpk and (possibly) some
extra information aux. During its execution A1 may have
access to certain oracles (described subsequently). A1
terminates by outputting an identity ID∗, two messages
of equal length (m0,m1), and some state information state.

3. The challenger randomly chooses a bit b ∈ {0,1} and
computes the challenge ciphertext

C∗ = Encrypt(mpk, ID∗, pkID∗ ,mb) (1)

using the value of pkID∗ currently associated with the
identity ID∗. If the public key pkID∗ does not exist, then
the challenger computes a public key pkID∗ for ID∗ by
running the Set-Secret-Value and Set-Public-Key
algorithms.

4. The attacker executes A2 on the input (C∗,state). Dur-
ing its execution A2 may have access to certain oracles
(described subsequently). A2 terminates by outputting a
guess b′ for b.

The attacker wins the game if b = b′ and its advantage is
defined to be:

|Pr[b = b′]−1/2| (2)

It now remains to define the oracles that the attacker may
have access to:

– Request Public Key: The attacker supplies an identity
ID and the challenger responds with the public key pkID
for ID. If the identity ID has no associated public key,
then the challenger generates a public key for ID by run-
ning Set-Public-Key and Set-Secret-Value (if nec-
essary).

– Replace Public Key: This oracle models the attacker’s
ability to convince a legitimate sender to use an invalid
public key. This can happen because public keys are no
longer verified by a trusted third party, and a user may
be given a false public key by an attacker and believe it
to be correct. The attacker supplies an identity ID and a
valid public key value pkID ∈PK , and the challenger
replaces the current public key value with the value pkID.

– Extract Partial Private Key: The attacker supplies an
identity ID and the challenger responds with the par-
tial private key dID. If the identity has no partial private
key, then the challenger generates a partial private key by
running Extract-Partial-Private-Key on ID using
msk.

– Extract Private Key: The attacker supplies an identity
ID and the challenger responds with the private key skID.
If the identity has no associated private key, then the
challenger generates one using Set-Private-Key (af-
ter running the Set-Secret-Value algorithm and the
Extract-Partial-Private-Key algorithm as neces-
sary).

An attacker may also have access to one or more different
types of decryption oracle:
– Strong Decrypt: The attacker supplies an identity ID

and a ciphertext C, and the challenger responds with the
decryption of C under the private key skID. Note that if
the attacker has replaced the public key for ID, then this
oracle should return the correct decryption of C using the
private key that inverts the public key pkID currently as-
sociated with the identity ID (or⊥ if no such private key
exists).

– Weak SV Decrypt: The attacker supplies an identity ID,
a secret value xID ∈ S , and a ciphertext C. The chal-
lenger computes the full private key skID for the identity
from the (correct) partial private key dID and the sup-
plied secret value xID, then returns the decryption of C
under this private key skID. If either process fails, then
the oracle returns ⊥. Note that this functionality can be
achieved by a strong decryption oracle.

– Decrypt: The attacker supplies an identity ID and a ci-
phertext C, and the challenger responds with the decryp-
tion of C under the original private key skID for ID. Note
that this functionality can be achieved by a strong de-
cryption oracle.

The Weak SV Decrypt oracle is so named as the attacker
chooses the secret value which is to be combined with the
correct partial private key to give the full private key to be
used for decryption. We make this explicit to differentiate
the Weak SV Decrypt oracle from a second weak decryption
oracle which will be introduced later.

It should be noted that the Weak SV Decrypt oracle can
only be simulated by a strong decrypt oracle when the Al-
Riyami and Paterson formulation for certificateless encryp-
tion schemes is used (see Section 2.1.1 and 2.1.2). If the
Baek, Safavi-Naini and Susilo formulation is used then a
Strong Decrypt oracle cannot necessarily simulate the re-
sponse of a Weak SV Decrypt oracle as it is necessary to
know both the partial private key and secret value for an
identity before computing an identity’s full public key. This
may result in certain security models needing to be being al-
tered to allow attackers explicit access to a Weak SV Decrypt
oracle when proving the security of certificateless encryp-
tion schemes presented using the Baek, Safavi-Naini and
Susilo formulation.

A certificateless scheme is proven secure by showing
that any attacker attempting to break the scheme only has
a negligible chance of success.

Definition 1 (Negligible Function) A function f : N→ R
is said to be negligible if, for all polynomial p, there exists
an integer N(p) such that | f (x)| ≤ 1/|p(x)| for all x≥ N(p).

2.3 Type I Attackers

The Type I security model is designed to protect against
a third party attacker (i.e. anyone except the legitimate re-
ceiver or the KGC) who is trying to gain some informa-
tion about a message from its encryption. There has been
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some debate about how to precisely formulate this notion
and we survey the main attempts in this section. We also
comment on their correctness, and provide a new and con-
sistent nomenclature for the different notions.

2.3.1 Strong Type I Security

The original definition proposed by Al-Riyami and Paterson
[2] is as follows.

Definition 2 A certificateless encryption scheme is Strong
Type I secure if every probabilistic, polynomial-time attacker
A I =(A I

1 ,A I
2 ) has negligible advantage in winning the IND-

CCA2 game subject to the following oracle constraints:

– A I cannot extract the private key for the challenge iden-
tity ID∗ at any time,

– A I cannot extract the private key of any identity for
which it has replaced the public key,

– A I cannot extract the partial private key of ID∗ if A I

replaced the public key pkID∗ before the challenge was
issued,

– A I
2 cannot query the Strong Decrypt oracle on the chal-

lenge ciphertext C∗ for the identity ID∗ unless the pub-
lic key pkID∗ used to create the challenge ciphertext has
been replaced,

– A I cannot query the Weak SV Decrypt or Decrypt or-
acles (although this functionality can be given by the
Strong Decrypt oracle).

In this model, the attacker is given no extra information, i.e.
aux is the empty bit-string.

This model gives as much power as possible to the at-
tacker. Its only restrictions are those necessary to prevent
attacks that would trivially allow the attacker to win, and to
prevent the attacker from asking for the private key of a user
with a replaced public key. This latter restriction was only
made because it was considered too difficult to achieve a no-
tion of security that doesn’t have this restriction.

It should be noted that the model expects the challenger
to be able to correctly respond to decryption queries made
on identities for which the attacker has replaced the public
key. This is a very strong notion of security and it is unclear
whether it represents a realistic attack scenario. In general,
decryption oracles are provided to an attacker to model the
fact that the attacker may be able to gain some information
from a legitimate receiver about the decryptions of some ci-
phertexts (for example, by bribing the legitimate receiver to
give up the message or by deducing whether a ciphertext
is a valid encryption of a particular message by observing
the legitimate receiver’s behaviour after receiving the cipher-
text). This situation cannot happen if we replace a public
key: when we replace a public key, we are duping a sender
into encrypting a message using a false public key that the
receiver has not published. Under no circumstances will the
receiver then attempt to decrypt that ciphertext using the pri-
vate key corresponding to that replaced public key. Hence,

providing a decryption oracle that will accurately decrypt ci-
phertexts encrypted under the replaced public key gives the
attacker more power than it would have in practice.

This represents an interesting philosophical question in
the construction of security models: do we give the attacker
as much power as is possible (perhaps subject to the restric-
tion that we must still be able to construct secure certificate-
less encryption schemes)? Or should the model only try to
reflect a realistic attacker’s abilities? The former approach
leads to strong security models, and potentially more com-
plex schemes. The latter approach may lead to more efficient
schemes, but a scheme’s security can only be guaranteed if
an attacker’s abilities have been correctly modelled.

2.3.2 Weak Type Ia Security

Several authors have judged Al-Riyami and Paterson’s Type
I security model to be too strong and proposed weaker ver-
sions. We will consider each of the major alternatives in turn.
The strongest of these definitions, which we will term Weak
Type Ia security, has been put forward by Bentahar et al. [9].

Definition 3 A certificateless encryption scheme is Weak
Type Ia secure if every probabilistic, polynomial-time at-
tacker A I has negligible advantage in winning the IND-
CCA2 game subject to the following oracle constraints:

– A I cannot extract the private key for the challenge iden-
tity ID∗ at any time,

– A I cannot extract the private key of any identity for
which it has replaced the public key,

– A I cannot extract the partial private key of ID∗ if A I

replaced the public key pkID∗ before the challenge was
issued,

– A I cannot query the Strong Decrypt oracle at any time,
– A I

2 cannot query the Decrypt oracle on the challenge ci-
phertext C∗ for the identity ID∗ unless the attacker re-
placed the public key pkID∗ before the challenge was is-
sued.

In this model, the attacker is given no extra information, i.e.
aux is the empty bit-string.

It should be noted that the original notion of Weak Type
Ia security [9] did not give the attacker to the ability to re-
quest decryptions using the original private key value after
the public key had been replaced. We make this small change
to make the model more realistic. It does not affect the re-
sults presented by Bentahar et al.

The Weak Type Ia model seems to most realistically re-
flect the potential abilities of an attacker. The attacker can
replace public keys with arbitrary values of its choice, thus
allowing for senders to be duped, but the attacker can still
ask a legitimate receiver to decrypt any ciphertext with his
original private key value (using the Decrypt oracle). Fur-
thermore, the attacker may be able to dupe a legitimate re-
ceiver into changing his public key and secret value to that
of the attacker’s choice (using a combination of the Replace
Public Key oracle and the Weak SV Decrypt oracle), and so
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obtain decryptions using private keys formed from arbitrary
secret values.

2.3.3 Weak Type Ib Security

A weakening of this model gives Weak Type Ib security
[29]:

Definition 4 A certificateless encryption scheme is Weak
Type Ib secure if every probabilistic, polynomial-time at-
tacker A I has negligible advantage in winning the IND-
CCA2 game subject to the following oracle constraints:

– A I cannot extract the private key for the challenge iden-
tity ID∗ at any time,

– A I cannot extract the private key of any identity for
which it has replaced the public key,

– A I cannot extract the partial private key of ID∗ if A I

replaced the public key pkID∗ before the challenge was
issued,

– A I cannot query the Strong Decrypt or Weak SV De-
crypt oracles,

– A I
2 cannot query the Decrypt oracle on the challenge ci-

phertext C∗ and the identity ID∗ unless the attacker re-
placed the public key pkID∗ before the challenge was is-
sued.

In this model, the attacker is given no extra information, i.e.
aux is the empty bit-string.

In this model, the attacker can replace public keys (i.e.
dupe senders) and can ask for decryptions of ciphertexts us-
ing the original private key values (using the decrypt ora-
cle), but cannot dupe a recipient into decrypting messages
using a secret value chosen by the attacker. This reflects se-
curity in a situation where users generate their public key
values correctly (i.e. by using the Set-Secret-Value and
Set-Public-Key algorithms) and never change their public
key values once they are set.

Another interpretation of the difference between Weak
Type Ia and Weak Type Ib security is based on the imple-
mentation of a certificateless scheme in a black-box device.
The Weak Type Ib security model guarantees security in the
case when the black box is tamper-proof in its generation
of the secret value; the Weak Type Ia security model guar-
antees that the scheme is secure when the black-box can be
forced to re-generate its secret key value and may possibly
be influenced in the way that this occurs (for example, by
side-channel attacks).

2.3.4 Weak Type Ic Security

Lastly, mostly for comparison with Type II attackers, we
present a final weak notion of security. This model of secu-
rity was briefly considered in an early version of a paper by
Baek and Wang [7]. This notion of security can be achieved
by a public-key encryption scheme alone.

Definition 5 A certificateless encryption scheme is Weak
Type Ic secure if every probabilistic, polynomial-time at-
tacker A I has negligible advantage in winning the IND-
CCA2 game subject to the following oracle constraints:

– A I cannot replace any public keys at any time,
– A I cannot extract the private key for the challenge iden-

tity ID∗ at any time,
– A I cannot query the Strong Decrypt or Weak SV De-

crypt oracles,
– A I

2 cannot decrypt the challenge ciphertext C∗ for the
identity ID∗.

In this model, the attacker is given no extra information, i.e.
aux is the empty bit-string.

The different types of oracle access that these models
give to an attacker is summarised in Table 1. It is simple
to deduce the following relationships between the different
notions of Type I security:

Strong Type I⇒Weak Type Ia
⇒Weak Type Ib⇒Weak Type Ic

where A⇒ B if any scheme that is A secure must necessarily
be B secure.

2.3.5 The partial private key of the challenge identity

There are further variations on these security models. Sev-
eral schemes are proven secure in a weakened model in which
a Type I attacker is not allowed to query the partial private
key extraction oracle on the challenge identity ID∗. We de-
note these models with an asterisk; for example, the Weak
Type Ib∗ model is exactly the same as the Weak Type Ib
security model except that the attacker is not allowed to
query the partial private key extraction oracle on the chal-
lenge identity.

This security model also has a natural interpretation. It
assumes that the attacker is unable to get hold of an identity’s
partial private keys except in specialised cases (for example,
for the attacker’s own identity or where an entity has been
completed corrupted). This can be achieved by a system in
which the KGC delivers the partial private key through some
confidential channel. Since we would expect partial private
keys to be delivered confidentially, this is not an unreason-
able assumption. However, it does mean that the confiden-
tiality of the partial private keys becomes paramount. Of
course, an attacker that can obtain a partial private key for an
individual can always masquerade as that individual by pub-
lishing a false public key, but normally that attacker would
be unable to compromise messages that were sent under the
correct public key (including old messages). A model which
expressly forbids querying the extract partial private key or-
acle on the challenge identity presents no such guarantees.
Hence, wherever possible, this model should not be used.
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Table 1 A Summary of the Oracle Access Provided to a Type I Attacker

Request Replace Extract Partial Strong Weak SV Decrypt
Public Key Public Key Private Key Decrypt Decrypt

Strong Type I X X X X
Weak Type Ia X X X X X
Weak Type Ib X X X X
Weak Type Ic X X X

2.4 Type II Attackers

2.4.1 Weak Type II Security

The second security definition states that an honest-but-curious
key generation centre should not be able to break the confi-
dentiality of the scheme. Hence, we allow the attacker to
have access to master private key by setting aux = msk. This
means that we do not have to give the attacker explicit ac-
cess to an Extract Partial Private Key oracle, as they are able
to compute these value for themselves. The most important
point about Type II security is that the KGC can trivially
break the scheme if it is allowed to replace the public key
for the challenge identity before the challenge is issued. Al-
Riyami and Paterson [2] chose to prevent this from occurring
by forbidding the KGC from replacing any public keys at all,
proposing the following model:

Definition 6 A certificateless encryption scheme is Weak
Type II secure if every probabilistic, polynomial-time at-
tacker A II = (A II

1 ,A II
2 ), which is given the auxiliary infor-

mation aux = msk, has negligible advantage in winning the
IND-CCA2 game subject to the following oracle constraints:

– A II cannot extract the private key for the challenge iden-
tity ID∗ at any time,

– A II cannot query the Extract Partial Private Key oracle
at any time,

– A II cannot replace public keys at any time,
– A II cannot query the Strong Decrypt or Weak SV De-

crypt oracles at any time,
– A II

2 cannot query the Decrypt oracle on the challenge
ciphertext C∗ and the identity ID∗.

This roughly corresponds to the weakest notion of se-
curity proposed for Type I attackers, and it is easy to see
that any scheme that is Weak Type II secure is necessarily
Weak Type Ic secure. Furthermore, this notion of security
can be achieved by a public key encryption scheme alone.
Al-Riyami and Paterson justify this security model by not-
ing that the KGC has no more power than a certificate au-
thority in a traditional PKI: if a malicious certificate author-
ity is allowed to replace public keys, by producing certifi-
cates on false public key values, then that certificate author-
ity can easily break the security of any public key scheme
using a man-in-the-middle attack. Thus, any model of secu-
rity against a malicious CA must necessarily forbid that CA
from replacing public keys. Al-Riyami and Paterson simply
extend this restriction to the KGC in a certificateless scheme.

2.4.2 Strong Type II Security

However, by denying the KGC the ability to replace public
keys or query more powerful decryption oracles, we might
be denying it the ability to perform certain attacks that might
occur in practice, and we are certainly not providing it with
the huge level of power provided to a Strong Type I attacker.
Hence, we should consider whether the KGC gains any ad-
vantages if we allow it to replace public keys (subject to the
restriction that it cannot replace the public key of the chal-
lenge identity until after the challenge has been issued) or
allow it access to more powerful decryption oracles.

Clearly, unless we permit the attacker to access a spe-
cialised decryption oracle, the ability to replace is public
keys is useless to an attacker. This is because the attacker
cannot replace the challenge public key before the challenge
ciphertext is issued; hence, the challenger never gives the at-
tacker any information based on a replaced public key value.
The weak decryption oracle is of no use to an attacker be-
cause the attacker can always compute the full private key
of a user given their identity ID and their secret value xID
themselves. Hence, all of the Weak Type II security models
that we might propose (based on the Weak Type I security
models) are equivalent.

However, if we follow the principle that we should give
the attacker as much power as possible, then there is some
merit in considering a Strong Type II security model. This
gives an equivalent security level for the scheme against Type
II attackers as is demanded for Type I attackers. It is unrea-
sonable to require a scheme to meet the Strong Type I secu-
rity level, without also requiring to meet the Strong Type II
security level.

Definition 7 A certificateless encryption scheme is Strong
Type II secure if every probabilistic, polynomial-time at-
tacker A II = (A II

1 ,A II
2 ), which is given the auxiliary infor-

mation aux = msk, has negligible advantage in winning the
IND-CCA2 game subject to the following oracle constraints:

– A II cannot extract the private key for the challenge iden-
tity ID∗ at any time,

– A II cannot extract the private key of any identity for
which it has replaced the public key,

– A II cannot query the Extract Partial Private Key oracle
at any time,

– A II
1 cannot output a challenge identity ID∗ for which it

has replaced the public key,
– A II

2 cannot query the Strong Decrypt oracle on the chal-
lenge ciphertext C∗ for the identity ID∗ unless the pub-
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Table 2 A Summary of the Oracle Access Provided to a Type II At-
tacker

Request Replace Strong Decrypt
Public Key Public Key Decrypt

Strong Type II X X X
Weak Type II X X

lic key pkID∗ used to create the challenge ciphertext has
been replaced,

– A II cannot query the Weak SV Decrypt or Decrypt or-
acles (although this functionality can be given by the
Strong Decrypt oracle).

The different types of oracle access that these models
give to an attacker is summarised in Table 2.

2.5 Secret Value Oracles

Cheng and Comley [13] have also proposed a variation on
the above security models. In the Cheng and Comley vari-
ation, the attacker is not given access to an Extract Private
Key oracle, but is instead given access to a Extract Secret
Value oracle:

– Extract Secret Value: The attacker supplies an identity
ID and the challenger responds with the secret value xID
associated with that entity. If the identity has no associ-
ated secret value, then the challenger generates one by
running Set-Secret-Value.

A Type I attacker may not query both the Extract Partial Pri-
vate Key oracle and the Extract Secret Value oracle on the
challenge identity. A Type II attacker may not query the Ex-
tract Secret Value oracle on the challenge identity. Further-
more, neither type of attacker may query the Extract Secret
Value oracle on any identity for which it has replaced the
public key. We denote a security model in which the attacker
has access to an Extract Secret Value oracle using a dagger;
for example, the Weak Type Ib† model is exactly the same
as the Weak Type Ib security model except that the attacker
has access to an Extract Secret Value oracle instead of an
Extract Private Key oracle.

This change gives rise to slightly more powerful security
models. The attacker can simulate an Extract Private Key
oracle by making queries to both the Extract Partial Private
Key and Extract Secret Value oracles, and then assembling
the full private key itself. However, the attacker now has the
ability to find out the secret value associated with a public
key (and, in particular, the secret value associated with the
challenge identity). This is not an ability that the attacker is
guaranteed to have in the normal security models.

It is interesting to note that only schemes with deter-
ministic Set-Public-Key algorithms can achieve security
against attackers with access to a Extract Secret Value ora-
cle. If the Set-Public-Key algorithm is probabilistic, or if
it is possible to find two public keys that a sender will recog-
nise as valid for a single secret value, then the scheme must

be weak. The attacker simply requests pkID for an identity of
their choice, then recovers xID using the Extract Secret Value
oracle, computes a distinct public key pk′ID 6= pkID using the
Set-Public-Key algorithm, and replaces the public key for
ID with pk′ID. The attacker can now legitimately decrypt the
challenge ciphertext C∗ using the Decrypt oracle and recover
the underlying message. We also note that this generic attack
might not apply to schemes that use a Set-User-Keys algo-
rithm instead of Set-Secret-Value and Set-Public-Key
(see Section 2.1.2).

It can be argued that allowing the attacker access to an
Extract Secret Value oracle does not reflect reality. In a nor-
mal mode of use, a secret value will be used to generate
a public/private key pair for an entity and then deleted. In
such a scenario, it does not seem likely that an attacker will
be able to extract the secret value at any point. However, it
might be possible for an attacker to persuade a receiver to
give up some information about his secret value or to obtain
some information about a secret value as it is generated (for
example, using some form of side-channel analysis). Hence,
whenever possible, it is prudent to prove the security of a
CL-PKE in a model that allows access to an Extract Secret
Value oracle, simply to provide a ‘margin of error’ for the
security model.

Extract Secret Value oracles should definitely be included
in any model that attempts to model the situation where cer-
tificateless encryption is used to encrypt messages ‘into the
future’. In such a situation, we have to protect against a cu-
rious receiver (who knows his own secret value) who wishes
to read a message before being issued his partial private key.

2.6 Security Against Malicious KGCs

The original Type II security model only ever considered
an honest-but-curious KGC. The models assume that the
KGC generates its keys in complete accordance with the
Setup algorithm, including deleting any data used during
the setup procedure but not explicitly contained within the
master keys. This does not necessarily reflect reality when
we consider a KGC that is attempting to break user confi-
dentiality. A new model was proposed by Au et al. [4] to
over come this deficiency.

The model of Au et al. allows the attacker to choose the
master public key, subject to the restriction that it comes
from some recognisable set MPK defined by the cer-
tificateless scheme and containing all possible master pub-
lic keys that could be output by the Setup algorithm. This
presents a choice as to which oracles the attacker should be
allowed access. Since the master public key is produced by
the attacker, and so only the attacker would know the under-
lying master private key, or even whether such a key exists, it
would be difficult to provide the attacker with access to any
oracle which would usually require knowledge of an enti-
ties partial private key to function. Hence, the attacker is not
given access to Extract Partial Private Key, Extract Private
Key, Weak SV Decrypt or Decrypt oracles. (It is possible to
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define an attack game in which the oracles are expected to
respond to oracle queries even without knowing the underly-
ing partial private key. This is consistent with the definition
of a strong decryption oracle, which forces the decryption
oracle to compute decryptions of ciphertexts without neces-
sarily knowing the private key. However, Au et al. chose not
follow this approach. This is consistent with the decision of
Al-Riyami and Paterson not to allow an attacker to be able
to query the extract private key/extract secret value oracle on
a replaced public key.)

However, there are still problems that need to be solve.
By denying the attacker the ability to query either the Ex-
tract Partial Private Key and Extract Private Key oracles, the
attacker has no way of corrupting a user and learning their
long term secret. One way to compensate for this is to insist
that the attack model allow the attacker to query an Extract
Secret Value oracle (see Section 2.5). However, there is an-
other type of attack that must be considered. It is possible
that a malicious KGC might send a user a specific partial
private key, which, when combined with their secret value,
might leak information that aids an attacker. In other words,
we need to propose a new weak decryption oracle:

– Weak PPK Decrypt: The attacker supplies an identity
ID, a partial private key dID, and a ciphertext C. The chal-
lenger computes the full private key skID for the identity
from the (correct) secret value xID and the supplied par-
tial private key dID; then returns the decryption of C un-
der this private key. If either process fails, then the ora-
cles returns ⊥.

It is reasonable to assume that the functionality given by this
oracle should not be available either to a Type I attacker (i.e.
an attacker who is not the KGC) or a Type II attacker (i.e. an
honest-but-curious KGC who computes of all its algorithms
correctly). However, it cannot be ignored in the malicious
KGC setting. Unfortunately, this oracle is not considered in
the Au et al. paper and therefore there model must neces-
sarily be considered incomplete. Note that the functionality
of this oracle cannot be simulated by a strong decryption
oracle.

The allowable use of this new oracle is also an interesting
question. It is clear that one can trivial break the confiden-
tiality of a scheme if one can submit the challenge cipher-
text C∗ to the Weak PPK Decrypt oracle along with a cor-
rect partial private key dID∗ for ID∗. It would be nice if we
could allow the attacker to query the Weak PPK Oracle on
the ciphertext C∗ with partial private key values d which are
“incorrect” for the identity ID∗; however, this pre-supposes
that the users and the challenger in the security model can
tell the difference between correct and incorrect keys (us-
ing only knowledge of the master public key mpk). Since we
cannot guarantee this to be the case, we choose instead to
stipulate that the challenge ciphertext C∗ cannot be submit-
ted to the Weak PPK Decrypt oracle at all and note that the
potential for a stricter security model exists.

We therefore arrive at a new model for malicious KGCs
(which is heavily based on the existing Au et al. model). An

attacker is defined as a triple of algorithms (A II
0 ,A II

1 ,A II
2 )

and the attack game is altered as follows:

1. The attacker executes A0 on the input 1k. A0 terminates
by outputting a master public key value mpk ∈MPK
and some state information state0. A0 may not query any
oracles during this phase of the attack game.

2. The attacker executes A1 on the input state0. During its
execution A1 may query its oracles as usual. A1 ter-
minates by outputting an identity ID∗, two equal-length
messages (m0,m1) and some state information state1.

3. The challenger randomly chooses a bit b ∈ {0,1} and
computes the challenge ciphertext as before, i.e. C∗ =
Encrypt(mpk, ID∗, pkID∗ ,mb) using the value of pkID∗
currently associated with the identity ID∗.

4. The attacker executes A2 on the input (C∗,state1). Dur-
ing its execution A2 may query its oracles as usual. A2
terminates by outputting a guess b′ for b.

The attacker wins the game if b = b′ and its advantage is
defined in the usual way. A1 and A2 have access to Re-
quest Public Key, Replace Public Key, Extract Secret Value,
Strong Decrypt, and Weak PPK Decrypt oracles.

Definition 8 A certificateless encryption scheme is Mali-
cious Strong Type II† secure if every probabilistic polynomial-
time attacker A II = (A II

0 ,A II
1 ,A II

2 ) has negligible advan-
tage in winning the above attack game subject to the follow-
ing oracle constraints:

– A II may not query the Extract Partial Private Key, Ex-
tract Private Key, Weak SV Decrypt or Decrypt oracles
at any time,

– A II may not extract the secret value of the challenge
identity at any time,

– A II may not extract the secret value of any identity for
which it has replaced the public key,

– A II
0 may not query any oracle,

– A II
1 may not output a challenge identity ID∗ for which it

has replaced the public key,
– A II

2 may not query the Weak PPK Decrypt oracle with
the ciphertext C∗ on the identity ID∗ (with any partial
private key value),

– A II
2 may not query the Strong Decrypt oracle on the

challenge ciphertext C∗ for the identity ID∗ unless the
public key pkID∗ used to create that ciphertext has been
replaced.

Definition 9 A certificateless encryption scheme is Mali-
cious Weak Type II† secure if every probabilistic polynomial-
time attacker A II = (A II

0 ,A II
1 ,A II

2 ) has negligible advan-
tage in winning the above attack game subject to the follow-
ing oracle constraints:

– A II may not query the Replace Public Key, Extract Par-
tial Private Key, Extract Private Key, Strong Decrypt,
Weak SV Decrypt or Decrypt oracles at any time,

– A II may not extract the secret value of the challenge
identity at any time,

– A II
0 may not query any oracle,
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– A II
2 may not query the Weak PPK Decrypt oracle with

the ciphertext C∗ on the identity ID∗ (with any partial
private key value),

Note that a malicious strong type II† attacker may sim-
ulate a strong type II† attacker by setting A0 to run the Setup
algorithm and storing the complete master key pair (mpk,msk).
The attacker’s knowledge of the master private key allows
the attacker to simulate the Extract Partial Private Key or-
acle. A malicious weak type II† attacker may simulate a
weak type II† attacker in the same way. Again, the attacker’s
knowledge of the master private key allows the attacker to
simulate the Extract Partial Private Key and Weak SV De-
crypt oracle. However, the Weak PPK Decrypt oracle is nec-
essary to simulate the Decrypt oracle. The different type of
oracles given to an attacker is summarised in Table 3. The
relationship between the different types of security models
for Type II attackers is shown Figure 1.

2.7 Denial of Decryption Attacks

One potential problem with certificateless encryption is that
a sender may be presented with a choice of public keys which
claim to belong to a given individual. Since none these pub-
lic keys are verified by a trusted authority, the sender may be
unable to determine which public key to use when encrypt-
ing a message. In preprints of this paper, we have termed
this the public key distribution problem. In a paper by Liu,
Au and Susilo [23] this is termed a “denial of decryption”
attack as a sender that uses a false public key denies the re-
ceiver the opportunity to decrypt the ciphertext.

Obviously, public keys that are generated using the origi-
nal formulation of Al-Riyami and Paterson (see Section 2.1.1)
can never resist these denial of decryption attacks. In the
Al-Riyami and Paterson formulation, an attacker can always
generate a secret value (using Set-Secret-Value) and a
valid public key (using Set-Public-Key) and claim that
this key belongs to another user. Hence, if we are to have
systems that resist denial of decryption attacks, then we are
forced to use the Baek, Safavi-Naini and Susilo formulation
(see Section 2.1.3). In this formulation, public keys can only
be created after receiving partial private keys. It should be
noted that this only prevents Type I attackers from perform-
ing denial of decryption attacks — KGCs can still perform
denial of decryption attacks (as the KGC can always com-
pute a correct partial private key dID and a correct secret
value xID and form a valid public key). It is not known how
to formulate a notion of denial of decryption that can hold
for Type II attackers.

In order to model denial-of-decryption attacks, Liu, Au
and Susilo [23] proposed the following attacker game for an
attacker A :

1. The challenger generates a master key pair (mpk,msk) =
Setup(1k).

2. The attacker executes A on mpk. During its execution
A1 may have access to certain oracles (described subse-

quently). A terminates by outputting an identity ID∗ and
a message m∗.

The attacker wins the game if

– C∗ = Encrypt(mpk, ID∗,pkID∗ ,m
∗) 6=⊥ where pkID∗ is

the public key currently associated with the identity ID∗,
and

– Decrypt(mpk,skID∗ ,C∗) 6= m∗ where skID∗ is the (origi-
nal) private key for the identity ID∗.

We wish to give the attacker access to as many oracles as
possible, while still preventing the trivial attacks that occur
when the attacker is given access to dID∗ . We give the at-
tacker access to Request Public Key, Replace Public Key,
Extract Partial Private Key, Extract Private Key, Strong De-
crypt, and Decrypt oracles. (Since we are forced to use the
Baek, Safavi-Naini and Susilo formulation, there is no con-
cept of a secret value and so we cannot give the attacker
access to a Extract Secret Value or Weak Decrypt oracle.)
However, the restrictions on the use of these oracles will be
much reduced.

Definition 10 A certificateless encryption scheme is Strong
DoD-Free if every probabilistic polynomial-time attacker A
has negligible advantages in winning the DoD-Free game
subject to the following oracle constraints:

– A cannot extract the partial private key of the challenge
identity ID∗.

Definition 11 A certificateless encryption scheme is Weak
DoD-Free if every probabilistic polynomial-time attacker A
has negligible advantages in winning the DoD-Free game
subject to the following oracle constraints:

– A cannot extract the partial private key of the challenge
identity ID∗,

– A cannot query the Strong Decrypt oracle at any time.

3 Surveying Certificateless Encryption Schemes

We shall now attempt to survey the existing literature on
and constructions of certificateless encryption schemes. We
will do this by breaking the literature down into a series of
topics. The different constructions of certificateless encryp-
tion scheme are summarised in Table 4. This table differ-
entiates between concrete constructions (which give a full
description of a specific certificateless encryption scheme)
and generic constructions (which describe a method for con-
structing a certificateless encryption scheme from other prim-
itives).

3.1 Concrete Certificateless Encryption Schemes

The notion of certificateless encryption was introduced by
Al-Riyami and Paterson [1,2] and this paper also introduced
a concrete scheme (Al-Riyami–Paterson 1) which was proven
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Table 3 A Summary of the Oracle Access Provided to a Malicious Type II Attacker

Request Replace Strong Weak PPK
Public Key Public Key Decrypt Decrypt

Mal. Strong Type II X X X X
Mal. Weak Type II X X

Fig. 1 The relationship between security notions for Type II attackers

Malicious Strong Type II† ⇒ Malicious Weak Type II†

⇓ ⇓
Strong Type II† ⇒ Weak Type II† ⇒ Weak Type Ic†

⇓ ⇓ ⇓
Strong Type II ⇒ Weak Type II ⇒ Weak Type Ic

Table 4 A Survey of Certificateless Encryption Schemes

Scheme Reference Style Model Type I Model Type II Model Broken?
Al-Riyami 1 / Yum–Lee 1 [1,29] Generic Weak Type Ib∗ Weak Type II [19,22]

Al-Riyami 2 [1] Generic - - - No proof given No proof given Sec. 3.2
Al-Riyami 3 [1] Generic - - - No proof given No proof given [22]

Al-Riyami–Paterson 1 [1,2] Concrete ROM Strong Type I Weak Type II
Al-Riyami–Paterson 2 [1,3] Concrete ROM Strong Type I Weak Type II [22,31]

Au et al. [4] Concrete ROM Strong Type I∗† Mal. Strong Type II∗†] Sec. 3.4
Baek–Safavi-Naini–Susilo [6] Concrete ROM Strong Type I∗ Weak Type II ?

Bentahar et al. [9] Generic ROM Weak Type Ia Weak Type II
Cheng–Comley [13] Concrete ROM Weak Type Ib∗† Weak Type II

Dent–Libert–Paterson 1 [15] Generic Strong Type I Strong Type II
Dent–Libert–Paterson 2 [15] Concrete Strong Type I Strong Type II

Dodis–Katz Sec 3.5 Generic Weak Type Ia† Mal. Weak Type II†

Lai–Kou 1 [21] Concrete ROM Strong Type I Weak Type II ?
Lai–Kou 2 [21] Concrete ROM Strong Type I Weak Type II ?

Libert–Quisquater 1 [22] Generic ROM Strong Type I Weak Type II
Libert–Quisquater 2 [22] Generic ROM Strong Type I Weak Type II
Libert–Quisquater 3 [22] Generic ROM Strong Type I Weak Type II
Libert–Quisquater 4 [22] Concrete ROM Strong Type I Weak Type II

Liu–Au–Susilo [23] Concrete Weak Type Ia Weak Type II
Huang–Wong [20] Generic Weak Type Ia∗† Mal. Weak Type II†]

Shi–Li [26] Concrete ROM Strong Type I Weak Type II
Yum–Lee 2 [30] Generic Weak Type Ia∗ Weak Type II [19]
Zhang–Feng [31] Concrete - - - No proof given No proof given ?

∗ = The attacker is not allowed to query the partial private key extraction oracle on the challenge identity
† = The attacker has access to a secret value extraction oracle instead of a private key extraction oracle

] = The attacker does not have access to a Weak PPK Decrypt oracle

secure in the random oracle model for the original secu-
rity models. A second paper by Al-Riyami and Paterson [1,
3] was published two years later. This paper introduced a
new concrete certificateless encryption scheme (Al-Riyami–
Paterson 2) which claimed to be more efficient than the orig-
inal scheme. Both of these papers introduced began by intro-
ducing a weakly secure scheme and applied techniques sim-
ilar to the Fujisaki–Okamoto transform [18] to the weaker
scheme to achieve full security. However, both papers proved
the security of the full security directly.

Unfortunately, the second Al-Riyami and Paterson scheme
was broken (independently) by Libert and Quisquater [22]
and Zhang and Feng [32]. Each of these papers proposed
a ‘fix’ for the scheme. Zhang and Feng simply proposed
a “tweaked” version of the scheme without attempting to
prove its security. Despite the lack of proof, the scheme ap-

pears to be secure, and is very similar to the Cheng and
Comley [13] scheme (which is proven secure in the ran-
dom oracle model). Libert and Quisquater suggested that
the Al-Riyami and Paterson scheme could be secured by ap-
plying the certificateless Fujisaki–Okamoto transform to the
underlying weak certificateless encryption scheme (see Sec-
tion 3.2).

Libert and Quisquater also propose an efficient concrete
certificateless encryption scheme (Libert–Quisquater 4) that
is proven secure in the random oracle model. This scheme is
similar to, but more efficient than, the scheme by Shi and Li
[26].

However, these schemes are all proven secure in the ran-
dom oracle model or are only proven secure in weak se-
curity models. Hence, there was a question as to whether
it was possible to prove the security of a certificateless en-
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cryption scheme in a strong security model without the use
of the random oracle model. This question was answered
by Dent, Libert and Patterson, who proved the security of
two schemes [15] in the Strong Type I and Strong Type II
models without using random oracles, including one con-
crete scheme based on the Waters identity-based encryp-
tion scheme [28] and the Boyen–Mei–Waters hierarchical
identity-based encryption scheme [12].

3.2 Generic Constructions

Soon after the introduction of the notion of certificateless
encryption, researchers turned their attention to the ques-
tion of designing a certificateless encryption scheme using
a public-key encryption scheme and a identity-based encryp-
tion scheme. The intuition was simple: independent instances
of an identity-based encryption scheme and a public-key en-
cryption scheme can be combined to give security. The user’s
public key would be the public key of the public-key encryp-
tion scheme. The user’s private key would be the combina-
tion of the user’s identity-based private key (supplied by the
KGC as the partial private key) and the private key for the
public-key encryption scheme.

The first attempt to construct certificateless encryption
schemes in this manner were given by Al-Riyami [1] and
Yum and Lee [29]. The following constructions were ob-
tained:

– Al-Riyami 1/Yum–Lee 1 sequentially compose the public-
key encryption scheme and the identity-based encryption
scheme. The ciphertext is formed by first encrypting the
message using the public-key scheme (with a public-key
supplied by the user) and then the resulting ciphertext is
encrypted using the identity-based encryption scheme.

– Al-Riyami 2 sequentially composes the identity-based
encryption scheme and the public-key encryption scheme.
The ciphertext is formed by first encrypting the message
using the identity-based encryption scheme and then the
resulting ciphertext is encrypted using the public-key en-
cryption scheme.

– Al-Riyami 3 composes the identity-based and public-key
encryption schemes in parallel. The ciphertext is formed
by splitting the ciphertext into two shares s1 and s2 such
that s1⊕ s2 = m, encrypting s1 under the identity-based
encryption scheme and encrypting s2 under the public-
key encryption scheme.

A second scheme was also proposed by Yum and Lee [30].
This scheme was similar to the Al-Riyami 1/Yum–Lee 1
scheme except that the public-key encryption scheme was
replaced with a second instance of the identity-based en-
cryption scheme.

Unfortunately, none of these naive schemes are secure.
Libert and Quisquater [22] note that Al-Riyami 1/Yum–Lee
1 can be easily broken if the attacker can obtain the partial
private key (identity-based decryption key) of the challenge
identity. (It should be noted that Yum and Lee specifically

exclude this possibility in their security proof.) Galindo, Mo-
rillo and Ráfols [19] use similar techniques to break the scheme
in the Weak Type II model. This attack applies to the second
Yum and Lee scheme too.

Libert and Quisquater [22] prove that Al-Riyami 3 can
be easily broken using two decryption oracle queries: one
that recovers the share s1 and one that recovers the share s2.

Libert and Quisquater [22] also note that Al-Riyami 2
is not secure in the Strong Type I model. However, we can
demonstrate that the schemes has more serious problems.
The scheme fails to achieve Weak Type Ib security. Con-
sider an attacker who replaces the public key of the chal-
lenge identity with a public key pk for which the attacker
knows the corresponding private key sk. The attacker may
now “strip off” the public key component of the challenge
ciphertext using sk to leave the ciphertext for the identity-
based encryption scheme. The attacker may now re-encrypt
the identity-based ciphertext using the original public key
value. This is likely to result in a new ciphertext which can
be submitted to the Decrypt oracle to retrieve the value of
the challenge message.

Bentahar et al. [9] approach the problem of construct-
ing a certificateless encryption scheme in a different manner.
These authors show that a certificateless encryption scheme
may be constructed by composing a certificateless KEM with
a standard DEM in a manner similar to Cramer and Shoup
[14]. This construction involves splitting the encryption scheme
into an asymmetric KEM part (which randomly generates a
symmetric key K and an “encapsulation” of that key) and a
symmetric DEM part (which encrypts a message under the
symmetric key K). Bentahar et al. were able to propose a no-
tion of security for a certificateless KEM that enabled them
to prove that the combination of a secure KEM and a secure
DEM is secure in the Weak Type Ia and Weak Type II mod-
els. The authors also propose a generic certificateless KEM
based on the parallel composition paradigm of Al-Riyami 3
and prove that this scheme is secure in the random oracle
model.

Libert and Quisquater [22] propose a different method
for constructing secure certificateless encryption schemes.
They propose a certificateless version of the Fujisaki–Okamoto
transform. This transform works in the random oracle model
and produces a strongly secure certificateless encryption scheme
from a certificateless encryption scheme that is secure against
attackers who do not make decryption oracle queries. Libert
and Quisquater go on to note that the three naive generic
constructions (Al-Riyami 1/Yum–Lee 1, Al-Riyami 2, Al-
Riyami 3) are secure against attackers who do not make
decryption oracle queries. Thus, applying the certificateless
Fujisaki-Okamoto, we can obtain three certificateless encryp-
tion schemes that are secure in the random oracle model
against strong attackers (Libert–Quisquater 1–3).

Since the certificateless Fujisaki–Okamoto transform is
used in the construction of several schemes, we briefly re-
view it here. Let Setup, Extract-PPK, Set-Secret-Value,
Set-Public-Key, Set-Private-Key, Encrypt, Decrypt
be a certificateless encryption scheme that is secure against
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attackers that do not make decryption oracle queries. Let
Hash be a hash function. We will assume that Alg(x;r) de-
notes the execution of the algorithm Alg on the input x using
the random coins r. The fully secure certificateless encryp-
tion scheme, denoted using primes, is shown in Figure 2.
Note that only the Encrypt and Decrypt algorithms are
changed.

Lastly, Dent, Libert and Paterson [15] have presented a
scheme that is secure against Strong Type I and Strong Type
II attackers without requiring the use of the random oracle
model. Their construction combines a certificateless encryp-
tion which is secure against attackers that make no decryp-
tion oracle queries, a public-key encryption scheme and a
non-interactive zero-knowledge proof system. This demon-
strates that strongly secure certificateless encryption schemes
exist if trapdoor one-way permutations and identity-based
encryption schemes that are secure attackers who make no
decryption oracle queries exist.

3.3 The Baek, Safavi-Naini and Susilo Formulation

Baek, Safavi-Naini and Susilo presented an alternative for-
mulation for a certificateless encryption scheme (see Sec-
tion 2.1.3) in which a user can only produce their public key
after receiving the partial private key. This allowed them to
present a certificateless encryption scheme [6] which does
not require a pairing. Unfortunately, the authors have re-
cently revealed that a flaw in their proof has been found [5].
Thus, the security of the scheme has to be viewed as un-
proven.

Certificateless encryption schemes that are presented in
the Baek et al. formulation have the opportunity to resist
denial of decryption attacks (see Section 2.7).

Liu, Au and Susilo [23] produced the original model se-
curity against denial of decryption attacks and proposed a
generic construction that combined a certificateless encryp-
tion scheme and a certificateless signature scheme to form
a certificateless encryption scheme that is secure against de-
nial of decryption attacks. Essentially, the scheme involves
a user signing the public key for their certificateless encryp-
tion scheme using the certificateless signature scheme. Any
attempt to create a new public key for an identity will fail
because it is impossible to forge the signature. Although it is
unproven, we assume that the authors assert that the generic
scheme will inherit all of the security properties of the un-
derlying encryption schemes.

The first attempt to produce a concrete scheme that is
secure against denial of decryption attacks is also given by
Liu, Au and Susilo [23]. Their paper proposes a normal cer-
tificateless encryption scheme based on the Waters identity-
based encryption scheme [28] and the Boneh–Katz conver-
sion for CCA security [11]. They apply their generic trans-
form to this scheme to give a DoD-Free certificateless en-
cryption scheme. Huang and Wong [20] claim to break this
scheme, but only manage to break it in the malicious KGC
model.

Lai and Kou have presented two variants of the Baek et
al. scheme [21] in which the user engages in a protocol with
the KGC when computing their full public and private keys.
This is a weakening of the Baek, Safavi-Naini and Susilo
formulation, but seems reasonable. The authors claim their
schemes are secure against strong attackers and also resist
denial of decryption attacks; however, the proofs of these
statements do not seem to appear in the published literature
and it is unclear if the proofs suffer from the same flaws as
the proof for the original Baek et al. scheme.

We note that this new relaxed formulation of a certifi-
cateless encryption scheme, in which a user is allowed to en-
gage in a protocol with the KGC when computing their pub-
lic/private key pair, allows for the normal combination of a
public-key infrastructure and public-key encryption scheme
to be viewed as a certificateless encryption scheme. We dis-
cuss this approach in Section 3.6.

3.4 Schemes Secure Against Malicious KGCs

Full security for a certificateless encryption scheme would
mean that confidentiality was preserved against actively ma-
licious key generation centres (see Section 2.6).

The Au et al. scheme [4] was the first scheme to claim
security in the malicious KGC setting. The scheme itself is
identical to the Libert–Quisquater 1 scheme [22]. The au-
thors claim that one can construct a certificateless encryption
scheme that is secure against Malicious Strong Type II∗†]

attackers by applying the certificateless Fujisaki–Okamoto
transform developed by Libert and Quisquater (see Section 3.2)
to a scheme that is secure against malicious type II∗†] at-
tackers that do not make any decryption oracle queries. It is
important to note that Au et al. prove the security of their
scheme in a security model that does not allow Weak PPK
Decrypt oracle queries.

Unfortunately, we can show this transform is not secure
against malicious type II attackers in general. In particular,
we use the Weak PPK Decrypt oracle to show that there ex-
ists a scheme secure against Malicious Type II† attackers
that make no decryption oracle queries but for which the
Fujisaki-Okamoto transform fails to give a scheme that is se-
cure in the full Malicious Type II† model. Since, we believe
that the correct model for security against allows the attacker
access to an Weak PPK Decrypt oracle, we conclude that the
certificateless Fujisaki–Okamoto transform is not sufficient
to provide security against malicious KGCs.

Consider a certificateless encryption scheme that is se-
cure against adversaries that do not make any decryption
oracle queries. We make small changes to the Setup and
Decrypt algorithms. The Setup algorithm is altered so that
a single bit β is appended to the master public key mpk. This
bit is always set to 0 by the correct Setup algorithm. The de-
cryption algorithm is now changed so that it checks the bit
β in the master public key. If the bit β = 0, then decryption
proceeds as normal. However, if the bit β = 1, then the de-
cryption algorithm outputs the private key. This scheme is



14 Alexander W. Dent

Setup≡ Setup′ Encrypt′(mpk,pk, ID,m) Decrypt′(mpk,sk,C)
Extract-PPK≡ Extract-PPK′ 1. Randomly chose σ ∈ {0,1}k 1. Compute m||σ = Decrypt(mpk,sk,C)
Set-Secret-Value≡ Set-Secret-Value′ 2. Set r = Hash(m,σ ,pk, ID) 2. Set r′ = Hash(m,σ ,pk, ID)
Set-Public-Key≡ Set-Public-Key′ 3. Set C = Encrypt(mpk,pk, ID,m||σ ;r) 3. Set C′ = Encrypt(mpk,pk, ID,m||σ ;r′)
Set-Private-Key≡ Set-Private-Key′ 4. Output C 4. If C = C′, output m. Otherwise, output ⊥

Fig. 2 The Certificateless Fujisaki-Okamoto Transform

clearly secure against Malicious Type II adversaries that do
not make decryption oracle queries.

Now we consider the scheme obtained by applying the
certificateless Fujisaki–Okamoto transform to the aforemen-
tioned passively secure scheme. The resulting scheme is not
secure against Malicious Weak Type II attackers. An attacker
can simply generate a master public/private key pair as nor-
mal, except for setting the bit β = 1. Any query to the Weak
PPK Decrypt oracle on an identity will reveal the full pri-
vate key for that identity and allow the attacker to break the
confidentiality of the scheme.

A different approach to constructing a scheme secure
against malicious key generation centres was given by Huang
and Wong [20]. The Huang–Wong scheme is a generic scheme
that sequentially composes an IBE scheme and a public-
key encryption scheme in manner similar to the Al-Riyami
2 scheme (see Section 3.2). The schemes differ in that the
Huang–Wong scheme forces the sender to sign the cipher-
text with a one-time signature scheme (whose verification
key is included in the plaintext). The scheme is proven se-
cure in the Weak Type Ia∗† and Malicious Weak Type II†]

models. We believe that the use of the Malicious Weak Type
II†] model is a mistake as this does not imply security in the
Malicious Weak Type II† model. However, it seems likely
that this scheme is actually secure in the Malicious Type
II† oracle, which does imply security in the Weak Type II†

model. This approach is similar to the multiple encryption
schemes proposed by Dodis and Katz [17].

Lastly, it has often been suggested that a secure certifi-
cateless encryption scheme can be constructed by combin-
ing an identity-based encryption scheme and a public-key
encryption scheme in parallel using the techniques of Dodis
and Katz [17]. We show that this does in fact give a secure
in certificateless encryption scheme in Section 3.5.

3.5 A Construction Based on Dodis-Katz Encryption

In this section we will discuss the possibility of constructing
a certificateless encryption scheme using the multiple en-
cryption techniques of Dodis and Katz [17]. The idea that a
secure certificateless encryption scheme can be built in this
way has been widely discussed in the cryptographic com-
munity. The resulting encryption scheme shares many sim-
ilarities with Huang-Wong scheme, except that where the
Huang-Wong scheme extends the sequential Al-Riyami 2
scheme, the Dodis-Katz scheme extends the parallel Al-Riyami
3 scheme.

The scheme uses an adaptively secure public-key en-
cryption scheme:
PK = (PK.Gen,PK.Encrypt,PK.Decrypt) ,

an identity-based encryption scheme:
ID = (ID.Gen, ID.Extract, ID.Encrypt, ID.Decrypt) ,

and a one-time signature scheme:
Sig = (Sig.Gen,Sig.Sign,Sig.Verify) .

We assume that the public key encryption scheme and the
identity-based encryption scheme support the use of labels2.
The certificateless encryption scheme is defined as follows:
– Setup: This algorithm computes (mpk,msk)= ID.Gen(1k)

and returns the master public key mpk and the master pri-
vate key msk.

– Extract-Partial-Private-Key: This algorithm com-
putes the partial private key dID = ID.Extract(ID,msk).

– Set-Secret-Value: The secret value is defined to be
xID = (pkID,skID) = PK.Gen(1k).

– Set-Public-Key: The public key is defined to be pkID.
– Set-Private-Key: The private key is defined to be the

pair (dID,skID).
– Encrypt: To encrypt a message m, the sender randomly

chooses a string r of length |m| and forms two shares
s1 = r and s2 = m⊕ r. The sender also generates a one-
time signature key pair (vk,sk)= Sig.Gen(1k). The sender
computes the two ciphertext shares

C1 = ID.Encryptvk(s1,mpk, ID)
and
C2 = PK.Encryptvk(s2, pkID)
using the label vk. Lastly, the sender computes the sig-
nature
σ = Sig.Sign((C1,C2),sk)
and outputs the ciphertext (C1,C2,vk,σ).

– Decrypt: To decrypt a ciphertext (C1,C2,vk,σ), the re-
ceiver firsts checks that the signature is valid, i.e. that
Sig.Verify(σ ,(C1,C2),vk) =>. If so, the receiver recov-
ers the shares
s1 = ID.Decryptvk(C1,dID)
and
s2 = PK.Decryptvk(C2,skID) ,

and outputs m = s1⊕ s2.
2 An encryption scheme supports the use of labels if it is possible

to non-malleably bind information to the ciphertext. A ciphertext can
only be correctly decrypted if the label used to encrypt the ciphertext is
also provided on decryption. Obtaining the decryption of a ciphertext
using one label should give no information about the decryption of a
ciphertext under another label.



A Survey of Certificateless Encryption Schemes and Security Models 15

We claim this scheme gives Weak Type Ia† and Malicious
Type II† security. The security proofs are given in Appendix A.

3.6 The Relationship With Public-Key Infrastructures

The original formulation of certificateless encryption by Al-
Riyami and Paterson (see Section 2.1.1) had complete inde-
pendence between the partial private key and the public key.
The formulation by Baek, Safavi-Naini and Susilo (see Sec-
tion 2.1.3) insisted that public keys could only be produced
by a user after that user has received a valid partial private
key. It is therefore tempting to consider an even more re-
laxed model, where the partial private key for an identity
can only be produced after the key generation centre has re-
ceived some information from the user. In other words, the
user must generate a partial public key and send that to the
key generation centre, before receiving their partial private
key and producing their full private and public keys.

We note here that if such a formulation were allowed,
then the normal use of a public-key encryption scheme and
a public key infrastructure would form a certificateless en-
cryption scheme. The scheme would involve the receiver
generating a normal public key and having that key certified
by the CA. The full public key would consist of the original
public key and the certificate for that key, and any sender
would have to check the signature produced by the CA be-
fore encrypting a message using the public key. Boldyreva,
Fischlin, Palacio and Warinschi [10] have (inadvertently)
proven that this scheme would be secure in the Weak Type
Ia† and Malicious Weak Type II† models (assuming the log-
ical extensions to the existing models to handle the new for-
mulation). The scheme would also protect against denial of
decryption attacks (see Section 2.7). This results in a very
secure certificateless encryption scheme!

There are two disadvantages to this scheme. First, the
formulation means that a receiver cannot publish a public
key until after it has received its partial private key. This
means that messages cannot be ‘encrypted into the future’;
however, the Baek, Safavi-Naini and Susilo formulation (see
Section 2.1.3) suffers from this problem too and we do not
consider this to be a major problem for most applications.
Second, the scheme is computationally expensive for the
sender, who has to verify the signature on the certificate be-
fore encrypting the message. This gives a baseline for certifi-
cateless encryption schemes. Any certificateless encryption
scheme that is to be deemed practical must either be more
efficient than the standard PKI setting or must be explicitly
aimed at applications which require “encryption into the fu-
ture”.

4 Conclusion

4.1 Strong vs. Weak Models

Perhaps the biggest debate in the field of certificateless cryp-
tography is on whether the security models should use strong

or weak decryption oracles. The strong models provide a
“margin on error,” but do not appear to directly model the
abilities of an attacker. We believe that weak decryption ora-
cles are sufficient for all applications of certificateless cryp-
tography and all practical cryptosystems should be judged
against a weak security model. We believe that a scheme
proven secure in a strong model should only be considered
marginally better than a scheme proven secure in a weak
model.

The strong security models can be considered of aca-
demic interest as the require proof techniques which are more
complex than many other cryptosystems. The question of
whether it is possible to construct a certificateless encryption
scheme that is secure in the Strong Type I and Strong Type
II models without the use of random oracles has now been
answer by Dent, Libert and Quisquater [15]. Dent, Libert
and Quisquater provide two schemes that satisfy these con-
ditions; however, neither scheme can be regarded as truly
practical. One scheme requires the use of an arbitrary NIZK
proof (which is high inefficient) and the other scheme re-
quires very large public keys. However, due to the academic
nature of this problem, we do not consider the construction
of more efficient certificateless encryption schemes to be a
priority.

One open problem that may still be of interest is the con-
struction of a certificateless encryption scheme that is secure
in the Strong Type I and Malicious Strong Type II mod-
els. The fundamental nature of the Malicious Strong Type
II model seems to mean that most standard proof techniques
that can be used to prove the Strong Type I security of the
scheme may also be used to construct an attacker in the Ma-
licious Strong Type II model. It would therefore be interest-
ing, academically, to produce a scheme that can be proven
to meet both of these security requirements without the use
of random oracles.

4.2 Al-Riyami and Paterson formulation

The Al-Riyami and Paterson formulation of a certificateless
encryption scheme has the advantage of being able to “en-
crypt messages into the future”. In other words, a sender is
able to send a message to receiver despite the fact that the
receiver may not have been given their partial private key.
The KGC may only release the partial private key at some
point in the future, after the receiver has demonstrated that
certain conditions have been met. This is potentially a use-
ful feature in certain applications, including cryptographic
workflows and access control. However, many applications
do not need this feature, and it therefore seems unnecessary
to insist that all certificateless encryption schemes be pre-
sented in this formulation. We therefore suggest that the Al-
Riyami and Paterson formulation should only be used by
applications in which this “encrypt into the future” feature
is required; in other circumstances, the Baek, Safavi-Naini
and Susilo formulation should be preferred.

As we have already discussed, we believe that the use of
strong models should be deprecated. Therefore, we believe
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that the “correct” notions of security for a certificateless en-
cryption scheme are the Weak Type Ia† and the Malicious
Weak Type II† models. In particular, we agree with the view
of Cheng and Comley [13] that an attacker should be given
access to a secret value oracle, rather than an extract pri-
vate key oracle, and we agree with the view of Au et al.
that a secure scheme should resist attacks made by a ma-
licious KGC. If security against a malicious KGC can be
efficiently achieved, or if the application does not require
security against a malicious KGC, then the Weak Type II†

model should be adopted as the correct model for security
against a passive KGC. We tentatively suggest that these
models be re-named outsider security, malicious KGC se-
curity, and passive KGC security respectively. This nomen-
clature corresponds to the nomenclature for security models
of signcryption schemes.

Since we are advocating the use of extract secret value
oracles instead of extract private key oracles, there is no rea-
son not to adopt the five-algorithm version of the Al-Riyami
and Paterson formulation. This formulation has no concept
of a private key. Hence, we believe that a certificateless en-
cryption scheme (in the Al-Riyami and Paterson formula-
tion) should be described as a quintuple of algorithms:
– Setup: This algorithm takes as input a security param-

eter 1k and returns the master public key mpk and the
master private key msk.

– Extract-Partial-Private-Key: This algorithm takes
as input the master public and private keys (mpk,msk)
and an identifier ID ∈ {0,1}∗. It outputs a partial private
key dID.

– Set-User-Keys: This algorithm takes as input the mas-
ter public key mpk and an identifier mpk, and outputs a
secret value xID and a public key pkID.

– Encrypt: This algorithm takes as input the master public
key mpk, a user’s identifier ID, a user’s public key pkID,
and a message m. It outputs either a ciphertext C or the
error symbol ⊥.

– Decrypt: This algorithm takes as input the master public
key mpk, a user’s partial private key dID, a user’s secret
value xID, and a ciphertext C. It outputs either a message
m or the error symbol ⊥.
If we examine Table 4, then it is easy to see which schemes

meet the “correct” level of security. Only the Huang–Wong
scheme [20] and the Dodis–Katz scheme (see Section 3.5)
meet the notions of security for malicious key generation
centres. Both schemes require the random oracle model to
be proven secure, and both schemes are highly inefficient
(requiring separate public-key encryption, identity-based en-
cryption, one-time signature key generation, and signing op-
erations for each certificateless encryption operation). Thus,
it is clear that the construction of a secure and efficient cer-
tificateless encryption scheme should still be considered an
open problem.

In situations where security against malicious key gener-
ation centres is not required, then there are several schemes
proven secure in the random oracle model that seem to meet
the security models. The most efficient of these is probably

the Libert–Quisquater 4 scheme [22]. However, there are no
schemes that can be considered simultaneously efficient and
secure without the use of random orales. Hence, the con-
struction of such a scheme should still be considered an open
problem.

4.3 Baek, Safavi-Naini and Susilo formulation

The Baek, Safavi-Naini and Susilo formulation of a certifi-
cateless encryption scheme, which only allows an user to
generate a public key after receiving their partial private key
from the key generation centre, seems to be a very practi-
cal and general formulation for a certificateless encryption
scheme. The Al-Riyami and Paterson formulation can be
viewed as a special case of this formulation.

In the Baek, Safavi-Naini and Susilo formulation, since
a user cannot generate a public or private key value until
after they have received the partial private key, the user is
unlikely to generate a secret value until after receiving the
partial private key and is unlikely to keep the secret value
after generating the public and private keys. The secret value
can therefore be considered as an internal variable which is
part of the public/private key generation process and unavail-
able to an attacker. We therefore consider it inappropriate to
give the attacker access to a secret value oracle. This is a
major difference from security models we proposed for the
Al-Riyami and Paterson formulation!

We consider the “correct” notions of security for a cer-
tificateless encryption scheme in the Baek, Safavi-Naini and
Susilo formulation to be security in the Weak Type Ia and
Malicious Weak Type II models. For applications where se-
curity against malicious key generation centres is not re-
quired, we suggest that the Weak Type II security model
be used. Again, we tentatively suggest that these models be
re-named outsider security, passive KGC security and mali-
cious KGC security.

Again, these choices allow us to formulate a certificate-
less encryption scheme as a quintuple of algorithms:

– Setup: This algorithm takes as input a security param-
eter 1k and returns the master public key mpk and the
master private key msk.

– Extract-Partial-Private-Key: This algorithm takes
as input the master public and private keys (mpk,msk)
and an identifier ID ∈ {0,1}∗. It outputs a partial private
key dID.

– Set-User-Keys: This algorithm takes as input the mas-
ter public key mpk and a partial private key dID, and out-
puts a public key pkID and a private key skID.

– Encrypt: This algorithm takes as input the master public
key mpk, a user’s identifier ID, a user’s public key pkID,
and a message m. It outputs either a ciphertext C or the
error symbol ⊥.

– Decrypt: This algorithm takes as input the master public
key mpk, a user’s private key skID, and a ciphertext C. It
outputs either a message m or the error symbol ⊥.
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We note that a scheme that is proven secure in the security
models for the Al-Riyami and Paterson formulation is nec-
essarily secure in the security models for the Baek, Safavi-
Naini and Susilo formulation.

However, we believe a scheme presented in the Baek,
Safavi-Naini and Susilo formulation should be given sig-
nificantly more credit if it is secure in the DoD-Free secu-
rity model (see Section 2.7) as well in the standard outsider
and malicious KGC security models. The DoD-Free secu-
rity model is concerned with preventing an attacker from
tricking a sender into using an incorrect public key value
for a particular receiver. In other words, it prevents a situa-
tion where a sender believes that a communication has been
successfully encrypted, but the receiver is unable to recover
the message. Schemes presented in the Al-Riyami and Pa-
terson formulation are unable to meet the DoD-Free notion
of security.

It is also worth noting that a standard public-key encryp-
tion scheme, when combined with a public-key infrastruc-
ture, can be viewed as a certificateless encryption scheme
in a formulation which is only slightly more general than
the Baek, Safavi-Naini and Susilo formulation. This more
general formulation allows a user to engage in a protocol
with the key generation centre when creating their public
and private keys. While the security model for such a for-
mulation has never been formally stated, and we note that
there may be some subtleties with the security model as the
key generation centre may be able to derive some informa-
tion about a private key from their protocol interaction with
a user, we note that Boldyreva et al. have proven the secu-
rity of a public-key encryption scheme in a similar security
model. Hence, we believe that any certificateless encryption
scheme in Baek, Safavi-Naini and Susilo formulation should
be more efficient than the standard public-key encryption
with public-key infrastructure scheme if it is to be consid-
ered useful.

Since there are no certificateless encryption schemes are
secure in outsider security and malicious KGC models, se-
cure in the DoD-Free model and significantly more efficient
than public-key encryption, we conclude that creating an ef-
ficient and secure certificateless encryption scheme for gen-
eral purposes is still an open problem.

4.4 Practical considerations

Lastly, we note that certificateless cryptography has not pro-
vided a reasonable general-purpose solution to the problem
of key revocation. As with identity-based cryptography, cer-
tificateless cryptograph does not provide a mechanism whereby
a sender can be informed that an old public key has either ex-
pired or has been declared invalid. This is a major problem
for the practical deployment of certificateless cryptography.

One solution that has been suggested in for use with
identity-based cryptography is to append a validity period
to the end an entity’s identifier ID. The entity is only given
the private key for his identifier at the beginning of validity

period; hence, if the key is revoked, then the key will only
be valid for a short period of time and the damage that the
entity can cause to the system is limited. This solution can
also be applied to certificateless cryptosystem, but it is not
suitable for all applications and this issue must be taken into
consideration when deciding upon the use of certificateless
cryptography.
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A Security Proofs for the Dodis-Katz Construction

In this section we will support our claims that the Dodis-Katz generic
construction of a certificateless encryption scheme (see Section 3.5) is
secure in the Weak Type Ia† and Malicious Weak Type II† models.

A.1 Security Definitions

We require the use of a secure public-key encryption scheme, identity-
based encryption scheme and one-time signature scheme. In this sec-
tion we will define the basic security notions for these primitives.

A public-key encryption scheme with labels is a triple of proba-
bilistic, polynomial-time algorithms (PK.Gen,PK.Encrypt,PK.Decrypt)
where a message m is encrypted using a label ` and a public key pk as
follows:

C = PK.Encrypt`(m,pk) .

Decryption of a ciphertext C using a label ` and a private key sk is
denoted as:

m = PK.Decrypt`(C,sk)

We require that

m = PK.Decrypt`(C,sk) whenever C = PK.Encrypt`(m,pk)

for all key pairs (pk,sk) = PK.Gen(1k), messages m and labels `. The
encryption scheme is IND-CCA2 secure if every polynomial-time at-
tacker A = (A1,A2) has negligible advantage in winning the follow-
ing game:
1. The challenger generates the key pair (pk,sk) = PK.Gen(1k).
2. The attacker executes A1 on the input pk. During its execution

A1 may adaptively query a decryption oracle with any ciphertext
C ∈ C and label ` ∈ {0,1}∗. The decryption oracle responds with
PK.Decrypt`(C,sk). A1 terminates by outputting two equal length
messages (m0,m1), a label `∗ and some state information state.

3. The challenger randomly chooses a bit b and computes the chal-
lenge ciphertext C∗ = PK.Encrypt`

∗
(mb, pk).

4. The attacker executes A2 on the input (C∗,state). During its exe-
cution A2 may query a decryption oracle with any ciphertext/label
pair (C, `) 6= (C∗, `∗). The decryption oracle responds as before.
A2 terminates by outputting a guess b′ for b.

The attacker wins the game if b = b′. The attacker’s advantage is de-
fined to be |Pr[b = b′]−1/2|.

In a similar manner, we define an identity-based encryption scheme
with label as a quadruple of probabilistic, polynomial-time algorithms
(ID.Gen, ID.Extract, ID.Encrypt, ID.Decrypt). Encryption of a message
m with a label ` under an identity ID is denoted

C = ID.Encrypt`(m,mpk, ID) .

Decryption of a ciphertext C with a label ` is denoted

m = ID.Decrypt`(C,dID)

where dID = ID.Extract(ID,msk) is the private key for the identity ID.
As usual we require that

m = IDK.Decrypt`(C,dID) whenever C = ID.Encrypt`(m,mpk, ID)

for all identities ID, private keys dID = ID.Extract(ID,msk), messages
m, and labels ` (where (mpk,msk) = ID.Gen(1k)). An identity-based
encryption scheme is IND-ID-CCA2 secure if every polynomial-time
attacker A = (A1,A2) has negligible advantage in winning the fol-
lowing game:
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1. The challenger generates the master key pair (mpk,msk)= ID.Gen(1k).
2. The attacker executes A1 on the input mpk. During its execution

A1 may adaptively query a decryption oracle with any ciphertext
C ∈ C , label ` ∈ {0,1}∗ and identity ID ∈ {0,1}∗. The decryption
oracle computes a private decryption key dID = ID.Extract(ID,msk)
and responds with ID.Decrypt`(C,dID). The attacker may also query
an extraction oracle with an identity ID. The extraction oracle re-
sponds with ID.Extract(ID,msk). A1 terminates by outputting two
equal length messages (m0,m1), a label `∗, an identity ID∗, and
some state information state.

3. The challenger randomly chooses a bit b and computes the chal-
lenge ciphertext C∗ = ID.Encrypt`

∗
(mb, ID∗).

4. The attacker executes A2 on the input (C∗,state). During its execu-
tion A2 may query a decryption oracle with any ciphertext/label/identity
triple (C, `, ID) 6= (C∗, `∗, ID∗). The decryption oracle responds as
before. The attacker may also query the extraction oracle as before.
A2 terminates by outputting a guess b′ for b.

The attacker wins the game if b = b′ and the attacker never queried
the extraction oracle on ID∗. The attacker’s advantage is defined in the
usual way.

Lastly, a one-time signature scheme is a triple of probabilistic
polynomial-time algorithms (Sig.Gen,Sig.Sign,Sig.Verify). For a key
pair (vk,sk) = Sig.Gen(1k), a signature on a message m is denoted

σ = Sig.Sign(m,sk)

and a verification of a signature σ on a message m is denoted

Sig.Verify(σ ,m,vk) ∈ {>,⊥}
where > denotes that the signature is accepted and ⊥ denotes that the
signature is rejected. The scheme is defined to be unforgeable if every
polynomial-time attacker A = (A1,A2) has negligible probability of
winning the following game:

1. The challenger generates the key pair (vk,sk) = Sig.Gen(1k).
2. The attacker executes A1 on the input vk. A1 terminates by out-

putting a message m and some state information state.
3. The challenger computes σ = Sig.Sign(m,sk).
4. The attacker executes A2 on the input (σ ,state). A2 terminates by

outputting a message m∗ and a signature σ∗.

The attacker wins if Sig.Verify(m∗,σ∗,vk) => and (m∗,σ∗) 6= (m,σ).

A.2 Weak Type Ia† Security

We show that the Type I security of the construction depends upon
the security of the public-key encryption scheme if the attacker learns
the partial private key of the challenge identity and upon the security of
the identity-based encryption scheme if the attacker replaces the public
key of the challenge identity.

Theorem 1 If there exists a polynomial-time attacker A that has ad-
vantage AdvCL

A (k) in breaking the Dodis-Katz encryption scheme and
that makes qreq queries to the Request Public Key oracle, then there
exists

– an attacker B that has advantage AdvPK
B (k) in breaking the under-

lying public-key encryption scheme,
– an attacker B that has advantage AdvID

B(k) in breaking the under-
lying identity-based encryption scheme, and

– an attacker B that has probability AdvSig
B (k) in breaking the un-

derlying one-time signature scheme

such that

AdvCL
A (k)≤ qreq

2
AdvPK

B (k)+
1
2

AdvPK
B (k)+AdvSig

B (k) . (3)

Proof The crux of the proof involves guessing whether A will replace
the public key of the challenge identity or request the partial private key
of the challenge identity. We do this by randomly choosing a bit c ∈
{0,1}. If c = 0 then we assume that A will request the partial private
key of challenge identity. If c = 1 then we assume that A does not
request the partial private key of the challenge identity (and therefore
has the option of replacing the public key of the challenge identity). We
use the unforgeability of the signature scheme to enable us to construct
decryption oracles.

Assume there exists an attacker A that has advantage AdvCL
A (k)

in breaking the CL-PKE scheme. Assume that A makes at most qreq
queries to the request public key oracle. For simplicity we shall assume
that A never makes a query to any other oracle on an identity before
it has made a query to the request public key oracle on that identity,
and that A will not output a challenge identity on which it has not
queried the request public key. We prove the theorem using game hop-
ping techniques [8,27]. Let Si be the event that A wins Game i.

Game 1 In Game 1 the challenger interacts with the attacker exactly
as described in the Weak Type Ia† model (see Section 2.3.2). In other
words, the attacker A plays the following attack game:

1. The challenger generates a master key pair (mpk,msk)= Setup(1k).
2. The attacker executes A1 on mpk. During its execution A1 may

have access to certain oracles (described subsequently). A1 termi-
nates by outputting an identity ID∗, two messages of equal length
(m0,m1), and some state information state.

3. The challenger randomly chooses a bit b ∈ {0,1} and a random
string r, and computes

(vk∗,sk∗) = Sig.Gen(1k)
C∗1 = ID.Encryptvk∗(r,mpk, ID∗)
C∗2 = PK.Encryptvk∗(mb⊕ r, pkID∗)
σ∗ = Sig.Sign((C∗1 ,C∗2),sk∗)

using the value of pkID∗ currently associated with the identity ID∗.
The challenge ciphertext is defined to be C∗ = (C∗1 ,C∗2 ,vk∗,σ∗).

4. The attacker executes A2 on the input (C∗,state). During its ex-
ecution A2 may have access to certain oracles (described subse-
quently). A2 terminates by outputting a guess b′ for b.

The attacker wins the game if b = b′ and its advantage is defined to be:

AdvCL
A (k) = |Pr[S1]−1/2| (4)

The attacker has access to the Request Public Key, Replace Public Key,
Extract Partial Private Key, Extract Secret Value, Weak SK Decrypt,
and Decrypt oracles.

Game 2 In Game 2 the challenger changes the way the Decrypt and
Weak SK Decrypt oracles work. In both cases, after the challenge ci-
phertext has been issued (i.e. in step 4 of the attack game), before at-
tempting to decrypt a ciphertext (C1,C2,vk,σ) for the identity ID∗, the
challenger checks to see if vk = vk∗. If so, then the challenger returns
⊥without decrypting the ciphertext. Otherwise the challenger decrypts
the ciphertext as normal.

The attacker in Game 2 receives exactly the same information as
the attacker in Game 2 unless A2 submits a ciphertext (C1,C2,vk∗,σ)
to the Decrypt or Weak SK Decryption oracle for the identity ID∗ and
for which (C1,C2,σ) 6= (C∗1 ,C∗2 ,σ∗) and Sig.Verify(σ ,(C1,C2),vk∗) =
>. Let E be the event that the attacker makes such a query.

We claim that if Pr[E] is non-negligible, then there exists an at-
tacker B that breaks the unforgeability of the one-time signature scheme.
B1 runs as follows:

1. B1 receives the challenge public key vk∗.
2. B1 generates a master key pair (mpk,msk) = Setup(1k).
3. B1 executes A1 on the input mpk. If A makes any oracle queries,

then B can answer them using its knowledge of the master pri-
vate key msk. A1 terminates by outputting an identity ID∗, two
messages of equal length (m0,m1) and (possibly) some state in-
formation.
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4. B1 randomly chooses a bit b ∈ {0,1} and computes the challenge
ciphertext

C∗1 = ID.Encryptvk∗(mb,mpk, ID∗)

and

C∗2 = PK.Encryptvk∗(mb,pkID∗)

using the value of pkID∗ currently associated with the identity ID∗.
B1 outputs the “message” (C∗1 ,C∗2) to the challenger.

The challenger will compute a signature σ∗ on (C∗1 ,C∗2) using the sig-
nature key that corresponds to vk∗, and pass σ∗ to the second phase of
the attacker B2. B2 runs as follows:

1. B2 forms the complete challenge ciphertext C∗ =(C∗1 ,C∗2 ,vk∗,σ∗).
2. B2 executes A2 on the input C∗ (and any state information out-

put by A1). If A makes a Weak SV Decrypt or Decrypt oracle
query, then B first checks whether it is a query on a ciphertext
(C1,C2,vk∗,σ) where (C1,C2,σ) 6= (C∗1 ,C∗2 ,σ∗) and

Sig.Verify(σ ,(C1,C2),vk∗) => .

If so, B outputs σ as a forgery on the message (C1,C2). Other-
wise, B answers the decryption oracle query using its knowledge
of the master private key. B answers all other oracles using its
knowledge of the master private key. A terminates by outputting
a guess b′ for b.

3. B2 outputs ⊥.

It is clear to see that B correctly simulates the environment for A and
that B wins the unforgeability game if and only if E occurs. Hence,
Pr[E] = AdvSig

B (k), which is negligible by assumption.
Hence, we have that |Pr[S1]−Pr[S2]| ≤ Pr[E] = AdvSig

B (k).

Game 3 In Game 3 we introduce our guess as to whether the attacker
will request the partial private key for the challenge identity or not. The
attack game now becomes

1. The challenger generates a guess c ∈ {0,1}
2. The challenger generates a master key pair (mpk,msk)= Setup(1k).
3. The attacker executes A1 on mpk. A1 terminates by outputting an

identity ID∗, two messages of equal length (m0,m1), and some
state information state.

4. The challenger randomly chooses a bit b∈{0,1} and computes the
challenge ciphertext by choosing a random string r and computing

(vk∗,sk∗) = Sig.Gen(1k)
C∗1 = ID.Encryptvk∗(r,mpk, ID∗)
C∗2 = PK.Encryptvk∗(mb⊕ r, pkID∗)
σ∗ = Sig.Sign((C∗1 ,C∗2),sk∗)

using the value of pkID∗ currently associated with the identity ID∗.
The challenge ciphertext is defined to be C∗ = (C∗1 ,C∗2 ,vk∗,σ∗).

5. The attacker executes A2 on the input (C∗,state). A2 terminates
by outputting a guess b′ for b.

We also change the conditions in which the attacker wins the game. Let
F be the event that A queries the Extract Partial Private Key oracle on
the challenge identity.

– If c = 0 and F occurs, then the attacker wins the game if b′ = b,
– If c = 1 and F occurs, then the attacker wins the game with prob-

ability 1/2 (i.e. the value b′ is ignored and the attacker is assumed
to have output a random guess for b),

– If c = 0 and ¬F occurs, then the attackers win the game with prob-
ability 1/2 (as above),

– If c = 1 and ¬F occurs, then the attacker wins the game if b′ = b.

This means that exactly half the time, the attacker’s guess is ignored
and we assume the attacker outputs correct guess for b with probability
1/2. We show that the attacker’s advantage in Game 3 is exactly half of

that in Game 2. Note that the events S2, F and c = 0 are independent,
but that S3 is not independent of either F or c = 0.

Pr[S3] = Pr[S3 | F ∧ c = 0]Pr[F ∧ c = 0]
+Pr[S3 | F ∧ c = 1]Pr[F ∧ c = 1]
+Pr[S3 | ¬F ∧ c = 0]Pr[¬F ∧ c = 0]
+Pr[S3 | ¬F ∧ c = 1]Pr[¬F ∧ c = 1]

=
1
2

Pr[S3 | F ∧ c = 0]Pr[F ]

+
1
2

Pr[S3 | F ∧ c = 1]Pr[F ]

+
1
2

Pr[S3 | ¬F ∧ c = 0]Pr[¬F ]

+
1
2

Pr[S3 | ¬F ∧ c = 1]Pr[¬F ]

=
1
2

Pr[S3 | F ∧ c = 0]Pr[F ]

+
1
2

Pr[S3 | ¬F ∧ c = 1]Pr[¬F ]

+
1
4

Pr[F ]+
1
4

Pr[¬F ]

=
1
2

Pr[S3 | F ∧ c = 0]Pr[F ]

+
1
2

Pr[S3 | ¬F ∧ c = 1]Pr[¬F ]+
1
4

=
1
2

Pr[S2 | F ∧ c = 0]Pr[F ]

+
1
2

Pr[S2 | ¬F ∧ c = 1]Pr[¬F ]+
1
4

=
1
2

Pr[S2 | F ]Pr[F ]+
1
2

Pr[S2 | ¬F ]Pr[¬F ]+
1
4

=
1
2

Pr[S2]+
1
4

.

Therefore,

|Pr[S3]− 1
2
| =

1
2
|Pr[S2]− 1

2
| .

Thus, if we can show that A ’s advantage in Game 3 is the negligible,
then we can infer that A ’s advantage in Game 2 is negligible. In order
to do this we note that

|Pr[S3]− 1
2
| = |1

2
Pr[S3|c = 0]+

1
2

Pr[S3|c = 1]− 1
2
|

≤ 1
2
|Pr[S3|c = 0]− 1

2
|+ 1

2
|Pr[S3|c = 1]− 1

2
| .

We now show that there exists an attacker B against the IND-CCA2
security of the public-key encryption scheme that has an advantage
related to |Pr[S3|c = 0]−1/2| and an attacker B against the IND-ID-
CCA2 security of the identity-based encryption scheme that has ad-
vantage |Pr[S3|c = 1]− 1/2|. The assumption that the public-key en-
cryption scheme and the identity-based encryption scheme are secure
then completes the proof.

The case when c = 0. We reduce the security of the scheme to the se-
curity of the public key encryption scheme. Hence, we construct an ad-
versary B for the public key encryption scheme that has an advantage
that is non-negligibly related to |Pr[S3|c = 0]−1/2|. For this proof, it is
important to recall that if A extracts the partial private key of the chal-
lenge identity then A will not replace the public key of the challenge
identity or query the secret value oracle on the challenge identity.

The algorithm B1 runs as follows. For simplicity we suppress the
state variables that are passed between the algorithms.

1. Receive the challenge public key pk∗.
2. Randomly choose an index i ∈ {1,2, . . . ,qreq}.
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3. Generate a master key pair (mpk,msk) = ID.Gen(1k).
4. Execute A1 on the input mpk. B simulates A ’s oracle as follows:

– Request Public Key. If this is the i-th request to the request
public key oracle, then B returns pk∗. Otherwise, B generates
a key pair (pk j,sk j) = PK.Gen(1k), stores the entire key pair
and returns pk j .

– Replace Public Key. B stores the new public key value pk for
the identity (along with the existing original public/private key
values).

– Extract partial public key. B computes dID = ID.Extract(ID,msk)
and returns the result to A .

– Extract secret value. B returns the private key sk j associated
with the identity ID whenever j 6= i. If j = i then we have
guessed the index i incorrectly and B terminates by outputting
a random bit b′.

– Weak decrypt. Since B knows the partial private key for every
identity, and A must supply the secret value sk for the identity,
B can compute weak decryptions using the normal decryption
algorithm.

– Decrypt. If A queries the decrypt oracle on an identity other
than the i-th identity queried to the request public key oracle,
then B can compute decryptions using the normal decryption
algorithm. If A makes a decryption oracle query on the i-
th identity, then the identity-based share s1 can be recovered
using the partial private key for ID and the public key share
s2 can be recovered using B’s decryption oracle. Thus, B can
simulate the decryption algorithm.

A1 terminates by outputting two equal length messages (m0,m1)
and an identity ID∗.

5. If the identity ID∗ was not the i-th query to the request public key
oracle, then B aborts and outputs ⊥.

6. Compute (vk∗,sk∗) = Sig.Sign(1k).
7. Choose a random string r of the same length as m0
8. Output the two message (m0⊕ r,m1⊕ r) and the label vk∗.

The challenger will now pick a random bit b and compute

C∗2 = PK.Encryptvk∗(mb⊕ r, pk∗) .

B2 runs as follows:
1. Receive the challenge ciphertext C∗2 .
2. Compute C∗1 = ID.Encryptvk∗(r, ID).
3. Compute σ∗ = Sig.Sign((C1,C2),sk∗).
4. Set C∗ = (C∗1 ,C∗2 ,vk∗,σ∗).
5. Execute A2 on C∗. B can answer all oracle queries that A makes

using the same algorithms as before, except for the weak decryp-
tion and decryption oracles. B answers A these oracle queries as
follows.

– Weak SV Decrypt. If the query is for the identity ID∗ and on a
ciphertext (C1,C2,vk∗,σ), then B returns⊥ to A . Otherwise,
B decrypts the ciphertext as before. Note that we may still
make the decryption oracle query as we will be querying the
oracle with a label vk 6= vk∗; hence, the query will always be
legal.

– Decrypt. If the query is for the identity ID∗ and on a cipher-
text (C1,C2,vk∗,σ), then B returns ⊥ to A . Otherwise, B
decrypts the ciphertext as before. Note that we may still make
the decryption oracle query as we will be querying the oracle
with a label vk 6= vk∗; hence, the query will always be legal.

A2 terminates by outputting a guess b′ for b.
6. If A has not queried the extract partial private key oracle on the

challenge identity ID∗, then output a random bit. Otherwise output
b′.
Note that B perfectly simulates the oracles to which A has ac-

cess (owing to the fact that we disallowed decryption oracle queries for
which vk = vk∗ in Game 2). Furthermore, if A succeeded in breaking
the security of the certificateless encryption scheme in Game 3 (when
c = 0) and B choose the correct index i for the challenge identity, then
B succeeds in breaking the IND-CCA2 security of the public-key en-
cryption scheme. Hence,

AdvPK
B (k)≥ |Pr[S3|c = 0]−1/2|

qreq

which is negligible by assumption.

The case when c=1 We reduce the security of the scheme to the secu-
rity of the identity-based encryption scheme. Hence, we construct an
adversary B for the identity-based encryption scheme that has an an
advantage which is non-negligibly related to |Pr[S3|c = 1]−1/2|. It is
important to recall that if A replaces the challenge public key, then A
cannot extract the partial private key of the challenge identity.

The algorithm B1 runs as follows.
1. Receive the master public key mpk.
2. Execute A1 on the input mpk. B simulates A ’s oracles as follows:

– Request Public Key. B simply executes PK.Gen to generate a
new key pair (pk,sk), stores both parts, and returns pk.

– Replace Public Key. B stores the new public key value pk for
the identity (along with the existing original key pair).

– Extract partial private key. B queries its ID.Extract oracle and
returns the result.

– Extract Secret Value. B returns the private key sk associated
with the identity.

– Weak SV Decrypt. B follows the decryption algorithm for
the certificateless encryption scheme, except that it uses its
decryption oracle to obtain the decryption of C1.

– Decrypt. B follows the decryption algorithm for the certifi-
cateless encryption scheme, except that it uses its decryption
oracle to obtain the decryption of C1.

A1 terminates by outputting two equal-length messages (m0,m1)
and a challenge identity ID∗.

3. If A has queried the extract partial private key oracle for ID∗ then
B aborts and outputs a random bit.

4. B generates (vk∗,sk∗) = Sig.Sign(1k).
5. B generates a random string r of the same length as m0.
6. B1 outputs the two messages (m1 ⊕ r,m0 ⊕ r), the label vk∗ and

the identity ID∗.
The challenger will pick a random bit b and compute

C∗1 = ID.Encryptvk∗(m1−b⊕ r, ID) .

B2 runs as follows:
1. Receive the challenge ciphertext C∗1 .
2. Compute C∗2 = PK.Encryptvk∗(m0⊕m1⊕ r, pkID).
3. Compute σ∗ = Sig.Sign((C1,C2),sk∗).
4. Set C∗ = (C∗1 ,C∗2 ,vk∗,σ∗).
5. Executes A2 on C∗. B answers all of A ’s oracle queries exactly

as before, except for the extract partial private key, weak decrypt
and decrypt oracles. B answers these oracle queries as follows:

– Extract Partial Private Key. If A queries the extract partial
private key oracle on ID∗, then B aborts and outputs a random
bit. Otherwise B answers the query as before.

– Weak SV Decrypt. If A queries the weak decrypt oracle with
a ciphertext (C1,C2,vk∗,σ) for the identity ID∗, then B re-
turns ⊥. Otherwise, B answers the oracle query as before.
Note that we may still make the decryption oracle query as we
will be querying the oracle with a label vk 6= vk∗; hence, the
query will always be legal.

– Decrypt. If A queries the decrypt oracle with a ciphertext
(C1,C2,vk∗,σ) for the identity ID∗, then B returns ⊥. Other-
wise, B answers the oracle query as before. Note that we may
still make the decryption oracle query as we will be querying
the oracle with a label vk 6= vk∗; hence, the query will always
be legal.

A2 terminates by outputting a guess b′ for b.
6. Output b′.

There are several things to note about B’s simulation of the attack
game for A . First, note that B perfectly simulates the oracles that A
has access to in Game 3. Second, note that if the challenger picks the bit
b = 0, then B will receive the encryption of the share s1 = m1⊕ r and
will construct the encryption of the share s2 = m0⊕m1⊕ r. Since s1 is
randomly distributed and s1⊕ s2 = m0, the attacker A receives a valid
and correctly distributed encryption of m0. Similarly, if the challenger
picks the bit b = 1, then A receives a valid and correctly distributed
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encryption of m1. Now B succeeds in breaking the IND-ID-CCA2
security of the identity-based encryption scheme whenever A breaks
the certificateless encryption scheme in the case where c = 1. Hence,

AdvID
B(k)≥ |Pr[S3|c = 1]−1/2|

which is negligible by assumption.

Conclusion Drawing together all of the various game hops, we obtain:

AdvCL
A (k) = |Pr[S1]−1/2|

≤ |Pr[S2]−1/2|+AdvSig
B (k)

≤ 1
2
|Pr[S3]−1/2|+AdvSig

B (k)

≤ 1
2
|Pr[S3|c = 0]−1/2|+ 1

2
|Pr[S3|c = 1]−1/2|+AdvSig

B (k)

=
qreq

2
AdvPK

B (k)+
1
2

AdvPK
B (k)+AdvSig

B (k) .

Therefore, the certificateless encryption scheme is Weak Type Ia† se-
cure if the public-key encryption scheme, identity-based encryption
scheme and one-time signature scheme are secure. ut

A.3 Malicious Type II† Security

The proof that the Dodis-Katz scheme satisfies the Malicious Weak
Type II† security notion is similar to (and substantially easier than) the
proof that the scheme satisfies the Weak Type Ia† security notion when
the attacker queries the extract partial private key oracle on the chal-
lenge identity. We reduce the security of the certificateless encryption
scheme to the security of the public-key encryption scheme.

Theorem 2 If there exists an attacker A that has advantage AdvCL
A (k)

in breaking the Dodis-Katz encryption scheme and that makes qreq
queries to the Request Public Key oracle, then there exists

– an attacker B that has advantage AdvPK
B (k) in breaking the under-

lying public-key encryption scheme,
– an attacker B that has probability AdvSig

B (k) in breaking the un-
derlying one-time signature scheme

such that

AdvCL
A (k)≤ qreqAdvPK

B (k)+AdvSig
B (k) . (5)

Proof Assume that there exists an attacker A that has advantage AdvCL
A (k)

in breaking the CL-PKE scheme. Assume that A makes at most qreq
queries to the request public key oracle. For simplicity we shall assume
that A never makes a query to any other oracle on an identity before
it has made a query to the request public key oracle on that identity,
and that A will not output a challenge identity on which it has not
queried the request public key. We will describe an attacker B for the
public key encryption scheme that uses A as a subroutine and has an
advantage AdvPK

B (k) that is non-negligibly related to AdvCL
A (k).

We use a simple game hopping technique [8,27] to prevent the at-
tacker making certain decryption oracle queries that we would be un-
able to answer. Let Si be the event that A wins Game i. Let Game
1 be the normal Malicious Weak Type II† attack game. Let Game
2 be the same game except that if the attacker submits a ciphertext
C = (C1,C2,vk,σ) to the Decrypt or Weak PPK Decrypt oracle af-
ter the challenge ciphertext has been issued such that vk = vk∗ and
Sig.Verify((C1,C2,σ ,vk) => then the oracle returns ⊥.

Just as in the proof of Theorem 1, we can show that there exists a
probabilistic polynomial-time attacker B against the unforgeability of
the one-time signature scheme such that |Pr[S1]−Pr[S2]| ≤ AdvSig

B (k).
We now show that if A wins Game 2 with non-negligible advan-

tage then we can construct an attacker B that breaks the underlying
encryption scheme with non-negligible advantage too. B1 runs as fol-
lows:
1. Receive the challenge public key pk∗.

2. Randomly choose an index i ∈ {1,2, . . . ,qreq}.
3. Generate a master key pair (mpk,msk) = ID.Gen(1k).
4. Execute A1 on the input mpk. B simulates A ’s oracle as follows:

– Request Public Key. If this is the i-th request to the request
public key oracle, then B returns pk∗. Otherwise, B generates
a key pair (pk j,sk j) = PK.Gen(1k), stores the entire key pair
and returns pk j .

– Replace Public Key. B stores the new public key value pk for
the identity (along with the existing original public/private key
values).

– Extract Partial Private Key. B computes dID = ID.Extract(ID,msk)
and returns the result to A .

– Extract Secret Value. B returns the private key sk j associated
with the identity ID whenever j 6= i. If j = i then we have
guessed the index i incorrectly and B terminates by outputting
a random bit b′.

– Weak PPK Decrypt. If A queries the Weak PPK Decrypt ora-
cle on an identity other than the i-th identity queried to request
public key oracle, then A can compute decryptions using the
normal decryption algorithm. If A makes a Weak PPK De-
crypt oracle query on the i-th identity, then the identity-based
share s1 can be computed using the (supplied) partial private
key and the public key share s2 can be computed using B’s
decryption oracle. Thus, B can simulate the decryption algo-
rithm.

– Decrypt. If A queries the decrypt oracle on an identity other
than the i-th identity queried to the request public key oracle,
then B can compute decryptions using the normal decryption
algorithm. If A makes a decryption oracle query on the i-
th identity, then the identity-based share s1 can be recovered
using the partial private key for ID and the public key share
s2 can be recovered using B’s decryption oracle. Thus, B can
simulate the decryption algorithm.

A1 terminates by outputting two equal length messages (m0,m1)
and an identity ID∗.

5. If the identity ID∗ was not the i-th query to the request public key
oracle, then B aborts and outputs ⊥.

6. Compute (vk∗,sk∗) = Sig.Sign(1k).
7. Choose a random string r of the same length as m0
8. Output the two message (m0⊕ r,m1⊕ r) and the label vk∗.

The challenger will now pick a random bit b and compute

C∗2 = PK.Encryptvk∗(mb⊕ r, pk∗) .

B2 runs as follows:

1. Receive the challenge ciphertext C∗2 .
2. Compute C∗1 = ID.Encryptvk∗(r, ID).
3. Compute σ∗ = Sig.Sign((C1,C2),sk∗).
4. Set C∗ = (C∗1 ,C∗2 ,vk∗,σ∗).
5. Execute A2 on C∗. B can answer all oracle queries that A makes

using the same algorithms as before, except for the Weak PPK
Decrypt and Decrypt oracles. B answers A these oracle queries
as follows.

– Weak PPK Decrypt. If the query is for the identity ID∗ and on
a ciphertext (C1,C2,vk∗,σ), then B returns ⊥ to A . Other-
wise, B decrypts the ciphertext as before. Note that we may
still make the decryption oracle query as we will be querying
the oracle with a label vk 6= vk∗; hence, the query will always
be legal.

– Decrypt. If the query is for the identity ID∗ and on a cipher-
text (C1,C2,vk∗,σ), then B returns ⊥ to A . Otherwise, B
decrypts the ciphertext as before. Note that we may still make
the decryption oracle query as we will be querying the oracle
with a label vk 6= vk∗; hence, the query will always be legal.

A2 terminates by outputting a guess b′ for b.
6. If A has not queried the extract partial private key oracle on the

challenge identity ID∗, then output a random bit. Otherwise output
b′.
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Note that B perfectly simulates the oracles for A and B success-
fully breaks the encryption scheme if and only if it picked the cor-
rect index i and A broke the certificateless encryption scheme. Hence,
|Pr[S2]−1/2| ≤ qreq ·AdvPK

B (k).
Thus we have that AdvCL

A (k)≤ AdvSig
B (k)+qreq ·AdvPK

B . ut


