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Abstract. In this paper, we demonstrate that the construction proposed by Lan
Nguyen at CT-RSA05 does lead to a cryptographic accumulator whiclotis
collision resistant.
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1 Introduction

A cryptographic accumulator is an algorithm allowing they@gation of a large set
of elements into a single value of constant size. Accumtgateere introduced by Be-
lanoh and de Mare [2] in order to design distributed proteeathout the presence of
a trusted central authority. Such constructions are uséichierstamping [2], fail-stop
signatures [1], ring signatures [4] and multicast streathentication [5] for instance.
Camenisch and Lysyanskaya introduced the notion of dynangamulators which al-
low the addition and deletion of values from the original geeélements [3]. 12005,
Nguyen proposed a dynamic accumulator based on bilineangaio design ID-based
ad-hoc anonymous identification schemes and identity esgprotocols with member-
ship revocation.

In this article we demonstrate that the accumulator sugddst Nguyen is not col-
lision resistant which constitutes a main weakness for iffierent constructions relying
on its security.

The rest of this paper is organized as follows. In the nexi@@ove will recall the
definitions and results from the original paper by Nguyenli¥Sect. 3, we will design
our attack against the collision resistance of Nguyen'siadator.



2 Preliminaries

In this section, we recall the definitions and constructiasshey appear in Nguyen'’s
article [7].

2.1 Notations and Terminology
Definition 1. A functionf : IN — IR is said to benegligibleif:
Va>03h e IN : V> 4y f(0) <@
Definition 2. A functionf : IN — IR is said to bgyolynomially bounded:
Jag >0 : VLeIN f(£) <L

We denoteZZ, the set of residue§D, ...,p — 1} modulop. We consider two additive
cyclic groupsG; =< P; > andG, =< P, > as well as a cyclic multiplicative group
Gwm. These three groups are assumed to have the same primepoWlerassume that
we have a bilinear pairing: G; x Go — Gy such that:

1L.Y(P,Q) € Gy x Gy V(a,b) € Zp x Zp e(aP,bQ) = e(P,Q)*"

2.¢e(-,) is not degenerated( P, P,) # 1

3. There exists a computationally efficient algorithm to poec(P, Q) for every cou-
ple (P, Q) from G; x Go.

As in [7], we considefG; = G (and thusP; = P) in the remaining of this article.
We have the following definition:

Definition 3. A bilinear pairing instance generatisra probabilistic polynomial-time
(PPT)algorithm G taking as input a security parametéf and returning a uniformly
random tuplet = (p, Gy, Gw, e(+, -), P) of bilinear pairing parameters defined as be-
fore where/ represents the length of the prime numpemdG; =< P >.

We now present the definition of accumulators and the collisesistance property as
set by Nguyen in [7].

Definition 4. Anaccumulatois atuple({X¢} ,c s {Fe} e ), Where{Xe}, o is called
the value domairof the accumulator andF,},.,y is a sequence of pairs of functions
such that eaclf, g) € F, is defined ag’ : Uy x X7 — U for someX$“ > X, and
g : Uy — U, is a bijective function. In addition the following propessi are satisfied:

(Efficient Generation)here exists an efficient algorithghtaking as input a security
parameterl and outputting a random elemefi, g) from F, possibly together with
some auxiliary informatiom .

(Quasi-commutativity)V¢ € IN V(f,g) € Fy Yu € Uy V(z1,22) € Xp x X
f(f(u, 1), 22) = f(f(u,x2),21). Foranyl € IN, (f, g) € FpandX := {z1,...,24}
C Xg,wecallg(--- f(u,z1) -+ -, z4) theaccumulated valuef the seX overw. It does
not depend on the order of the elements to be evaluated amhatedf (u, X).
(Efficient Evaluation)For any (f,g) € Fe,u € Uy andX C X, with polynomially
bounded size (as a function 6, g(f(u, X)) is computable in time polynomial if
even without the knowledge ®f.



Nguyen set the previous definition to generalize the accatoutonstructions by Ca-
menisch and Lysyanskaya [3] and Dodis et al. [4] whdre= U, and the bijective
functiong is the identity function.

Definition 5 (Collision Resistant Accumulator). An accumulator is said to beolli-
sion resistanif for every PPT algorithmA, the function:

AV (0 := Prob((f,g) & Fosu & Ups (w,0,X) — A(f,9,U,u) |

(X Xe) A (w € Ug) A € XFN\X) A (Flg™ (), ) = F(u,X)))
is negligible as a function of. We say thatv is a witnessfor the fact thatr € X, has
been accumulated in € U, whenevey(f(g~*(w),z)) = v.

We now introduce the—Strong Diffie Hellman {—SDH) assumption as it was used
by Nguyen to prove the security of his construction.

Definition 6. Theq—SDH assumption states that for every PPT algoritithe func-
tion:

Adv‘l{SDH(f) = Prob((A(t, PsP,....s9P) = (c, s}rc P)) A(ce Zp))

is negligible as a function dfwheret = (p, Gy, Gy, e(-,-), P) «+ G(1%) ands & Zy.

2.2 Construction of the Accumulator

To generate an instance of the accumulator from the sequaitymeter, we run the
algorithmg on input1? to obtain a tuplé and a uniformly chosen elementrom Zyas
in Definition 6. We construct a tupté:= (P,s P, ..., s% P) whereq is an upper bound
on the number of elements to be accumulated. The corresppfgctions( f, g) for
this instancét, t’) are defined as:

fi1Zyx Zy— Z, g: Zy— Gy
(u,z) +— (x+s)u u —uP
This construction involves that we have: we have:
Ur =X$ = Z, U, =G, Xo = Zp\ {—s}

Itis clear thatf is quasi-commutative. In addition fare ZZ,andaseX = {z1,...,zx}
k

C Zp \ {—s} wherek < ¢, the accumulated valug f (u, X)) = H (zi+s)u| P

1=1
is computable in time polynomial ihfrom the tuplet’ and without the knowledge of
the auxiliary informatiors [7].

We now recall the security theorem demonstrated by Nguyen:

Theorem 1 ([7]). The accumulator related to the pa(yf, g) defined above provides
collision resistance if the—SDH assumption holds, whetgis the upper bound on the
number of elements to be accumulated.



3 Breaking the Collision Resistance

In this section, we construct a PPT algorittdrwhich breaks the collision resistance
property of the accumulator with non-negligible probagilSince this will contradict
the result from Theorem 1, we will then show that the adverssdiuction model to the
q—SDH assumption given by Nguyen was incorrect.

3.1 Our Attack

Algorithm Construction. According to Definition 5, the adversary is given the func-
tions f andg as well asu and the sety = ZZ,. We build the following algorithm:

Algorithm A
Input The pair of functiong f, g) and the value.
1. Computes = f(1,0)
2. Letk be any polynomial function of. Choose uniformly at random+ 1 elements
of Zy\ {—s} denotedr, ...z, z and seX := {z1,...,zx}.
k
3. Compute) := H(xi + s)umodp and . := (x+s)” ' modp. Denotef :=

=1
A modp and setw := g(&).
Output The triple(z, w, X).

Correctness of the output.Due to Ste®2, we haveX C X, andz € X‘}Xt \ X. From
Step3, we obtainw € U,.

k
By construction ofX we have:f(u,X) = H(xi + s)u modp. We also have =
=1
g~ (w) sinceg is invertible. We obtain the following equalities:

f(& ) = (x4 5) ¢ modp
= (x+s)Apmodp
=(z+s)(x+ 5)_1 A modp

Therefore we havef (g—!(w),z) = f(u,X). In addition the construction of the triple
(z,w, X) is deterministic (the valug always exists since # —s). So we obtain:

AdVEP20) = 1

Running time. First it should be noticed that any operation (addition, tiplitation,
inversion) inZ, can be done in quadratic time as a functior/ ¢6]. That is, any of
these arithmetic operations can be performe@ {#*) bit operations.



Sincek is a polynomial function of, we denote it agC(¢). We can also assume that
picking one random element froi, \ {—s} requires polynomial timé& (¢) (other-
wise it would be computationally infeasible to constructirsgke family of elements
from Z, \ {—s} = X, which is not a realistic assumption). Thus Steg executed in
(K(¢) + 1) R(¢) bit operations.

Sinces has been obtained at SteusingO(¢?) bit operations), one can gatwith &
multiplications and: additions inZ, representing) (KC(¢) £2) bit operations. Each of
the two elements; and¢, also need®)(¢?) bit operations to be computed whijecan

be run in polynomial tim& (¢). Therefore the number of bit operations executed during
Step3is O(K(¢) 12 + G(1)).

As a consequence, the running timefs:
O(f%) + (K(£) + 1) R(€) + O(K(£) €2 +G(£)) = O(K(€) R(€) £* + G(¢))
which is polynomial in the security parameter

ThereforeA is a PPT algorithm breaking the collision-resistance of@beumulator
with non-negligible probability. Thus the accumulator ist rcollision-resistant. We
point out that4 enables to construct many such triplesw, X).

3.2 Comments on the Original Security Proof

The proof of Theorem 1 given by Nguyen in [7] might be right the adversary reduc-
tion is not accurate. According from Definition 6, an enenyjriy to break they — SDH
assumption should only be provided with P, z P, . .., 29 P). Nevertheless the adver-
sary model of the accumulator allows the enemy to quyeandg. As a consequence,
it is easy for him to obtairr by a single query tgf as in Stepl of .A. Then he can
compute(z + c)’1 modp in O(¢?) bit operations fomny c. Finally he runsy on that
inverse and obtaigi P. This means that the — SDH assumption iseververified in
Nguyen’s enemy model. Thus the security benefit of Theoremmishes.

In order to be immune against our attack, Nguyen suggestealtbte the adversary the
use of the compositiogo f instead of botty andg [8]. His new definition is as follows:

Definition 7. An accumulator is said to bepllision resistanif for every PPT algorithm
A, the function:

AdvE2e5(f) = Prob((f, 9) EFpu & Up(z,w,X) — Algo f£,Uys,u) |
(X CXe) A (w € Ug) A (@ € XPN\X) A (g7 (w), @) = F(u, X))

is negligible as a function of. We say thatv is awitnessfor the fact thatr € X, has
been accumulated in € U, whenevey(f(g~! (w),z)) = v.



One can notice that the enemy is still allowed accegssiaceu is given. The accuracy
of this new definition for collision resistance remains tojiiified. In order to apply
Theorem 1 it must be demonstrated that the view of an adyevgahing to break the
collision resistance of the accumulator can be reducecketoitw of someone trying to
break they—SDH assumption. In particular, it must be argued that gixefy U ¢, uw and
the public parameterd,t’), the adversary cannot get the secret valire polynomial
time with non-negligible probability (otherwise he canfoem the same attack as in
Sect. 3.1).

4 Conclusion

In this paper, we showed that the construction from [7] dit gige a collision resis-

tant accumulator. As a consequence, the security of thditgescrow protocol and

the ID-based identification scheme developed in [7] is natrgoteed any longer. The
reader may be aware that Zhang and Chen already exhibiteteprs in the ID-based
identification protocol [9]. Nevertheless they did not wetthat the accumulator could
be directly attacked.
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