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Abstract. In [2], a framing ‘attack’ against the ACJT group signature
scheme is presented. This note shows that: (i) the attack framework
considered in [2] is tnvalid, and (ii) even within the invalid framework, the
specific attack in [2] does not work since forged signatures are strongly
deniable. We conclude that there is no security weakness in the ACJT
group signature scheme when implemented correctly.

Group signature schemes allow a group member to sign messages anony-
mously on behalf of the group. Moreover, in the case of a dispute, the group
manager (GM) can recover the identity of the actual signer. In [1], Ateniese, Ca-
menisch, Joye, and Tsudik introduced a provably secure group signature scheme,
the so-called ACJT scheme.

In [2], Zhengjun Cao presents a framing ‘attack’ against the ACJT scheme.
However, the attack is based on the assumption that the group manager knows
the value ¢t = log, a. This assumption is invalid in the verifiable setting consid-
ered in [1] since the parameters a, ag are verifiably random to GM. In a verifiable
setting, there is no trusted party involved but evidence that the parameters are
well-formed has to be provided. In the case of random parameters this means, in
practice, that they are the outputs of any practical constructions based on AES,
SHA-1, 2, etc., in order to create an unpredictable and uncontrollable sequence
(where no trusted party is needed). In [1], the SETUP phase is assumed to be
verifiable; quoted from [1]: “We note that, in practice, components of J must
be wverifiable to prevent framing attacks” (where ) is the group signature pub-
lic key). This last sentence is general enough to render invalid the assumption
underlying the framing attack in [2], although admittedly we did not detail in
the original paper how GM selects the values a, aq (for instance, as a function of



h(S) and h(Sp) respectively, for a standard hash h(-) and public strings S and
So, etc.). See, e.g., IEEE P1363 or ANSI X9.62 for standard methods of selecting
parameters verifiably at random.

Note that having a verifiable or trusted SETUP phase is also the common
assumption of any other group signature schemes in the literature. For instance,
in the work of Kiayias and Yung [4], which provides a full proof of a variant of
the ACJT scheme in a complete security model, the SETUP phase is assumed
to be a trusted operation.

However, the work of Cao [2] points out that the ACJT scheme is secure as
long as t = log,, a is unknown. Indeed, the ACJT signature is nothing else that
a proof of knowledge of values u and v such that:

(Th/T5*)* = aap (mod n) ,

where x = log, y. Now, we note that, if 71 /73" = A; (mod n) for some user
U; then GM can forge signatures by setting v = 0 and v = —1/t mod ¢(n). We
stress again that these forgeries are easily avoided in a verifiable setting, as in [1],
where GM provides evidence that a,ao are random, or in a trusted setting, as
in [4], where the generation of a,a is trusted.

Remark. For the sake of completeness, we remark that the specific attack de-
scribed in [2] is invalid even assuming that GM knows the value t. Indeed, Ki-
ayias [3] first noticed that the signatures in [2] are deniable in a strong sense
while clearly regular signatures are not. That is, given the values sy, so as defined
in [2], Kiayias noted that the following equation always holds:

(a‘”*dklaac)ei =a3~"  (mod n) .

Thus, signatures so forged by GM can always be detected and denied. Even if
group certificates are hidden, a group member can deny those forged signatures
and accuse GM by presenting his e; value.
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