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Abstract. Hyperelliptic curves of small genus have the advantage of providing a
group of comparable size as that of elliptic curves, while working over a field of smaller
size. Pairing-friendly hyperelliptic curves are those whose order of the Jacobian is
divisible by a large prime, whose embedding degree is small enough for computations
to be feasible, and whose minimal embedding field is large enough for the discrete
logarithm problem in it to be difficult. We give a sequence of F,-isogeny classes for a
family of Jacobians of genus two curves over Fg, for ¢ = 2™, and their corresponding
small embedding degrees. We give examples of the parameters for such curves with
embedding degree k < (logq)?, such as k = 8,13, 16,23, 26, 37, 46, 52.

For secure and efficient implementation of pairing-based cryptography on genus g
curves over Fg, it is desirable that the ratio p = !{01;752]\? be approximately 1, where N
is the order of the subgroup with embedding degree k. We show that for our family
of curves, p is often near 1 and never more than 2.

We also give a sequence of Fy-isogeny classes for a family of Jacobians of genus 2
curves over F; whose minimal embedding field is much smaller than the finite field
indicated by the embedding degree k. That is, the extension degrees in this example
differ by a factor of m, where ¢ = 2™, demonstrating that the embedding degree can
be a far from accurate measure of security. As a result, we use an indicator k' = ﬁnﬁ’?
to examine the cryptographic security of our family of curves.

Keywords: embedding degree, genus 2, hyperelliptic curves, binary curves, pairing-based
cryptography

1 Introduction

The security of elliptic curve cryptosystems is based on the computational difficulty of solv-
ing the discrete logarithm problem (DLP). There is currently no sub-exponential algorithm
for solving the discrete logarithm problem on the Jacobians of properly chosen curves. With
hyperelliptic curves of small genus, it is possible to work over a smaller field while achieving
comparable security as in other DL cryptosystems. Formulas for fast arithmetic on Jaco-
bians of hyperelliptic curves over binary fields of genus two are known, as Lange and Stevens
give in [10], which garners more support for their use in cryptosystems.

Pairings on groups have been used for constructive purposes such as identity-based en-
cryption, one-round three-party key agreement and short digital signatures. On the other
hand, pairings have been used destructively to attack cryptographic security. For example,
the Frey-Riick attack (or MOV attack) uses the Tate pairing (or Weil pairing) to map the
discrete logarithm problem on the Jacobian of a curve defined over Fx, for some integer k,



to the discrete logarithm in the multiplicative group of a finite field IFZk,, for some ratio-

nal number k', where there are more efficient methods for solving the DLP. (See [8] for an
discussion on this rational k’.) So for pairing-based cryptosystems, it is important to find
curves with embedding degree k small enough that the pairing is efficiently computable and
with &’ large enough that the DLP in the finite field is hard. We note that when ¢ is prime,
then k& = &/, so one needs a balance of k being both sufficiently small and sufficiently large.

We know that k& < 6 for supersingular elliptic curves, as first shown by Miyaji, Nakabayashi
and Takano in [13]. Galbraith in [5] shows that & < 12 for supersingular curves of genus two,
which is attained in characteristic two. It has also been shown by Galbraith, McKee and
Valenga in [6] that one can obtain k = 12 for ordinary genus two curves in characteristic
two. In general, one expects k to be roughly the size of the prime-order subgroup, and for
cryptographic applications such a k& would be much too large for the computation of pairings
to be feasible.

It is also desirable for the number of [F-rational points of the Jacobian of C' to be prime
or near-prime, since the attack of [14] can reduce the DLP to prime-order subgroups. Thus

for a curve over F; of genus g and embedding degree k£ with respect to a subgroup of prime
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ideal situation is to have p ~ 1, though currently the best ratio achieved is p ~ 5/4, as in
[3]-

This leads to the understanding of a pairing-friendly hyperelliptic curve over F, as one
that satisfies the following conditions: (1) The number of F,-rational points of the Jacobian
of C, denoted #.J¢(F,), should be divisible by a sufficiently large prime N so that the DLP
in the order-N subgroup of Jo(F,) is suitably hard, (2) the embedding degree k should
be sufficiently small so that the arithmetic in F x can be efficiently implemented, and (3)

order IV, one examines the ratio p = For secure and efficient implementation, the

the security indicator % should be large enough so that the DLP in sz, withstands index-
calculus attacks.

In this paper, we consider genus two curves over F,, where ¢ = 2™, and whose associated
Jacobian is 2-rank 1, neither supersingular, nor ordinary. Birkner in [2] gives formulas for
fast arithmetic on 2-rank 1 curves, so such curves may be worthwhile to consider. We let C'
be a genus two curve over F, of the form

y? + zy = az® + bad + ca? + do

where a € F7, b, ¢, d € F, and with characteristic polynomial of Frobenius f (t) =t +a t3 +
ast? + qait + ¢ € Z[t]. Our approach is as follows. In Section 3, we give a parametrization

of a family of large integers, N, ; = % for r > 0 and odd L > 9, and we determine the
embedding degrees for subgroups of Jacobians of curves over F, having these orders when
they are prime. In Section 4, we associate with each of these primes a sequence of genus two
curves over [Fy, whose group of F-rational points of its Jacobian has order that is divisible
by the prime N, 1. For example, for each m in the interval f%} <m<2(L-1) -1,
we get #Jc(F,) = 2%(2%° + 1)N,.1, where © = 2m — 2" L. We describe the curves by the
F,-isogeny class of their Jacobians, such as having a; = —1, and as = 2™ 4 27 in the case
mentioned above (where a; and ag are the coefficients of the characteristic polynomial of

Frobenius). We show that for our family of curves the ratio p is often near 1 and is never



more than 2, which suggests efficient implementation would be possible. We give examples
of the parameters for such curves with embedding degree k = 8,13, 16, 23,26, 37,46,52. In
Section 5, we show that the embedding degree k is always “small” for the curves presented
in this paper, that is, k < (log ¢)?, so that computations in F,x may be feasible.

In Section 6, we give an example of another family of curves, whose minimal embedding
field and the field indicated by the embedding degree k have extension degrees that differ
by a factor of m. This demonstrates that the embedding degree may be an inaccurate

indicator of security. If ordyp is the smallest positive z such that p* = 1 mod N, then we
ordn, ,

2
use k' = £~ to examine the cryptographic security of our family of 2-rank 1 curves.

m

2 Preliminaries

Let F, be a finite field with ¢ = p™ for some prime p and positive integer m,! and let C be
a smooth projective curve over F, with genus g > 1. There exists an abelian variety, called
the Jacobian of C, denoted J¢, of dimension g such that Jo(F,) is isomorphic to the degree
zero divisor class group of C' over F,. Assume there exists a prime /N dividing the order of
Jo(Fy), with ¢ < N < ¢9. A subgroup of Jo(F,) with order N is said to have embedding
degree k if N divides ¢* — 1, but does not divide ¢° — 1 for all integers 0 < i < k. A pairing
has been understood to embed the subgroup of order IV into the multiplicative group of F,
for some integer k. However, it was shown in [8] that when ¢ is not prime, then the minimal
embedding field is F i, for some rational number K.
The Tate pairing is a (bilinear, non-degenerate) function

Jo(Fye)[N] x Jo(Fgr) /NJo(Fyr) — Fow JF.

One can then map FZ’“ / F;kN isomorphically into the set of Nth roots of unity, uy, by raising

the image to the power

Pairing-based attacks transport the discrete logarithm problem in Jo(Fy) to the discrete
logarithm in a finite field, where there are sub-exponential methods for solving the DLP.
Whenever ¢ is not prime, the smallest finite field containing the Nth roots of unity is actually
F ., where kK = %, and this field may be much smaller than Fgx. So for pairing-based
cryptosystems, one would like to find curves with k’ large enough for the DLP in the minimal
embedding field to be difficult, but with embedding degree k small enough for computations
to be feasible. For most non-supersingular curves, the embedding degree is enormous. We will
give a sequence of (non-supersingular, non-ordinary) 2-rank 1 curves with small embedding
degree.

The fact that there exist simple abelian surfaces with characteristic polynomial of Frobe-
nius f(t) = t* + a1t® + ast? + qait + ¢* € Z[t] for certain conditions on a; and ap is
shown in [15], but that there exists a Jacobian of a curve defined over F, with such a
characteristic polynomial is due to [11]. So we have that (a1, a2) determines the Fy-isogeny
class of the Jacobian of a smooth projective curve C of genus two defined over F,, with
#Jo(Fy) = ¢ +arq+az+ay + 1.

-1
N

! We view F, as a general field extension, though for practical cryptographic applications, one
usually restricts to prime degree field extensions in order to avoid Weil descent attacks.



We use the results of [11] for curves of 2-rank 1 in Theorem 1, letting C' be a curve of
genus two over F, of the form y? + 2y = az® + ba® + cx? 4 dx, where a € F7 and b,c,d € .

We consider when N, 1 = 2222,72:1 is a prime2 for some r > 0 and odd L > 5. These primes
are of the form AAL _:’11 where L is prime and A is a positive integer; if the behavior follows that

of the primes % and there is no algebraic factorization, then we would expect there to be
infinitely many such primes, and that the number of such primes with L < M is asymptotic
to wfolg%M for fixed A [4]. Experimental evidence seems to confirm this for » = 0,2, 3.

Our families of curves will be those whose Jacobian is such that its group of IF,-rational
points has order divisible by N, 1, and whose (a1,a2) have a specific description to be
explicitly given later.

3 Family of primes and their embedding degrees

We must first prove several lemmas that will enable us to achieve our main result. We begin
by noting that r = 1 never yields a prime.

Lemma 1. Let L > 5 be odd. Ny 1, = Q;QLij'll s not a prime.

9p? gttt

Proof. Let P = 2841 No.r,. We see that 9p? = 22L 4 2L+l 4+ 1. Qo N = T

241
L+41 L+41
(3P—2"2 )(3P+2 2 )
2241

Ly Lyl
is greater than 1. Now Ny 1, € Z and 22 4 1 is prime, so (22225—) € Z or (35257—) € Z.

Since 3P + 25" = 2L + 1+ 2" equals 5 only if L = 1 and 3P — 23" = 2L 41— 2%
equals 5 only if L = 3, then this is a nontrivial factorization when L > 5. Thus, N, is not
prime for L > 5.

Now L is odd, so L + 1 is even. So Ny f, =

, and for L > 1, each factor

We now determine the embedding degree for a general prime N over F,. We let ordxp
be the smallest positive integer = such that p* =1 mod N.

Lemma 2. Let ¢ = p™ for some prime p and positive integer m, N be a prime not equal

to p, and k be the smallest positive integer such that ¢* =1 mod N. Then
ordyp

~ ged(ordyp,m)’
Proof. Let D = ged(ordyp, m). We observe that
1= porde = (porde)m/D = (pm)orde/D mod N,
so since ¢ = p™ and k is the smallest integer such that ¢¥ = 1 mod N, then we have
| oy
We also know that ordyp | mk, and this implies OrdTNp | k. But ged (rdxp z) =1,

D
therefore it must be that OrdTNp | k. Thus we have k = OrdTNp and the proof is complete.

2 Ny = 92"(L=1) _ 92"(L=2) 4 92"(L=3) _ 92"(L—4) | . . _ 92" | 1, so clearly N, € Z forr > 0
and odd L > 5.



Motivated by this understanding of k, we determine ordy, ,2 via the following lemmas.

Lemma 3. Letr >0 and L > 5 be odd. If N, = L is prime, then L is prime.

27'L+
22" +1
Proof. We first note that if A = ab for positive integers a, b where bis odd, then x%+1 | 2441
for any integer z. To see this:

Z‘A +1= xab +1= (xa + 1)(xa(b—1) _ xa(b—2) _|_xa(b—3) it 1)

Thus 2% + 1 |24 + 1.
Now, if our odd L is not prime, then L = ab for odd a,b > 1. By the above argument,
22" 4122 41 and 222 + 1| 22"F 41 imply that 2 QQT L | 27 P41 By if 2

T +1 s prime,
then it must be that a = L, and hence L is prime.

227 +1

Lemma 4. Letr >0 and L > 5 be odd. If N, 1 = L is prime, then orthLQ =9ortlp,

2TL+
22741
Proof. We have (22" + 1)N,.;, = 2L 4 1. So 22'L = —1 mod N, 1. This implies 22~
1 mod N, r. So ordy, .2 | 27 T1L. But by Lemma 3 we know that L is prime, so it must be
that either ordy, ,2 = 27 or ordy, 2 = 27 for some 0 < j <7+ 1.

We know that N, r > 227(L=2) > 923 - 22" 1 for L > 5, therefore, ordy, ;2 # 27
for0<j<r+1.

Now suppose ordy;, , 2 = 27L for some 0 < j < r. Then

22’L = 1 mod Ny = (22jL)2T7j =1mod N, 1,
= 22'L =1 mod N, 1.

But we know that 22"F = —1 mod Ny . Thus it must be that j =r + 1 and so ordy, 2 =
2T+1L.

We are now able to state the embedding degree & of a group of order N, 1, where ¢ = 2™
for a specific range of m. Here we study the traditional embedding degree k. In Section 6,
we will revisit this understanding and consider a separate indicator that takes into account
the minimal embedding field.

Lemma 5. Let N, 1 =
L+1
2

W be prime for somer > 0 and odd L > 5,1 <m <2"(L-1)-1
and also allow m = in the case that r = 0, and let k be the embedding degree of the curve
C with respect to Ny 1,. Then k = 2"1=% when ged(ordy, 2, m) = 2°L fori € {0,...,r—1},
and k = 2" 'L when ged(ordy, , 2,m) = 2¢ fori € {0,...,r+1}.

Proof. By Lemma 4, we know that ordy, ,2 = 2"+ L. Suppose
ged(ordy, ,2,m) = 2°L for 0 < i < r — 1. (Note that ¢ < r — 1 since ged(ordy, ,2,m) =
2L <m < 2"(L —1) —1.) Then by Lemma 2,

ordy, , B ort+ly,

— : — 2T+17i'
gcd(ordN,L , M) 2L




Now suppose ged(ordy, , 2,m) = 2¢ for 0 < <+ 1. Then

= OrdNr'L2 = 2T+,1L = 2T+17iL.
ged(ordy;, 2, m) 20

(Note that since 27;1’: € Z and L is odd, then i <r+1.)

We note that the embedding degree k is unbounded as L is unbounded. We now seek to
find curves over F, associated with Jacobians whose group of F,-rational points has order
divisible by N, r.

4 Genus 2 curves for a given [ -isogeny class of Jacobians

We know that the (aq,a2) determines the Fg-isogeny class of the Jacobian of a curve of
genus two [16]. The following theorem is a consequence of [11] and gives the conditions for
a curve defined over a field of characteristic two associated with such a Jacobian to exist.
(This statement combines Lemma 2.1, Theorem 2.9 part (M) and Corollary 2.17 of [11], as
it appears in [12].)

Theorem 1. Let ¢ = 2™ for a positive integer m. There exists a curve of the form y® +
ry = ax® + bx® + cx® + dx, a # 0,b,c,d arbitrary, with characteristic polynomial f(t) =
t* 4 a1t + ast? + qait + ¢2 if the following conditions hold:
1. aq is odd,
2. la1| < 4./,
3. (a) 2|a1|\/q — 29 < az < ai/4+2q,
(b) as is divisible by 2I™/21
(c) A= a? — 4day + 8q is not a square in Z,
(d) § = (az + 2q)? — 4qa? is not a square in Zy (the 2-adic integers).

The authors of [11] show that the conditions on a; and as in Theorem 1 guarantee
that the Jacobian of the given curve has 2-rank 1, in other words is neither ordinary nor
supersingular. A converse is also proven in [11], but we will not need it for our result. We
use this theorem to establish the existence of genus two curves with specific conditions on
(@1, az). We then show these are the conditions needed so that the order of Jo(Fy) is divisible
by NT,L'

We first give a lemma that will be used in the proof of the next proposition.

Lemma 6. If a,b,c are integers, with a,b > 0, and 24(2° — 1) = c¢(c + 1) then a < b.

Proof. Suppose c is even. Then ¢+ 1 is odd. So 2% | ¢, and ¢ = 2%z for some odd integer x
such that |z| > 1, and z(c+1) = 2° — 1. Then 2° = (2% +1) + 1. If x > 1, then 2° > 29 42
and so b > a. If z < 1, then 2° = |z|(2%|2| — 1) +1 > 2% and so b > a.

Now suppose ¢ + 1 is even. Then ¢ is odd. So 2% | ¢+ 1 and ¢ + 1 = 2%z for some odd
integer x such that |z| > 1 and zc = 2° — 1. Then 2° = 2(2%¢ —1)+1. If > 1, then 2° > 29,
and s0 b > a. If x < 1, then 2° = |2|(2%|x| + 1) + 1 > 2%+ 2, and so b > a.



Proposition 1. Let g =2, r >0 and L > 9 be prime. When m = %, let apy =1 and

as = —2™, and when (TZIL} <m<2(L—-1)—1, let a; = —1 and ay = 2™ + 222",

These a1 and as satisfy the conditions for the existence of the curves of genus 2 in Theorem
1.

Proof. We first note that since L > 9, then m = % > 5. Now, clearly a; is odd and
la1| < 4,/q in both cases of the proposition.

Let us show 2|a;|\/q — 2¢ < az < af/4 + 2q. The first case (when a; =1 and a; = —¢
for m = %), gives 2,/q —2q < —q < 1/4 + 2q, wrhich is true for L > 9. Now consider the
second case (when a; = —1, and ay = 2™ + 22m—2"L);

2/q—2¢<ax<1/4+2q

2m/2+1 o 2m+1 S om + 22m72TL S 1/4 + 2m+1.

Clearly the first inequality holds. The second inequality holds if 222" < 2™ which holds
if m < 2"L. This is true since m < 2"(L — 1) — 1.
Let us show 2[™/21 | ay. Clearly the first case is true: 2[™/21 | —2™_ Now consider the

second case:
2[m/2] | om | 22m—2"'L

<= 2m —2"L > [m/2]
— |3m/2] > 2"L
<~ m > [2"T1L/3]

Thus the condition holds.

Now we show A = a? —4ay+8¢ is not a square in Z. The first case yields A = 1+3-27+2,
Suppose A = 1+3-2"+2 = 22 for some integer z. Since 1+3-2™%2 is odd, then x is odd, so let
x = 2c+1 for some integer c¢. Then A is a square if and only if 3-2™ = 2m(22 —1) = ¢(c+1).
We apply Lemma 6, letting a = m and b = 2. Then A is a square implies m < 2. Thus A is
not a square in 7 for m = %, since m > 5 for L > 9.

The second case yields A = 22m—2"L+2(92"L=m _ 1) 4 1 For contradiction, suppose
A= 227”’2%*2(22%*’” —1)+1 = 22 for some integer x. Since A is odd, then z is odd, so let
x = 2c+1 for some integer ¢. Then A is a square if and only if 222 £(22"L=m _1) = ¢(c+1).
We apply Lemma 6, letting a = 2m — 2"L and b = 2"L — m. We note that a > 0 since
m > [QT?L] implies [22*| > 2"L, and so 2m —2"L > 0. Also b > 0 since m < 2"(L—1) — 1
implies m < 2"L, and so 2"L — m > 0. Thus A a square implies 2m — 2"L < 2"L — m,

that is, m < QT?L. Since L is prime and L # 3, then 2T;1L ¢ 7, so in fact we have

m < L%J < [%] But we know that [%] < m, so this will not hold, and hence
A is not a square.

Now we show & = (ag + 2¢)? — 4qga? is not a square in the 2-adic integers, Zo. That is,
for 6 = 2*b, we must show that either b # 1 mod 8 or =1 mod 2.
The first case yields § = ¢ —4q = 2mT2(2m=2—-1). So b =2m"2~1 = —1 mod 8 for m > 5.
Therefore ¢ is not a square in Zs for m = %, since m > 5 when L > 9.
Now consider the second case:

5 = (2m + 22m72TL + 2m+1)2 _ gm+2



_ (2m + 22m—2"L)2 + 2m+2(2m + 22m—2"L) + 22m+2 _ 2m+2
— 92m+3 4 92m | 93m—2"L+2 | 93m—2"L+1 gdm—2"t1L _ gm+2

— 2m+2(2m+1 4 2m72 4 22m72TL + 22m72TL71 + 23m72TL72 _ 1)

= ph= 2m72(23 4 1) 4 22m72TL71(2 4 1) 4 23m72T+1L72 —1.

For m > 5, we have

b= 22m72TL71(3) + 93m=2""1L-2 | 049

= 93m 2" L=2(92"LomH13 | 1) _ 1 mod 8.
Now, suppose b = 1 mod 8. Then
b4 1= 23m=2""L=2(92 Lomtlg 1) = 9 ;od 8.

Clearly 3m—2"+1L —2 cannot be greater than or equal to 3. Now if 3m —2"T1L—2 = 2, then
we have 4(22"L=™+13 4 1) = 2 mod 8. But a multiple of 4 cannot be congruent to 2 modulo
8, so this cannot happen. If 3m — 2"71L — 2 = 1, then m = % But L is prime and
L +# 3, s0 m € Z, and this cannot happen as we require an integer m. If 3m —2"+'L —2 =0,
then we have 22'L~™%13 + 1 = 2 mod 8. But an odd number cannot be congruent to 2
modulo 8, so this cannot happen. Thus b #Z 1 mod 8, and so § is not a square in Z,.

Therefore all the conditions for the existence of genus two curves C over F, are satisfied
for the given (aj,as) described in the proposition.

We are now able to state our main result in the following theorem.

Theorem 2. Let N, = 2222T7L_i_+11 be a prime for some r > 0 and odd L > 9. If r = 0,

then for m = % there exists a curve C of genus two over Fom with the property that
#Jc(Fom) =2-3- Ny, and a1 = 1,a0 = —=2™. If r > 0, then for each integer m in the

interval [QT?L} <m < 2"(L—1)—1, there exists a curve C of genus two over Fom with the

property that #Jo(Fam) = 2“’(22T+1)NT7L, where x = 2m—2"L, and a1 = —1,a, = 2™ +2%.

Proof. Let N, p, = 222;% be a prime for some r > 0 and odd L > 9.

We know by Proposition 1, that the (a1, as) stated in the theorem, with m in the specified
range, satisfy the conditions for the existence of a curve C' of genus two over Fom.

First we consider when » = 0 and m = % For a; =1 and ay = —2™, we have

#Jo(Fgm) = 22™ 4-2™ 2™ 1 9 = 22M | 9,

#Jc(Fom) = 28T 42 =228 4 1)
2L 41
2+1°

=2-3- Np, since Ngp, =



Now we consider when r > 0 is an integer not equal to 1, and [%] <m<2"(L-1)-1.

For a; = —1 and as = 2™ + 2%, where z = 2m — 2" L, we have

#Io(Fan) = 227 — 2" 4 27 42 = P 4

=27(22"L 1)
T 22TL 1
=27(2* +1)N,,p, since Ny = 227++1

Thus the theorem is complete.

Now let #Jc(Fy) = hN, . For the most efficient implementation of a pairing-based

2log, g
logy Nr.L

to be approximately 1. For our family of curves, we see that p ~ %, which is often

near 1 and at most 2. In particular, when m = %, we get p ~ % When [%] <m<

2"(L — 1) — 1, the ratio can be as small as p ~ ﬁ and at most p ~ 2 — ﬁ

cryptosystem, we would like the cofactor i to be small, that is, for the ratio p =

In [9], an algorithm for point compression is proposed when the order of an elliptic curve
over Fom is divisible by a power of two. In our case, since #J¢(Fam) is divisible by a high
power of two, these curves may lend themselves to point compression using methods similar
to those in [9].

Table 1 gives some examples of the parameters for curves over F, yielding small embed-
ding degrees k = 8,13, 16, 23,26, 37,46,52. An efficient method of determining the explicit
coefficients of a curve when given the (ai1,a2) parameters that distinguish the Fy-isogeny
class of its Jacobian is not yet established. As such, in Example 1 we have used brute force
with MAGMA code to generate some examples of these curves over small F,.

FEzample 1. We give examples over small F, for » = 0. We let g be a primitive element of
F,.
L=11, m=LH =6, k=11, p~6/5,
C:y?+ay =125+ g823 + 322 + gz,

L=11, m=[27L] =8, k=11, p~8/5,

C:y?4+ay=a®+g"2%+g"x,

L=11, m=2"(L-1)—-1=9, k=22, p~9/5,
C:y?+ a2y =25+ ¢82% + g3z,

L =13, mz%z?, k=26, p~17/6,
C:y?+xy = a5+ ¢%223 + g722 + gz,

L=17, m=%LH =9 k=34, p~9/8,
C:y?+ 2y = 25 + ¢10323 + ¢522 + ga.



k| L |r| m |a1 as P
8137 [2[111]-1] 2™ + 2™ [3/2
8| 89 |2(267|-1[2267 + 2'78|3/2
8 1492|447|-1|2*7 4 22983 /2
13[ 13 ]3] 80 [-1] 257 + 2% [5/3
16[ 13 [3[ 91 [-1] 277 + 28 | 2
23[ 23 |2] 64 [-1] 257 4 27¢ [3/2
23| 23 2| 72 |-1| 27 +2°% |5/3
23| 23 |2| 80 |-1| 250 4 258 |9/5
26] 13 |3 72 [-1] 27 + 2™ [3/2
26| 13 |3| 88 |-1| 258 4+ 2% |9/5
37] 37 [2[104[-1] 2™°% 4- 2%V [7/5
37| 37 |2[112(-1] 2112 4-275 |3 /2
37| 37 |2|120|-1] 2"2° 2% |5/3
37| 37 [2]128|-1[2128 4 2198|9/5
37| 37 [2]136|-1]2'36 4 2124| 2
46[ 23 2 68 [-1] 2% + 2% [3/2
46|23 [2| 76 |-1] 276 + 29 |7/4
46|23 (2] 84 |-1] 284 + 275 | 2
52[ 13 |3] 76 [-1] 27 + 2% [5/3
52| 13 |3| 88 |-1| 258 4-25* |7/4
52| 13 |3 92 |-1| 292 4280 | 2

Table 1. Examples of parameters for families of genus 2 curves over Fam with small embedding
degree k.

5 Size of the embedding degrees

We examine the size of the embedding degrees of the family of curves from Theorem 2. We
find that for cryptographic sizes, these curves always yield embedding degrees such that
k < (log ¢)?, which suggests that the embedding degree may be small enough so that
computations are feasible. (See [1] and [7, Section 5.2.1] for discussion of the probability of
k in this range.)

Proposition 2. Let ¢ =2", N, = 2;%:'11 be prime for somer > 0 and odd L > 5, and k
be the embedding degree of the curve C with respect to Ny . If L > 11, then for each integer

m in the interval fQT?L] <m<2(L—1)—1, k < (log q)%. If L > 15, then when r = 0

and m =Lk < (log ¢)%.

Proof. Let [%] <m < 2"(L—1)—1. By Lemma 5, the largest that k can be is k = 2" 1L,

so it suffices to consider this case. Given the acceptable range for m, it is enough to show
k < (log q)? for m = [27?’:]. Now k < (log q)? if

2rtlp
3

2" L < (log 2 )2

10



2r+1

)2 (log?2)

92" L < 222 (log? 2) L2

— "t < (

— ——— < L.
2r+1(log? 2)
This holds if L > 10 for r = 0. Since we require L to be odd, we can say that L > 11 for
any r > 0 gives the result.
Now let m = % and r = 0. By Lemma 5, it suffices to consider k = 2L. So k < (log ¢)? if

2L < (log 2(E+1)/2)2

L+1\?
— 2L < <;—> (log? 2)
log® 2
= 2AL+1)-2< 2 2L 4 1)

log® 2
<:>0<%(L+1)2—2(L+1)+2.

4—2(log? 2)

This holds if L +1 > =& , that is, if L > 15.

log?2 2
2

6 Minimal embedding field

In [8], we constructed examples to show that the embedding degree k is not always the ap-
propriate indicator of cryptographic security, as the actual minimal embedding field (where
solving the DLP would take place) can be much smaller than suggested by k. In particular,
if ¢ = p™, then the pairings embed into puy which lies in ]F;';QR{NP7 not merely in FZ’“' This
difference in the size of the groups can be quite large, by as much as a factor of m.

To illustrate the discrepancy, we now give a family of curves with a difference of a factor
of m between the extension degrees of the minimal embedding field and the field indicated
by the embedding degree k. This family of curves is such that #Jc(F,) is divisible by a
Mersenne prime N.

Theorem 3. Let ¢ = 2™, and p > 7 be a prime. If N = 2P — 1 is prime, then for each
integer m such that f%ﬂ <m < p—1, there exists a genus two curve C over Fom with the
property that #Jc(Fam) = 22PN, where a; = —1 and ay = 2™ — 22™~P. The embedding
degree is k = p and so the difference in size between the extension degrees of Fyx and the
minimal embedding field For is m.

Proof. First let us show that the conditions of Theorem 1 are met for the existence of genus
2 curves C' when a1 = —1 and ap = 2™ — 22™m~P, Clearly a; is odd, and |a;| < 4,/q. Let us
show 2,/q —2q < ap < 1/4 4 2¢, that is,

2m/2+1 _ 2m+1 S 2m _ 22m7p S 1/4 4 2m+1'

11



Clearly the second inequality holds. The first inequality holds if
2m/2+1 + 22m7p _ 2m(217m/2 + 2m7p) < 92m3.

This holds if m — p < 1. But our restriction that (%ﬂ <m < p-—1impliesm—p< —1, so
we see this condition holds true.
Now let us show that 2[™/21 divides as.

2[m/21 | gm _ 92m=P s o — p > [m/2]

< [3m/2] =z p
<~ m > [2p/3].
Thus the condition holds.
Now let us show A = a? — 4ay + 8¢ is not a square in Z.
For contradiction, suppose A = 1 — 2712 4 22m=p+2 L gm+3 — ] 4 92m—p+2 | om+2 _ 4.2 for
some integer x. Since A is odd, then x is odd, so let x = 2n + 1 for some integer n. Then A
is a square if and only if 22P(2P~™ 4 1) = n(n+ 1), if and only if 2m —p = p—m, that is,
m = 2p/3. But p > 5 is prime, so m is not an integer, thus this cannot happen. Therefore
A is not a square in Z.
Now let us show § = (az + 2¢)? — 4qga? is not a square in Zy. That is, for § = 2%b, we
must show that either b #Z 1 mod 8 or x = 1 mod 2. Now

§=(2m— 92m—p 2m+1)2 _ gm+2
= (2™ — 2P2m — p)? 4 2mH2(2m — 92m=p) 4 92m+2 _ gmi2
— 92m43 4 gm _ 93m—p+2 _ 93m—p+l 4 gdm=2p _ gm+2
2 A2 (Ml gm=2 _ g2mmp _ g2mopl g 98m=2p=2 )
=b=2""232% 4 1) 22 P24 1) § 252
For m > 5, we have
b= —2¥"TPTI3 4 23R ] = MR gpm gy
Now, suppose b = 1 mod 8. Then
b=23""2"2(1 — 2P~ H13) = 2 mod 8

=3m—-2p—-2=1
34+ 2p
7
But p is prime, so m = % ¢ 7. This is a contradiction, so b # 1 mod 8. Thus § is not
a square in Zs. Therefore the conditions of Theorem 1 are satisfied for the existence of a

curve C over F,.
Now let us show that #Jo(Fam) = 22m=P N whenever a1 = —1 and as = 2" — 22m—P,

#Jc(Fom) = ¢° + a1q + az + ay +1 = 27" — 22" 7P

12



= #JC’(]FQM) = 22m—p(2p _ 1) — 92m—p .

Now we find the embedding degree k with respect to N = 2P —1. We see that ordy2 = p,
so ged(ordy2,m) = 1 since m < p — 1. Therefore by Lemma 2, k = p, and the difference in

field exponents is m = m. Thus the proof of the proposition is complete.

In light of [8], we revisit the family of curves presented in Section 4, and now we not
only consider the embedding degree k, but also the minimal embedding field, indicated by

ord
kK = %LQ Table 2 gives the examples of our curves with the sizes (in bits) of the fields

Fgx, F o and the prime-order subgroup, thus providing a more accurate security comparison
between the DLP on the Jacobian of the curve and in the finite field.

k| L |r| m |a; as log, Nr 1|k log, q|k' log, q
837 [2[111]-1] 2™ + 2™ 143 888 296
8189 [2/267|-1[227 4 2178 351 2136 | 712
8 [149(2[447|-1|2*47 4 228|591 3576 | 1192
13[ 13 [3] 80 [-1| 289 4 258 95 1040 | 208
16] 13 (3] 91 [-1] 2T + 273 95 1456 | 208
23|23 |2] 64 [-1] 2% + 23° 87 1472 | 184
23|23 (2| 72 |-1| 272 + 2°2 87 1656 | 184
23| 23 12| 80 |-1| 280 4 268 87 1840 | 184
26| 13 (3] 72 ]-1] 2 + 2™ 95 1872 | 208
26| 13 3] 88 |-1| 288 + 272 95 2288 | 208
37| 37 |2[104]-1] 219F + 250 143 3848 | 296
37| 37 [2]112|-1]2"12 + 276 | 143 4144 | 296
37| 37 12|120]-1| 220 + 292 | 143 4440 | 296
37| 37 2|1128|-1]2128 4 2108|143 4736 | 296
37| 37 12|136|-1|23¢ + 2124|143 5032 | 296
46| 23 |2[ 68 |-1] 258 4 2™ 87 3128 | 184
46|23 (2| 76 |-1| 276 4 260 87 3496 | 184
46|23 2| 84 [-1| 28+ 4 276 87 3864 | 184
52|13 [3] 76 [-1] 27° + 2T® 95 3952 | 208
52| 13 |3| 88 |-1| 288 + 264 95 4368 | 208
3

52|13 |3/ 92|-1| 224250 | 95 4784 | 208
Table 2. Examples of families of genus 2 curves over Fom with appropriate parameters for com-
parison of security.

We recall that the difficulty of solving the DLP in a subgroup of prime 160-bit order of
the Jacobian of a hyperelliptic curve is roughly equivalent to solving the DLP in a finite
field of around 1024-bits. This means that one needs Foer > 21024 "We present the numerical
data in Table 2, recognizing that for some of these examples, the DLP on the Jacobian of
the curve is easy, so the difficulty of the DLP in the finite field is irrelevant. However, for
L > 149, one expects the DLP to be suitably hard in both places.
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7 Concluding remarks

Hyperelliptic curves are receiving increased attention for use in cryptosystems, which mo-
tivates the search for pairing-friendly curves. We have produced a sequence of Fy-isogeny
classes for a family of Jacobians of genus two, 2-rank 1 curves over Fy, for ¢ = 2™, and their
corresponding small embedding degrees. In particular, we gave examples of the parameters
for such curves with embedding degree k < (log ¢)?, such as k = 8,13, 16, 23, 26, 37,46, 52,
so that the computations in I » may be feasible. Our family of curves also yields the ratio
p often near 1 and never more than 2.

We have also given another family of curves over F,, whose minimal embedding field is
much smaller than the one indicated by the embedding degree k. That is, the field exponents
differ by a factor of m, which demonstrates that the embedding degree may be an inaccurate
indicator of security. As a result, we used an indicator k' = % to better examine the
cryptographic security of our family of curves.

An efficient and systematic way of determining the explicit coefficients of a curve when
given the (a1, a2) parameters that distinguish the isogeny class of its Jacobian is not yet
established. This is an area to be explored in future research, so that one can construct such
curves of cryptographic size.
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