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Abstract. In this paper we provide a simple, concrete and improved
security analysis of PMAC, a Parallelizable Message Authentication
Code. We show that the advantage of any distinguisher for PMAC based
on a random permutation is at most ‘r’q”;#, where o is the total
number of message blocks in all ¢ queries made by the distinguisher. In
the original paper by Black and Rogaway in Eurocrypt-2002, the bound
was g,ﬁiz Very recently, Minematsu and Matsushima in FSE-2007,

have provided a bound 1%@2 where ¢ is the maximum block length of

all messages queried by the distinguisher. Our new bound is better than
both original and recently proposed bound and guarantees much more
security of PMAC. We also have provided a complete, independent and
simple combinatorial proof. This proof idea may help us to find a similar
result for other MAC algorithms.
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random permutation.

1 Introduction

Modes of operation is an important tool in defining arbitrary length pseudo ran-
dom functions (PRF), pseudo random permutation (PRP) and MAC algorithms.
Intuitively, it is a method which extends a PRF (or PRP) of small and fixed size
domain into a PRF (or PRP) of arbitrary domain. Thus, it is also called as
a domain extension. The first modes of operation is Cipher Block Chaining or
CBC [3] which is a sequential construction. There are many literatures on im-
proving runtime and key size over CBC. Some of them can be found in XCBC [6],
TMAC [12], OMAC [10]. All these constructions are CBC type, sequential and
reducing key size mainly.

Black and Rogaway [7] in Eurocrypt-2002 proposed a parallelizable modes
of operation called as parallelizable Message Authentication Code or PMAC. It
would be more suitable and efficient where a parallel environment is possible. At
the same time it can be implemented in sequential with almost same performance
as CBC types modes of operations. Thus, it would be worthwhile to have an
improved security analysis of PMAC. Besides PMAC and all CBC-type modes
of operations, we have a wide class of DAG based modes of operations provided
by Jutla [11] and Nandi [16]. There are other modes of operations based on
different universal hash families [9,17,18]. Any secure modes of operation can



provide a MAC algorithm since any PRF is proven to be a secure MAC. Thus,
in this paper we mainly consider PRF security analysis of PMAC based on a
small domain PRP.

Intuitively, if a keyed family of functions is known as pseudo random func-
tion if it is hard to distinguish from an ideal keyed family of functions or random
function'. Here, we consider a distinguisher which can make at most g queries
altogether having at most ¢ many blocks with ¢ as the maximum block length
among all queries. Advantage of a distinguisher is roughly measures the success
probability to distinguish a keyed family of functions and arbitrary domain uni-

form random function. In all original papers of all known modes of operations,
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the advantages are O(g—j) (sometimes a weaker bound 0(52—2)) Bellare, Pietrzak

and Rogaway [2] in Crypto-2005 provided an improved bound 12;;?2 + 0(%2) for

CBC. Recently, Minematsu and Matsushima [15] in FSE-2007 have provided

a bound 1%{?2 for PMAC. Even if they have claimed that these are improved

bound, we would like to mention that these bound can be weaker for some at-
tackers. In particular, if an attacker makes only one query of large block length
¢ = g and all other queries have block length one then the original bound [7] for

PMAC is 82%2 whereas the recent bound is 1333 [15].

Our work : In this paper we provide an improved bound for PMAC based
on a random permutation for all possible distinguishers. We show that the ad-
vantage for any distinguisher of PMAC is at most E’q(’;# which is always less
than the original bound [7] as well as the recent bound [15]. We have used a
purely combinatorial approach to prove this bound. In this paper we have pro-
vided a concrete proof. In the original paper [7] one step in the proof of the
main theorem has been intuitively justified which needs rigorous analysis. In
particular, the authors of [7] stated that the advantage is bounded by probabil-
ity of some “bad” event defined in [7]. A similar type of argument was popularly
used in distinguishing pseudo random function and pseudo random permutation
which was later found to be wrong [4]. Thus, a detail argument on this state-
ment is required to understand the proof. On the other hand the proof of the
recent bound of PMAC [15] does not use the same argument, instead it is based
on Maurer’s methodology [14]. Here, we provide a counting based, completely
independent and concrete proof for our proposed improved bound.

Organization of the paper : In section 2 we briefly state MAC and its
related security notions. Then we provide some basic results and terminologies in
section 3 which would be used in this paper. In section 4, we provide a complete
definition of PMAC. An improved security bound is proved in section 5 and
finally we conclude with possible future works in section 6.

! we also call it an uniform random function



2 Message Authentication Codes (MAC) and its Security
Notions

MAC or Message Authentication Code. A MAC is a family of functions
{Fi}rex where Fj, : M — T, M is a message space, T is a set of all tag space
and k € K is a secret key chosen uniformly from a key space. If t = Fj, (M) then
t is called the tag of the message M. In this paper, we assume the following :

1. T = Fan, the finite field of size 2". We can represent Fon by {0,1}"™ with
field addition + (or &, XOR) and field multiplication * (for a suitably chosen
primitive polynomial of degree n). In this paper the choice of the polynomial
is not important and hence we fix a primitive polynomial and the multipli-
cation * on {0,1}" is defined based on the polynomial. We denote 0 = 0"
for the additive identity.

2. M = {0,1}=L = U;< {0, 1} (for a sufficiently large integer L). For example,
L =264,

3. K = {0, 1}Kevken The value of KeyLen or key size depends on the construc-
tion. For example, PMAC based on AES has key size 128 with n = 128.

A distinguisher and its advantage. Func(M,T) is the set of all functions
from M to T. Let {Fy}rex be a keyed function family whose security is to be
considered. Let K be the uniform random variable on K and f = fx is the
induced random variable taking values on Func(M,T). Any random variable
taking values on Func(M, T') is called as a random function. Let u denote the
uniform random variable on Func(M, T') known as uniform random function.

A distinguisher A is an oracle algorithm where O is an oracle from
Func(M,T). A distinguisher can make at most ¢ queries adaptively consist-
ing of at most o many “blocks” (the definition of block will be given later).
Finally, it returns either 1 or 0. Advantage for a distinguisher A® is computed
as follows :

Advy,(A) 2 Advy(A) 2 | PrlAf = 1] - PrlA* = 1] |.

Advy (g, 0) 2 Advy(q,0) 2 max 4 Advy(A)

where the maximum is taken over all distinguishers A making at most ¢ queries
consisting of at most ¢ many blocks. Since we consider the distinguisher with
out any time restriction it is enough to consider a deterministic algorithm. A
random function f is said to be (g,0,¢)-PRF if Adv¢(g,0) < e. MAC forgery
security is also a popular security notion for MAC algorithms. In this paper we
only consider PRF security as it is a stronger security notion than the MAC
forgery security.



3 Some useful Results and Terminologies

In this section we state two interpolation theorems. The strong version of the
theorem would be used to provide our improved security analysis. We also present
some related terminologies on tuples and permutations.

3.1 Interpolation Theorem

We say that M = (M!,---  M9) is g-distinct if M?"’s are distinct where M* €
M. Suppose f' € Func(M, {0,1}") and M is g-distinct. We write f/(@ (M) =
(f/(MY),---, f/(M?)) and call as an g-interpolation of f’. Now we describe our
main tool which says that if the g-interpolation probability for f is close to
that of u then the advantage for any distinguisher is also small. We denote
[|M]]n = (%1 and called it as the number of blocks of M.

Theorem 1. (interpolation theorem)
Suppose for each q-distinct M = (MY, -+ M) with >°1_, |[|M?||,, < o and any
y = ,y9) € ({0,1}™)7 we have

Pr(f@(M) = y] = (1 - ¢) x Pr[u@(M) = y]

then Advy(g,0) < € where f is a random function and u is an uniform random
function on Func(M,{0,1}™).

For any y € {0,1}"%, and any distinct M, Pr[u(?(M) = y] = ; where
N = 2™, Thus above theorem says that if
1—
Yy € ({0,1}™)7, and V g-distinct M, Pr[f(@(M)=y] > qu

= Advy(q,0) <e

This theorem has been proved in [16] and a variant of the theorem has been
proved in [5]. In [16], a strong version of the theorem has been proved. In this
paper we need the strong version of the theorem to prove our improved bound.

Theorem 2. (strong interpolation theorem)
1-— €1

Yy € ({0,1}")7\ Bad, and Y g-distinct M, Pr[f(@(M) =y] > e

Bad
= Advy(q,0) < €1 + €2 where |Nq| < €9

3.2 Some more results and terminologies

We denote P(m,r) = m(m —1)---(m — r + 1) where r < m are nonnegative

integers. The number of ways we can choose distinct aq, - - - , a, from a set of size
m is P(m,r). We denote P(N,q) = N9(1 — dn,4). Thus, on g =1— W.
Consider a s-tuple a = (a1, -+ ,as). We call the size of the tuple, denoted

as |a| by the number of distinct elements. For example, |(1,2,2,3,5,1,3)| = 4.
Two s-tuples a and b are said to be matching (or a is matching tuple with



respect to b) if a; = a; if and only if b; = b;. For example, (z,y,y, 2, w, z, 2)
is matching tuple w.r.t. (1,2,2,3,5,1, 3). Trivially, for any two matching tuples
a and b, |a] = |b|. Now we have following simple and useful lemma. We leave
readers to verify the lemma by themselves.

Lemma 1. Given a tuple a of size r, the total number of matching tuples w.r.t.
a whose elements are from a set of size m is P(m,r).

Suppose a and b are matching tuples with elements from S. Then the total
number of permutations 7 on S such that 7(a1) = by,--- ,m(as) = bs is (|S| —
|a])!. The conditions 7(ay) = by,---,m(as) = bs actually restrict on outputs
of |a| inputs. Outputs of remaining (|S| — |a|) many inputs can be defined in
(15| - Jal)! ways.

Now we state some elementary results which would be used in this paper
frequently.

Lemma 2. 1. Suppose a < b, ¢ are positive integers then § < ZIZ

2. For0< aj,as,--+as<1,(l1—a)(l—ag) - (1—as)>(1—ay—as--—as).

4 Definition of PMAC

In this section we will describe PMAC. Later we will analyze the security of it.
Let 7 : {0,1}" — {0,1}"™ be a permutation. Now we define an extended function,
known as PMAC function, P, : M — {0,1}"™. We first define a padding rule
which makes message size a multiple of n if it is not so.

pad(M) =M | 10° ifn }|M| } (1)

=M otherwise

where s is the smallest nonnegative integer such that s + 1 + |M| is a multiple
of n.

Algorithm PMAC : Y =P, (M)

step-1 Write pad(M) =1 || -+ || ¢ || 2, where £ > 0 and |z1]| = -+ - |z¢| = |2] = n.
\\ We say these x;’s and z as blocks. If £ = 0, then pad(M) is nothing but
z. Thus, £+ 1 is the total number of message blocks for pad(M).

step-2 Compute w = 7(0). \\ Since 7 is a random permutation and kept secret the
value of 7(0) has some distribution and can be used as a part of the key of
the algorithm.

step-3 Compute v; = z; + ¢; *w,1 <@ < L. \\ ¢’s are some fixed distinct nonzero
constants as given in [7]. For our security analysis, we only need that ¢; # 0
and they are distinct. ({0,1}",+, ) is any Galois field GF(2™). One can
think + as @ as it is the simplest operation in both hardware and software.

step-4 Compute w; = m(v;),1 <i < L.
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Fig. 1. PMAC Algorithm : pad(M) =21 || -+ || z¢ || 2, vi = @i +cixw and A =cxw

if n | |[M| otherwise A =0. Py(M) =Y.

step-5 Compute v = z + A+ >, ., w;, where A = ¢ xw if [M] is multiple of n,
otherwise we set A = 0. \\ Again, ¢ is a nonzero fixed constant which is
different from ¢q,co,- -+, and it is given in [7].

step-6 Finally, Y 2 P, (M) = 7(v).

0 and v;’s are intermediate inputs, w and w;’s are intermediate outputs
and v is the final input. The final input v is said to be new if v # 0 and v # v;,
1 < i < /. Given a message M, all these intermediate inputs, intermediate
outputs, final inputs depend only on the underlying permutation 7. If v is new
then we also say that m is new for M. We can define similarly for ¢ distinct
messages M1, .-, M4,

1. We say final inputs are new if all ¢ final inputs are distinct and different
from all intermediate inputs.

2. The underlying permutation 7 is said to be new for M = (M*, ... M) if
the final inputs are new.

3. A new permutation 7 is said to be a good permutation for M with respect
to a g-distinct y = (y!,---,y9) if the set of all intermediate outputs are
disjoint from the set {y1, - ,y?}.

5 Improved Security Analysis of PMAC

Now we give a lower bound of size of the set Iy, = {m : P (M) =y, | Po(M7) =
y?} for g-distinct M = (M*,--- , M9) and ¢-distinct y = (y*,--- ,y9). This esti-
mation provide a lower bound of interpolation probability and hence we can use
strong interpolation theorem.

Let |[M*||, = £; and write M* = M} || --- My, || 2, where |M}| = [2*| = n,
1<i<gand1l<j<¢. Wewriteo' => 7 ¢ and o =0+ qand N =2".
Let A =cxw if n | |M| otherwise A = 0. Given a permutation ,



L. wlr] = m(0), vilr] = ¢; x wr] + Mj,
2. w;[ﬂ] = ﬂ(v; [7r]) '
3. v m] = 2"+ AT+ 30 <y, W]

Definition 1. Given w € Fon, we define vé = ¢ xw+ M; and denote V,, =

1 1 q q : _ 1 1 a q
(0,01, v, ~~-,v1,~~~veq). Given a tuple W = (w,wy, -+ ,wg -+ ,wi, - ,weq)
we define a corresponding input tuple Vw = (V0! - ,v) where v' =

i A 7
2 A D gy, WS-

Given m, we define Wr] = (w[n],wi[x], -+ wj [7],- -, wi[x],- - swy [m]).
We denote Vr] = (0,vi[r],--- v [x],- -, of[x],- - vgq [7],vt[x],- -+ ,v?[n]) Note
that V([r] is the corresponding input tuple of W[r]| and hence V[r] = V.

Let 7, denote the set of s-tuples whose elements are from Fon. We define a
mapping

W : Perm(Fan) — Torqq : W(m) = Wn].
A tuple W = (w,wi, - ,w}l gy wi 'wgq) is said to be permutation compat-
ible if W and V', are matching tuples and we denote the set of all permutation
compatible tuples by 705" C Zor41.

Lemma 3. W(Perm(Fan)) = 72°7" and for any tuple W € 111 of size s
there are (N — s)! permutations m such that W(r) = W.

Proof. Given any permutation W/(r] and V() are matching tuples. Thus,
W(Perm(Fzn)) C TP Conversely, if W = (w,wi,--,w} ) and V', =
0,vi,---, qu) are matching tuples then for any permutation 7 such that 7(0) =

w,m(v}) = wh, W(r) = W. Thus, W(Perm(Fan)) 2 7147 Since [W| = s, we

can choose the above permutations in (N — s)! ways. |

Two tuples are said to be disjoint if they do not have any common elements.
A tuple W = (w,wi, - ,wj - ,w,-- ,wgq) is said to be y-disjoint if W and
y are disjoint. Thus, a permutation 7 is said to be new if (v![x], -, v9[r]) is
disjoint from V() = 0,vi,--- ,qu). For a g-distinct y, a good permutation 7
satisfies two conditions :

L. (v'[x],--- ,v?x]) is disjoint from V) and
2. W and y are disjoint.

Proposition 1. The number of permutations m such that W{r| is y-disjoint is
at least N!(1 — %};f’”q)'

Proof. let S = {0,1}"\ {y', -+ ,y9}. Write S = ;>1.5; (disjoint union) where
S; ={a€S: |V, =i} For a fixed choice of a € S;, the number of matching
tuples W = (a,w}, - ,wgq) with respect to V, where the elements are chosen
from S is P(N — ¢,i — 1) since we can choose (i — 1) distinct elements from
the set of size N — ¢. For any such W, there are (N — 4)! many permutations 7



such that W[r] = W. Hence we have Z‘.T:,Jlrl [Si] x (N —i)! x P(N — ¢, — 1)

K2

permutations 7 such that W{r] is y-disjoint. Now for each 1 <4 <o’ +1,

1. o
P(N—q,i-1) > P(N—l,i—l)x(l—%)l_l > P(N—l,i—l)x(l—a(qu)).
and hence,
Uil 1| % (N — i)l x P(N i~ 1) > NI(1 i)(l M)
i=1 ' v q,? > N! N ¥
_ g2 _
ZN!(l—qa q J+2q)' -

N

Proposition 2. The number of new permutations for 2-distinct (M1, M?) is at
least N!(1 — %&-&-3). Thus, the number of new permutations for q-distinct

M= (M', ... M?) is at least N!(1 — 4(‘1_1)0/}1'5“‘1_1)).

Proof of the proposition is given at the end of the section. It needs several
cases. The second part of the proposition directly follows from the first part.
Since a permutation is new for M implies the permutation is new for M, M
for all choices of ¢; and 5. Note that ), ¢; = o’. From Proposition 1 and
Proposition 2, we can say that the total number of good permutations is at least

N!(1- W). Let Ig be the set of all good permutations.

it Efe]
Lemma 4. For g-distincty, |I, NIg| > P(ﬁ’q).

Proof. Consider the restricted function W : Ig :— 75/41. Now for any W €
W(Ig) with [W| = i we have (N —i)! permutations 7 such that W(w) = W. Since
all these permutations are good (that is, final inputs are new and intermediate
outputs are disjoint from {y!,--- ,y?}) there are (N —i—q)! many permutations
7 such that W(r) = W and 7(v%) = y*, 1 < i < ¢. Let m; be the number of
tuples from W(Ig) with size i. Thus, |Ig| = >, mi(N —i)! and |I¢ N Iy| =

. . I
Ximi(N —i—q)! > %Zimi(]\f*l)!z p‘(ﬁqu)- u
5qo—3.5¢>
@> | >ix(1i%)>(1_61)
N! = P(N,q) x N! = N¢ 1—-6ngq - Nd
where €; = M —0nq- Let Bad = {y : y is not g-distinct }. So, “;72' =1-
w = dn,4. By using strong interpolation theorem, we have Advp,(q,0) <

5(1073.5q2
-~



Theorem 3. (Improved security bound for PMAC)

Let IT be a random function taking uniform distribution on Perm({0,1}"). Let
P be the PMAC random function based on the uniform random permutation
II. Then for any distinguisher A making at most ¢ many queries having at most

o many blocks in total, has distinguishing advantage less than 5‘1‘7;#. Thus,

5qo — 3.5¢>

Advp_(q,0) < o

This is indeed an improved bound.

1204
5+

6424:,?2 where CBC is the cipher-block-chaining MAC algorithms and ¢ is the
maximum block length among all ¢ queries. The original bound of CBC [3] is
2 2
‘323 . Bellare, Pietrzak and Rogaway [2] have claimed their new bound as an
improved bound. But it is easy to see that if we choose ¢ < 3 then the original

bound [3] is better than the new bound [2].

Bellare, Pietrzak and Rogaway [2] have shown that Advesc(g,f) <

In this paper we consider PMAC. Let us write down all the bounds till now
we have for PMAC. In the original paper by Black and Rogaway [7], the bound

s (HD? Very recently, Minematsu and Matsushima [15] in FSE-2007, have

on—1
provided a bound 102[21‘12. Again, the authors have claimed this recent bound as

an improvement bound over the original bound. For example, an adversary is
making (¢—1) queries of block length one and one query of block length g. Then,
8q

0 =2q— 1, ¢/ = q and hence original bound becomes whereas the recent

on
bound is 1gf3 which is not at all an improved bound. So, we should be careful

when we are looking for improved (in real sense) bounds.

E’)crq—3.5q2
2’I’L

In this paper, we have provided a bound . It is easy to see that for

1<g¢<o=>"7!,4,and { = max;/;,

5q0 —3.5¢%  2(0 +1)?
1 .

5qg0 — 3.5¢>  104¢>
2 .

Thus our bound is better than all previously known bounds for PMAC. The
analysis we have used can also be used for other constructions like OMAC which
does not have any improved security analysis yet.

Proof of the Proposition 2

We first assume that ¢1, 5 > 0. We have four possible cases.



Case-1: €1 = £y = £ (say), ] = x2,--- ,x; = x5, 2" = 22

This case can happen only if pad(M!) = M! = M? || 10° = pad(M?) (or in

other way). Let S = {w € Fan : (v],0?) is disjoint from (0,v3, -+ ,v},v3, - ,v})
and A! + 21 £ A% + 22}, Clearly, |S| > N — £ — 1 since
2 — r? 2 2 _ 1
S={00"\ (T2 Ui u{z—=).
C1 — ¢4 C1 C
We write S = L;S; (disjoint union) where S; = {a € S : |V,| = i}. Now for each
a € Sy, there are P(N —1,i—2) tuples Wy = (a,wy, -~ ,wj ,w3, ---, wg, ) such
that W, is matching with Vi = (0,v3,--- v , 03, -+ ,v7 ).
1. For each such tuple we have at least (N —2¢ —2—1i) choices of w} = w? such
that W = (a,wj,--- ,wj ,wi, -+ ,wf ) is matching with V, and (v',v?) is

disjoint from V. This is true since we can choose

wi € {0,1}"\({11}}- :2<j < uf{a}u{w: vt = O,U;}U{w cv? = O,vjl-,vl})

The size of the above set is at least N —(i—1)—({+1)—((+2) = N—-2(—2—i.
2. For each such tuple W, there are (N — ¢)! many permutations such that
W(mr) = W. Hence, the number of new permutations is at least

D ISIP(N — 1,0 — 2)(N — 20 —i — 2)(N —i)!

i N—4—1 N-20—i—2 30+4

> NI >NI(1—- ——

2N —g— >~y =M N

Case-2 : £y = £y = £ (say) and o] = x2,--- ,x} = o2, 2" # 22,

A similar analysis like Case-1 shows that there are at least N!(1 — 252) many
permutations generating new final inputs. Thus, we ignore the detail proof of
this case. Now we assume that z}-- ~x;1 # a3 -xi. Thus, we have either

xf =af,--- ,xy =xj orxy # a7 (without loss of generality).
Case-3: €y > £y :x] =, -+ ,x; = .
We want to choose W = (w, wi, -+ ,wj ,wi, - ,w; )-tuple, such that (v, v} ,v',v?)
is 4-distinct tuple and disjoint from (0,v3,--- , vy ,v5 -+, v}, _;). Note that, here
we choose W such that wi = w?,- - 7“’1%1 = wZ.
1. Let S denote the the set of all w such that (v{,v7,) is 2-distinct and disjoint
from (0,v3,--- ,vl}l,vg e ,v%rl).
wi—z? a, -] z1 @y :
Hence, w # ——=, 222, -2+, ——2 for 2 < j < {y — 1. Thus, |S] > (N —
3 17 Cj—Cuy C1 Cey
25 + 2).
We write S = U;S;, where S; = {a € S : |V,| = i}. Now for each a € 5,
there are P(N — 1,i — 3) tuples Wy = (a,ws, - - - ,w}l,wg, cee wi_l) such

that W is matching with Vi = (0,03, - 71);1,1}%, e ,vi_l).



2. We choose wi & (a,w3, - ,wl}l,wg,--~ ,w?rl) such that v! # O,UJQ- 1<
§ < £3. Thus, total number of choices of w; is at least (N —i+2—fy — 1) =
(N —i — {3 +1). Similarly, we can choose w? in (N —i — f5 — 1) ways (here
we have two more restrictions that wf # wi and v? # vt).

3. For each such tuple W, there are (N — i)! many permutations such that

W(m) = W. Hence, the number of new permutations is at least

D ISIP(N = 1,i = 3)(N = i)/(N —i— by — 1)(N —i — £y + 1)
' N-2%+2 N—i-f—1 N-i—l+]

> N! x - X -
N N—i+1 N —i42
405 + 1

> NI(1 -

> v - 2
Case-4 : w} #* w%
We want to choose (w,w], - ,wt}l,w%, e ,wi)-tuple (some of them may be
equal), such that (vj,v?,v', v?) is 4-distinct tuple and disjoint from (0, vy, - -+, vy ,v3 -+ ,vf,).

1. Let S denote the the set of all w such that (v}, v?) is 2-distinct and disjoint

1 1,2 2
from (0,vg, -+ vy, 05, V).

1.1 .2 2 Ll_.2 .2 1 1 2

Ti—% ri—xp T L% Ty T ; .
Hence, w # e el eel ol e o for2<i</l1,2<j<4s.

Thus, |S| > (N — 201 — 205 + 2).
We write S = U;S;, where S; = {a € S : |[V,| = i}. Now for each a € 5;,

there are P(N — 1,i — 3) tuples Wy = (a, w3, 7wé1,w§, . wé) such
that W, is matching with Vi = (0,03, - ,v}l,vg, e ,vé).
2. We choose wi & (a,w3, - ,w%l,w§,~-~ ,w?g) such that v!' # O,vil,vjz- 1<

i < f1,1 < j < {y. Thus, total number of choices of w% is at least (N —
i+2—4; —0y—1)=(N—i—{; —ly+1). Similarly, we can choose w? in
(N —i—{1 — 0y —1) ways (here we have two more restrictions that w? # wi
and v? # vl).

3. For each such tuple W, there are (N — i)! many permutations such that
W(m) = W. Hence, the number of new permutations is at least

D ISIHP(N = 1,i = 3)(N = )N —i =ty — by = 1)(N =i — £y — by + 1)
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XN—2€1—2f2+2XN—i—€1—€2—1 N—i—tl;—ly+1

> NI
= N N—it1 O
A0y + 40y + 1
S e T R
> VY datl

We note that in all these cases we have assumed that ¢1,fo > 1. Now we
prove the statement for other two possible cases where ¢1 or 5 can be zero.



1. Let /1 = 0 = 5. Thus, v! = cxw+2! or v! = 2! (depending on the padding).
Similarly for v2. It is easy to see that there are at least (N — 3)(N — 1)! =
N!(1 - 2) new permutations.

2. The last remaining case is /1 = 0, but £ > 0. We choose w such that (vl v?)
is disjoint from (0,v3,--- ,v7 ). There are at least (N — 2(3) such choices of
w. Now for each such choice w € S; (as defined in case-3 or case-4), we
have (N — £y — 1 — i) choices of wj, such that v* &€ (0,v7,--- ,v7,,v') and
w} & (w, w3, - ,wgz). Thus, the number of new permutations is at least

D ISIP(N = 1,0 = 2)(N = i)/(N —i— by — 1)

2

N—20 N—i—ty—1
> NI

TN TN it
305 +2)

> NI(1—

Thus, the number of new permutations is at least N!(1 — %).

6 Conclusion

This paper provides a simpler and improved upper bound 5q"§+‘:’q2 for the dis-
tinguishing advantage of PMAC. This bound is always better than the recent as
well as the original bound in a true sense. We have provided a purely combina-
torial approach which seems to be a strong tool in this areas of cryptography.
As a future research work, we hope our improved security analysis can be ex-
tended to have an improved bound on a general class given in [11,16] and other
constructions such as XCBC, TMAC and possibly OMAC.
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