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Abstract

We define a new notion of a reduced lattice, based on a quantity introduced in the LLL paper. We
show that lattices reduced in this sense are simultaneously reduced in both their primal and dual. We
show that the definition applies naturally to blocks, and therefore gives a new hierarchy of polynomial
time algorithms for lattice reduction with fixed blocksize. We compare this hierarchy of algorithms to
previous ones. We then explore algorithms to provably minimize the associated mesaure, and also some
more efficient heuristics. Finally we comment on the initial investigations of applying our technique to
the NTRU family of lattices.

1 Introduction

Although not emphasized in the original LLL paper [14], one can view the LLL algorithm in the following
way: given an input basis B = {by, ba, ..., b,} it monotonically reduces the quantity®

(b, ,by) = W05,
=1

such that this quantity cannot be any further reduced (by a constant multiplicative factor of §) by any
consecutive two dimensional row operations.

Here we use the standard notation in that b} are the orthogonal Gram-Schmidt vectors, satisfying b} =
bi — Ej<i /.L@jb; where Hi 5 = <b7, b;>/|b:|2

In subsequent generalizations of the LLL algorithm, the emphasis moved away from reducing the W-
measure, and instead concentrated on the following property of an LLL reduced basis: that in each of the
two dimensional consecutive projected blocks the first vector has minimal length. Viewed this way, natural
extensions of LLL were to use the Korkine-Zolotarev (KZ) notion of reduced lattices [11, 12] on larger
blocks [18, 19], or to try a Rankin-type strategy of minimizing half-determinants of larger blocks [18, 5].

We go back to examining the W-measure, and study its properties. Firstly we show that if a basis achieves
the minimal W-measure of a lattice then the dual basis achieves the minimal W-measure of the dual of that
lattice, and moreover if there is any operation that reduces it in the primal, then there is a corresponding
operation that reduces it in the dual.

This builds on the work in [8, 9], where it was shown that if a lattice is LLL-reduced, then its dual is
effectively LLL reduced, i.e. no consecutive swaps can reduce the LLL measure in either the primal or the
dual.

Definition 1. A basis {b1,...b,} of a lattice L is called U-reduced if in achieves the minimal VU-measure
over all bases of L. We denote this minimal measure by W 4.

As shown above, we go one step further and call a lattice basis W-reduced if it actually minimizes this
measure, and we define a partial ordering on lattice bases with respect to this measure, i.e.

B<C if ¥(B)<U(Q).

I This quanity was central to the proof of polynomial-time termination of the algorithm in [14], but not discussed in depth
elsewhere.



This is in contrast to the natural ordering on lattices implied by KZ notion and its block extensions,
which is based on a lexicographic ordering on the |bf], i.e.

B<C it ([ba], 03], [U—1]) <tex (€1l [eals - [ep—1l)-

Neither definition is satisfied by just one basis, e.g. neither say how one should order the identity basis.
However the notions of reduction differ even in dimension 3, in that the first vector need not be a smallest
vector in a W-reduced lattice. For example the W-measure is minimized by the basis given by the rows of
the following matrix whenever Y > X > 1 and XY < 2/+/3. However in this case a KZ-reduced basis would
order the (0,0,1) vector first.
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At this point it is worth justifying why the ¥-measure is interesting, since we have seen that it does not
necessarily make the shortest vector go first, and therefore solve the shortest vector problem (SVP).

Firstly one can justify it because it is an isodual measure - if one had placed the shortest vector first in
the example basis 1 then the primal would have been better reduced that the dual with respect to the KZ
notion. In many situations one does not wish to have this discrepancy between primal and dual, e.g. the
NTRU class of lattices are naturally symplectic [6], and therefore an isodual reduction strategy is a natural
one to choose. See [16, 13] for more motivation on isodual lattice reduction: Seysen and LaMacchia also
show several ideas for isodual reduction of lattices, but their techniques do not have the provable properties
of an LLL-based approach.

However even if one is interested in solving approximate-SVP (appr-SVP) we show that blockwise re-
ducing the U-measure is sometimes preferable in practice to a KZ-based approach, i.e. a greedy strategy of
KZ-reducing each block is non-optimal.

We introduce new constants 7; akin to Hermite’s family of constants ~; but with respect to the U-measure
rather than the lexicographic ordering. We show that they begin 1o = \/m, n3 = 3/2,.... We leave for
further work the determination of the other constants 7, for n > 4, and an asymptotic bound on their size.
The PU-measure effectively introduces a whole new field of “sphere packing” (see [3]) with respect to this new
measure.

To show the practical ramifications of our results, we apply our results to the NTRU family of lattices.

2 Mathematics and notation

We take a row-oriented view of matrices and allow some flexibity between basis representations and matrix
representations, e.g. we call a matriz LLL-reduced (resp. W-reduced) if the rows of the matrix form an
LLL-reduced (resp. ¥-reduced) basis.

For a thorough grounding on lattices see [2, 3], however for our purposes the following will suffice: for a
given basis B = {b1,...,b,} of R™ a lattice is defined to be the set of points

yziaibi, aiGZ}

i=1

L = {yER"

Clearly many bases will generate the same set of lattice points; indeed if we represent a basis B by a
matrix B with rows {b1,...,b,} then it is exactly the rows of UB for any U € GL,(Z) that generate these
points.

However it is often convenient to give ourselves even more freedom with matrix representations of lattices
in that one can consider bases of isomorphic lattices too.

Definition 2. Two lattices £, L' are called isomorphic if there is a length-preserving bijection ¢ : L — L’
satisfying ¢(x +y) = d(x) + ¢(y).



In terms of matrix representations this means that if the rows of B form a basis for a lattice £ then the
rows of B' = UBN where U € GL,(Z) and N is orthonormal, form a basis for an isomorphic lattice £,
even though the rows of B’ do not necessarily generate the same points of L.

The point of allowing the extra freedom of post-multiplying by an orthonormal matrix is that if (for
some reason) one can find an integer vector u such that uB’ is small, then wU ~!B is also small, i.e. solving
lattice problems in an isomorphic lattice can help solve them in the original lattice. It is worth noting
that this freedom also allows one to always consider lower triangular lattice bases by forming N from the
Gram-Schmidt procedure?.

Definition 3. If By, By are bases of two isomorphic lattices L1, Lo respectively, and N = Ble_l s or-
thornormal (i.e. in the case U = 1), then we call the two bases rotations of each other.

Definition 4. If By, By are two bases of a lattice L, and U = BlBQ_1 is a lower triangular unimodular
matriz then we call the two bases order equivalent.

It is clear that both of the above notions are equivalence relations on the set of matrices. The order
equivalent notion is close to the notion of an effectively LLL-reduced basis given in [8, 9] in that a basis is
effectively LLL-reduced lattice if and only if it is order equivalent to a LLL-reduced lattice.

As with the analysis in [14] we use a constant § to cope with precision errors and to provide proofs of
polynomial-time completion. We assume 1/4 < ¢ < 1 but usually think of § as very close to 1.

2.1 The properties of V-reduced bases

The Gram-Schmidt vectors b; are invariant under rotations, and multiplication by a lower triangular uni-
modular matrix, so we have the following trivial lemmas.

Lemma 1. If B’ = BN for some orthonormal matriz N, i.e. B’ is a rotation of B, then ¥(B) = ¥(B’).
Lemma 2. If B = UB for some lower triangular matriz U € GL,(Z), then ¥(B) = U(B').

Lemma 3. If B = {by,...,bn} and B' = {by,...,b,} are such that b = b; for all i # j, and b}; = ab; then
U(B') = a"1=70(B).

The dual (or polar) lattice, as given in [2], is defined as the following:

Definition 5 (classical). If {b1,...,b,} is a basis for a lattice L, then there do exist vectors {di,...,dn}
such that

0 otherwise

The lattice which is spanned by {di,...,d,} is called the dual lattice of L.

The following definition of a dual basis will suit our needs better (it fits in better with the present
analysis, and the analysis in [6]), and it is clear that the notions of dual lattice and modified-dual lattice are
isomorphic.

Definition 6 (modified). If {b1,...,b,} is a basis for a lattice L and b; has coefficients (b;)1, ... (b;)n, then
there do exist vectors {di,...,d,} such that

N N ifi=n+1-7j,
(dJ)Z(anrl*J)l - { 0 otherwise,

n

Jj=1

for 1 <14 <mn. The lattice which is spanned by {d1,...,d,} is called the modified-dual lattice of L.

2Tt is worth saying that mathematicians do not always apply this transformation because some non-lower triangular lattice
bases naturally have integer entries (as opposed to general real entries), and putting a lattice in lower triangular form can force
the use of square roots of rational numbers (or real approximations) in this case.



In terms of matrices, if the rows of B form a basis for a lattice £, then the rows of D = J(B~!)!J form
a basis (the modified-dual basis) for the modified-dual lattice of £, where J is the n-dimensional identity
matrix with its rows reversed (i.e. ones on the anti-diagonal).

Example 1. To be explicit, we show below a generic lower triangular 4 dimensional primal basis, and its
modified-dual basis. If

|b1] 0 0 0

p_ | Healbal (b 0 0

paalbi]  ps2lbs] b3 0

paalbr]  pa2lby|  paslb3] 03]

then
|b;"1|71 0 0 0
_ piaalby b3~ 0 0
D:JBltJ: u’4,3|4 el 3*_ .l ,

BV = aapas - pao)b3 70 —palbs ! b3 c|>

ply |05 (po,pz2 — p31)[05] 7" —p2a |05~ [by
where iy = p3apias + pi2,1 (a2 — 13,204,3) — Ha-

Lemma 4. Let B be a basis of a lattice L of determinant A, then

U(B) = A"TN(JB7U).
Proof. We have that
\I’Q(B) 1 . *12(n+1—1
Antl — Antl H|b1| ( )
i=1

|b>7<| >n+1—2i
= T m— (2)
I (5

)

i<n/2 g1
v2(JB~t)
A—(n+1)
where equation 3 follows since the modified-dual basis satisfies |dj| = 1/]b} 1 _,]. O
Corollary 1. If the V-measure is minimized in the primal lattice then it is simultaneously minimized in the

dual lattice.

Corollary 2. If a unitary transformation U is such that ¥(UB) < U(B) then the transformation U’ =
JUTT is such that W(U'JB7YJ) = O(J(UB)™tJ) < W(JB~tJ), i.e. if U decreases the W-measure in the
primal basis B then U’ decreases the ¥-measure in the modified-dual basis D = JB~tJ.

The following lemmas give a concise justification for the “swap” formulae used in [14], and generalize the
result to 3 dimensions. .

Lemma 5.

X X
‘I’2< b (1)2> = (21, +2%,) (z12021)°

€21

Proof. Just as in the analysis in [14] after a “swap”, we may re-triangularize the basis by multiplying on the
right by an orthonormal matrix3

1.1 xT1,2
= > 2 2
w11 w12 [ VEaree  Veateis | _ [ V%1 A 0
To1 0 T1,2 —T1,1 - T1,1T2,1 T1,2T2,1 )
’ \/’7“%,1"’_1‘%,2 \/’7“%,1"’_1‘%,2 \/37%,1+37%,2 \/37%,1+37%,2

3This tranformation can also be used to justify the update formuale for the wij and pig1,; for 7 > 44 1, but we omit the
details.



without changing the W-measure, from which the result is obvious. O

Lemma 6.

v? (i; i;i x(l)s) = (3331 + 33?,2 + ﬂ?fg) ((331,1332,2 - 331,2332,1)2 + ﬂ?f,g (3331 + ﬂf%z))
= ($+2+ 37%3) (£ + 37%3) (3731 + 3332)
t
(43, +12,) U2 (j ! “33)

for some orthonormal change of basis (x2,1,z2,2) — (s,1).

Proof. Let

1 T2,1 w22 O
N = ————= 222 —x21 0

\/37%,1 + x%,z 0 0 1

and let N/ be the top left (2) x (2) orthonormal submatrix of N, then

2 (331,1 x1,2 $1,3) _ \112<(3?1,1 T1,2 $1,3) N>
To1 w22 O To1 w22 O
w1.1w2.1+w1.2m2,2 T1,12,2—21,2T2,1 xl 3
_ \:[12 \/mg,l"‘mg,z \/mg,l"‘mg,z ’

\/37%,1 + x%,z 0 0

2
+x
Y N ot s L3

\/37%,1 + 23, 0
= (af,+aly,+als) ((331,1332,2 — a19%21) + 213 (23, + 373,2))

= (P4 aty) (P 4ot (o3, +a3) )

T1,1T2,1+T1,2T2 2 \/(m1,1w2.2m1,2w2.1)2

where (s,t) = (21,2, 22,2)N’. O
Since lemma 6 shows that W2 is the product of convex functions, we have the following convexity result.

Corollary 3. If

/ /

T T T T T T,

\112 1,1 1,2 1,3 < W, and \112 1,1 1,2 3 < W,
r21 x22 O T21 x22 O

then line between (x1,1,712) and (o 1,27 5) is also so bounded, i.e. for any 0 < a <1
g2 (Trr el o) s ta(rh, —2i2) mis) gy
T2,1 2,2 0
2.2 The constants 7,

Lemma 7. For a lattice L of dimension n and discriminant A, let V,,;,(L) denote the minimal V-measure
taken over all bases B of L, then

U2 (,C) 4 n(n—1)(n+1)/12
min < =
Antl = (35)



Proof. Let A,, = [[~, |bf|. Any LLL-reduced basis of £ has |b},| > (35/4)(m_1)/4A},{m, and |bf| >
(36/4)=m)/2|b% | for i > m, from which we deduce

A = A, f[ b |

i=m-+1

(m—1)/4
()

y 35 n(n—m)/4
- ()

n—m

vV

35 (n—m)(n—m+1)/4
()

SO

4 m(n—m)/4
Ap < <§) Amin,

In which case

2
@2 1 n
Antl Antl <H1Am>
n m(n—m)/4 2
4
< =
(G )

B 4 n(n—1)(n+1)/12
- \3

Lemma 7 shows that the quantity W2, (£)/A"™"! is upper bounded for every lattice £, however some
lattices may have a larger value of W2. (L£)/A"™*! than others. We define the following constants over all

min
n-dimensional lattices:

_ \I/?nin(‘c)
T = MR AR

These constants allow one to bound the W-measure in terms of the determinant, e.g. in the two di-
mensional case we know that for every lattice £ there exists a vector by such that |Z71|2 < meA, and in
the three dimensional case we know that for every lattice £ there exists a pair of vectors by, by such that
|b1]2]03]? < 3 A2, etc.

This can be looked on as an alternative definition of the density of a lattice, as opposed to the traditional
vy |/A1/", which gives rise to Hermite’s constants 7,. In the two dimensional case we have 7o = 75 = /4/3,
but in n > 2 dimensions the two notions differ. We prove that n3 = 3/2 below, but leave the determination
of further constants, and their asymptotic analysis for further work.

O

2

Theorem 1. With n,, defined as above, then nz = 3/2.

Proof. We will show that if |b3]2 = (2/3)|b1|? then there are just two values for |b3|? such that the basis is W-
reduced bases, and if [b}| < \/2/3|b1|, there are none. These critical lattices have W2 /A% = |b;|?/|b3|? = 3/2,
which will prove that n3 = 3/2.

Suppose |b3]2 = (2/3)|b1|?, then for the basis to be LLL-reduced we must have that?

- < <= ba| > |b v’ <1/2.
1 f— |b1|2 f— 97 | 2| —| 1|7 | 271| —_ /

4 Actually this region may be reduced for the proof if we use the fact that the U-measure is isodual, since either a lattice or
its dual will satisfy |b5| < (2/3)'/*]|b1]. We consider te full range in the proof to explicitly show the dual solution.



This area is shown in figure 1(a).

Without loss of generality we can assume the projection of b3 on to the space generated by by, bs falls
within the Delaunay cell around the origin, since there is always some linear combination of by, by to make b3
project in to the Delaunay cell around the origin (and such linear operations do not change the U-measure).

Let a = po2.11b1|,b = |b3], 2 = ps,1|b1], y = ps,2|b3|, then in two-dimensions the vertices of the fundamental
Delaunay cell® are given by:

((a+1)/3,6/3),  ((2—a)/3,-b/3), ((1—2a)/3,—2b/3),
(—(a+1)/3,-b/3), ((@a—2)/3,b/3), ((2a—1)/3,2b/3).

We will show that if |b3]% = (2/3)|b1|?, and none® of the following 3 unimodular transformations” decreases
the W-measure, then there are only two possible W-reduced lattices in the case that p2; > 0. We note the
case fi2,1 < 0 can be handled similarly by changing the second row of Us to (1, 1,0).

0 0 1 0 0 1 0 01
U= <1 0 0)’U2_<0 1 0)’U3_<—1 1 o)’
In figure 2 we plot the possible the possible projections of by such that W2(U; B) = |b1|*|b3|? for three basis
with [b3|> = 2/3,59/72,8/9 and fixing |bz| = 1. It is scaled such that |b;| = 1. Lemma 6 shows that these

“egg-shapes” are just rotations and scalings of each other.
Let © = ps.1|b1|, y = ps,2|b3|, then these equations are given by:

(8 V) = @) e ®)

< v
o 1) - o)
< b
\1:2< S 4 2/3> = (B+y*+2/3) ((bx— (a—1)y)*+(2/3) ((a - 1)2+b2)) Q
a—1 b 0
< v

To show that these equations cover the fundamental Delaunay cell, we will treat the areas, A;, of the
Delaunay cell shown in figure 1 seperately. Let F = {(a,b) | a®> +b*> > 1,a®> <1/2,b*> <8/9,a > 0,b > 0},
and let F' = {(a,b) € F | a®+ b*> = 1}. We note the cases (a < 0,b < 0), (a < 0,b>0), a > 0,b < 0) can
be handled similarly in what follows, but it aids exposition to concentrate on just one of these at a time.

Covering A; We show that for every (a,b) € F, if (z,y) € Ay then (x,y) also satisfies either equation 5
or equation 6. Let A} = {(z,y) € 41 | y<bx/(a+1)} and AY ={(z,y) € A1 | y/z > bx/(a+1)}.

Clearly the points (zo,y0) = (0,0) and (z1,y1) = (1/2,0) satisfy equation 5 for any (a,b) € F, since
b% > 3/4. To see that the point (z2,y2) = ((a +1)/3,b/3) also satisfies equation 5 we plot the function

ren= (5 () ) (6) +3)

5These vertices are the centroids of the the triangles in figure 1, and the faces of the Delaunay cell are therefore given by
segments of the centroids.

6We note that in general the fact that these transformations do not decrease the W-measure is not sufficient to show that a
basis is W-reduced, e.g. consider the basis ((1,0, 0), (0,1, 0), (0,0.5,0.95)).

"The W-measure is only dependent on the first two vectors, so we only show these, and note that these changes of basis can
clearly be extended to (3) X (3) unimodular transformations.




for all (a,b) € F in figure 3(a). It is clear (e.g. by considering partial derivates or simply btudylng the plot)
that this function is bounded by 0 for all (a,b) € F and achieves 0 only at the point (a,b) = (1/2, \/_
Thus (z2, y2) satisfies equation 5, and by convexity (see corollary 3) we know all the points w1th1n the triangle
of vertices {(z0,%0), (z1,¥1), (z2,y2)} also satisfy equation 5, i.e. all (z,y) € Aj.

Now we show that for every (a,b) € F, if (z,y) € A then (z,y) must satisfy equation 6. It follows from

lemma 3 that
2 (T Yy /2 <2 2 y 2/3 < 2
v <a b 0 > e v (aa ab 0 < (ad)%,

so we may restrict ourselves to considering (a,b) € F".
The rotational symmetry allows us to confirm

o o a b 0 o
P2 %1 % 2/3 P2 %1 % 2/3 b —a 0 = P2 %1 % 2/3 < P2
a b 0 a b 0 1 0 0 - ’
0 0 1
a a a b 0
w8 3 V23 e (2 2 V2B [y —a 0 —owr(z 0 V2B g
a b 0 a b 0 0 0 1 1 0 0 ’

for all (a,b) € F’. Again we use a convexity argument to conclude that for every (a,b) € F and (z,y) € AY
equation 6 is satisfied.

Covering A> We show that for every (a,b) € F, if (z,y) € Ao then (z,y) also satisfies either equation 5
or equation 7. Let A, = {(z,y) € Ay | y> —bx/(2—a)} and A = {(z,y) € Ay | y < —bx/(2—a)}.

We have already shown that the points (z1,y1) = (0,0) and (x1,y1) = (1/2,0) satisfy equation 5. To see
that the point (z3,ys) = ((2 — a)/3, —b/3) also satisfies equation 5 we plot the function

2-a\® [(b\? 2 N> 2\ .,
fa(a,b) = (( 3 ) + <3> + 3> ((3) + 3> b
for all (a,b) € F in figure 3(b). It is clear (e.g. by considering partial derivates or bimply studylng the plot)
that this function is bounded by 0 for all (a,b) € F and achieves 0 only at the point (a,b) = (1/2,/3/4).
Thus (z3, y3) satisfies equation 5, and by convexity (see corollary 3) we know all the points w1th1n the triangle
of vertices {(x0,%0), (z1,¥1), (z3,ys)} also satisfy equation 5, i.e. all (z,y) € Aj.
The region AY is slightly more complicated than previous areas in that it is partially covered by equation 5

and partially covered by equation 7.
We have seen that the point (x3,ys) satisfies equation 5, and we will show that

1. the point (z4,y4) = ((1 — a)/2, —b/2) satisfies equation 7 for all (a,b) € F,

2. there is a point (&, ) on the face of the Delaunay cell between (x3,ys) and (x4, y4) that satisfies both
equation 5 and equation 7 for all a,b € F.

By convexity this will enable us to prove that all (x,y) € AY are satisfied by equation 5 or equation 7 for all
(a,b) € F.

The function f3(a,b) = ¥2(((1 —a)/2,—b/2,/2/ —1,b,0)) — b? is plotted in figure 3(c). Again it
can be seen that this function is bounded by 0 and only achleves 0 at (a,b) = (1/3,4/8/9). Thus the point
(4,y4) must satisfy equation 7 for all (a,b) € F.

We now define the point (Z,¢): notice that equation 5 and equation 7 cross whenever

b2z? +2b(1 — a)zy + ala — 2)y* + (2/3)(a(a — 2) +b%) = 0. (8)

This is a hyperbolic equation, and dividing by y? and letting z/y — oo we see that it has asymptotes at
y =bx/(a—1+1). We define the point (£, §) to be the point at which the hyperbola crosses the relevant



edge of the Delaunay cell, i.e. the line y = (b/(a + 1))(z — 1), which can be seen to be explicitly given by®

<(a F1)(=2b+ /2a(2 —a) — b2) +3b —2b+ \/2a(2 — a) — b2>
3b ’ 3 '

(%,9) 9)

This point is shown in figure 1(c), and the function f4(a,b) = ¥2((2,9,2/3),(1,0,0)) — b? is shown in
figure 3(d). Once again the function can be seen to be bounded by 0, but in this case it achieves 0 at the two
points (a,b) = (1/2,4/3/4) and (a,b) = (1/3,+/8/9). Regardless, we have shown the point (Z,y) satisfies
both equation 5 and equation 7, and hence all of Ay is covered.

Covering As The covering of As by equation 6 and equation 7 follows from previous results and the
symmetry of the problem. As before we may restrict ourselves to (a,b) € F’ to minimize the area covered by

equation 6 in which case As is a reflection of As in the line y = —bx/(1 — a), i.e. we can describe all points
Ay = {@y) 1(@,y) = (2,9)N,(z,y) € 43 }
where
(1—a)2—b2 b
2(1—a
N:( ( b) b2—(1—a)2>'
B 2(1—a)
Lemma 1 and lemma 3 then allow us to confirm
(17a)27b2 b 0
(T v V2B _ g (Y 0N (v v V23 2(1=a) b (1a?
a b 0 0 -1)\a b 0 -b Hr
0 0
I AT 2/3
= v (1 0 0
< v
and
(1—a)?—b? b
of oy V2B o (-1 O\( =z y V2/3 TR
‘I’<a—1 b 0 ) =7 (0 1J\a=1 b 0 —b 2i—a)
0
_ g2 7y V2/3
= v (a—l b 0
< b

where (2/,y') = (z,y) N, and the bounds come from the corresponding bounds in As.

Final note We note the left one of the lattices in figure 2 is the regular tetrahedron, and is clearly W-
reduced from it’s symmetry; the right lattice is the dual of the regular tetrahedron and is therefore also
VU-reduced. The middle lattice cannot be W-reduced for any choice of p3 1, f3,2.

We also note that by lemma 3 that if |b3| = «|b;| for some o < 1/2/3 then all the W-measures considered
above decrease independently of |b}|, so the areas A;, As and As are fully covered in this case, i.e. there are
no VW-reduced lattices with o < \/m

O

8Note that the hyperbola actually crosses the line twice, but we are only interested in the instance given.
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Figure 1: Left: the area in which the by vector must lie. Middle: the fundamental Delaunay cell for
p21 = 1/3, |ba] = |b1]. Right: diagram showing the intersection of equation 5 and equation 7, and the
intersection of the hyperbolic equation 8 and the relevant face of the Delaunay cell
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1 0 0 1 0 0 1 0 0

1B 0424 0923 0 1 ¥ 9
2 . 2 L V2 2

% \/% 3 3,1 0'923/1‘3,2 \/; -3 "3 3

Figure 2: The shapes and bases of the two critical 3-dimensional bases (left and right), scaled such that
|b1| = 1. The middle basis is not ¥-reduced for any choice of 31, y3.2.
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Figure 3: Surface plots of W-measures of various bases
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2.3 Properties of V,,-reduced bases

We may extend the notion of a W-reduced basis to blocks, as done in [18].

Definition 7. For 1 < k < n —m + 1 we define the k’th m-block sub-basis of a lattice basis {b1,...,bn}
to be the m-dimensional lattice basis gotten by projecting {bg,...,bk+m—1} in to the space orthogonal to
{bl, ce ;bk—l}-

Definition 8. A n-dimensional basis is called V,,-reduced if every m-block sub-basis is V-reduced.

We first show that the notion of blocks fits well with duality. The proof follows some simple lemmas.

Theorem 2. The modified-dual basis of the k’th m-block sub-basis of {b1,...,b,} is a rotation of the (n —
m + 2 — k) th m-block sub-basis of the modified-dual basis {dy,...,d,}.

Lemma 8. If M € M,(R) is lower triangular, then the inverse of the k’th m-block sub-matrix is the k’th
m-block sub-matriz of the inverse of M.

Proof. The m-block sub-matrices of M are simply the (n —m+ 1) lower triangular (m) x (m) matrices along
the diagonal of M. Simply from the fact that MM ~! =1 and that M is lower triangular we know that the
inverse of these blocks are the corresponding blocks in M 1. O

Lemma 9. If B is lower triangular, then the modified-dual matriz of the k’th m-block sub-matriz of B is
the (n —m + 2 — k) 'th m-block sub-basis of the modified-dual matriz D = JB~*J.

Proof. We consider starting with the lower triangular matrix B and k’th m-block sub-matrix B*) with
indices located between (k, k) and (k+m —1,k+m — 1). Lemma 8 shows that (B(’“))_1 is located between
indices (k, k) and (k+m — 1,k +m — 1) of B™!, and thus (B(k))_t is located between indices (k, k) and
(k+m—1,k+m—1) of B~t. It follows that J (B(k))ﬂ5 J is located between indices (n4+2—k—m,ne—k—m)
and (n+1—k,n+1—k)of JB~tJ. O

Proof. of theorem 2

Lemma 9 proves the result in the case that B is lower triangular. If B is not lower triangular we may
rewrite it as B = TN where T is lower triangular and N is orthonormal. The m-blocks of B are then
rotations of the m-blocks of T.

By lemma 9 the m-blocks of T' are also modified-dual matrices of the m-blocks of JT~'J = .J (BNfl) r=
JB~tJ(JNJ), i.e. the m-blocks of T are rotations of the modified-dual matrix D = JB~t.J. O

Corollary 4. If a matriz B is ¥,,-reduced, then the modified-dual matriz D = JB~tJ is also ¥,,-reduced.

Proof. This follows immediately from theorem 2 and lemma 1. O

Example 2. A worst case LLL-reduced basis is given by

1
1/2 /374

0 /3/16 3/4

0 0 3/8 /27/64

(3/4)n/2

A worst case Vs-reduced basis is given by

1
12 /7
12 \/1/12

—_

P4<1WT§1
~ |~
D w

—/1/12

(=]

1/2

V1/18 2/3

(2/3)(n,—1)/4
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Thus an LLL-reduced basis might have |b%| = (3/4)("~1/2 ~ 0.866"~ " whereas a Vz-reduced basis has a
minimal |b%| = (2/3)("~D/% ~ 0.904"~ 1.

It is interesting to observe how the dual and primal critical lattices merge in the worst case Ws-reduced
basis (this is the root lattice D4).

3 Algorithms

3.1 Minimizing the V-measure in dimension 3

Lemma 10. An LLL-reduced basis B = {b1,bs,bs} is U-reduced if

N 4
By > \/;unﬂ

Proof. We consider all unimodular transformation matrices U which map from the LLL-reduced basis
{b1, b2, b3} to another LLL-reduced basis {c1, c2, c3}. We will show that for all such transformations |e1 [|c3|? >
|b1]4|b3]?, so B must be W-reduced.

If the first row of U is of the form (%,0,0) then |c;|?> > |bi|? and since B is LLL-reduced we know
lcs|? > |b3]?, thus |c1|*|c3]? > |b1]*|b5|%. Otherwise if the first row of U has any other form we know
lea]? > [b5]%, and [c3]? > (3/4)]e1]? so [ex|*e3|* = (3/4)[b5]° > [ba]*[b3]>. O

Lemma 11. If B is LLL-reduced but not V-reduced then the V-reduced basis C is such that

4
ol < i

Proof. Since B is not ¥-reduced we can combine lemma 10 with the formula for ¥(C) < ¥(B):

3 N N 4
Bl <leates® < Il <o

Lemma 10 and lemma 11 motivate algorithm 1 given below.

Algorithm 1 U-reducing a 3-dimensional lattice
LLL-reduce the input basis to form a basis {by, b2, b3}
if 5|2 > \/4/3]b1|? then

return {by, ba, b3}
else
for each vector ¢, |e1|> < 1/4/3]b1|? do
Complete ¢; to a basis {c1, 2, c3}
LLL-reduce {c1, ca,cs} {this just involves LLL reducing {cz,cs}}
if ¥(C) < ¥(B) then
Set {bl, bg, b3} — {Cl, Co, 03}
end if
end for
return {by, ba, b3}
end if
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Figure 4: Range of the W-measure for all LLL reduced lattices of Mg

3.2 Enumerating LLL-reduced bases in arbitrary dimension

Kannan’s algorithm [10] is a way to enumerate all the small vectors in a lattice. By using the provable
bounds on the first vector for LLL-reduced bases one can recursively use this algorithm to enumerate all
possible LLL-reduced bases. The tree-search can be pruned whenever the initial choices made do not form an
LLL-reduced basis. If we are just interested in W-reduced bases then we may prune if the initial choices are
not W-reduced. This gives a provable, but costly method of finding a W-reduced basis in arbitrary dimension.

We do not study the complexity analysis of this algorithm here, but state that for dimension less than 10
the technique is reasonably efficient (less than an hour on a 2.21GHz machine with 1GB of RAM using the
NTL library in Cygwin on a Windows XP machine). The range of values of the ¥-measure, for a lattice® of
dimension 9 are given in figure 4. It is interesting to observe that the W-measure is relatively uniform. In
this example the least value of W-measure corresponded to both the W-reduced basis, and KZ-reduced basis.

3.3 Heuristics for reducing the V-measure in arbitrary dimension

Naively examining the ¥ measure might lead us to noticing that |b;| is raised to the largest power, so we
may try to reduce |b1|, and then with that choice for smallest vector we may aim to reduce |b}|, etc. This
would end up using an SVP-oracle in the same way as the KZ notion of reduction to reduce the U-measure.
For a given blocksize 3 one could then do an algorithm similar to LLL. Although this approach may work
reasonably in practice, the example 1 shows that it does not truly minimize the U-measure, even in dimension
3. We call this the KZ-approach.

However, even limiting ourselves to an SVP-oracle we can do better than this, by considering equation 2.
In this formulation of ¥ we see explicitly that maximizing [0 | is “more important” that minimizing |b3|, in
that it has a higher power associated with it.

Prior work has shown one can maximize |b%| by minimizing |d;| in the dual lattice[9, 8], thus one can
just use an SVP algorithm [10, 1].

9The particular basis Mg was extracted from sub-block a well-reduced NTRU lattice; it is anticipated that it is a “typical”
BKZ-reduced 9-dimensional basis.
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Thus one strategy might be to minimize |b}|, maximize |b}|, minimize |b3|, maximize |b%_,|, etc. While
this heuristic seems reasonable, the example basis 1 again shows that it fails to achieve the minimal W-
measure, even in dimension 3. We call this the balanced approach, although we do note it is not exactly
balanced since it has a slight preference for mimimizing b1 over maximizing b}, rather than the ratio |b1|/|b%|.

This idea can be combined with exhaustive search, in that one may several candidate vectors for small by,
and then for each of these find several candidate large b}, and recurse on the technique. If we only recurse
for to a depth for which exhaustive search is reasonable, and then use the balanced approach to estimate
the W-measure for the middle!?, this can lead to an effective technique. We call this the balanced approach
with search.

4 The hierarchy of polynomial-time algorithms

Essentially this is exactly the algorithm given in [14], i.e. for each consecutive block try to minimize the
W-measure. If one cannot reduce the W-measure of a block then consider the next one, however if one can
reduce it by some constant factor (e.g. 0.99), then do so, and step back to the first block that has changed as
a result of the linear transformation applied. The W-measure monotonically decreases by a constant factor,
so the algorithm must terminate in polynomial time for a fixed blocksize.

5 Experimental results

Experiments are currently being run. We examine the NTRU lattice, with the 80-bit security parameters.

We use the BKZ implementation in the NTL library [20] as a KZ-oracle for arbitrary dimension m (the
blocksize). When finer control over Kannan’s algorithm is needed we use our own implementation. The BKZ
implementation in the NTL library [20] has very good performance on NTRU lattices [7] up to blocksize
around 20, after which performance degrades substantially.

After blocksize 25 it becomes preferable to use the balanced approach given in section 3.3. However,
fascinatingly, the balanced approach fails to make any progress after blocksize around 30, i.e. putting the
smallest vector first (in the primal, then dual, etc.) does not lead to a smaller U-measure. In this case we
use balanced approach with search (typically with checking 3* = 81 combinations of the first two vectors,
and the last two). The balanced approach typically makes a small amount of progress (i.e. the ¥-measure
is slighlty reduced), but the complexity of this approach is prohibitive. Further analysis is currently being
conducted.

6 A further generalization

We note that the KZ-reduced notion and the W-reduced notion can be mixed in that one can define an
ordering on lattices by lexicographic ordering on the W-measure of the sub-basis of a fixed blocksize.

We also note that there are other possible isodual notions of a reduced basis, e.g. lexicographically
minimizing |b1]/|b}|, |b2|/]bf_1|, -... We note that this is the same as our notion in the case n = 3. The
problem with this definition is that a proof of polynomial time termination is non-trivial for n > 3, even
though the method may work well in practice.
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10We would apply the balanced approach with search recursively to the middle, but we need an initial estimate to know
which middle to consider.
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8 Conclusions and open questions

This work opens a number of interesting questions. A first interesting question is to work out the asymptotics
of n,, akin to the known asymptotics of Hermite’s constants. Then it would be interesting to work out a
few more of the n,, constants, and give best guesses for larger n. It would be fascinating to see if/when the
critical lattices for -, and 7, differ.

On the algorithmic side it seems it is likely that there are far more efficient, provable techniques for
reducing the W-measure in blocksize 4,5,6 ..., rather than enumerating all the LLL-reduced(or ¥-reduced)
bases as described in section 3.2. It would be very interesting if there is a reasonaly efficient strategy in
arbitrary dimension.
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