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Abstract.  VEST is a set of four stream cipher families targeted to 
semiconductor applications.  All VEST family members support efficient 
encryption, single pass authenticated encryption, and collision resistant 
hashing in the one low area module.  VEST was submitted by Synaptic 
Laboratories to the ECRYPT NoE eSTREAM project in 2005.  Recently, a 
single digit typographical error was identified in the VEST counter diffuser 
description1.  Shortly afterwards Antoine Joux and Jean-René Reinhard [1] 
published collisions in the counter-diffuser based upon the erroneous 
description.  By extending these collisions across the entire cipher state, they 
were able to explore various attack scenarios.  We prove that the correction of 
the typographical error removes all the exploitable collisions in the counter 
diffuser during key and IV loading operations; thereby establishing that the 
Joux-Reinhard attacks are an artefact of the erroneous description.  Complete 
test vectors are included. 
 

 1. Introduction 
 
VEST is a set of four stream cipher families dedicated to hardware applications.  
VEST is a modern cipher design featuring many desirable properties not found in 
other ciphers.  VEST ciphers support efficient encryption, embedded authentication 
and (keyed & unkeyed) collision-resistant hashing modes of operation with over 90% 
logic reuse between all modes of operation.  VEST ciphers support keys twice the 
length of the security rating to protect against brute force and potential quantum 
computing attacks.  Submitted by Synaptic Laboratories to the ECRYPT NoE 
eSTREAM project [2] and published in 2005, the VEST specifications contained a 
single digit typographic error that was recently discovered in the description of the 
VEST counter diffuser.  The error, incorrectly substituting a 1 for 7, is sincerely 
regretted since the use of an erroneous VEST description can result in collisions in the 
counter diffuser. The correction must be applied.   
 
A. Joux and J. Reinhard [1] explore the above collisions in the counter diffuser and 
describe a “long” IV attack, requiring 222.24 IV set-ups on average, which can create a 
collision in the total cipher state.  The ability to create collisions in the total cipher 
state results in forgeries in the (keyed & unkeyed) collision-resistant hashing mode 
and the ability to encrypt two messages with the same key-stream under different 
IV’s.  The paper then purports to break VEST when using keys equal in length to the 
security claims of the four cipher families.  
 
                                                
1 By Sean O’Neil, one of the co-authors of the original VEST specifications.  See 
http://www.ecrypt.eu.org/stream/phorum/read.php?1,979  
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We acknowledge that collisions in the counter-diffuser, when implemented according 
to the erroneous description, could be exploited during (keyed and unkeyed) hashing 
mode of operation2 and enable an attacker the ability to encrypt two messages with 
the same key-stream.  
 
However, the success of the key recovery attack is contentious.  A. Joux and J. 
Reinhard [1] claim that finding a collision using the IV attacks can reduce the 
complexity of an exhaustive key search by fifty-three bits.  That is, where F is the 
length of the key, that the attack recovers the key used by the cipher using 2max(F/2+4,F-

53) time and 2F/2-4 memory, resulting in the average number of keys to test is 2F-53.  
The attack is clearly not successful when using keys of 2F in length as strongly 
recommended in section 3.3 of the VEST specifications.  Professor D. J. Bernstein 
has performed an independent review of the attack.  Quoting Bernstein’s website [3]:  
 

They claim: “VEST should be considered as broken."  I disagree.  The stated 
attack is slower than a brute-force search on a machine of the same size.  My 
current impression is that a refined attack, parallelizing the Joux-Reinhard 
attack and reducing its memory requirements, uses time approximately 
2^(F/2+4) on a machine of size 2^(F/4); in particular, a 128-bit ProVEST key 
can be found in time comparable to a 100-bit brute-force search. 

 
In any case, given the attack built upon the collision resulting from the uncorrected 
counter-diffuser wiring, we must establish that without the typographic error 
exploitable collisions are not present. 
 
The remainder of our paper proceeds as follows: in section 2 of this paper, we recite 
the analysis describing the fault in the counter diffuser and perform a similar analysis 
on the counter diffuser with the correction.  In section 3 we perform exhaustive 
simulations of key loading and IV loading to prove that controlled collisions cannot be 
introduced in the counter diffuser.  In section 4 we clarify the minimal deviation of the 
correction in relation to the complete VEST specifications.  Section 5 discusses 
naming conventions and we provide a summary of the paper in section 6.  Complete 
source code for all exhaustive tests and the cipher test vectors are embedded as an 
attachment within this PDF.  
 

2.  Formal analysis of the collision and correction in the linear counter 
diffuser 

2.1  Description of the counter diffuser and its properties 
 

                                                
2 The Joux-Reinhard paper incorrectly describes the message digest of the (keyed or 
unkeyed) collision resistant hash as a MAC.  This leads the reader to believe that the 
authenticated encryption mode of operation in VEST has been compromised.  No 
such analysis on the AE mode of operation was performed and the security of the 
VEST AE MAC remains unchallenged.  
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In section 2.2 of the Joux-Reinhard attack [1] a description of the VEST linear counter 
diffuser with the typographic error is as follows: 
 

The linear counter diffuser is a 10-bit value used to disturb the core 
accumulator.  Every cycle, the linear counter diffuser is updated linearly with 
the 16-bit output from the counter.  As in [the vest specifications] we note dr

j 
the value at step r of bit j of the linear counter diffuser.  We note 
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The linear counter diffuser update function can be written as: 
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Matrix M having more columns than rows has a non zero kernel, generated by 
vectors: 

(1,0,0,0,1,1,1,1,0,0,0,0,0,0,0,0)T, 
(1,1,1,1,0,1,1,0,1,1,1,0,0,0,0,0)T, 
(0,1,1,0,0,0,1,0,1,0,0,1,0,0,0,0)T, 
(0,1,0,1,1,0,1,0,1,0,0,0,1,0,0,0)T, 
(1,1,0,1,1,0,0,0,0,0,0,0,0,0,1,0)T, 
(0,1,0,1,0,0,0,0,0,1,0,0,0,1,0,1)T 

.           
 
The Joux-Reinhard attacks [1] exploit a property in the first kernel vector in the table 
above (highlighted in bold) where none of the last eight registers is used.  A linear 
expansion of the lower eight counter bits to nine-bits in the faulty counter diffuser 
results in 128 distinct collisions.  The ability to readily choose from a wide range of 
collisions during the hashing mode of VEST is the prerequisite from which all the 
proposed attacks are derived. 
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 2.2  Description of the correct counter diffuser 
 
A single digit typographic error exists in the wiring selection in the VEST 
specifications.  The input c1

r
1  of dr+1

6 of the counter diffuser should be c7
r
1.  The 

counter diffuser in section 2.2 of the VEST specifications should have read as: 
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The matrix M in the analysis by Joux-Reinhard is rewritten as:  
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having a null space generated by the following vectors: 
 

(0,1,1,1,1,0,0,1,1,1,1,0,0,0,0,0)T, 
(1,1,1,0,1,1,0,1,0,0,0,1,0,0,0,0)T, 
(1,1,0,1,0,1,0,1,1,0,0,0,1,0,0,0)T, 
(1,0,1,0,1,0,1,1,1,1,0,0,0,1,0,0)T, 
(0,1,0,1,0,1,1,1,0,0,0,0,0,0,1,0)T, 
(0,1,1,1,0,1,0,0,1,0,0,0,0,0,0,1)T 

 
It is easy to see that no non-zero vector in this null space can possibly be all zeros in 
the last eight bits.  It is not possible for an attacker to introduce a collision when 
loading data into the lower eight counters. 
 
The corrected cipher test vectors are embedded as an attachment in this PDF and can 
be retrieved using recent versions of the Adobe “Acrobat Reader” application.  
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 3.  Controlled collisions are impossible with the corrected VEST 
specifications 
 
In the VEST design, on every clock cycle, bit 1 of each of the 16 counters (c0:1 to 
c15:1) and the output of the ten diffuser bits (d0 to d9) are linearly combined and stored 
in the ten diffuser bits (d0 to d9).  In section 3.1 it is conclusively shown that attacker 
controlled collisions cannot be introduced into the counter diffuser by performing 
exhaustive analysis of all possible inputs patterns for all possible states of the counter 
diffuser.  In section 3.2 the correctness of this model is then validated by executing a 
bit-level accurate model of the front end of the VEST-4 cipher including the full 16 
counters and counter-diffuser.  
 

 3.1  Testing hashing mode of operation 
 
When VEST runs in hashing mode (also used to load the IV) the higher eight counters 
(c0:8 to c15:1) operate autonomously and the lower eight counters (c0:1 to c7:1) accept 
eight new bits of input every clock cycle.   
 
When exhaustively testing the counter diffuser module eight new bits of input are 
loaded directly into bits c0:1 to c7:1.  There are 28 states for the high eight counters and 
210 diffuser states.  There are 214.9 combinadics in the system of 2-combinations from 
the set of 28 possible inputs to the lower eight counters.  Out tests search for collisions 
across the counter diffuser state for each of the 214.9 combinadics for all of the 218 
states.  Collisions were detected when using the faulty counter diffuser wirings.  No 
collisions were found with the corrected counter diffuser wirings.  
 
These results are confirmed using three bit-level accurate instances of the counters 
and counter diffuser of the VEST-4 cipher.  The first instance is called the reference 
instance and the second instance is called the chaser instance; the third instance is 
called the explorative chaser instance and is frequently reinitialised with a copy of the 
current chaser instance.  The reference and chaser instances are initialised with all 
ones according to the VEST specifications.  The reference engine is supplied a 
random eight bit input and records 10-bits of output.  An iterative search process now 
begins: the reference instance is again supplied a random eight bit input and records 
10-bits of output.  For all possible 28 inputs, explorative chaser instances are 
initialised from the chaser instance and supplied a distinct eight bit value and generate 
20-bits of output.  A collision occurs when the output of two explorative chaser 
instances matches the last 20-bit bits of output of the reference instance.  A decision is 
made on which of the eight-bit inputs resulting in a collision to follow.  The chaser 
module is cycled once with the chosen input and the resulting 10-bit output is 
recorded.  The search process is repeated an arbitrarily large number of times.  
Collisions were detected when using the faulty counter diffuser wirings.  No 
collisions were found with the corrected counter diffuser wirings.  
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 3.2  Testing key loading mode of operation 
 
When VEST runs in keying mode, the sixteen counters behave as a simple sixteen bit 
wide shift register, loading one new bit of key material every clock cycle.  
 
When exhaustively testing the counter diffuser module, the sixteen counter bits (c0:1 
to c15:1) are mapped as a simple shift register.  A new key bit is loaded into the least 
significant bit c0:1 and the most significant bit c15:1 is discarded.  There are a total of 
216 counter states, for each of these states there are only two possible state transitions.  
There are a total of 210 counter diffuser states.  Our tests search for collisions across 
the counter diffuser state when loading the two possible inputs for each of the 226 
states.  No collisions were found in the faulty or corrected counter diffuser wirings.  
 
These results are confirmed by exhaustively loading all keys of n-bit in length into a 
bit-level accurate model of the counters and counter diffuser of the VEST-4 cipher 
and searching for identical counter diffuser outputs also resulting in identical state.  
All key lengths up to and including twenty bits were tested.  Probabilistic testing of 
key lengths up to and including thirty-two bits has also been performed.  No collisions 
were found in the faulty or corrected counter diffuser wirings.  
 

 3.3  Summary of exhaustive analysis 
 
It is impossible to introduce controlled collisions in the counter-diffuser during key-
loading or IV-loading operations with the typographic error removed.  These results 
are confirmed by executing exhaustive tests on the bit-level accurate front-end models 
of the VEST-4 cipher.  The Joux-Reinhard attacks are clearly an artefact of a single 
digit typographic error in the wiring choices in the VEST cipher specifications.   
 
The source code for the four exhaustive tests is embedded as an attachment in this 
PDF and can be retrieved using recent versions of the Adobe “Acrobat Reader” 
application. 
 

 4.  Minimal deviation from published VEST specifications 
 
In the VEST specifications and source code, one wire out of 8300+ wires was 
incorrectly assigned.  The correct wire has now been assigned.  No changes are made 
to the fundamental structure or operation of the cipher.  
 

 5.  Nomenclature 
 
We propose that: 

 

the VEST specification submitted to Phase 2 of the eSTREAM project (a.k.a. 
“VEST P2”) be called “VEST P2.0”;  
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and the VEST specification with the correction of the typographical error be 
called “VEST P2.1. 

 

 7.  Summary 
 
There was a single digit typographical error in the wiring selections in the VEST 
specifications that came through into VEST P2.0.  As Joux and Reinhard have shown, 
VEST can be attacked if it is implemented with that erroneous wiring selection.  
 
The error has been corrected.  We have illustrated that the corrected construction 
remains injective in respect of inputs to the lower eight counters and studied its 
behavior during keying and hashing modes of operation. Results obtained from 
exhaustive analysis of all possible inputs to the corrected counter diffuser when 
performing key and IV loading protocols prove that collisions are not present in the 
corrected counter diffuser during these operations.  
 
We conclude that this correction renders all the attacks suggested by Joux-Reinhard 
impossible and that, with the wiring correction applied, VEST security remains 
uncompromised in all modes of operation.  This is true even if key lengths equal to 
the claimed security parameter of each cipher are used. 
 
Clearly, the fundamental structure and operation of VEST remains unchanged, as 
does the authors’ original strong recommendation published in the VEST 
specifications that key lengths should be at least double the claimed security 
parameter.  
 
The authors would like to thank Antoine Joux and Jean-René Reinhard for studying 
the VEST cipher and publishing their analysis and Sean O’Neil for pointing out the 
correction of the typographic error in the wiring selection in the VEST specifications.  
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/*\
 *
 * VEST counter diffusor test
 * Written by Benjamin Gittins
 * Copyright (c) Synaptic Laboratories Ltd. 2005-2007
 * Patent applications pending on VEST ciphers
 *
\*/
#include <stdio.h>
#include <stdlib.h>
#define DEBUG_PRINTF			0
#define	u32						unsigned long
#define bit(x,n)				(((x)>>(n))&1)

static const char* status [2] = { "PASS", "FAIL" };


/*
** Version 0:	ProVEST / VEST P2.0
** Version 1:	VEST P2.1					Typographic Correction
*/
static u32 update_diffusor (u32 d, u32 v, u32 version)	
{
	u32				x;

	x = (bit(d,1) ^ bit(v,1) ^ bit(v, 4) ^ bit(v, 5) ^ bit(v,11) ^ bit(v,13) ^ 1);
	x^= (bit(d,2) ^ bit(v,0) ^ bit(v, 2) ^ bit(v, 6) ^ bit(v, 8) ^ bit(v,14)    ) << 1;
	x^= (bit(d,3) ^ bit(v,3) ^ bit(v, 4) ^ bit(v, 7) ^ bit(v,10) ^ bit(v,15)    ) << 2;
	x^= (bit(d,4) ^ bit(v,0) ^ bit(v, 3) ^ bit(v, 5) ^ bit(v, 9) ^ bit(v,12)    ) << 3;
	x^= (bit(d,5) ^ bit(v,1) ^ bit(v, 4) ^ bit(v, 6) ^ bit(v,12) ^ bit(v,15) ^ 1) << 4;
	x^= (bit(d,6) ^ bit(v,0) ^ bit(v, 7) ^ bit(v, 9) ^ bit(v,13) ^ bit(v,14)    ) << 5;

	switch ( version ) {
	case 0:              /**/
	x^= (bit(d,7) ^ bit(v, 1) ^ bit(v, 8) ^ bit(v,11) ^ bit(v,14) ^ bit(v,15)    ) << 6; break;
	case 1:
	x^= (bit(d,7) ^ bit(v, 7) ^ bit(v, 8) ^ bit(v,11) ^ bit(v,14) ^ bit(v,15)    ) << 6; break;
	default:             /**/
		exit(-1);
	}

	x^= (bit(d,8) ^ bit(v,2) ^ bit(v, 5) ^ bit(v, 6) ^ bit(v,10) ^ bit(v,12) ^ 1) << 7;
	x^= (bit(d,0) ^ bit(v,0) ^ bit(v, 3) ^ bit(v, 7) ^ bit(v, 8) ^ bit(v, 9) ^ 1) << 8;
	
	// Enable if you wish to test with the last counter diffusor bit 
	// which is only dependent on the higher 8 counters.
	//
//	x^= (bit(d,9) ^ bit(v,8) ^ bit(v,10) ^ bit(v,12) ^ bit(v,13) ^ bit(v,15) ^ 1) << 9;
	
return x;
}


void test_key_load ( u32 version )
{
u32 i;
u32 collisions;
u32 d;				
u32 a, b, c;
u32 A, B, C;

    collisions = 0; 
    printf( "Test Key Loading\n");
    for ( i = 0; i < 1<<16; i++ )							// Test every possible 16-bit input
    {
        A = i;
        B = ((i<<1) ^ 0) & ((1<<16)-1);						// Shift left : load true
        C = ((i<<1) ^ 1) & ((1<<16)-1);						// Shift left : load false
        for ( d = 0; d < (1<<10); d++ )						// Cycle through the full 10-bit Diffusor states
        {
            a = update_diffusor( d, A, version );			// Round 1: Initial state
            b = update_diffusor( a, B, version );			// Round 2: Load true
            c = update_diffusor( a, C, version );			// Round 2:	Load false
        
            if ( b == c )									// Collision?
            {
				#if DEBUG_PRINTF
                printf( "Collision: D: %d, %d <- %d\n", d, b, c );
				#endif
                collisions++;
            }
        }
    }
    printf( "Collisions in Key Loading: %d - %s\n", collisions, status[!!collisions] );
}


void test_iv_load ( u32 version )
{
u32 d;														// Diffusor state
u32 a, b;
u32 A, B;
u32 c8;														// High 8 counter value
u32 i8a, i8b;												// Low 8 counter value : Initilisation Vector loading
u32 collisions = 0;
    
    printf( "Test IV Loading\n");
    
    for ( c8 = 0; c8 < 0x100; c8++ )						// Current state of higher 8-counters
    {
        printf( "High 8 Bits of Counter: %03d / 255 - Collisions: %d\r", c8, collisions );  
		fflush(0);
		for ( d = 0; d < (1 << 10); d++ )					// Cycle through the full 10-bit Diffusor states
		{
			for( i8a = 0; i8a < 0x100; i8a++ )				// Reference 8-bit input to lower counters.
			{
					A = (c8 << 8) | (i8a);					// Assemble 16-bit counter
					a = update_diffusor( d, A, version );	// Calulate result
    
				for ( i8b = i8a+1; i8b < 0x100; i8b++ )		// Test every value higher than reference 8-bit value.
				{
					B = (c8 << 8) | (i8b);					// Assemble 16-bit counter
					b = update_diffusor( d, B, version );	// Calculate result
                        
					if ( a == b )							// Collision?
					{	
						#if DEBUG_PRINTF
						printf( "Collision:\n" );
						printf( "D: %d, A:%d-%d, B:%d-%d\n", d, c8, i8a, c8, i8b );
						#endif
						collisions++;
					}
				}
			}
		}
    }
	printf( "\nCollisions in IV Loading: %d - %s\n", collisions, status[!!collisions]);
}

// Exhaustive Tester searching for collisions within all possible valid inputs 
// to the counter-diffusor during key and IV loading.  
//
int main (int argc, const char * argv[])
{
char *label[2] = { "VEST P2.0", "VEST P2.1" }; 
u32 version;

    printf("Exhaustive analysis of the VEST counter diffusors.\n");
 
	for ( version = 0; version < 2; version++ )
	{
		printf( "\nStatus of Version %s\n", label[version] );
		test_key_load(version);
		test_iv_load(version);
	}
       
return 0;
}



/*\
 *
 * VEST IV loading test
 * Written by Benjamin Gittins
 * Copyright (c) Synaptic Laboratories Ltd. 2005-2007
 * Patents applications pending on VEST ciphers
 *
 * A simple IV loading testing suite. 
 * Records exact inputs / outputs as it progress in memory. 
 * 
\*/

#define VERSION				1			/* 0=P2.0, 1=P2.1               			*/
#define RANDOM_START		0			/* Start search in a random location		*/

#if VERSION == 0
#define ATTACK_LENGTH		0x10		/* List only first 16 collisions			*/
#else
#define ATTACK_LENGTH		0xFFFFF		/* Select number of iterations to taste		*/
#endif

#include <stdio.h>
#include <memory.h>
#include <stdlib.h>

/* Simple support code */

#define u64 unsigned long long
#define u32 unsigned long
#define u16 unsigned short
#define u08 unsigned char
#define CZ 16					/* number of counters */
#define DZ 10					/* bits in the counter diffuser */

#define bit(x,n)				(((x)>>(n))&1)
#define f5(x,a,b,c,d,e)		\
    (bit32(x,a)     |       \
    (bit32(x,b)<<1) |       \
    (bit32(x,c)<<2) |       \
    (bit32(x,d)<<3) |       \
    (bit32(x,e)<<4))

inline u32 asBinary5 ( u08 a, u08 b, u08 c, u08 d, u08 e )
{
    return  (a & 0x01) | (b & 0x02) | (c & 0x04) | (d & 0x08) | 
            (e & 0x10);
}

inline u32 asBinary8 ( u08 a, u08 b, u08 c, u08 d, u08 e, u08 f, u08 g, u08 h )
{
    return  (a & 0x01) | (b & 0x02) | (c & 0x04) | (d & 0x08) | 
            (e & 0x10) | (f & 0x20) | (g & 0x40) | (h & 0x80);
}

inline u32 asBinary10 ( u32 a, u32 b, u32 c, u32 d, u32 e, u32 f, u32 g, u32 h, u32 i, u32 j )
{
return  (a & 0x001) | (b & 0x002) | (c & 0x004) | (d & 0x008) | 
        (e & 0x010) | (f & 0x020) | (g & 0x040) | (h & 0x080) | 
        ((i<<8) & 0x100) | 
        ((j<<8) & 0x200);
}

static const char* status [2] = { "PASS", "FAIL" };
static u32		   found_collisions;

/* RNS counters feedback functions 
*/
static const u32	rns_f[32] =
{
	0xDD1B4B41,	/* [ 0]: 1021       1027=13*79 */
	0xEE72650D,	/* [ 1]: 1009       1039       */
	0x93A1E709,	/* [ 2]:  997       1051       */
	0x9C550E3F,	/* [ 3]:  979=11*89 1069       */
	0xB23F8963,	/* [ 4]:  961=31*31 1087       */
	0xCB0E5AAB,	/* [ 5]:  877       1171       */
	0x9AE3132F,	/* [ 6]:  859       1189=29*41 */
	0x8DC509C7,	/* [ 7]:  817=19*43 1231       */
	0xD70D09C9,	/* [ 8]:  811       1237       */
	0xD6A21F59,	/* [ 9]:  799=17*47 1249       */
	0xE561B0CB,	/* [10]:  769       1279       */
	0xC5F84439,	/* [11]:  757       1291       */
	0xB2E5C68B,	/* [12]:  751       1297       */
	0xD282E3BD,	/* [13]:  727       1321       */
	0xD6DD04AB,	/* [14]:  619       1429       */
	0xECCA941F,	/* [15]:  601       1447       */

	0x94E74373,	/* [16]:  509        515=5*103 */
	0x8666525D,	/* [17]:  503        521       */
	0xD4054B4F,	/* [18]:  487        537=3*179 */
	0xA3660FAD,	/* [19]:  467        557       */
	0xC69C15F9,	/* [20]:  461        563       */
	0xB83A3EC9,	/* [21]:  443        581=7*83  */
	0xF865319D,	/* [22]:  431        593       */
	0xE0CE9AC7,	/* [23]:  383        641       */
	0x8D18BD6D,	/* [24]:  347        677       */
	0xCD0AF563,	/* [25]:  281        743       */
	0xEEB5B411,	/* [26]:  263        761       */
	0xA59C289B,	/* [27]:  251        773       */
	0xD15B7893,	/* [28]:  227        797       */
	0x842BB1D3,	/* [29]:  197        827       */
	0x85F4AB17,	/* [30]:  173        851=23*37 */
	0xD1E122EF	/* [31]:  167        857       */
};

/* RNS counters widths 
*/
static const u32	rns_w[32] = 
    {11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
     10,10,10,10,10,10,10,10,10,10,10,10,10,10,10,10};


/* Store diffuser state as 0xff or 0x00 to minimise bit-shifting logic overheads.
*/
typedef u08 Diffusor; 

/* Logic and state for a single Counter.
*/
typedef struct 
{
    u32     function;
    u08     width; 
    u08     bit[11];
} Counter;

/* Create a new table if you wish to run with VEST-8 or other counters. 
*/
static const Counter template_vest4[CZ] = 
    {
        { 0,  0, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {16, 16, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {17, 17, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {18, 18, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        { 1,  1, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {19, 19, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {20, 20, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        { 2,  2, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {21, 21, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {22, 22, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {23, 23, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {24, 24, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {25, 25, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {26, 26, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {27, 27, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {28, 28, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} }
    };

static void counters_init ( Counter dst[CZ], const Counter src[CZ], u08 randomised )
{
u32 i, j;

    sranddev();
    memcpy ( dst, src, sizeof (Counter) * CZ );			// Load reference model.
    for ( i = 0; i != CZ; i++ )							// Initialise reference model to active model.
    {
        dst[i].function = rns_f[dst[i].function];		// Perform lookup function dynamically, as can't do statically
        dst[i].width    = rns_w[dst[i].width   ];		// Perform lookup function dynamically, as can't do statically
        if( randomised )								
        {
            for ( j = 0; j != 11; j++ )
            {
                dst[i].bit[j] = rand() & 0x1 ? 0xff : 0x00;
            }
        }
    }
}

// Update a single variable length counter
//
static void counter_update ( Counter *c )
{
u32 i, idx, r;

    idx = asBinary5 ( c->bit[0], c->bit[1], c->bit[2], c->bit[6], c->bit[7] );
    
    r   = bit ( c->function, idx );                 // look up operation
    r = r ? 0xff : 0;
    r   ^= c->bit[c->width-1];                      // xor last bit.
               
    for ( i = c->width-1; i != 0; i-- )             // Rotate the counters
    {
        c->bit[i] = c->bit[i-1];
    }
    c->bit[i] = r;                                  // i = 0
}

// use to sanity check counter logic is working correctly.
// 
static u32 counter_period ( Counter *counter )
{
Counter c;
u32 s = 0;

    memcpy ( &c, counter, sizeof ( Counter ) );
    
    // while we have not cycled back to same position.
    do {
        s++;
        counter_update ( &c ); 
    }   while ( !!memcmp (&c, counter, sizeof ( Counter ) ) );   
    
    // printf ( "Cycle: %d\n", s );
return s; 
}

// Sanity Check Implementation
//
static void counter_test ()
{
Counter test[CZ]; 
    
    counters_init( test, template_vest4, 0 );
    
    if ( counter_period( test ) != 1021 ) 
    { 
        printf ( "Counter implementation failed to pass sanity check\n" );
        exit (-1); 
    }
}


// Update all 16 counters with known correct routine. 
// 
static void counters_update ( Counter ctr[CZ] )
{
u32 i;
    for ( i = 0; i < CZ; i++ )
    { 
        counter_update ( &ctr[i] );
    }
}

// Update first 8 counters with 8 bits of data.
//
static u64 counters_load ( Counter *c, u64 input )
{
u32 i;

    // load input into the counters
    //
    for ( i = 0; i < 8; i++ )                      // Load into counters 0 to 7. 
    {
        // Applying to bit zero, which is then shifted into bit one..
        c[i].bit[0] ^= bit (input, i) ? 0xff : 0;   // in8 => lsb first   ; c[i].bit[] => lsb first.
    }
    input >>= 8;                                    // discard lower 8 bits already loaded.
    
return input;
}

// Update 16 counters with 16 bits, shift by 1 loosing the most significant bit. 
//
static u64 counters_load16 ( Counter *c, u64 input )
{
u32 i;

    // load input into the counters
    //
    for ( i = 0; i < 16; i++ )                      // Load into counters 0 to 15. 
    {
        // Applying to bit zero, which is then shifted into bit one..
        c[i].bit[0] ^= bit (input, i) ? 0xff : 0;   // in8 => lsb first   ; c[i].bit[] => lsb first.
    }
    input <<= 1;                                    // shift bits.
    
return input;
}


// Set initial state for diffusor.
//
static void diffusor_init ( u08 d[DZ], u08 randomise )
{
u32 i; 

    sranddev();
    if ( randomise )
    {
        for ( i = 0; i != DZ; i++ )
        {
            d[i] = rand() & 0x1 ? 0xff : 0x00;
        }
    }else{
        memset ( d, 0xff, DZ ); 
    }
} 

// Update the 10 bit diffusor and generate next 10 bits of result.
//
static u64 diffusor_update ( Diffusor d[DZ], Counter c[CZ], u64 result, u08 version )
{
u08      dt [DZ];

    dt[0] = d[1] ^ c[ 1].bit[1] ^ c[ 4].bit[1] ^ c[ 5].bit[1] ^ c[11].bit[1] ^ c[13].bit[1] ^ 0xff;
	dt[1] = d[2] ^ c[ 0].bit[1] ^ c[ 2].bit[1] ^ c[ 6].bit[1] ^ c[ 8].bit[1] ^ c[14].bit[1];
    dt[2] = d[3] ^ c[ 3].bit[1] ^ c[ 4].bit[1] ^ c[ 7].bit[1] ^ c[10].bit[1] ^ c[15].bit[1];
    dt[3] = d[4] ^ c[ 0].bit[1] ^ c[ 3].bit[1] ^ c[ 5].bit[1] ^ c[ 9].bit[1] ^ c[12].bit[1];
    dt[4] = d[5] ^ c[ 1].bit[1] ^ c[ 4].bit[1] ^ c[ 6].bit[1] ^ c[12].bit[1] ^ c[15].bit[1] ^ 0xff;
    dt[5] = d[6] ^ c[ 0].bit[1] ^ c[ 7].bit[1] ^ c[ 9].bit[1] ^ c[13].bit[1] ^ c[14].bit[1];
    
    switch ( version )
    {
    case 0:     dt[6] = d[7] ^ c[ 1].bit[1] ^ c[ 8].bit[1] ^ c[11].bit[1] ^ c[14].bit[1] ^ c[15].bit[1]; break;   /* P2.0 */
    case 1:		dt[6] = d[7] ^ c[ 7].bit[1] ^ c[ 8].bit[1] ^ c[11].bit[1] ^ c[14].bit[1] ^ c[15].bit[1]; break;   /* P2.1 */
    default:
        exit (-1);
    }
       
    dt[7] = d[8] ^ c[ 2].bit[1] ^ c[ 5].bit[1] ^ c[ 6].bit[1] ^ c[10].bit[1] ^ c[12].bit[1] ^ 0xff;
    dt[8] = d[0] ^ c[ 0].bit[1] ^ c[ 3].bit[1] ^ c[ 7].bit[1] ^ c[ 8].bit[1] ^ c[ 9].bit[1] ^ 0xff;
    dt[9] = d[9] ^ c[ 8].bit[1] ^ c[10].bit[1] ^ c[12].bit[1] ^ c[13].bit[1] ^ c[15].bit[1] ^ 0xff;
    
    memcpy (d, dt, sizeof(Diffusor) * DZ );
    
    result <<= 10;
    result  ^= asBinary10 ( 
        dt[0], dt[1], dt[2], dt[3],
        dt[4], dt[5], dt[6], dt[7],
        dt[8], dt[9]               
        );

return result;
}



typedef struct 
{
    Counter     ctr[CZ];                            // Current state of the counter
    Diffusor    dif[DZ];                            // Current state of the diffusor
           
    u08         input       [ATTACK_LENGTH];        // What was the input to the counters
    u16         output      [ATTACK_LENGTH];        // What was the final diffusor output after two rounds
    u32         w_idx;                              // Current Write Index

} Attack;

static void attack_init( Attack *tgt, const Counter *ctr, u08 randomise )
{
    memset ( tgt, 0, sizeof ( Attack ) );
    counters_init ( tgt->ctr, ctr, randomise );
    diffusor_init ( tgt->dif,      randomise );
}

//
// Select a random target path for the chasers. 
//
void attack_reference ( Attack *tgt, u08 version )
{
    tgt->input [ tgt->w_idx ] = rand() & 0xFF;					// select a random 8-bit reference point.
	tgt->output [ tgt->w_idx ] = 
    diffusor_update ( tgt->dif, tgt->ctr, 0, version );			// update diffuser; store the output
    counters_load   ( tgt->ctr, tgt->input [ tgt->w_idx ] );	// load the random value
    counters_update ( tgt->ctr );								// update the counters
    tgt->w_idx++;
}

// On every collision against the reference attack, a new path could be taken. 
//
void attack_chaser ( Attack *tgt, Attack *ref, u08 version )
{
u32 collisions; 
u08 collision [ 256 ];
u16 output; 
u32 i;

Counter     c[CZ];
Diffusor    d[DZ];

    if ( tgt->w_idx + 2 != ref->w_idx ){
        printf( "\nattack_chaser() : Target is not +2 cycles ahead of reference.\n" );
        exit ( -1 ); 
    }

    memset ( collision, 0, sizeof ( collision ) );
    collisions = 0;
    
    for ( i = 0; i != 0x100; i++ )
    {
        memcpy ( c, tgt->ctr, sizeof ( Counter  ) * CZ );
        memcpy ( d, tgt->dif, sizeof ( Diffusor ) * DZ ); 
        
				 diffusor_update ( d, c, 0, version );			// Throw away first output
				 counters_load   ( c, i );						// Load the counters
				 counters_update ( c );							// Update the counters
        output = diffusor_update ( d, c, 0, version );			// Record the 10 bits of output
        
        if ( output == ref->output[ref->w_idx-1] )				// Search for a match. 
        {
            collisions++;
            collision[i] = 1; 
        }
    }
    
    if ( collisions == 0 )
    {
        printf( "Logic error; no matching path between ref & tgt attacks\n" );
        exit ( -1 );
    }else
    if ( collisions > 1 )
    {
		found_collisions = 1; 
        printf( "We have %3d collision(s) at step %3d with inputs: ", collisions-1, ref->w_idx );
        for ( i = 0; i != 0x100; i++ )
        {  
            if ( collision[i] ) { 
                printf( "%3d ", i );
            }
        }
		printf ("\n");
    }
    
    // Just take first entry, 50% of time it will be the same value as the reference engine.  
    // 
    for ( i = 0; i != 0x100 && !collision[i]; i++ );    // take first entry. 
    
	// Advance the chaser module one cycle. 
	//
	tgt->input  [ tgt->w_idx ] = i;			
	tgt->output [ tgt->w_idx ] = 
		diffusor_update ( tgt->dif, tgt->ctr, 0, version ); 
        counters_load   ( tgt->ctr, i ); 
        counters_update ( tgt->ctr );
    tgt->w_idx++;
}


Attack a, b;

int main (int argc, const char * argv[])
{
u64 i;

	printf("\nTesting for collisions when loading the IV in VEST-4 P2.%d: %s\n", VERSION, RANDOM_START ? "Random Start" : "Standard Start");
	printf("Collisions explicitly listed as found\n\n" );
    counter_test();
    
    attack_init ( &a, template_vest4, RANDOM_START );				// Load VEST-4 template
    memcpy ( &b, &a, sizeof ( Attack ) );							// Ensure chaser starts at same location. 
	    
    attack_reference( &a, VERSION );								// Cycle reference
    for ( i = 0; i != ATTACK_LENGTH-1; i++ )						// Iterate Search 
    {
        if ( !(i & 0xfff) ){ printf ("Iteration: %8llu of %8llu\r", i, (u64)ATTACK_LENGTH ); fflush(0); sranddev(); }
        attack_reference( &a, VERSION );							// Cycle Reference
        attack_chaser( &b, &a, VERSION );							// Cycle Chaser
    }
	printf( "Result: %s\n", status[found_collisions] );
    
return 0;
}



/*\
 *
 * VEST key loading test
 * Written by Benjamin Gittins
 * Copyright (c) Synaptic Laboratories Ltd. 2005-2007
 * Patent applications pending on VEST ciphers
 *
 * A very blunt keyloading testing suite. 
 *
\*/

#define VERSION				1			/* 0=P2.0, 1=P2.1                       */
#define SLIDECHECK_BITS     20			/* Test up-to and including this length */ 

#include <stdio.h>
#include <memory.h>
#include <stdlib.h>

/* Simple support code */

#define u64 unsigned long long
#define u32 unsigned long
#define u16 unsigned short
#define u08 unsigned char
#define CZ 16					/* number of counters */
#define DZ 10					/* bits in the counter diffuser */

#define bit(x,n)				(((x)>>(n))&1)
#define f5(x,a,b,c,d,e)		\
    (bit32(x,a)     |       \
    (bit32(x,b)<<1) |       \
    (bit32(x,c)<<2) |       \
    (bit32(x,d)<<3) |       \
    (bit32(x,e)<<4))

inline u32 asBinary5 ( u08 a, u08 b, u08 c, u08 d, u08 e )
{
    return  (a & 0x01) | (b & 0x02) | (c & 0x04) | (d & 0x08) | 
            (e & 0x10);
}

inline u32 asBinary8 ( u08 a, u08 b, u08 c, u08 d, u08 e, u08 f, u08 g, u08 h )
{
    return  (a & 0x01) | (b & 0x02) | (c & 0x04) | (d & 0x08) | 
            (e & 0x10) | (f & 0x20) | (g & 0x40) | (h & 0x80);
}

inline u32 asBinary10 ( u32 a, u32 b, u32 c, u32 d, u32 e, u32 f, u32 g, u32 h, u32 i, u32 j )
{
return  (a & 0x001) | (b & 0x002) | (c & 0x004) | (d & 0x008) | 
        (e & 0x010) | (f & 0x020) | (g & 0x040) | (h & 0x080) | 
        ((i<<8) & 0x100) | 
        ((j<<8) & 0x200);
}

static const char* status [2] = { "PASS", "FAIL" };

/* RNS counters feedback functions 
*/
static const u32	rns_f[32] =
{
	0xDD1B4B41,	/* [ 0]: 1021       1027=13*79 */
	0xEE72650D,	/* [ 1]: 1009       1039       */
	0x93A1E709,	/* [ 2]:  997       1051       */
	0x9C550E3F,	/* [ 3]:  979=11*89 1069       */
	0xB23F8963,	/* [ 4]:  961=31*31 1087       */
	0xCB0E5AAB,	/* [ 5]:  877       1171       */
	0x9AE3132F,	/* [ 6]:  859       1189=29*41 */
	0x8DC509C7,	/* [ 7]:  817=19*43 1231       */
	0xD70D09C9,	/* [ 8]:  811       1237       */
	0xD6A21F59,	/* [ 9]:  799=17*47 1249       */
	0xE561B0CB,	/* [10]:  769       1279       */
	0xC5F84439,	/* [11]:  757       1291       */
	0xB2E5C68B,	/* [12]:  751       1297       */
	0xD282E3BD,	/* [13]:  727       1321       */
	0xD6DD04AB,	/* [14]:  619       1429       */
	0xECCA941F,	/* [15]:  601       1447       */

	0x94E74373,	/* [16]:  509        515=5*103 */
	0x8666525D,	/* [17]:  503        521       */
	0xD4054B4F,	/* [18]:  487        537=3*179 */
	0xA3660FAD,	/* [19]:  467        557       */
	0xC69C15F9,	/* [20]:  461        563       */
	0xB83A3EC9,	/* [21]:  443        581=7*83  */
	0xF865319D,	/* [22]:  431        593       */
	0xE0CE9AC7,	/* [23]:  383        641       */
	0x8D18BD6D,	/* [24]:  347        677       */
	0xCD0AF563,	/* [25]:  281        743       */
	0xEEB5B411,	/* [26]:  263        761       */
	0xA59C289B,	/* [27]:  251        773       */
	0xD15B7893,	/* [28]:  227        797       */
	0x842BB1D3,	/* [29]:  197        827       */
	0x85F4AB17,	/* [30]:  173        851=23*37 */
	0xD1E122EF	/* [31]:  167        857       */
};

/* RNS counters widths 
*/
static const u32	rns_w[32] = 
    {11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,11,
     10,10,10,10,10,10,10,10,10,10,10,10,10,10,10,10};


/* Store diffuser state as 0xff or 0x00 to minimise bit-shifting logic overheads.
*/
typedef u08 Diffusor; 

/* Logic and state for a single Counter.
*/
typedef struct 
{
    u32     function;
    u08     width; 
    u08     bit[11];
} Counter;

/* Create a new table if you wish to run with VEST-8 or other counters. 
*/
static const Counter template_vest4[CZ] = 
    {
        { 0,  0, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {16, 16, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {17, 17, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {18, 18, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        { 1,  1, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {19, 19, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {20, 20, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        { 2,  2, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {21, 21, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {22, 22, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {23, 23, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {24, 24, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {25, 25, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {26, 26, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {27, 27, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} },
        {28, 28, {0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff,0xff} }
    };

static void counters_init ( Counter dst[CZ], const Counter src[CZ], u08 randomised )
{
u32 i, j;

    sranddev();
    memcpy ( dst, src, sizeof (Counter) * CZ );			// Load reference model.
    for ( i = 0; i != CZ; i++ )							// Initialise reference model to active model.
    {
        dst[i].function = rns_f[dst[i].function];		// Perform lookup function dynamically, as can't do statically
        dst[i].width    = rns_w[dst[i].width   ];		// Perform lookup function dynamically, as can't do statically
        if( randomised )								
        {
            for ( j = 0; j != 11; j++ )
            {
                dst[i].bit[j] = rand() & 0x1 ? 0xff : 0x00;
            }
        }
    }
}

// Update a single variable length counter
//
static void counter_update ( Counter *c )
{
u32 i, idx, r;

    idx = asBinary5 ( c->bit[0], c->bit[1], c->bit[2], c->bit[6], c->bit[7] );
    
    r   = bit ( c->function, idx );                 // look up operation
    r = r ? 0xff : 0;
    r   ^= c->bit[c->width-1];                      // xor last bit.
               
    for ( i = c->width-1; i != 0; i-- )             // Rotate the counters
    {
        c->bit[i] = c->bit[i-1];
    }
    c->bit[i] = r;                                  // i = 0
}

// use to sanity check counter logic is working correctly.
// 
static u32 counter_period ( Counter *counter )
{
Counter c;
u32 s = 0;

    memcpy ( &c, counter, sizeof ( Counter ) );
    
    // while we have not cycled back to same position.
    do {
        s++;
        counter_update ( &c ); 
    }   while ( !!memcmp (&c, counter, sizeof ( Counter ) ) );   
    
    // printf ( "Cycle: %d\n", s );
return s; 
}

// Sanity Check Implementation
//
static void counter_test ()
{
Counter test[CZ]; 
    
    counters_init( test, template_vest4, 0 );
    
    if ( counter_period( test ) != 1021 ) 
    { 
        printf ( "Counter implementation failed to pass sanity check\n" );
        exit (-1); 
    }
}


// Update all 16 counters with known correct routine. 
// 
static void counters_update ( Counter ctr[CZ] )
{
u32 i;
    for ( i = 0; i < CZ; i++ )
    { 
        counter_update ( &ctr[i] );
    }
}

// Update first 8 counters with 8 bits of data.
//
static u64 counters_load ( Counter *c, u64 input )
{
u32 i;

    // load input into the counters
    //
    for ( i = 0; i < 8; i++ )                      // Load into counters 0 to 7. 
    {
        // Applying to bit zero, which is then shifted into bit one..
        c[i].bit[0] ^= bit (input, i) ? 0xff : 0;   // in8 => lsb first   ; c[i].bit[] => lsb first.
    }
    input >>= 8;                                    // discard lower 8 bits already loaded.
    
return input;
}

// Update 16 counters with 16 bits, shift by 1 loosing the most significant bit. 
//
static u64 counters_load16 ( Counter *c, u64 input )
{
u32 i;

    // load input into the counters
    //
    for ( i = 0; i < 16; i++ )                      // Load into counters 0 to 15. 
    {
        // Applying to bit zero, which is then shifted into bit one..
        c[i].bit[0] ^= bit (input, i) ? 0xff : 0;   // in8 => lsb first   ; c[i].bit[] => lsb first.
    }
    input <<= 1;                                    // shift bits.
    
return input;
}


// Set initial state for diffusor.
//
static void diffusor_init ( u08 d[DZ], u08 randomise )
{
u32 i; 

    sranddev();
    if ( randomise )
    {
        for ( i = 0; i != DZ; i++ )
        {
            d[i] = rand() & 0x1 ? 0xff : 0x00;
        }
    }else{
        memset ( d, 0xff, DZ ); 
    }
} 

// Update the 10 bit diffusor and generate next 10 bits of result.
//
static u64 diffusor_update ( Diffusor d[DZ], Counter c[CZ], u64 result, u08 version )
{
u08      dt [DZ];

    dt[0] = d[1] ^ c[ 1].bit[1] ^ c[ 4].bit[1] ^ c[ 5].bit[1] ^ c[11].bit[1] ^ c[13].bit[1] ^ 0xff;
	dt[1] = d[2] ^ c[ 0].bit[1] ^ c[ 2].bit[1] ^ c[ 6].bit[1] ^ c[ 8].bit[1] ^ c[14].bit[1];
    dt[2] = d[3] ^ c[ 3].bit[1] ^ c[ 4].bit[1] ^ c[ 7].bit[1] ^ c[10].bit[1] ^ c[15].bit[1];
    dt[3] = d[4] ^ c[ 0].bit[1] ^ c[ 3].bit[1] ^ c[ 5].bit[1] ^ c[ 9].bit[1] ^ c[12].bit[1];
    dt[4] = d[5] ^ c[ 1].bit[1] ^ c[ 4].bit[1] ^ c[ 6].bit[1] ^ c[12].bit[1] ^ c[15].bit[1] ^ 0xff;
    dt[5] = d[6] ^ c[ 0].bit[1] ^ c[ 7].bit[1] ^ c[ 9].bit[1] ^ c[13].bit[1] ^ c[14].bit[1];
    
    switch ( version )
    {
    case 0:     dt[6] = d[7] ^ c[ 1].bit[1] ^ c[ 8].bit[1] ^ c[11].bit[1] ^ c[14].bit[1] ^ c[15].bit[1]; break;   /* P2.0 */
    case 1:		dt[6] = d[7] ^ c[ 7].bit[1] ^ c[ 8].bit[1] ^ c[11].bit[1] ^ c[14].bit[1] ^ c[15].bit[1]; break;   /* P2.1 */
    default:
        exit (-1);
    }
       
    dt[7] = d[8] ^ c[ 2].bit[1] ^ c[ 5].bit[1] ^ c[ 6].bit[1] ^ c[10].bit[1] ^ c[12].bit[1] ^ 0xff;
    dt[8] = d[0] ^ c[ 0].bit[1] ^ c[ 3].bit[1] ^ c[ 7].bit[1] ^ c[ 8].bit[1] ^ c[ 9].bit[1] ^ 0xff;
    dt[9] = d[9] ^ c[ 8].bit[1] ^ c[10].bit[1] ^ c[12].bit[1] ^ c[13].bit[1] ^ c[15].bit[1] ^ 0xff;
    
    memcpy (d, dt, sizeof(Diffusor) * DZ );
    
    result <<= 10;
    result  ^= asBinary10 ( 
        dt[0], dt[1], dt[2], dt[3],
        dt[4], dt[5], dt[6], dt[7],
        dt[8], dt[9]               
        );

return result;
}



#define SLIDECHECK_ENTRIES  (1ULL<<SLIDECHECK_BITS)

typedef struct
{
    u16         output [SLIDECHECK_BITS];				// Output generated by the process
    Counter     ctr[CZ];								// Current state of the counter
    Diffusor    dif[DZ];								// Current state of the diffusor
} SlideCheck;

static void _slidecheck_init( SlideCheck *tgt, const Counter *ctr )
{
    memset ( tgt, 0, sizeof ( SlideCheck ) );
    counters_init ( tgt->ctr, ctr, 0 );					// don't randomise
    diffusor_init ( tgt->dif,      0 );					// don't randomise
}


static void slidecheck_collision ( const Counter *ctr, u08 version )
{
SlideCheck  * tgt;
SlideCheck  reset;
u64         i, j, k, l;
u64         bitpattern;
u32			collisions;

    tgt = (SlideCheck*) malloc ( sizeof ( SlideCheck ) * SLIDECHECK_ENTRIES );	// Allocate Memory
    if ( !tgt ){ printf( "Malloc Fail\n" ); exit(-1); }

     _slidecheck_init( &reset, ctr );											// Initialise counters according to VEST specifications.

    for ( i = 1; i < SLIDECHECK_BITS + 1; i++ )									// Test bit lengths from 
    {
        printf( "Test Input Length: %lld                         \r", i );
		collisions = 0; 
        for ( j = 0; j < (1ULL << i); j++ )										// cycle through all possible combinations. 
        {
            if ( !(j & 0xfff) )													// update screen periodically
            {
                double x = 100; x /= (1ULL << i); x *= j;
                printf( "Test Input Length: %lld : %8lld ( %08.2g%% )\r", i, j, x ); fflush(0);
			}
        
            memcpy ( &tgt[j], &reset, sizeof ( SlideCheck ) );					// load pre-initialised front-end.
            diffusor_update ( tgt[j].dif, tgt[j].ctr, 0, version );				// discard first output. 
            bitpattern = 0;
            
            for ( k = 0; k < i; k++ )											// for as many bits in this search. 
            {
                bitpattern ^= (j >> k) & 1;										// shift next val into least significant bit 
                bitpattern = counters_load16 ( tgt[j].ctr, bitpattern );		// load the counter
                             counters_update ( tgt[j].ctr );					// update the counters
                tgt[j].output[k] =												// save output of diffuser
							 diffusor_update ( tgt[j].dif, tgt[j].ctr, 0, version );
            }
            
            // Extremely Blunt Search for Collision. 
            // Testing larger sizes requires optimising memory handling. 
			// This code has benefit of confidence of correctness
			//
            if ( j != 0 )
            {
                for ( l = 0; l < j; l++ )
                {
                    if ( memcmp( &tgt[l], &tgt[j], sizeof ( SlideCheck ) ) == 0 )
                    {
                        printf( "\nCollision in State and Output: len:%d, %d <=> %d\n", i, l, j );
                    }
                }
            }
        
        } // eof ( j < (1 << i) )
            
		printf( "Test Input Length: %lld  Collisions: %d - %s    \n", i, collisions, status[!!collisions] );
    } // for 1, 2, 3, 4, n bit combinations.. 
    
    free (tgt);
} // slidecheck_collision();


int main (int argc, const char * argv[])
{
    printf("Testing for collisions when loading the key in VEST P2.%d\n", VERSION);
    counter_test();

    slidecheck_collision ( template_vest4, VERSION );	// Run with the VEST-4 counters. 

return 0;
}





VEST-4 P2.0 Root Cipher Test Vectors:
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VEST-8 P2.0 Root Cipher Test Vectors:

128-bit key (no IV)                             : First 128 bits of keystream                     : Hash of an empty message
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20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : C9 43 F7 A7 52 9B 3A D4 60 EE 69 72 28 78 7A 8B
40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : B6 11 A2 40 00 2D FB 2A 76 34 C4 4B C6 15 70 CF
80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 43 61 80 F8 F9 3D 93 C5 CC 26 6B 7D EB 81 0E 7C
00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 51 57 7A 2B 2A 85 52 30 71 1C 02 AC AD 3D A8 13
00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : B7 B3 D7 DB 74 BC D3 A0 82 DB A6 71 BB C8 78 AA
00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : B6 6D 31 C5 7D 8A 79 49 16 D4 5D 06 A4 0C C5 8D
00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : EE 8D CF 84 FB FA 17 6F C4 37 EE D9 D7 AF 3A AF
00 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 55 D1 DF F6 44 F0 AE C0 DC 31 23 99 4C EF BF A6
00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 3E 8A 31 E7 4B 24 C9 AB FC 2C 2C C3 9A C9 BA 48
00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : E3 6E 0F C1 62 D4 12 19 EB CD 9B 9E 36 F8 AB 7E
00 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 1C C1 05 60 EB E0 EC 83 FE 44 1D 70 05 87 55 11
00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 : 9C 8F 9F E5 23 3F 0B 31 D6 4B 65 B5 FD 46 95 99
00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 : 29 16 CA 24 E6 4C 68 BA 95 58 1C 13 0F 57 98 CC
00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 : 5F DA F4 3E 2E A8 30 4F F3 74 59 84 D6 88 15 85
00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 : 28 F2 CE 3E 62 0D E9 56 50 D6 CA C2 5F BB 31 AB
00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 00 : EC 2C C9 F5 92 2B 05 87 24 FB F2 E5 96 EB 75 E5
00 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 : E9 C0 DD E0 96 EB 6D 42 ED B1 5D 26 4C 16 D5 CD
00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 : E1 46 9B F4 0C A5 4F 84 17 8C 28 B5 4D FD 7A BA
00 00 80 00 00 00 00 00 00 00 00 00 00 00 00 00 : BD 53 1D 23 3F 9D 6B 9A 7F 27 12 7C 6F 5D AC 12
00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 : E8 16 43 D3 F8 47 C3 B5 07 F2 3E BF 6C F2 F4 76
00 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 : D9 55 70 F6 AE 11 1D 4B BE FF 09 69 25 5E 91 26
00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 : 3B 06 EA 22 F8 31 9F 23 0F 74 C1 61 F8 8A 00 66
00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 : CC 90 C3 26 F0 78 AF F1 8F 58 3D 7E 3F 06 62 61
00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 : 1D 28 35 36 3E F2 E5 C9 BA 73 D9 3B B2 A6 75 A7
00 00 00 20 00 00 00 00 00 00 00 00 00 00 00 00 : 55 A5 65 8E 11 06 4B AD FF 9E FC 1A 25 9E C6 33
00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 : 8F 6B 25 33 F4 A9 E0 89 7E F7 82 70 0C 35 6B FD
00 00 00 80 00 00 00 00 00 00 00 00 00 00 00 00 : 53 77 35 0C 2F BF E0 E3 72 8C 69 9D 45 27 78 A5
00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 : 5E 42 E4 47 B4 A5 A4 33 19 15 A8 E9 B3 C0 D6 48
00 00 00 00 02 00 00 00 00 00 00 00 00 00 00 00 : 3C C2 BB 32 A5 6D 1B 87 72 DF 82 DE 9D 47 BF 77
00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 : 8D 38 46 7F 9F 30 C5 15 3B C1 D4 6A DF F8 77 E0
00 00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 : 5C 2F 53 E6 22 1F 94 89 A0 30 39 E7 9F CF EF C7
00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 : 64 11 76 97 9B 0C 80 2E 9D C0 62 69 E9 34 2F 91
00 00 00 00 20 00 00 00 00 00 00 00 00 00 00 00 : A2 6C 55 28 5D C0 54 9C 27 02 52 22 17 4F 2A 91
00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 : 56 20 B1 BF BD 09 AC A5 1C 9B 43 39 83 D1 B0 2C
00 00 00 00 80 00 00 00 00 00 00 00 00 00 00 00 : 6D D7 42 99 39 23 9D 55 A0 F9 CC E0 D0 2A A5 9D
00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 : 99 F9 F8 3A C0 57 D6 B8 30 8F BE 89 BC 9A 36 FA
00 00 00 00 00 02 00 00 00 00 00 00 00 00 00 00 : FF 4B 95 BB 59 2F 3C 58 2B FC C9 58 13 F8 50 65
00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 00 : 0E EF 87 0E 84 63 FE 53 11 D3 D5 CF 95 FA D5 18
00 00 00 00 00 08 00 00 00 00 00 00 00 00 00 00 : D2 3F 76 8F FB 29 9F 26 A4 CB 6A C2 35 93 06 6A
00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 : 46 18 2A 77 C6 56 C3 7A 38 9E 14 C6 0C A9 09 58
00 00 00 00 00 20 00 00 00 00 00 00 00 00 00 00 : 1F B0 7D EE 70 46 91 AC 59 EA E5 45 15 DD 12 2A
00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 : 9A 59 0E E1 63 10 9E 1D D0 58 C2 FC D3 DB 53 52
00 00 00 00 00 80 00 00 00 00 00 00 00 00 00 00 : EF 3D 1A 67 9D 63 04 33 70 77 9E EE 88 BA 7D CC
00 00 00 00 00 00 01 00 00 00 00 00 00 00 00 00 : 53 D7 8C 97 5D 19 D6 43 F4 64 DC F3 E6 46 67 D0
00 00 00 00 00 00 02 00 00 00 00 00 00 00 00 00 : 14 99 E4 2A AE C4 3E 3A AA 2A 11 DC D1 49 06 77
00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 00 : 95 A2 88 33 D4 F8 D7 24 C0 7C 3F 9B 29 93 85 F2
00 00 00 00 00 00 08 00 00 00 00 00 00 00 00 00 : 92 0A 4F 0C 3F E0 0B 7F 83 4E B2 4E 56 E9 A1 C2
00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 : 6A 0F 06 21 27 6F 2D 3B 08 E4 2E 51 69 F6 F5 78
00 00 00 00 00 00 20 00 00 00 00 00 00 00 00 00 : 00 BE 1D 21 0C 78 4F AB 81 C1 CC F0 23 46 5A F6
00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 : 0F 64 BC 87 1B 28 52 90 E5 43 20 9B 67 4F 85 23
00 00 00 00 00 00 80 00 00 00 00 00 00 00 00 00 : 27 5E A0 61 94 F5 02 8D 9D 08 21 66 3E 04 16 52
00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 00 : 96 98 1D 60 93 6E 80 ED 42 12 3A 4E 0E 7F A3 EF
00 00 00 00 00 00 00 02 00 00 00 00 00 00 00 00 : 52 50 CC 9E DE D5 DE 7C 2B 97 32 77 26 7C C9 70
00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 00 : 18 50 D5 9A 9A A6 BA C4 5B D6 01 16 2B 3B 40 E7
00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 00 : E9 BF 8D 65 53 77 E8 D9 FA 32 81 98 12 AB F0 26
00 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 : B1 6B 4A 13 85 B2 9E 9D 7A 98 7B 3D 52 87 11 C9
00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 00 : CF 15 7E DF CB D6 FC 0D 05 9C C4 52 D7 2C 89 EA
00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 : 48 3A 91 98 1A 4D 40 EC E7 4C 8E 37 59 11 B6 6F
00 00 00 00 00 00 00 80 00 00 00 00 00 00 00 00 : EA 23 AA 22 8B CE 21 89 3A C1 AB D3 C5 74 85 D6
00 00 00 00 00 00 00 00 01 00 00 00 00 00 00 00 : 1D 02 51 A9 B1 E7 D7 F3 5D 33 C2 66 A4 14 2C 69
00 00 00 00 00 00 00 00 02 00 00 00 00 00 00 00 : C6 D0 63 A9 66 C7 B1 66 2A F7 E2 31 6E E0 0E 66
00 00 00 00 00 00 00 00 04 00 00 00 00 00 00 00 : E8 0F 96 D4 A6 DE 94 87 A7 D9 52 D4 4A 8D 25 DF
00 00 00 00 00 00 00 00 08 00 00 00 00 00 00 00 : D8 99 CA 15 82 54 C2 1A 25 23 7E 3C 58 0A 97 AC
00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 00 : FC 5F AA D1 99 20 7F D0 E7 63 9B B5 85 7E BE 3B
00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 : 7F B3 B0 F6 35 49 2E C7 EF 05 0B 15 FB 9A 64 83
00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 : 10 3A 1C B8 FC B4 68 DE C3 06 23 C3 6C E5 D2 73
00 00 00 00 00 00 00 00 80 00 00 00 00 00 00 00 : EB AD 9E B5 47 36 A3 FC 2C 06 4F 4B 1F 6E 30 0F
00 00 00 00 00 00 00 00 00 01 00 00 00 00 00 00 : 6F 7E 56 4F 6C A0 D4 E9 1E BE AD E5 41 29 43 0B
00 00 00 00 00 00 00 00 00 02 00 00 00 00 00 00 : 6D 88 20 B7 24 C6 3B 8F 53 2A 0C 07 8C 21 5E 31
00 00 00 00 00 00 00 00 00 04 00 00 00 00 00 00 : 4A 7A C1 B6 2C FB E0 B7 18 81 43 A2 98 5D AA CE
00 00 00 00 00 00 00 00 00 08 00 00 00 00 00 00 : 2F 0A 23 07 F8 B0 66 E4 CE 5C 4A 54 03 00 0E AD
00 00 00 00 00 00 00 00 00 10 00 00 00 00 00 00 : 65 55 04 5A EE BC 14 2E 85 26 7B 02 82 20 AC 21
00 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 : C0 5A 62 3E D6 06 28 7B E2 76 F3 D4 26 32 B1 23
00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 00 : 7F 8D 17 65 A8 A7 C1 EB 69 8B ED B8 05 30 C6 6B
00 00 00 00 00 00 00 00 00 80 00 00 00 00 00 00 : 3F 2E DA 1B 3C DF B3 E6 40 CF 75 56 EF A6 08 A6
00 00 00 00 00 00 00 00 00 00 01 00 00 00 00 00 : AD D9 5C 81 66 0A 1A CD 4F 50 72 32 D5 88 2E 0C
00 00 00 00 00 00 00 00 00 00 02 00 00 00 00 00 : 6D 65 D1 F1 31 79 74 6A 0B C5 4C A2 89 9C 97 2F
00 00 00 00 00 00 00 00 00 00 04 00 00 00 00 00 : 1A 99 96 10 D3 6C CF A2 CF BE 76 20 B1 B2 35 53
00 00 00 00 00 00 00 00 00 00 08 00 00 00 00 00 : 0F 35 F4 ED 0B 3E 27 E3 72 0A 88 FB 22 AA B8 72
00 00 00 00 00 00 00 00 00 00 10 00 00 00 00 00 : 5C 09 EE EF 69 01 CB 3D 62 3E 2F 4B AF 8B 56 06
00 00 00 00 00 00 00 00 00 00 20 00 00 00 00 00 : 7A 4F 0D 48 DE B1 6A E1 4A 1F 23 4A B1 F6 BE 98
00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 00 : 30 F2 C6 07 CE D7 0B 99 CE F3 92 90 97 9C B1 1F
00 00 00 00 00 00 00 00 00 00 80 00 00 00 00 00 : A9 A3 30 EE 3B 50 0A 9A 4F AA 8A 61 66 F1 B1 A7
00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 00 : C8 11 2F 3A 11 6A E2 DB 13 2E BB 49 B1 70 ED 01
00 00 00 00 00 00 00 00 00 00 00 02 00 00 00 00 : F4 9B 58 76 92 47 06 98 37 53 F8 20 1B C1 A6 CA
00 00 00 00 00 00 00 00 00 00 00 04 00 00 00 00 : 5F 9F EE 1B 41 8C 2E 0D 4A DC 75 34 7E 25 BF 0C
00 00 00 00 00 00 00 00 00 00 00 08 00 00 00 00 : 09 9B 2E 40 CF BB 3F AA 15 FF BC 92 76 67 B1 2F
00 00 00 00 00 00 00 00 00 00 00 10 00 00 00 00 : 71 61 A4 F7 1C D3 DD B4 41 F3 C9 FA 1D 15 63 7E
00 00 00 00 00 00 00 00 00 00 00 20 00 00 00 00 : EB 85 F2 29 E5 26 4D 03 A0 C1 82 D6 EE B4 36 A9
00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 00 : 45 4A 40 72 E9 0D 65 C8 2B 2E D6 5B 23 02 92 6C
00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 00 : 0F 6D 11 A6 97 61 52 6F 90 68 D1 C1 AA 20 6A B3
00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 : 58 64 4F 7C B1 6C EB 83 B1 F8 32 8A C0 A2 3F E4
00 00 00 00 00 00 00 00 00 00 00 00 02 00 00 00 : 2B 88 10 3D B4 18 2D 6D 68 94 91 6D 34 27 43 26
00 00 00 00 00 00 00 00 00 00 00 00 04 00 00 00 : 62 B7 AD CB 8A FC B1 7C 08 EF A3 DE 77 C7 94 51
00 00 00 00 00 00 00 00 00 00 00 00 08 00 00 00 : 2F D3 55 42 21 A0 5D 07 92 EE 5F C0 9E 7E 34 0D
00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 00 : 52 CE A1 A0 E5 1C 41 B3 32 F9 49 C8 0B E6 7D 08
00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 00 : 0B EC DE 7F D4 0D 8B 56 6A 94 88 6E A1 CE F5 54
00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 00 : 3D 93 73 5C 6E 9D 0E F2 84 0E A1 18 13 F7 AA 67
00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00 : ED 50 9F AB 39 DF 19 B6 7E 24 17 EA BD D9 CC B2
00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 : 29 8B D0 B9 77 4E 76 AD 88 24 43 E7 51 CB 4A 83
00 00 00 00 00 00 00 00 00 00 00 00 00 02 00 00 : 43 8D 07 86 1F F6 E9 66 E1 6F 04 14 D1 27 46 DF
00 00 00 00 00 00 00 00 00 00 00 00 00 04 00 00 : B8 02 F6 C2 07 84 B3 D9 53 6C CF 67 D3 86 A9 06
00 00 00 00 00 00 00 00 00 00 00 00 00 08 00 00 : 75 84 D2 2C 4C 26 90 D7 63 FE AB 00 6D D8 64 4C
00 00 00 00 00 00 00 00 00 00 00 00 00 10 00 00 : FA 80 E6 81 8E A3 2C 31 3D 99 22 9B 5A DA FF 43
00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 : B1 59 8E 8B A3 EA 79 3E C5 75 9E 65 27 F4 31 63
00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 : 52 FA 2A 78 C3 C6 18 E6 CF D0 33 4B 7B 98 60 FF
00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 : B2 97 76 E7 BA C1 74 34 BC F7 02 C8 DA A3 63 4A
00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 : F2 6E 6C 4F 1F 84 2B 0B 3B 05 AA 9F 0C 20 62 0B
00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 00 : 10 3D DD 08 7D 2B AA 31 70 DE 5A 5B 14 4C 76 72
00 00 00 00 00 00 00 00 00 00 00 00 00 00 04 00 : AC C2 F7 3E 18 AB 18 DE 48 E7 59 55 30 EA AD 5C
00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 00 : C0 31 98 E4 FC 67 6C EA 39 5A 8B 83 D2 1E FA C6
00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 00 : 50 DD FA C7 86 83 71 CC B8 67 9E EE 0C 65 EF F9
00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 : D1 5F 39 EC 2F F2 53 46 A4 60 AE 9C 7A AF FE 80
00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 : E6 F8 8D 10 88 E9 77 34 A3 30 6F A5 C0 73 FA 1A
00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 00 : F2 69 0F A8 64 20 83 44 7D 94 B8 52 C2 3B F3 08
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 : 15 D1 DB FB DA 0F 9C C2 EA 6F CA 73 8F 9A 1B E2
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 02 : B0 1F 42 62 E2 7B 9B F3 19 83 45 5A 7E 01 76 28
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 04 : 90 98 81 5D C1 F4 0A 34 D2 D8 30 C9 32 84 DF 2F
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08 : DE 2F C4 98 02 C3 FB 27 53 B1 B5 47 A9 DB 8B 97
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 10 : E8 FB 80 02 20 A7 13 D9 FA D7 56 61 F8 67 0A 74
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 : 25 83 0D 8C 15 B2 69 B8 E1 DC 30 91 03 EF 4C C1
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 40 : A1 69 F9 D0 62 70 B6 13 3C 9B 54 38 9B A3 4F E8
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 80 : 04 48 71 F3 EC 77 ED 21 C0 E9 3C 68 CA EE B0 77
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 50 70 1C 0C A5 B4 AF D1 62 7B 8B 39 76 5E 6D E2
11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 11 : 9F ED 22 47 66 AE 8F 17 5A C6 53 36 42 03 2E 62
22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 22 : 45 03 A4 6C 49 1E 4E E4 B1 61 58 EF 1C CE 84 E2
33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 33 : 23 BA 93 43 73 A5 87 F0 AA 52 5A B5 6F 28 3A AD
44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 44 : 93 AE 66 9E C8 15 D8 7C 1D 2B 5D 50 95 43 1B 0F
55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 55 : 6C EF E1 0A 5E CE A9 7E 20 C2 E4 92 EA ED 6D 6B
66 66 66 66 66 66 66 66 66 66 66 66 66 66 66 66 : 3B D0 B1 2A B2 D3 F0 01 FB 25 CE F5 DD 94 F5 69
77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 77 : DA 51 ED BF 62 0D 74 0B 50 25 CC EF F5 BA 39 11
88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 88 : 34 66 4F 7E 9D B2 44 D6 19 BA 2A 8E DB 96 25 71
99 99 99 99 99 99 99 99 99 99 99 99 99 99 99 99 : A1 4E 5D 83 4A 95 C8 BC 7E D8 09 2D E3 E1 EB FD
AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA : C5 F1 1D A8 56 B3 D2 EA 4C 68 2A 26 A1 BB 0C 45
BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB : 9D 2A D7 8B 6B 4F 6F 44 B3 B6 74 D0 6E DC 51 B8
CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC : B0 76 6D CE 8E 15 AA B3 88 AB 85 65 F8 5F D9 66
DD DD DD DD DD DD DD DD DD DD DD DD DD DD DD DD : CF DD C0 81 16 40 55 87 6C 8B 5E FE BA 99 9E EA
EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE EE : 69 B5 71 6C 24 BE B9 FE B2 EC 48 8D C6 F5 98 DE
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF : E9 90 C6 2C 17 9D A4 44 B9 3A 14 84 4F 0E 2B AF



VEST-4 P2.1 Root Cipher Test Vectors:

128-bit key (no IV)                             : First 128 bits of keystream                     : Hash of an empty message
01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 96 E9 09 7D A4 AA 56 1E B6 A3 14 68 DC A8 00 D8 : 56 DE 4B 82 2A 54 96 F5 C9 C9 E3 18 9D 0D 7B 1E
02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : C5 05 4A F1 A7 9E C4 A7 B7 36 26 8E DE 56 19 B5 : 56 06 31 03 CC 0E 6B B0 D6 6A 46 9C 11 E3 D6 A9
04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 98 05 5D 57 15 EE 0A 51 12 14 4C DF 1A E5 3A 4C : 1F B0 D4 B9 37 33 1E 06 74 BB BD 1C 9F D4 F5 BD
08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : CC 4A FC B4 9E 28 F9 AE F0 BD 96 69 25 BC CF F2 : 0E E0 BC B9 07 42 0E 18 31 02 DF 06 0E B5 40 33
10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 24 54 36 8A 5E AA E6 FD EE F1 7B 68 62 99 24 E6 : 5A F3 98 0F 48 CE 36 DE C1 4A 09 E0 1A 0E 9C 79
20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 5B 1E 7B 88 FB 20 E1 22 C2 74 53 CE 24 DC 8A 1A : A9 E3 0E A5 71 E8 09 C3 9A D3 0F 4B 57 04 86 3E
40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : B0 AE 6D 17 2F 78 D2 07 22 79 09 5F BE F9 59 92 : 01 4B 5A 6B BD 5E 03 B5 B3 3B 9D F5 41 75 3E AF
80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 2A 6E 27 23 B5 D9 4C 65 5B FE 3F 70 A1 A1 D4 E6 : 67 F4 C1 6F D9 52 63 05 6F F4 49 3E 3B 68 50 9E
00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 3B 4B 26 5B 14 0A A7 6F 93 BA 7C 4D 38 2F A0 5A : 9D A8 74 8C CC BE FF 32 A8 68 D8 01 23 78 82 21
00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 08 39 94 95 0B 9A 43 87 5C D6 D8 10 7F E6 1B D9 : D7 C4 71 24 6F 74 33 8E 0B 2C 40 D7 EA 1A 1D B1
00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : A3 A2 22 A3 4F 5F 1C B3 DD 79 61 CF A7 4A 53 2A : 1A E8 20 6C D4 A9 DF DB 4D AA A6 F6 BB 33 F4 87
00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 0C 67 D4 1C F7 4D 0E 9C 41 EA 8D A4 FA 77 F1 4B : 20 63 6E CC F6 07 33 6C 1B 2F 46 85 72 10 CB AB
00 10 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 27 A3 71 06 9D 3E E4 17 A7 D1 E4 5B 66 A3 49 E6 : 47 9B CA F9 E3 94 C8 53 55 DF F5 31 20 DD 50 45
00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : B6 71 BB E9 59 17 11 A6 C5 12 72 F9 FB 61 32 DC : 23 48 D4 01 7D 58 7C 7C 01 F9 F7 A0 3A D1 0E A6
00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 94 20 C4 E2 CF D1 CA 73 EF D7 34 8B 81 B4 F5 23 : 84 6D 2A D5 B3 9A EC 66 B1 17 BA A9 F5 BC 9E 9A
00 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 : 21 03 A8 AA 0A DC 03 69 59 31 B0 BA C9 80 07 BC : 97 59 61 F8 9B 9D 43 65 B1 37 3C DB BF E2 98 4B
00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 : 3B AE C7 E5 A1 E1 2D D1 4C 5E EE E1 55 32 AF 0D : 67 1E ED AA C7 A9 90 52 6E 23 73 59 48 C4 97 FF
00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 : 0D 4C 08 05 BB F1 21 83 59 91 BF 23 01 76 EA 86 : EC 65 63 60 95 84 EB EF 21 EA 09 6E E5 51 8C 3A
00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 : E3 AD EC D3 00 6A 99 FD 9A D5 82 3A 4A A8 FF CC : E1 CD 29 A8 01 34 3E B0 CE E5 7B CF F1 D1 F5 A2
00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 00 : 17 71 6C CE 40 76 6B EA 00 83 49 25 02 0B 5F 47 : 25 2E 7B 00 4C 27 A9 F6 96 D4 9A 4F F4 3C 88 15
00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 00 : 18 7A 22 89 7F 71 AC 11 4A 4E A9 83 47 CE 22 BA : 90 78 1C 38 CD 1A 70 C2 39 C9 93 D5 94 D3 1F 07
00 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 : 2D B3 78 24 E0 AF 74 E8 DA 2A 91 1A FB 5C 59 7D : 5C 3B 4D 95 EC C5 FB E8 90 1F 30 4E 39 3A F5 2A
00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 00 : 6C 53 44 21 D7 2C F2 3F 9B 26 A3 EA E0 EA 43 2D : CB 64 D9 15 C3 34 4F EF 3D 35 13 0F F5 C6 B3 E6
00 00 80 00 00 00 00 00 00 00 00 00 00 00 00 00 : A0 63 A3 9B 98 C7 B7 C1 FB A6 CE 85 24 15 C7 B4 : 12 A6 0E 3C E4 D8 45 4A D4 5C B3 2A 2A 11 70 8B
00 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 : 8D 09 49 2A 38 A8 12 25 54 94 E8 1A 7D 7F 77 11 : 38 6B 5F 8D 0E F0 04 F3 EA 81 89 7C C9 A8 5B 07
00 00 00 02 00 00 00 00 00 00 00 00 00 00 00 00 : 7A EC 41 A6 A3 69 D9 8C 35 1D D2 8A 65 7E E1 52 : EC EB 1E 04 A2 33 E2 CA 3C 02 98 29 79 D4 DA B6
00 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 : 70 D4 03 2C E7 F1 0E 61 E4 9F 56 B5 F3 66 85 6E : 49 40 C5 FD CF 03 14 9A 03 54 96 EF 4F 27 F6 76
00 00 00 08 00 00 00 00 00 00 00 00 00 00 00 00 : B2 64 E6 E9 B8 9C E0 CB B5 3C 64 77 C2 C3 3B 53 : 47 0E 3B B4 D1 4A 04 C1 6B C5 88 16 04 2C 39 9D
00 00 00 10 00 00 00 00 00 00 00 00 00 00 00 00 : AC 5E 1F 17 28 68 42 C6 4F 8A F0 18 48 E5 97 68 : 65 31 73 C0 18 4B 5D 90 26 EB 93 95 36 AD 7D 4E
00 00 00 20 00 00 00 00 00 00 00 00 00 00 00 00 : E5 F4 F1 A8 32 1B 70 73 FC ED 40 49 B7 D3 79 E3 : 1D B2 03 6F 6C 7E 8F A6 AD FE 98 72 D8 74 9D 88
00 00 00 40 00 00 00 00 00 00 00 00 00 00 00 00 : FE 69 4C CD F3 67 55 33 2C 01 A0 4C 94 FF 87 95 : D3 F2 FD 50 8A 7B E9 93 B9 1D 50 D9 E3 1E CD ED
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VEST-16 P2.1 Root Cipher Test Vectors:
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VEST-32 P2.1 Root Cipher Test Vectors:

128-bit key (no IV)                             : First 128 bits of keystream                     : Hash of an empty message
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