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Abstract

This paper introduces Hidden Identity-based Signatures (Hidden-IBS), a type of digital signatures
that provide mediated signer-anonymity on top of Shamir’s Identity-based signatures. The motivation
of our new signature primitive is to resolve an important issue with the kind of anonymity offered by
“group signatures” where it is required that either the group membershippisbig or that the opening
authority isdependenbn the group manager for its operation. Contrary to this, Hidden-IBS do not
require the maintenance of a group membership list and they enable an opening authority that is totally
independent of the group manager. As we argue this makes Hidden-IBS much more attractive than
group signatures for a number of applications. In this paper, we provide a formal model of Hidden-IBS
as well as two efficient constructions that realize the new primitive. Our elliptic curve construction that
is based on the SDH/DLDH assumptions produces signatures that are merely half a Kbyte long and can
be implemented very efficiently.

To demonstrate the power of the new primitive, we apply it to solve a problem of current onion-
routing systems focusing on the Tor system in particular. Posting through Tor is currently blocked by
sites such as Wikipedia due to the real concern that anonymous channels can be used to vandalize online
content. By injecting a Hidden-IBS inside the header of an HTTP POST request and requiring the exit-
policy of Tor to forward only properly signed POST requests, we demonstrate how sites like Wikipedia
may allow anonymous posting while being ensured that the recovery of (say) the IP address of a vandal
would be still possible through a dispute resolution system. Using our new Hidden-IBS primitive in this
scenario allows to keep the listing of identities (e.g., IP addresses) of Tor users computationally hidden
while maintaining an independent Opening Authority which would not have been possible with previous
approaches.

Keywords. Anonymity and Privacy, Identity-based schemes, Digital Signatures, Onion-routing, Tor,
Wikipedia.

1 Introduction

Anonymity and privacy is an issue of increasing concern in the Internet and the offering of services such
as anonymous channels is an important aspect of the future Internet infrastructure if we want to retain
fundamental rights such as free speech. Still, anonymous systems are plagued by the potential of misuse
and any system that permits strong anonymity seems to be doomed to be of limited use in one sense or
another. To see this point consider the recent example ofTha}, [an onion-routing system, and how Tor
traffic is currently handled by Wikipedid\ik]. While Wikipedia allows HTTP “GET requests” from Tor,
it does not allow editing (i.e., HTTP “POST requests”) since allowing such requests opens the possibility to
malicious users to vandalize the content of the web-site (actually the Wikipedia suggests to disable privacy
in Tor in order to publish to the web-site through the onion-router,' ¥érd6]). For similar reasons, Tor’s
“exit policy” drops all SMTP packets (i.e., packets directed to port 25) to make sure that spammers do not
take advantage of the anonymity offered by Tor.

The above two examples exemplify the fact that anonymous communication systems suchirag Tor
their scopedue to the potential of misuse. And it is conceivable that the increase of malicious activity
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trafficking through anonymous communication networks (that includes the distribution of child pornography
for example) will force such networks to become even more restricted in scope something that in turn will
nullify the purpose they were built originally (to protect free speech and enable anonymous communication
for legal uses).

Misusing anonymity is by no means a new idea: for example the workSN¥9Z] shows how anony-
mous e-cash can be used to commit a perfect crime. For this reason primitives such as fair off-line cash
[CMS96 FTY96] were proposed where it is possible for an authority to manage anonymity and reveal the
identities of the entities behind a certain transaction given that certain conditions are satisfied. It should be
stressed that the existence of such “anonymity mediation” systems are not restricting anonymity but rather
enhance isince they make it possible to employ anonymous systems in cases where no such system may
be allowed to exist (due to regulation and potential of misuse etc.).

Group signatures, introduced iI€VYH91], and further studied in a number of work€RP94 (Cam97
CS97 KP9g (CM98, CM99, AT99, ACJTOQ CLOZL, Son0l ICLOZ2g ASTOZ BMWO3, KY03, AdMO3,
TX03,KTY04,BBS04/CG04/FY04,/ICL0O4,NSN04BS04BSZ05/KY054a, KYO05b, FI05,BW06, ACHAMO5|
constitute a tool that can be used to offer such mediated anonymity. Indeed, in a group signature it is possible
for users to join the group and obtain a credential from the group manager (GM); subsequently, users can
issue signatures that a verifier can identify as signatures originating from a group member but she cannot
tell which member is issuing the signature. At the same time an opening authority (OA) is capable, given an
“offending” signature, to recover a piece of information that leads to the identity of the signer.

However, as we notice in this work, if one tries to employ group signatures to mediate anonymity in an
anonymous credential system, a fundamental problem arises:

The Anonymity Catch-22 of Group Signatures. In Heller's novel Hel61] Catch-22 refers to a no-win
situation; a certain setting where no matter what you do you lose. Here we argue that a similar “Catch-
22" scenario occurs when one applies group signatures to mediate anonymity in an anonymous credential
system.

To see the problem consider the following sequence of objectives: our primary goal)isnax{mize
anonymity and its scope; now given that perfect anonymity would be of limited scope, this implies that we
need to: ii) employ an opening authority; now, once the OA is allowed, one would want this entity to be
managed properly and thus this brings forifi) the OA should be separated from the GM (the registration
service) and preferably be a “threshold entity” where many share-holders should be allowed to participate
equally in the decision-making process of opening an offending signature.

Now recall the following: inall group signature schemes the OA is incapable of recovering the identity
of the signer without comparing the information recovered from the signatureame directoryessen-
tially a group membership database that acts as PKI) that is maintained by the GM (this is even true in recent
“identity-based” group signatur@\[YZ05]). With respect to the membership directory thus, it should be
that either iv-1) the group member directory is public knowledge, iwfd) the group member directory is
kept secret by the GM. But ifi{-1) is true, our objectivei) is violated: publishing the list of users that
take advantage of an anonymous service in most cases would be the most serious privacy violation possible!
(indeed publishing the list of users that use an anonymous service maybe enough to incriminate them if
someone wishes their persecution). On the other hanty-#)(is true, objectiveiii) is violated since the
OA cannot open an offending signature without the help of the GM. This means that the GM can effectively
produce alenial of servicdgo any entity that requires the assistance of the OA and thus the OA cannot really
guarantee to a service provider that it can open an offending signature. This in turn leads to the OA being
less credible and may lead to service providers restricting the use of the anonymous system something that
in turn hurts anonymity. Thus no matter how one deploys group signatures, privacy is being reduced.

Resolving this “Anonymity Catch-22” issue of group signatures requires a new signature primitive that
we introduce in this work:



Our Contribution: Hidden Identity-Based Signatures. In this work we propose a new digital signature
scheme that offers anonymity that can be mediated and is based on the concept of Identity-based signatures
(IBS) [Sha84. In a Hidden-IBS scheme, a signer obtains her signing key by communicating to an identity
manager (IM) and negotiating her identity with IM. Given the secret-key the signer can produce signatures
on a given message so that her identity is not revealed to the verifier. Still, the verifier is ensured of the fact
that the identity negotiation has taken place between the signer and the IM and moreover that the signature
contains the name of the signer in enciphered famd such name can be recovered by an opening authority.

Hidden-IBS resolve the Anonymity Catch-22 of group signatures since they allow the OA to recover the
identity of the signer (i) without having to consult with the IM (which substitutes the GM in the Hidden-IBS
setting) and (ii) without requiring the IM to publish a listing of users of the anonymous signatures. See
Figure 1
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Figure 1: Comparison of the opening functionality between group signatures and Hidden-IBS: (a) group
signature with public group membership list, (b) group signature with secret group-membership list, (c)
Hidden-IBS.

We note that in a Hidden-IBS the identity of the signer may be equal to any piece of information that is
considered acceptable under the policy of the IM, e.g., it can be the signer’s e-mail address, the signer’s IP
address and so forth. Note that the IM and the signer may execute a multi-round protocol to establish the
validity of the signer’s identity (e.g., the IM may send a verification e-mail to the signer’s e-mail account
etc.).

In this work we present a formal model of Hidden-IBS, that captures two intuitive properties, misidentifi-
cation-forgery and anonymity and also consider how the property of exculpability can also be achieved. We
then present two constructions of Hidden-IBS, one over elliptic curve groups that is based on the Strong
Diffie-Hellman assumption and the Decisional Linear Diffie-Hellman assumption that is merely 533 bytes
long and one based on the Strong-RSA assumption and Decisional Composite Residuosity assumption that
also achieves security against a malicious IM (called exculpability in the setting of group signatures).

Application to Onion Routing. We demonstrate how Hidden-IBS can be applied to onion-rou@iE96¢
and in particular to the Tor systemdr, DMS04] to allow mediation of anonymity and thus increase rather
than limit the scope of such anonymous communication systems.

In Tor, each user transmits messages through a local Onion Proxy (OP) that allows a local host to build
circuits hopping along a sequence of onion-routers (OR). Tor has an exit policy: packets that match certain
conditions may be dropped (e.g., Tor drops packets directed to port 25 (SMTP) to prevent spammers from
using Tor).

Our Hidden-IBS enhanced version of Tor is as follows: there will be certain types of traffic that the exit-
policy of Tor will require to be signed with a Hidden-IBS. These may include HTTP POST requests directed
to Wikipedia sites and traffic directed to the SMTP port (we stress that most of the traffic will be excluded



from the requirement of being signed and thus the performance overhead of our extension would be low).
Tor users that wish to use Tor for “sensitive traffic” will be given a list of IM’s and explain the conditions of
usage as well as they will be informed of the identity of the OA (which ideally will be a threshold entity).
The IM’s that will employed by Tor will require very little information from the users: in particular the
identity of a signer can be simplyverified e-mail addresar the signer'dP-addresqof course the identity
information required by the IM can be calibrated accordingly). The OP of a user will detect that the user
wishes to transmit something that according to the exit-policy must be signed and will redirect the user to
obtain a Hidden-IBS secret-key that will allow the signing of the message. The Hidden-IBS will be injected
into the packet itself (e.g., in the case of an HTTP POST we will use a special header field to contain the
Hidden-IBS of the HTTP packet) and the signature will be verified by the Tor exit point. The ciphertext
along with the necessary information to recover the identity of the user (if ever needed) will be posted in
a public “Disputes&Grievances” database. The database will be designed in such a way so that it retains
no publicly readable information about the identities of Tor users or the traffic they produce (only hashed
packets and ciphertexts will be stored in the database). Still, the database will make it possible for any web-
site that has received offending Tor traffic to submit a complaint to the OA that, if accepted, it will recover
either the IP address or the e-mail of the culprit. Subsequently the identity may be blacklisted by the IM or
receive negative points in a reputation system. Given that a Hidden-IBS signing credential would expire in
short time periods the offender will have to face the outcome of his adverse behavior (lower reputation score
with the IM, or being blacklisted etc.).

Organization. In|Section 2we introduce our model for the new primitive. Our basic Hidden-IBS con-
struction inSection 3is based on elliptic curve groups and pairing, and employs the digital signature of
Boneh-Boyen (BB) signature which is based on the Strong Diffie-Hellman (SDH) assunidB6d][ and

the Linear Encryption based on the Decision Linear Diffie-Hellman (DLDH) assum@B804. Given

this construction we explain in more detail the way that our Hidden-IBS enhanced anonymous routing sys-
tem is designed ibection 4 Wedescribe the problem of exculpability in the context of Hidden-IBS and
provide an extended model to capture the setting of corrupted IN&ettion 5 In our second construc-

tion presented ifSection 6 we use Camenisch-Lysyanskaya (CL) signature which is based on the Strong
RSA assumptioriCLO2k]. Also we use Paillier encryption based on the Decisional Composite Residuosity
(DCR) assumptiorRai99. We include the description of the cryptographic primitives we usaation A.1

in the appendix.

2 Hidden-IBS: Modelling
2.1 Syntax

In this section, we give the definition of Hidden-IBS. First, we start with the syntax of the scheme. The
parties are involved in the scheme include the identity man&dethe open authoritpA, the userd), and
the verifiersv,

Definition 2.1. A hidden identity-based signatu¢elidden-IBS) scheme is a digital signature scheme that
consists of six polynomial-time algorithn{Setup, Reg, Sign, RegCheck, Verify, Open). The first three
algorithms are probabilistic but the last three are not necessarily.

Setup: The Setup algorithm includesSetupIM and Setup0A. On input a security parameter, first the
global system parameter is generated. Then on input a security parameter and the system parameter,
the probabilistic algorithnSetupIM outputs the group verification key:v and the signing keyk
for the identity manager, the probabilistic algoritf#atup0A outputs the public keykoa and the
secret keykoa for the open authority. Thgetup algorithm may includ€etupUser; on the input a
security parameter and the system parameter, outduts both the identity manager and the user.
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Reg: A probabilistic algorithm that given an identity manager’s verification key, an identity manager’s
signing key, a user’s identityd outputs a membership certificatert;q for the identityid. We write
Reg(pkim; skim, 1d) to denote the registration algorithm.

RegCheck: An algorithm for user’'s checking the validity of the certificate for her identity with respect to
an identity manager’s public key. We denote the application of the registration checking algorithm as
RegCheck(pkiu; id, certiq) € {0, 1}.

Sign: A probabilistic algorithm that given an identity manager’s public key, an open authority’s public
key, a user’s identity, a membership certificate on the user’s identity, and a messaggputs a
signature for the message We writeSign(pkim, pkoa, 1d; certiq, m) to denote the application of
the signing algorithm.

Verify: An algorithm for establishing the validity of an alleged Hidden-IBS signature of a message with
respect to an identity manager’s verification key and an open authority’s public keig # signature
on a message:, then we hav&erify(pkim, pkoa; m,o) € {0,1}.

Open: An algorithm that given a message, a valid Hidden-IBS signature on it, an identity manager’s verifi-
cation key, an open authority’s public key, and an open authority secret key, determinésliteetly.
In particularid < Open(pkim, pkoa; skoa, m, o).

2.2 Correctness and Security

In this section we provide the definitions of correctness and security of a Hidden-IBS scheme. We begin
with correctness and then define misidentification-forgery and anonymity.

Definition 2.2 (Correctness). The correctness of the Hidden-IBS include the registration correctness, the
signing correctness, and the opening correctness.

Registration Correctnessieans that the IM issues only one valid membership certificate for each different
id, which is defined as below,

(pkim, skiv) < SetupIM(1%);
(pkoa, skoa) «— Setup0A(17);
certiq < Reg(pkim, pkoa; skim, 1d);
: RegCheck(pkiv, pkoa; id, certiq) = 1

Pr

Signing Correctnessnsures that the correctness of the underlying signing and verification algorithms for
any valid signing key.

(pkiv, skiv) «— SetupIM(171);
(pkoa, skoa) — Setup0A(1*);
certiq < Reg(pkim, pkoa; skim, id);
RegCheck(pkim, pkoa; id, certia) = 1;
o « Sign(pkim, pkoa, 1d; certiq, m)
: Verify(pkim, pkoa;m,o) =1 |

Pr

Opening Correctnesansures that thepen algorithm can correctly identifies all signers from a valid signa-
ture, which is defined as below,



(pkim, skiv) < SetupIM(17);
(pkoa, skoa) < Setup0A(17);
certiq <— Reg(pkim, pkoa; skim, 1d);
Pr | RegCheck(pkim, pkoa;id, certiq) = 1; =1
o < Sign(pkim, pkoa, id; certig, m);
Verify(pkim, pkoa;m,o) =1

: Open(pkim, pkoa; skoa, m, o) = id |

Next, we proceed to the definition of security which is comprised of two different properties: misidentifi-
cation-forgery where the attacker either manages to be not properly identified or forges a signature and
anonymity where the attacker extracts some information about the signer’s identity.

In a misidentification-forgery attack, the adversary is allowed to corrupt the registered honest users. Also
the adversary is capable of corrupting the OA. The adversary is allowed to adaptively ask signing queries
from the honest users. The adversary wins the game if it either produces a message-signature pair that foils
the opening procedure (i.e. misidentification), or forges a message-signature which can be opened to an
identity but the message has never been queried in the history of the user with the identity (i.e. forgery).

Definition 2.3 (Misidentification-Forgery). We say a Hidden-IBS scheme is against misidentification-
forgery attacks if for any PPT adversasy Advﬁmd()\) is negligible in), whereAdvﬁ‘Sld(/\) =
Pr[Expi*id()\) = 1], where the experiment defined asFigure 2

RegOracle(id) SignOracle(id, certiq, m)
If id € CU U HU then returnl; If id ¢ HU then returnl;
certiq < Reg(pkim, pkoa; skiv, id); o — Sign(pkiv, pkoa, 1d; certiq, m);
MSGiq — 0; HU «— HU U {id}; MSGiq — MSGiq U {m};
Return 1, Returno;
CorruptUOracle(id) CorruptOAOQracle()
If id ¢ HU then returnl; Returnskoa;
CU « CU U{id};HU «— HU\{id}
Returncert;gq;

misid

ExperimentExp’; ™" (\)
(pkim, skiv) < SetupIM(11); (pkoa, skoa) < Setup0A(1*); HU « (; CU « 0
(m, O') - ARegOracIe(),SignOracIe(),CorruthOracIe(),CorruptOAOracIe() (1)\’ kaM , pkOA)

If Verify(pkim, pkoa;m,c) =1 A Open(pkim, pkoa; skoa, m,o) = L then return 1;

If Verify(pkim, pkoa;m, o) =1 A Open(pkiv, pkoa; skoa, m,0) = id A m & MSGsiq A id & CU
then return 1;

Return 0;

Figure 2: Experiment of misidentification-forgery

Next we define the anonymity notions. The CCA2-anonymity attack can be modelled as a CCA2 attack
against the identity encryption of the Hidden-IBS, while the CPA-anonymity attack be modelled as a CPA
attack.

Definition 2.4 (CCA2-Anonymity). We say a Hidden-IBS scheme is against anonymity attacks if for any
PPT adversary, Adv<*>~21°"(}) is negligible in\, whereAdv<{*?~1°n (\) = Pr[Exp* ! () =
1] — Pr[Exp* ™% ()\) = 1], where the experiment defined asrigure 3

Definition 2.5 (CPA-Anonymity). We say a Hidden-IBS scheme is against CPA-anonymity attacks if for
any PPT adversaot, AdvP* ™" (1) is negligible in\, whereAdv***" (\) = Pr[Exp%* "1 ()) =
1] — Pr[Exp$* *™"(\) = 1], where the experiment defined aghigure 4
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OpenOracle(m, o) CorruptIMOracle()

If Verify(p/ﬂM , pkOA; m, J) =1 Returnskum;
then returrOpen(pkim, pkoa; skoa,m, o)
Return_L;
ExperimentExpff‘"‘Q_‘"‘“O“’b()\)

(pkim, skiv) < SetupIM(11);(pkoa, skoa) < Setup0A(17);

(id(), idy, m) P ACorruptIMOracle(),OpenOracIe() (1A,pk‘|M,pkoA);

certiq, < Reg(pkim,pkoa; skim, 1do); certiq, «— Reg(pkim, pkoa; skiv, 1d1);
o «— Sign(pkiv, pkoa, 1dp; certiq, , m);

b — ACorruptIMOracIe(),OpenOracIeﬁ”()(1/\7pk|M7pkOA);

Returnb*;

Figure 3: Experiment of CCA2-anonymity. In the experiment abo@penOracle™ () operates as the
OpenOracle() with the restriction that it will returnL if the adversary submit as the signature to be
opened.

ExperimentExpi{’a’a“O“’b()\)
(pkiv, skiv) < SetupIM(11);(pkoa, skoa) < Setup0A(17*);
(id07 id,, ’UL) - ACorruptIMOracIe() (1)‘,Pk|M,PkOA);
certiq, < Reg(pkim, pkoa; skim, ido); certiq, < Reg(pkim, pkoa; Skim, id1);
o « Sign(pkim, pkoa, idp; certiq,, m);
b* — ACorruptIMOracle() (1)\;pklM7pkOA);
Returnd*;

Figure 4: Experiment of CPA-anonymity. In the experiment above,@bauptIMOracle() used is same as
that in the CCA2 version, and ti@penOracle() is not allowed.

Remark 2.6. Our modeling of the Hidden-IBS primitive is extending the basic modeling of identity-based
signatures. As it was described iBNINO4] there is a relation between Identity-based signatures and
Identity-based identification (IBI) schemes. In a similar way we can formalize Hidden-IBI schemes and
in fact our two constructions would yield two Hidden-IBI schemes (that in fact would be provably secure
without random oracles). The relation of Hidden-IBS and Hidden-IBI is parallel to the relation between
group signatures and identity escradH9¢g).

3 Hidden-IBS: Construction

In this section we describe our first Hidden-IBS construction. Itis geared towards producing short signatures
and is suitable for relatively short identity strings (e.qg., IP addresses of 32 bits). We first describe the scheme
and then we prove that the scheme achieves the misidentification-forgery property and the CPA-anonymity

property.
3.1 The Scheme

In our Hidden-IBS scheme, we let the IM use the Boneh-BogBI0M] signature to issue a certificate to

each user identity. Once a user obtains the certificate from the IM, she can generate a Hidden-IBS signature
for a message: the user uses Linear encrypBB8304 to “embed” her identity which can be opened by

the OA; the user forms the signature based on a proof of knowledge that ensures her identity, her certificate,
and the relations between them are properly formed. We present the details below:

Setup. This procedure first generates the system parameters including the bilinear group paiamgier
G, G, v, Gr, e), random element < G\{1} andh = v(h), and a hash functiok : {0,1}* — Z,, which



will be treated as a random oracle in the securlty proof. Then the algogigdumpIM generates key pair
(pkim, skim): selectse, y < Z;, and computeY g% andY = gY; SetSpk‘|M = <X Y) andskiv = (x,y).

The algorithmSetup0A generates key paipkoa, skOA). selectsy < G\{l}, selectss, & & Z, and sets
4,7 € G such thati¢ = 9" = @; setsw = (@), u = (@), v = »(?); note thatu = v7 = w holds;
setspkoa = (u,v,w,u,v,w) andskoa = (¢,n). Finally sets the public parameters for the Hidden-IBS
aspub = (p, 9,3, h, h,G,G,,Gr,e; X, Y;u, v, w, 4,0, @; H). We still need to prescribe the form of the
user identities: each identity is a short string with lengtRor example, it can be an IP address wWith 32

or a userid in a reputation system (e.g., using 50 we can allow 10 character long userids with 5 bits per
character).

Reg. In the registration algorithm, the user sends her ideritétyto the IM. The IM verifies thatid is
acceptable (e.g., not being used before or not blacklisted etc.). We note that ¢he also be a product
of a negotiation between the IM and the users. Then the IM generates a BB sigizatureor id, where

1 . .
5 gaFietyr o Z,, and sendss, r) to the user by a secure communication channel.

RegCheck. Once receiving the signatute, ) from the IM, the user verifies(s, X4V = e(g,§). The
user sets her membership certificates¢at;q = (s,r).

Sign. With a membership certificateert;4 = (s,r) in hand, a user can compute a Hidden-IBS signature
o for messagen. We first develop a proof of knowledge Figure & where the user proves her knowledge
of id andcert;q, and proves thatert;q is a BB signature ofd from the IM. Then we transform the proof
of knowledge into a signing algorithm by using the Fiat-Shamir heuristic.

Next we give a detailed description: (i) the user uses the Linear Encryption to epttypto (U, V, W>
(Note that in the open algorithm below, the OA first compuEs = z/z(W) and opens the ciphertext
(U, V,W) into g*9, then getsld by “brute force”; here the length afd is very short, e.g. a 32-bits IP
address), wher&’ = uk, vV = ol, W = @*gi, k1 & 7,; the user commits into S = g™'s, commits
rinto R = g2hny", wherer;,ry <« L. (||) the user deploys a three moveprotocol to prove that
she knows the underlying plainteyd® of (U, V, W), and the underlying plaintextsandr of ciphertextsS
andR respectively are a signature fod based on the BB verification key: compute= r1k, §o = r1l,

63 = r1ra, 04 = 17, 05 = r1r; randomly selecbiq, 0, 0y, Oy, Ok, 01 < Zp, 05,05, 055, 0s,, 05, < Lp;
and computeB; = u %, 32 =v % By =0 (9'6*91)9*9” By = G0 h Y0 By = Ubriyfer,
Bg =Vl By = R0l ploaylss By = e(g,XWR)G’"le(S )0 t0re(g, @)~ 01 F052) (S, G)Or2
e(g.9) s e(S,h)"1e(g, h)~%:; computec = H(m||S||R|[U||V||W||Bi||...[| Bs): then computesa =
Oiqg+c-id, & =6, +c -, 57“1 =0, +c-r, &y, =0, +c-r2, 8 =0 +c-k, & =0 +c-,
&, = 951 +c- 01, &y = 952 + c- 09, £y = 953 + c- 93, 554 = (954 + ¢ dy4, &y = (955 + ¢ - 05. Therefore, the
generated signature for messagés the tuple:c = (S, R U,V, W ¢ &ias&ri &y €y Eiy €1, 65y s s €5 ) -

Verify. The verifier can verify a message-signature pair by checking the equation below:

=" H(om | RIU|IV 77
HUC —EkHVC —ElHWC (Ek+§z)g—5 d||RCA_£ 2h Erly §r||U ?Emuéal”‘/ £T1U£52||R Erlg§53h§54y’555
le(g, XWR)Sse(S, @) €+ e(g, @) €162 e(S, §)r=e(g, §) S0 e(S, h)sre(g, h) =554 (e(g,) /e(S. XWR))°)

Open. Given a message-signature pair as described above, the OA first verifies the message-signature pair.
Next the OA uses her secret keloa = (¢,n) to open ciphertextU, V, W) into g*¢ whereW = (W );
considering that the identity space is small, the OA recowarom ¢i¢ (see below in performance for

more details).
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Figure 5: The hidden identity-based identification protocol.



3.2 Efficiency of the Scheme

Signature Length. A generated Hidden-IBS signature includeslements ofiz, 2 elements ofz, and12
elements ofZ,. Using the families of curves described BLS04, we takep to be al70-bit prime and
use a groufiz where each element ig'1 bits and a grou@ where each elemeiitx 171bits, and the total
signature length i4605 bits or 576 bytes. The security is approximately the same as a staridadibit
RSA signature (that offers no anonymity whatsoever) and has ld2gthytes.

Performance. Consider that both signer and verifier can precompute the paiifigs), e(g,g), and

e(g,h); the signers can computg S, @ +0g%=2p01) instead ofe(S, )% T0%e(S, §)2e(S, h)%1; and

the verifier can compute(S, @€ ger2hér ) instead ofe(S, @) éie(S, §)ém2e(S, h)é, and compute
e(g~¢1 5¢, XWR) instead ofe(g, XWR)¢r1e(S, XW R)°. Thus generating a Hidden-IBS signature re-
quires 14 multi-exponentiations (or exponentiation) and 2 pairing computations; and verifying a group sig-
nature requires 10 multi-exponentiations (or exponentiations) and 2 pairing computations. In opening, we
first computdl” = (W), which takes roughly the same time as an exponentiation in géotipen we de-

crypt ciphertext{U, V, W) into g*¢ = WU~V ", we need 1 multi-exponentiation. Then using for example
Pollard’s rho methodRol75 the opening authority extractsi from g4 in @(\/?) steps.

We note that we designed our scheme with a superpolynomial-time in the identity lengémning
algorithm for the sake of reducing the signature size. If a more efficient opening is desired and the signature
length is of less importance, one can use our schenfgertion 6that has a polynomial i opening
operation.

3.3 Correctness and Security
Theorem 3.1 (Correctness).The Hidden-IBS scheme $&ction 3.1s correct.

Theorem 3.2 (Misidentification-Forgery). In the random oracle model, the Hidden-IBS schemg8eai-
tion 3.1 satisfies the misidentification-forgery property if the SDH assumption holds.

Theorem 3.3 (CPA-Anonymity). In the random oracle model, the Hidden-IBS schem8aiftion 3.1is
CPA-Anonymous if the DLDH assumption holds.

Based orTheorem 3.1ITheorem 3.2andTheorem 3.3we have

Theorem 3.4. The Hidden-IBS scheme |8kction 3.1is correct and secure satisfying misidentification-
forgery and CPA-anonymity in the random oracle model under the SDH and the DLDH assumptions.

4 Reducing Abuse in Anonymous Routing Systems

As mentioned in the introduction some internet services block certain types of traffic coming through anony-
mous routing systems in order to maintain the quality of their service (e.qg., in the case of Wikipedia, POST
requests coming from Tor are blocked to prevent vandalism). This practice stems from the fact that anony-
mous routing systems such as Tor have no built-in mechanisms to handle abusive users. In this section,
we show how using our Hidden-IBS we can strengthen the Tor network with the capability to defend itself
against such abusive users.

Our approach, outlined ifigure § adds three entities to the Tor network deployment: the Identity
Manager (IM) of a Hidden-IBS, a Disputes&Grievances database and the Opening Authority (OA) of the
Hidden-IBS. Our basic idea is to show how a service web-site that receives Tor traffic can complain about
malicious requests (e.g., vandalism in the case of Wikipedia) and recover some information about the of-
fending users. In this way the anonymous routing system offers a mechanism to prevent abusive users from
taking advantage of anonymity and thus its services can be granted higher functionality by service providers.
Our enhancement to Tor will be totally transparent to service web-sites that receive Tor traffic.
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If open request accepted, then
send offender’s IP address to IM

Offending|

Hash(POST) | oo 2 2o mm m
Hidden-IBS B

Disputes&Grievances
Database

Figure 6: Enhancing the Tor network with a mechanism to defend against anonymity abuse using the
Hidden-IBS primitive. Note that we use IP addresses as user identities in the figure but other types of
identities can be used, e.g., userids of a reputation system.

More specifically now, the Hidden-IBS enhanced Tor works like this: certain packets generated by a
Tor user are permitted through the Tor exit point only if they carry a Hidden-IBS. The Tor user’s onion
proxy (OP) catches this and assists the user to get the Hidden-IBS signing capability. Then any packet that
needs to be signed is hashed and then signed. Tor exit points verify the Hidden-IBS signature on the hashed
reconstructed packet and forward the packet (with the signature removed) to the web-site that the packet was
directed while they write the hashed packet together with the signature to a Disputes&Grievances database.
If any vandalism is caught by a service provider, the service-provider using the packet that was sent through
Tor by the abusive user can retrieve the corresponding Hidden-IBS from the database and forward it to
the OA along with a complaint report. Based on the properties of the Hidden-IBS scheme, the OA can
open the signature and recover the identity of the abusive user. Subsequently the IM can be notified of the
abusive user’s identity and the user can be punished by being black-listed (or receiving a negative point in a
reputation system). Below we describe in more details how we propose to deploy our Hidden-IBS enhanced
Tor system for handling HTTP POST requests to Wikipedia. Note that all other traffic through Tor would
be unaffected (i.e., it would not require a signature).

When the user first installs a Tor OP she can obtain a certifazateid for her identityid from the IM.

Theid that the user deposits to the IM can be the user’s IP address or a long-lived userid in a reputation
system. Subsequently whenever the user wants to send an HTTP POST the OP builds a route to a Tor exit
point (in the figure, this route is OR1,0R7,0R5, and ORS5 is the Tor exit point). When the user generates a
POST request for a Wikipedia web-site the following things happiéthé user’'s browser passes the POST
request, saypostl to the OP; {{) the OP sanitizepostl into post2 so that the header gfost2 does not

contain any unnecessary identity related information); the OP generates a random nonce and stored in a
Nonce field into the header gfost2, resulting to packeghost3; (iv) the OP hashgsost3 and signs the hash

with the Hidden-IBS signing algorithmy) the OP creates a new field call8tgnature in the header of

post3 and fills it with the generated signature; we call the modifiedt3 aspost4; (vi) the OP forwards
thepost4 along the established circuit.

When a Tor exit point assembles a POST request supbstd above, it parses the fielfignature
and obtains the Hidden-IBS signature; then it transfquost4 into post3 by throwing away th&ignature
field in the header and computes the hash valymost3 to verify the signature (using the public-key of the
IM). Finally, if the signature verifies, the exit point forwargest3 to the Wikipedia web-site; at the same
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time it submits the hash value and the Hidden-IBS signature to the Disputes&Grievances database.

Wikipedia may now keep the POST request coming through a Tor exit point (or in fact only the hash of
the request suffices). If a certain posting is found to be offensive or abusive the web-site may search for the
corresponding Hidden-IBS signature into the Disputes&Grieances database (that will be indexed based on
the hash of the post). Then, once the hidden-IBS is recovered it can be submitted to the opening authority
(OA) along with a complaint report. The OA uses his secret key to open the Hidden-IBS and recover
offender’s identity (e.g., her IP address), and then sends this identity to the IM. The IM may blacklist this
identity which may result in refusing future registration requests originating from the offender’s IP address
for example. Other strategies may be followed here by the IM, for example if the identity is a userid in a
reputation system the user may receive a negative point.

Remark 4.1. Regarding the Dispute& Grievances database we make the following two observations: First,
the database leaks no information about the identities of Tor users or the traffic they produce; indeed, only
the hashed POST requests are stored together with the Hidden-IBS signatures that cryptographically hide
the user identities. Second, the database size is quite manageable: indeed, using our construction from
Section 3and a 256-bit hash (e.g., SHA-256) we can store about 1.6 million pairs of hash and signature in
1Gbyte of storage. Given that only a small percentage of Tor traffic needs to be logged into the database
(e.g., only POST requests) the size of the database is manageable by today’s standards (e.g., with 100GB
one can keep 160 million POST requests which is sufficient to maintain a database with long history).

Remark 4.2. Our solution is designed to be totally transparent to the service providers that receive Tor
traffic. This is advantageous as it demonstrates the principle that Tor can manage the quality of its traffic
by itself and provide mechanisms to catch misbehaving users. Still, service providers that are interested
in allowing Tor traffic may sponsor the enhancement by providing storage for the Dispute& Grievances
database for example.

Remark 4.3. The OA can be designed to be a distributed threshold entity where a voting decision-making
procedure would be required to open the signature. In fact, the shareholders of the OA can be the population
of all Tor users (with an appropriately low threshold) so in this way it would be possible for the users
themselves to manage the anonymity revocation offered by the system they use. This would require a
threshold variant of the encryption mechanism employed in our construction which is straightforward to
build using a similar approach eBF8S, GJKR9Y.

Remark 4.4. In this section we used HTTP POST requests and Wikipedia as the motivating example.
However it is straightforward to apply our Hidden-IBS enhancement to other types of Tor traffic or web-
services. For example, we can require SMTP traffic to be signed and thus let it pass through Tor (while now
it is blocked by the current Tor exit policy). Similarly Wikipedia is only one case of a web-site that faces the
potential of vandalism through Tor; many other examples exist, e.g., Slashdot and they would benefit from
the proposed architecture.

5 Hidden-IBS with Exculpability: Modelling

In our basic model for Hidden-IBS iBection 2 we assume the IM is honest. In that model it is evident
that the IM has the capability to impersonate a user if it wishes but it is trusted not to do so. A similar
problem can be observed in the primitive of group signatures where the relevant security property is called
“exculpability” JACJTOQ. In a group signature scheme with exculpability the group manager is incapable
of impersonating an existing user.

In this section we consider the exculpability property from the point of view of the Hidden-IBS primitive.
We stress that this security property is not as important as in the case of group signatures since in Hidden-
IBS there does not exist a public membership list and the overall identification performed by a Hidden-IBS
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is intended to be more “lightweight” compared to a group signature. Still there can be settings where it
should be possible for a user to be able to deny an allegation that she is responsible for a signature and be
able to prove instead that the IM tried to frame her.

To achieve the exculpability property, intuitively, based on the reasoning above, we should let the user
have a secret associated to her signing capability which is not known by the IM. During user registration
the user will submit a key corresponding to the secret that she only knows and the IM will embed the user’s
key into the certificate he returns to the user. Subsequently, in order to issue a signature the user will have
to employ her secret. On the other hand based on the hiding property of the commitment the IM will not be
able to impersonate the user unless he produces another key to bind it to the user’s identity. When the OA
opens a signature and accuses the user, the OA will also recover the key that was used as well. Thus the user
can deny her involvement by presenting the key she used originally in her interaction with the IM. Upon the
presentation of such evidence the OA will in turn accuse the IM instead.

In the remaining of the section, we modify our basic Hidden-IBS model to capture the new property.

Syntax. In a Hidden-IBS scheme with exculpabilitthe involved parties are same as that in the basic
Hidden-IBS. Here the identityd has more complex structure though and consists of two pasig; and
key, wherename can be the “name” part of the identity e.g., an IP address, or email addregsyaitdithe

key that corresponds to a user’s seareipdoor. Given a certain identityd we will write id.name and
id.key to refer to its two components respectively.

TheSetup includesSetupUser in addition toSetupIM, Setup0A which are defined as in the Hidden-
IBS. Next we describBetupUser. On input a public parameter, the probabilistic algorithm outpatsand
the corresponding user sectatapdoor based on some known relation. Theg andRegCheck are same
as those in the Hidden-IBS. Note that the involved identity is a pair of the farm (name, key). TheSign
procedure will also involve the secretapdoor data. We writeSign(pkim, pkoa, id; certiq, trapdoor, m)
to denote the application of the signing algorithm, whiste= (name, key). TheVerify andOpen are syn-
tactically the same as that in Hidden-IBS.

Correctness. The correctness of Hidden-IBS with exculpability includes the registration correctness, the
signing correctness and the opening correctness: these properties are essentially identical to the properties
as described in sectid®ection 2.2and are omitted. Note that in a Hidden-IBS scheme with exculpability

a dispute resolution mechanism is available to the OA that is given two iderititieg*, the first coming

from the signature that the OA opens and the second coming from the udeig(afe 7). The OA proclaims

the IM to be guilty or the user to be guilty depending on the output of the fundti@puteResult that

is defined in the same way for all schemes, Begire 7 Note that if the user refuses to participate to the
dispute resolution mechanism she should be considered guilty. On the other hand, the IM should not allow
users with the same name register different keys.

Security. The misidentification-forgery and (CCA2,CPA)-anonymity notions are same as that in the basic
Hidden-IBS (with the understanding that the identities are assumed to have the sttdctuf@aame, key)).

In addition to these two security properties we define a new security notion, exculpability, that captures the
setting where the IM is corrupted.

In an exculpability attack the adversary is allowed to corrupt the IM and is capable of issuing signing
credentials to honest users. The adversary is also capable of corrupting the OA (in the sense of obtaining the
key - not in the sense of controlling the outcome of who is guilty). The adversary is allowed to adaptively
ask signing queries from the honest users. The adversary wins the game if it manages to produce a signature
that (i) opens to one of the honest users and (ii)ltheputeResult algorithm proclaims the user to be
guilty despite the fact that the honest user participates in the dispute resolution procedure by providing her
id.key.

Definition 5.1 (Exculpability). We say a Hidden-IBS scheme is secure against exculpability attacks if for
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CreateOracle(name)
If name € HU then returnl;

(key, trapdoor) « SetupUser(1*, pkiu, pkoa; name);

Saveid = (name, key);

SignOracle(id, certiq, m)
If id.name ¢ HU then returnL;
o «— Sign(pkim, pkoa, id; certiq, m);
MSGiq +— MSGiq U {m};

Returnkey; Returno;
CreateCheckOracle(certiq) CorruptOAOQracle()
If RegCheck(pkim, pkoa; id, certiq) # 1 then returnl; Returnskoa;

HU «— HU u{id}
Return 1;

CorruptIMOracle()
Returnskm;

ExperimenExp® P ()

(pkiv, skiv) < SetupIM(11); (pkoa, skoa) < SetupO0A(1*); HU « (; CU « ()

(TTL,O') — ACreateOracIe()A,CreateCheckOracIe(),SignOracIe(),CorruptlMOracIe(),CorruptOAOracIe()(1/\

If Verify(pkim, pkoa;m,o) =1

7pk|MapkOA)

A Open(pkim, pkoa; skoa, m,c) = id A m & MSGigq A id.name € HU

A id* € HU s.t. id.name = id*.name

A DisputeResult(id, id*) ="User is guilty” then return 1;

Return 0;

The dispute resolution is defined as follows:

DisputeResult(id, id*) = {

“User is guilty”
“IM is guilty”

id.key = id*.key
id.key # id*.key

Figure 7: Experiment of an exculpability attack

any PPT adversaryt, Adv% """ ()) is negligible in), whereAdv%""(\) = Pr[Exp“()) = 1], and

the involved experiment defined askigure 7

6 Hidden-IBS with Exculpability: Construction

Now we present an efficient construction which can achieve misidentification-forgery, CCA2-anonymity
and also exculpability notions. In the user registration, the IM use CL signafili@2k] to generate a
certificate to user’s identity. Note that the user’s identity includes two components, name and key. The key
is a RSA modulus, and only the user knows the trapdoor of the key which is two primes. When the user
signs a message, she encrypts her identity by the CCA2-Paillier encry@&iifjjand sends the ciphertext

to the verifier which can be used for the opening. Then, she proves to the verifier that she knows her identity,
the certificate, and the relation between them. Furthermore, she proves that she knows the trapdoor which is
corresponding to the key in the identity. We present the details below:

Setup. The algorithnSetupIM generates key paipkiv, skim): first generates parameter for cyclic group
QR(n), i.e. {(n,p,q,p',q'), wheren = pq, p = 2p' + 1, ¢ = 2¢' + 1, p,q,p’, ¢’ are primes; randomly
selectsug, a, b < QR(n); setspky = (n, ag,a,b), andsky = (p, ¢). The algorithmSetup0A generates
key pair (pkoa, skoa): generate the Paillier encryption parametdr, G, P, Q, P/, Q') where N = PQ),
P =2P' +1,Q = 2Q' +1; selectH,, Hy, H3 € (G) with H; = G*, o; < Z\nya fori=1,2,3,and a
hash-keyhk for a universal one-way hash function familysh; setspkoa = (N, G, Hy, Ha, H3, hk, hash)
andskoa = (a1, ag, a3). More system parameters are required: randomly sefeis fo, f3, f1, f5, fo —
QR(n) for commitment; generates a hash functiin: {0,1}* — {0,1}%°, which will be treated as
a random oracle in the security proof. Finally set the public parameters for the Hidden-IB® as
(n,ag,a,b; N,G, Hy, Ho, H3, hash, hk; g, f1, fo, f3, f1, f5, f6, H). For each user, her identityd consists
of two parts, name and key, i.€d = (name, key). The length okey is ¢ and the length ofiame is ¢'. The
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algorithmSetupUser generates key pajkey, trapdoor) for each user: generates RSA modutus z;x2
wherex, xo are two primes with length/2; setskey = = andtrapdoor = (x1, x2).

Reg. The user keep the trapdo@r;, x2); sends the key: with her namename to the IM. The IM verifies
thatname has never been submitted before. Then the IM generates a CL sigriatare) for identity
id = x + name - 2, wherev® = qga®tmame2'ps in QR(n); and sendsuv, e, s) to the user by a secure
communication channel.

RegCheck. Once receiving the signatuke, e, s) from the IM, the user verifies® = aga®tame2ps jn
QR(n). The user sets her membership certificatedotiq = (v, e, s).

Sign. With a membership certificateertiq = (v, e, s) in hand, a user can compute a Hidden-IBS signature
o for messagen. We design the signing algorithm by applying the Fiat-Shamir heuristic on an proof of
knowledge which is shown ifrigure 8in the appendix. In the proof of knowledge, the user proves her
knowledge of the identity including the keyand the namaame, and of the membership certificate on the
identity from the IM. Also, the user proves her knowledge of the trapdegrz,) of the keyx which can
be used to prevent the exculpability from the IM.
Next, we give the details. We Iét,, (., L., Ls, Lhane, £y denote the length of them. (i) The user uses

the CCA2-Paillier encryptionGS09 to encryptid = z + name - 2¢ into (Cy, Cy, C3): d < £{0, 1}~ 2,
C1 = GUin Zy,, Cy = H{(1 + N)=toame2’ in 7%, Oy = abs(HyHy" ™ ))d) in 7+ ,. Note
that hereabs(r) = z if + < N?/2 andabs(z) = N? — x otherwise. (ii) The user makes commit-
ments for the membership certificatert;q = (v, e, s), and the keyr and the corresponding trapdoor
(z1,22): randomly selecty,rp,73 < +{0,1}72, computeT; = ¢" f*, To = g"v, and Ty =
g T f3? fgm“efffgfg. (iii) The user deploys a three moYeprotocol to prove her knowledge of the under-
lying plaintextid = z+name-2¢ of the Paillier ciphertext, the underlying plaintexts:, s, z1, 2, d, , name
of the commitments, and the relation betwéene, s) andid, the relation betweem and(z;, z2): com-
putery = rixzo andrs = rye; randomly select, < +{0,1}otM+e g 9, & +{0,1}PotA+s"
Opome — i{ojl})\0+)\1+£name, 0, L :I:{O,l})‘0+)‘1+£5, 0, L :I:{O,l})‘0+)‘1+65, 6,4 E j:{ojl})\0+)\1+£d,
OryyOry, 0, & £{0,1}P0tMH0=2 9 2 410, 1}AO+>\1+K7L_2+M”’ Op, < {0, 1} oFAHn =2+l com-
puteB; = g—erl f1—911’ By = Tl—azz 997.4 wi, Bs = T2—9e99r5 a@x'ﬁ'@name-%bes’ B, = g—H,,-?) fl_GIfQ_GIQ fg—ename
f4—9ef5—esf6_9d, Bs = G %in Z2, Bs = H;ed(1+N)_(9z+9naxue‘2[) in L', Br = (HQHgaSh(hkzclvc2)>—29d
in ZY,», computec = H(m||T1||T2||T3||C1]|C2||Cs]|B1]|...||B7); then comput&, = 0, + ¢ - (z — 21,
55{:1 = 911 +C'($l_2£”)a 5962 = 0x2+c'($2_2g”), e = Octce, s = Os+cs,8q = Oq+cd, frl = ‘97‘1 +c-ry,
&g =0y +C19, &g = Opy +C-13,&, =0, +c-14,&, = 0, +c-r5. Therefore, the generated signature
for messagen is the tuple:o = (11, T3, T3, C1, C2, C3; ¢; &1a, &y Ear s Eanr Ser Es5 Eds Erp s +os 57”5)-
Verify. The verifier can verify a message-signature pair by the following checks:

&, e? +{0, 1}/\o+>\1+u'+1’ arsEas e? +{0, 1},\0+,\1+u”+1’ Cy,Co, Cy e? L%y, Cy <? ]\72/27

¢ ="H(m||T1||To||T3]|C1]|Co||Cs

(T2 fy 7 |Ty 52 g £ [ (a0) T & s @(Sort e 20

[1(T)eq 8 f 5 f 2 fy o g £ £ &

[1(Cr)eG84[[(Co) e Hy (1 4 N)~ (€ &omer 20| ()20 Hp Hy ™" O C2)) =260
Open. Given a message-signature pair as described above, the OA first verifies the message-signature pair.
Also the OA verifies the relatio? = 7@ T2shash(hkC1.C2)) Then the OA computesd = C2C; 21,
andid = (id- 2! mod N)/N. Finally, the OA parsedd into two parts;: andname.

Theorem 6.1. Our Hidden-IBS is correct and secure satisfying misidentification-forgery, exculpability and
CCAZ2-anonymity in the random oracle model under the Strong RSA, factoring and the DCR assumptions
and the UOHF assumption respectively.
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A Appendix

A.1 Preliminaries

Bilinear Groups. LetG = (g) andG = () be cyclic groups of prime order wherey : G — Gisan
isomorphism withy)(g) = g ande : G x G — Gy is a bilinear map, i.e., for allu,u) € G x G and
a,b € Z, it holds thate(u®, ©°) = e(u, u)® ande is non-trivial, i.e..e(g, g) # 1. Note thalGr| =

Linear Encryption. Boneh et al. BBS04 proposed a variant of EIGamal encryption, called, Linear En-
cryption that is suitable for groups over which the DDH assumption fails. We call it LE for short.
Key Generation.The public key is a triple of generatotsv, w € G and the secret key is the exponents
z,y € Z, such that® = v¥ = w.
Encryption. On input of a message: € G, choose random values b € Z,, and output the triple
(u®, v, wtom).
Encryption.Given a ciphertextU, V, W), by using the secret key; y, we recover the plaintext as follows

W
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The Linear encryption is based on the Decision Linear Diffie-Hellman assumption, which was first
introduced by Boneh et alBBS04. With g € G as above, along with arbitrary generatars, andw of G,
consider the following problem:

Definition A.1 (Decision Linear Diffie-Hellman Problem in G). Givenu, v, w,u®,v?,w" € G as input,
outputl if o + 8 = -y and0 otherwise.

Itis believed that DLDH is a hard problem even in bilinear groups where DDH is easy. Now we define
the advantage of an algorithiin deciding the DLDH problem iiz as

Pr[l « A(u, v, w,u®,v%, wtP) : u,v,w € G, a, B € Z,)]

AdVéLDH: a 0
_Pr{l HA(U,U,U),U aU )X) : u,v7w7x,€ Gvaaﬁ GZP}

Assumption A.2 (Decision Linear Diffie-Hellman Assumption). We say that the Decision Linear Diffie-
Hellman assumption holds i@ if for all PPT algorithmsA it holds thatAdvi, p is negligible in the security
parameten.

Boneh-Boyen Signature Boneh and BoyerBB04] propose a very efficient signature scheme secure in the
standard model under the Strong Diffie-Hellman (SDH) assumption.
Key GenerationLet <p,g 7,G,G,y, Gy, > be bilinear groups parameter Randomly selegt — Zy and

computeX — g € GandY « qv € G. Set public key(p, 9,9, G, G 0, G, e X Y> and secret key
(z,y).

Signature GeneratiorOn inputm € Z*, randomly selects < Z,, such thatr + m + yr # 0 mod p; and
computes = gw+m+w € G. The signature fomn is (s, ).

Signature Verification.Given public key(p, 9,9, G, G 0, G, e; X Y) messagen, and signaturés, r),
check thatm, r € Zj, ande(s, X§m™Y™) = e(g,). I they hold, the verification is valid; otherwise invalid.

Definition A.3 (Strong Diffie-Hellman Assumption.). Given b|||neargroup paramet(qv 9,9,G, G U, Gr,e),
theg- SDH problem is defined as follows: given@+ 1)-tuple(g, g, g*, g* ,g .., g*") as input, output

a pair(g=+e T¥e ,¢) Wherec € Z;. Theg-SDH assumption suggests that any PPT algorlthm solving-tBH
problem has negligible success probability in secure parameter

Paillier-Encryption. Paillier proposed a very efficient homomorphic encryptiBaify:
Key GenerationLet P and@ be random primes for which it hold8 # @, |P| = |Q| and gcdPQ, (P —
HQ—-1)=1letN = PQ, 7 =lcm(P —1,Q — 1), K = 7~ ! mod N, andG = (1 + N); the public
key is (N, G) while the secret key i&P, Q).
Encryption. The plaintext set iZy; given a plaintextn, choose a random € Z%;, and let the ciphertext
beC = G™¢N mod N?2.
Decryption. Given a ciphertext, let K = 7~! mod N and now observe that™ < = Gm K . (NmK —
Gm~ﬂ'K mod N | <N'7’I’K mod Nm _ e mod N | CO mod Nm _ G™ =14+ mN mod NQ. ThUS, it is pOSSible to
_ (™K mod N?)-1

recoverm = ~———g——— mod N.

The cryptosystem above has been proven semantically secure if and only if the Decisional Composite
Residuosity (DCR) assumptio®4i99 is true. The advantage of an algorith#h in deciding the DCR
problem is defined as follows:

Advhcg = | Pr[l « A(2) : z € Zjz] — Pr[l — A(2) : 2 € HRY,] |

whereH RY, is the subgroup ofV-th residues moduldv2.
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Assumption A.4 (Decisional Composite Residuosity Assumption)We say that the DCR assumption
holds inG if for all PPT algorithmsA it holds thatAdv“,g‘CR is negligible in the security parametir

Camenisch-Lysyanskaya Signature. Camenisch and Lysyanskay&l02¢ proposes an efficient and
multi-functional signature scheme that is EU-CMA under the Strong RSA assumption. Here we give a
brief description of the scheme and the underlying assumption.

Key GenerationOn input1*, choose an RSA modulus= pq, p = 2p' + 1, ¢ = 2¢’ + 1 as a product of
safe primes. Randomly choosg a,b € QR(n). The public key iSn, ag, a, b) and the secret key i, ).
Signature GeneratiorOn inputm, choose a random numbeof length?, > /., +2, and a random number
s of length?; = ¢, + ¢,, + X\, where) is a security parameter. Computasuch that® = aga™b* mod n.
The signature on messageconsists of v, e, s).

Signature Verification.Given public key(n, ag, a,b) and message:, and signaturév, e, s), check that
v€ = apa™b® mod n, and check thale > e > 2f—1,

Definition A.5 (Strong RSA Assumption). Given a RSA composite, andz € QR(n), itis infeasible to
findy € Z; ande > 1 such that)® = x mod n in time polynomial in parameter.

A.2 Proofs
A.2.1 Proof of Theorem 3.1

Proof. To prove the registration correctness, we need to verify a BB Sigh{?&u:ﬂég”iéﬂr ,7) based on
the public key(X = g*, Y = g¥):

AN N 1 1 .
e(s, XGY") = e(g7ievv, g7 (g¥)") = e(g=riever, g Y) = e(g,7)

Based on the registration correctness, next we prove the signing correctness. Qminputheres =
<Sa Ra Ua VY, W’ & gida Era 57‘1 s 61”27 gkn éla 5517 ey g55>1 we need to Verify

e = H(m||S||R||U||V|[W o ~ o
[|Uu™ ékHVc —&Hch (£k+£z)g—§d||Rc “Era e Y 6 ||[U S o ||V oz || REm g8ss hsa Y65
le(g, XW R e(8, @) € +€e(g, @)~ Enrt$3)e(S, §) 2 e(g,§) ~Sae(S, h)rie(g, h) =454 (e(g,) /e(S, XW R))°)

In fact we just need to verify the equations; = Uu %, By = Vv %, By = Wew—(Ete) ), By =
ReG=Sah =Y ~& Bs = U=Snubs, By = V=08, By = R~ 6sh€64Y565 Bg = e(g,XWR)ﬁn
(va)“”gl) (g, @)~ € teane(S,5)6r2e(g, §)~Se(S, h)srre(g, h)~ 554( (9.9)/e(S, XWR))e. We put
them in details:
By = u % =y = (uk)cu*&c = [JCqy 5k
B, = vl = =& — (U )e v = Vep&
By = 0~ Ok t00)G—0u — gek—&etel—&geid—&ia — (Ak'i‘lgld)c”‘ (Ert&) g6 = — Wi —(Ee &) gt
Bi=7 Oy 97‘1Y Or — Gera— Ery per1—Ery Yer—br (Arzhnyr) — £r2h € Y —6r — RC§,§T2E,§T1?,&,
Bs = U—0riq051 — [reri—&r =01+, — [7—&ri /851 (U”u 1) =U- &rq uial( r1ku—r1k)c = [U~¢n u551,
Bg =V 0rnpfe = Ver—nyme0te = Y =bngfe (Vrig=02)¢ = Vb gl (yriky—rik)e = =8l
By = R—0m @\953/]%954 Y05 — ﬁcm—frl9—0534-553};—054-1-654 Yy —s5+8ss — R—Er ’9\553ﬁfa4 Y o5 (Erl/g\—53ﬁ_54?_55)0
— E*érl G503 1554 Y 665 ((Nzﬁm ?r)ﬁ’g\fnrz}zfr%?fnr)c — ﬁfﬁrlgisgﬁ&szl }7555’
Bs = e(g, XWR)%e(8, @)+ e(g, @)~ 091 )e(S, )" e(g, §) (S, h)Prr e(g, h) =%
_ e(g,XWR) cr1+£rle(5 w) c(k+)+(&x+€1) (g w) c(81+62)—(&s; +E55) (57 /g\)fcr2+§r2e(g7/g\>cz$3—§53
e(S,h) ¥ e(g, )
= e(g, XWR)ére(8, @)@+ e(g, )~ +en)e(S, §)2e(g, §) "S5 e(S, h)ére(g, h) ~5os
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(e(g, XWR)"1e(8, @)~ F+De(g, @) 01 +32)e(S, §)"2e(g,5) e (S, h) " e(g, h)**)°
Next, we jAust need to show R R R
e(g, XWR)™"1e(S, @)+ De(g, )01 +02)e(S,§) "2e(g, §)*e(S, h) " e(g, h)* = e(g,§)/e(S, XWR)
i.e. show
e(S, XWR)e(g, XWR)"1e(S, @)~ *+De(g, @)@ +32)e(S, §)~"2e(g, §) e (S, h)"te(g, h)% = e(g,7)

Lefthand

= (e(S, XWR)e(g, KW R) ) (e(S, @)~ e(g, @)1 4+D) (e(S,§) "2 e(g,9)™17)(e(S, ) "1e(g, b))
oSy~ KW R)e(Sg @) F+De(Sq,3) "e(Sg™", )"
= e(s, XWR)e(s, @)~ Fe(s, §)"2¢(s, h) ™"
= e(s, X\WRw~ (4 G2h)
= e(s, XgldYT)
= (g7, GFH(G)")

=¢(9,9)

= Righthand
Based on the registration correctness and the signing correctness, now we prove the opening correctness.
On mpUt(m U) whereo = <S R UV, W G Elda§T7§T17§T27€]€7§l7§(517 : 7555) we computdV = ¢(W)
and use OA's secret keyioa = (¢, n) to decrypt the tripl€U, V, 1) to obtaing*? = U?",n Then use brute
force, we can computid from g*¢. Note that hered is very short, so the brute force is feasible.

O

A.2.2 Proof of Theorem 3.2

Proof. In order to prove the theorem above, we prove that any misidentification-forgery attacker in the
random oracle model against our Hidden-IBS can be transformed to an adaptive chosen message attacker in
the standard model against the BB signature.

Let A be a misidentification adversary as specified in the misidentification attack game that has access to
a random oracle. We will reduce this adversary to an adaptive chosen message adversary for the BB digital
signature.

Letus describe an adversasyor the BB signature. First, the adversary is given the public key of the sig-
nature which igp, g, 9, G, G U, G, e, X Y> as described in the generation of the public parameters. Now
B using this information samples all remaining public parameters for the Hidden-1BS assmlnleproce—
dure, and the formed public parametersaie = (p, 9,9, G, G Y, Gr,e;h, h X Y u, v, W, U, U, ; H).
Note thatB3 knows the secret key of the OA. However he does not know the secret of the IM#éogy, X
andy = log, Y.

Before the simulation afd, the BB-forgers3 initializes a tablg for the simulation of the random oracle
that is employed byd. Now B starts the simulation of the adversady andB has two modes.

e In mode 1,8 is required to respond to the oracle queries below:

— For the random oracle querid$ uses the tablé{: if the query is already on the tablB,returns
the corresponding value; if noB samples a random elementZy, places it in the table, and
returns it.

— Consider that3 does not know the IM secret keyt,y). To answer the registration oracle
queries,B needs the help from the BB signing oracle. Be in defdifteceivesid from A; B
forwardsid to the BB-signing oracle; whefi receives from the BB-signing oracle the response
(s,7) such thak(s, Xg*4Y") = e(g,3), he recordgid; s, r), and returnd to the A.
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— If A queries for corrupting a user witld, if the id has been registered, thé&hsendsA the
recorded(s, r), otherwise sends.

— If Aqueries message for a signature from a registered user with 5 can generate a valid =
(S, R, U, V,W:¢c;&ia,&ry &rys ey €8y &1, 5,5 -5 €55 ) @S that in the signing algorithm because
knows the membership certificate, ) for the registeredd. ThenB returns sucly to A.

After the queriesA will output a message-signature p@it*, o*), wheres* = (S*, R*,U*, V*, W*;
C*;€Id7§:7 6:175:27627§f7£§17 7§§5>

With probability ¢;, the generated pair can pass the verification and the signature cannot be opened
to any existing identities, then we take the forking technique from Pointcheval and Stern by using a
different challenge™ # ¢* for the same queriegn*, S*, fi*, U= v+, W*) to the random oracle, and

we can extract all witnesses. With the witneskegd*, we can obtairy*d" = W*w=*"+") where

W* = w(l//[\/'*), and further obtairid* by brute-forcegi?”, whereid* is only log A short; with the
witnessr}, we can obtain* = S*¢g~"1. So now we haved* and its BB-signaturés*, r*). Consider

the signature cannot be opened to any existing identities which meang*thas never been queried.
Therefore 3 can obtain a valid BB-forgeryid*; s*, r*).

If the generated pair can pass the verification, but the signature is opened to some registered but non-
corrupted identityid*, and the message* has never been queried in the history of the user with
thenB just terminates.

In mode 2,5 responses the oracle queries below in a different way:

— For the random oracle querie§,uses the tablé{ by the same way in mode 1: if the query is
already on the tabld3 returns the corresponding value; if né,samples a random element in
Zy, places itin the table, and returns it.

— B answers the registration oracle queries in a different way from that in the mode 1:&vhen
receivesid from A; B always returnd to the A.

— If A queries for corrupting a user witld, then3 asks the help from the BB signing oracle to
generate a BB-signatufe, ¢) for id, and returns sucfs, t) as the response td.

— If A queries message: for a signature from a registered user with, 5 cannot generate a
valid signatures like that in mode 1, because now he does not know the membership certificate
(s,t) for id. However he can generate= (S, fi, U, VW3¢ €ia, &y Erys Eras Eky €15 Esy s -0 E55)
which can pass the verification by patching the random oraclewS||R||U||V||[W||By]|...
|| Bg) to equalc, where By, ...Bg can be reconstructed based on the signature and the public
information. After this,B returns suclr to A.

After the queriesA will output a message-signature p@it*, o*), wheres* = (S*, fz*, U= v+, W*;
C*§‘£:Td7§:7 5:175¢275275775§17 7§§5>

With probability €5, the generated pair can pass the verification and the signature is opened to an
honestid* which means the.d* has appeared in the registration queries but not in the corruption
queries, alsen* has never been queried in the signing queries history for the registered usedwith

A will win and A is successful misidentification attacker. We again take the forking technique from
Poincheval and Stern by using a different challefigg ¢* for the same querigsn*, S*, fi*, U*v*,

W*) for the random oracle, and we can extract all the witnesses. And from the witness, we obtain
a BB message-signature péid*; s*, 7*). Note thatid* has not appeared in the querying history of
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the BB signing oracle, becaugeonly queries the BB signing oracle when a corruption query fsbm
happens. Thereford§ can obtain a valid BB-forgefid*; s*, r*).

If the generated pair can pass the verification, but the signature cannot be opened to any existing
identities, ther5 just terminates.

Now B randomly choose mode 1 and mode 2, and4l@nnot detect that which mode he is involved, so
B has probability%(el + €2) to obtain a successful BB-forgery. Considérs a successful misidentification
attacker, s@; andes cannot be negligible at the same time. Therefsrean obtain a successful BB-forgery
with non-negligible probability which is against the SDH assumption.
O

A.2.3 Proof of Theorem 3.3

Proof. To prove the theorem above, we prove that any anonymity attacker against our Hidden-IBS in the
random oracle model can be transformed to a CPA attacker against the Linear Encryption.

Let A be an anonymity attacker as specified in the CPA-anonymity attack game. Natkhhataccess
to the random oracl&. We show how to transforid into a CPA adversarg against the Linear Encryption.

First, B is given the public key of the Linear Encryption whichis g, g, G, @, Y, Gr, e, u,v,w,u, v, W)
as described in the generation of the public parameters. Bloging this information samples all remaining
public parameters for the Hidden-IBS as in thecup procedure, and the formed public parameters are
pub = (p,9,9,G, @,w, Gr,e; h, h; X, }7; u,v,w,u, v, w; H). Note thatB knows the secret key of the IM.
However he does not know the secret of the OA,§.@ such that = v = w (i.e. ©¢ = 0" = ).

Before the simulation afd, the BB-forgers3 initializes a tablg for the simulation of the random oracle
that is employed byd. Now B starts the simulation of the adversafly and’5 is required to simulate the
oracle queries below:

For the random oracle querie8,uses the tablé{: if the query is already on the tablg, returns the
corresponding value; if noff samples a random element4p, places it in the table, and returns it.

When A requests its CPA-anonymity challenge by providing two users’ identities, id;, and a
messagen. In turn B requests its indistinguishability challenge by prowanb@ = gido andM1 = gid,

It is given a Linear encryptlomU 1% W> of M, = g%, where bitb is chosen by the Linear Encryption
challenger. The tupléJ, V, W) can be computed by using the isomorphigm

B can respond with a valid = (S, R U,V,/W;c; €ia,&r, &m0 ey €k, &1, €5y 5 -5 €55 ). Here we need
to patch the random oracle @mHSHf{HU\]VHWHBlu...HBg) to equalc, whereBy, ..., Bs are computed
from thes and the public information.

Finally, A outputs a bib*. B returnsb* as the answer to its own challenge. It is easy to verify thit
a CPA adversary for the employed Linear Encryption, which is against the DLDH assumption. [
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pllb = <n,CL07CL,b;N,G,H1,H27H3, haSha hk;ga f17f23f3af47f53 f6>

T,name;v,e, S; T, T

£
T = 1122, V¢ = aga® P2 ps

Verifier

71,79, 73 o {0, 1} 2
d & £{0, 1182 1y = ry29, 75 = e
Tl = grlfffll T2 — grzv
Ty = g™ fL 5" [ Fi 3 14
C1 = G (in Zy2),
£ ..

Cy = H{(1 + N)ztnane2” (in 7.,),
Cs = abs((HzHQQSh(hkﬁchcz))d) (inz.),
0z & :|:{07 1}/\D+)‘1+M/
Oy, )00, < £{0,1}roTAatn”
Oname < £{0, 1}A0 A1+ Lrame
O = :I:{Ov 1}AO+)\1+ZE, 0, z j:{o’ 1})\0+>\1+23
B & £{0,1}roTritla,
Or,, Ory, Oy & £{0,1}P0 A0 =2
0T4 (L j:{07 1}>\0+)\1+£n_2+'“’//1
0,, & £{0, 1} otAi+ln—2+

_ Zo, o,
Bi=g 9r1f1 1 By =T, 2 gry f0
B3 = T2705997‘5 a9z+9nme~2lbes,

_ _0. —0s - _ P
B, = g 97‘3f1 9¢f2 2f3 9namef4 96f5 95f6 04
Bs = G~% (in Z}),
Bg = Hl_ed(l + N)—(0m+0name.2’~’) (in Z3,.),
By = (HyHy™ ™02 =204 (in 73,,),

gna.me = ename + ¢ - name

£o =0, +c-(z-2"),

§oy =02y + ¢ (11 *25”)!

§$2 :02?2 +C'(CC2—2£”)
56:06+C'61€s:95+c‘51
§a=0i+c-d &, =0, +c i,
§T2:9T2+C'T2!€T3:07‘3+C'T31

£T4:07‘4+C'T45§7"5:07‘5 +C'T5

T1,T2,75,C1,C2,C3;

Bi,...,Br

Enane &€y 1€y ,Ee €558,

Erysesbrg

c & {0,1}0

& e? +{0, 1}>\o+/\1+u'+1

€y €y €7 £{0, 1}A0+A1+u”+1

01,02,03 E? Z}kvg, 02 S? N2/2

g [ B =" (TS,

Ty g f By =" 1

TSe g=€rs g~ (Set e 2)p=€ By =7 (gg)°,

g J5 Ly FE A A £ By =7 (Ty)°
G Bs =" (C1)° (in Z}2)

HY' (14 N)sotome2 By =7 (Cy)© (in Z)
(H2H§aSh(hk>C1,Cz))2§dB7 _? (03)20 (in Z*Nz)

Figure 8: The hidden identity-based identification protocol with exculpability.
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