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Abstract. In this paper we present a theoretical construction of Rota-
tion Symmetric Boolean Functions (RSBFs) on odd number of variables
with maximum possible Al and further these functions are not symmet-
ric. Our RSBF's are of better nonlinearity than the existing theoretical
constructions with maximum possible Al . To get very good nonlinear-
ity, which is important for practical cryptographic design, we generalize
our construction to a construction cum search technique in the RSBF
class. We find 7, 9, 11 variable RSBFs with maximum possible Al having
nonlinearities 56, 240, 984 respectively with very small amount of search
after our basic construction.
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1 Introduction

Algebraic attack has received a lot of attention recently in studying the security
of Stream ciphers as well as Block ciphers [1,3,4,6,7,11,10,8,23,2,18,9]. One
necessary condition to resist this attack is that the Boolean function used in the
cipher should have good algebraic immunity (Al ). It is known [10, 33] that for
any n-variable Boolean function, maximum possible Al is [ ].

So far a few theoretical constructions of Boolean functions with optimal
Al have been presented in the literature. In [14], the first ever construction of
Boolean functions with maximum Al was proposed. Later, the construction of
Symmetric Boolean functions with maximum Al was given in [17,5]. For odd
number of input variables, majority functions are the examples of symmetric
functions with maximum Al . Recently in [25], the idea of modifying symmet-
ric functions to get other functions with maximum Al is proposed using the
technique of [16].

An n-variable Boolean function which is invariant under the action of the
cyclic group C,, on the set {0,1}" is called Rotation Symmetric Boolean func-
tions (RSBFs). We denote the class of all n-variable RSBFs as S(C,). On the



other hand, an n-variable Symmetric Boolean function is one which is invariant
under the action of the Symmetric group S,, on the set {0,1}"™ and we denote the
class of all n-variable Symmetric Boolean functions as S(S,,). The class S(C,,)
has been shown to be extremely rich as the class contains Boolean functions
with excellent cryptographic as well as combinatorial significance [12, 15,19, 21,
20, 22, 30, 31, 34, 36, 37]. As for example, in [21, 22], 9-variable Boolean functions
with nonlinearity 241 have been discovered in S(Cy) which had been open for
a long period. Also an RSBF has a short representation which is interesting for
the design purpose of ciphers. Since C,, C S,,, we have S(S,) C S(C,,). There-
fore all the Symmetric functions with maximum Al are also examples of RSBF's
with maximum Al . The class S(C},) \ S(S,) becomes quite huge for larger n.
However, so far there has been no known construction method available which
gives n-variable RSBFs belonging to S(C,,) \ S(Sy), having the maximum Al .
It has been proved in [26,35], that the majority function is the only possible
symmetric Boolean function on odd number of variables which has maximum Al
. Hence, there is a need to get a theoretical construction method which provides
new class of RSBFs with maximum Al ; which are not symmetric.

In this paper we present a construction method (Construction 1) that gener-
ates RSBF's on odd variables (> 5) with maximum Al , which are not symmetric.
Note that up to 3 variables, RSBFs are all symmetric, and that is the reason
we concentrate on n > 5. In this construction, n-variable majority function is
considered and its outputs are toggled at the inputs of the orbits of size |5 | and
[ 5] respectively. These orbits are chosen in such a manner that a sub matrix as-
sociated to these points is nonsingular. This idea follows the work of [16], where
the sub matrix was introduced to reduce the complexity for determining Al of a
Boolean function. We also show that the functions of this class have nonlinearity
an—1 (Tél) + 2 which is better than 2"~! — (T%}), the lower bound [27] on
nonlinearity of any n (odd) variable function with maximum Al ; further the
general theoretical constructions [14,17,5] could only achieve this lower bound
so far.

We present a generalization of the Construction 1 in Construction 2 which
is further generalized in Construction 3. In each of the generalizations we re-
lease the restrictions on choosing orbits and achieve better nonlinearity of the
constructed RSBFs with maximum Al . We present instances of RSBFs having

nonlinearities equal to or slightly less than 2"~ — 2" for odd n, b <n < 15.

2 Basics of Boolean functions

Let us denote V;, = {0,1}". An n-variable Boolean function f can be seen as a
mapping f : V,, — V1. By truth table of a Boolean function on n input variables
(z1,...,Zn), we mean the 2" length binary string

f=1f00,0,---,0), f(1,0,---,0), f(0,1,---,0),..., f(1,1,---,1)].

We denote the set of all n-variable Boolean functions as B,,. Obviously |B,,| =
22" The Hamming weight of a binary string T is the number of 1’s in T, denoted



by wt(T'). An n-variable Boolean function f is said to be balanced if its truth table
contains an equal number of 0’s and 1’s, i.e., wt(f) = 2"~ L. Also, the Hamming
distance between two equidimensional binary strings 77 and T5 is defined by
d(Ty,Ty) = wt(T1 @ Tz), where & denotes the addition over GF'(2). Support of
f denoted by supp(f) is the set of inputs = € V,, such that f(z) = 1.

An n-variable Boolean function f(z1,...,z,) can be considered to be a mul-
tivariate polynomial over GF'(2). This polynomial can be expressed as a sum of
products representation of all distinct k-th order products (0 < k < n) of the
variables. More precisely, f(x1,...,2,) can be written as

ag D @ a;x; D @ QT D ... D a12. pnT1T2 ... Tn,

1<i<n 1<i<j<n

where the coefficients ag, a;, aij, - . ., a12.., € {0,1}. This representation of f is
called the algebraic normal form (ANF) of f. The number of variables in the
highest order product term with nonzero coefficient is called the algebraic degree,
or simply the degree of f and denoted by deg(f).

Let © = (z1,...,2,) and w = (w1, ...,wy) both belonging to V,, and z - w =
T1w1 B ... D zpwy. Let f(x) be a Boolean function on n variables. Then the
Walsh transform of f(x) is an integer valued function over V,, which is defined

as
Wiw) = 3 (—1)f@ee,
zeVy,

The Walsh spectrum of f is the multiset {W;(w)|w € V,,}. In terms of Walsh
spectrum, the nonlinearity of f is given by

1
nl(f)=2""1— iarjréeecl |[W(w)l.

Symmetric Boolean functions n-variable are the ones which are invariant
under the action of the Symmetric group S, on V,, ie., for u,v € V,, if
wt(p) = wt(v) then f(u) = f(v). In [17], analysis of the Walsh spectra of
the Symmetric functions has been done in terms of Krawtchouk polynomial.
Krawtchouk polynomial [28, Page 151, Part I] of degree i is given by K;(k,n) =
E}ZO(—I)j(’;) (TZ:Jk), i = 0,1,...,n. It is known that for a fixed w € V,,
such that wt(w) = k, 3, =(=1)*" = K;(k,n). Thus it can be checked
that if f is an n-variable Symmetric function, then for wt(w) = k, Wy(w) =
S o (=1 O K (k,n), where ey (i) is the value of f at an input of weight i.
It is also known that for a symmetric function f on n variables and u,v € V,,,
Wi(p) = We(v), if wt(p) = wt(v). Note that K;(k, n) is the (4, k)-th element of
the Krawtchouk matrix (K Rjs) of order (n+1) x (n+1). Thus Walsh spectrum
of f can be determined as (ref[0],...,ref[n]) x (KRp[0],..., KRy[n]), where
each KRy[k], (0 < k < n) is a column vector of KRj;.

A nonzero n-variable Boolean function ¢ is called an annihilator of an n-
variable Boolean function f if f * g = 0. We denote the set of all annihilators of
f by AN(f). Then algebraic immunity of f, denoted by AZ,(f), is defined [33]



as the degree of the minimum degree annihilator among all the annihilators of
forlef,ie, AZ,(f) = min{deg(g) : g #0, g € AN(f)UAN(1 & f)}. We

repeat that the maximum possible algebraic immunity of f is [§].

2.1 Rotation Symmetric Boolean Functions

We consider the action of the Cyclic group C,, on the set V,,. Let & = (z1,...,%,)
be an element of V,, and p}, € C),, where ¢ > 0. Then C,, acts on V,, as follows,

i _
pn($17902, ce ,zn—lyxn) = (1'1+i71'2+i7 B an—1+z‘750n+z‘)’

where k +1i (1 < k < n) takes the value k + i mod n with the only excep-
tion that when k£ + ¢ = 0 mod n, then we will assign k£ + ¢ mod n by n instead
of 0. This is to cope up with the input variable indices 1,...,n for x1,...,x,.
An n-variable Boolean function f is called Rotation Symmetric Boolean function
(RSBF) if it is invariant under the action of C,,, i.e., for each input (z1,...,z,) €
Vs f(0% (21, 20)) = f(z1,...,2,) for 1 < i < n — 1. We denote the or-
bit generated by = = (x1,...,z,) under this action as O,, therefore, O, =
{pt (x1,...,2,)|]1 <i < n}and the number of such orbits is denoted by g,,. Thus
the number of n-variable RSBF's is 29~. Let ¢ be Euler’s phi-function, then it
can be shown by Burnside’s lemma that (see also [36]) g, = = >k O(K) 2%

An orbit is completely determined by its representative element A, ;, which
is the lexicographically first element belonging to the orbit [37] and we define
the weight of the orbit is exactly the same as weight of the representative el-
ement. These representative elements are again arranged lexicographically as
Apos- -y Ay g, —1. Note that for any n, A, o = (0,0,...,0) (the all zero input),
Ay1=1(0,0,...,1) (the input of weight 1) and A, 4,1 = (1,1,...,1) (the all 1
input). Thus an n-variable RSBF f can be represented by the g, length string
f(An0),-.., f(Ang,—1) which we call RSTT of f and denote it by RSTT}.

In [37] it was shown that the Walsh spectrum of an RSBF f takes the same
value for all elements belonging to the same orbit, i.e., Wy(u) = Wy(v) if p €
O,,. Therefore the Walsh spectrum of f can be represented by the g, length
vector (way[0], ..., waflg,]) where way[j] = Ws(A, ;). In analyzing the Walsh
spectrum of an RSBF, the ,.A matrix has been introduced [37]. The matrix
nA = (nAi i) g xg, is defined as ,A; ; = Ezeo% i (—=1)*Ani, for an n-variable

RSBF. Using this ¢, x ¢, matrix, the Walsh spectrum for an RSBF can be
calculated as Wi(A, ;) = Y290 (=1)FAni) | A, 5.

Let’s have an example.

Ezample 1. Take n = 5. Then g,, = 8. The orbit representative elements are re-
spectively {(0,0,0,0,0), (0,0,0,0,1),(0,0,0,1,1),(0,0,1,0,1), (0,0,1,1,1), (0,1,0,1,
1),(0,1,1,1,1),(1,1,1,1,1)}. Then the matrix ,.A4 is as follows



= Ot Ot Ot Ut Ot Ot =
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3 Existing results related to annihilators

We take the degree graded lexicographic order “<?9"” on the set of all mono-

mials on n-variables {Zy, ... Zm, : 1 < k < n,1 < mq,...,mp < n}, ie.,
Tmq T -« - Ty, < Tpy Tpy - Ty, if either K <l or k =1 and thereis 1 <p <k
such that my = ri, mp—1 = rp—1,...,Mpy1 = Tp41 and m, < rp. For example,

for n =7, z1x326 <¥ 1207475 and Tix326 < T 2476
Let vy q(z) = (ma(x), ma(x), ..., ms~a (n)(m)), where m;(x) is the i-th
i=0 \ 7

monomial as in the order (<99') evaluated at the point @ = (z1,22,...,7,).

Definition 1. Given a Boolean function f on n-variables, let M, 4(f) be the
wt(f) x Z;j:o (") matriz defined as

7

vn,d(Pl)
vn,d(PZ)
Mn,d(f) = .

Un,d(Pwt(f))

where 0 < d < n, P; € supp(f), 1 <i < wt(f) and P, <9 Py <9t ... <dgl
Put(s)-

Let f be an n-variable Boolean function. Let a nonzero n-variable function g
be an annihilator of f, i.e., f(x1,...,2,)*g(x1,...,2,) =0 forall (x1,...,2,) €
V.. That means,

g(@1,...,xn) =01if f(zg,...,2,) = 1. (1)

If the degree of the function g is less than equal to d, then the ANF of g is of
the form

n
g(xy,...,xn) = ap+ E a;Ti + -+ E Qiy .. igTiy " Tig,
i=0 1<y <ig--<ig<n

where ag,a1,...,a12,...an—d+1,...»n are from {0,1} not all zero. Then the rela-
tion 1 gives a homogeneous linear equation

n
ag + Zaixi + -+ Z Ay ,.igliy 0 Ty = 0, (2)
i=0

1<i1<ig--<ig<n



with ag,a1,...,a12,...Gp—d+1,...,n as variables for each input (z1,...,z,) €
supp(f) and thus wt(f) homogeneous linear equations in total. If this system of
equations has a nonzero solution, then g having the coefficients in its ANF which
is the solution of this system of equations is an annihilator of f of degree less
than or equal to d. Note that in this system of equations M, 4(f) is the coefli-

cient matrix. Then it is clear that if the rank of M, 4(f) is equal to Z:'l:o ™M, f
does not posses any annihilator. If for d = [ 5 |, both of f and 1® f do not have
any annihilator of degree less than or equal to d, then f has maximum algebraic,

ie, [§].

Theorem 1. [16] Let g be an n-variable Boolean function defined as g(x) = 1 if
and only if wt(z) < d for 0 < d <n. Then M, 4(9)~' = My a(g), i.e., My a(g)
s a self inverse matriz.

3.1 Existence of RSBFs with maximum Al on odd variables

Let us start with a few available results on n-variable Boolean functions with
maximum Al . Henceforth we will consider the <%9! ordering of the inputs of V,,
unless stated.

Proposition 1. [18] An odd variable Boolean function with mazimum Al must
be balanced.

Proposition 2. [24] Let f be an n (odd) variable Boolean function. Then Al of
fis [5] if and only if f is balanced and M, rn1_1(f) has full rank.

Definition 2. The n (odd) variable Boolean function f with

_ Jaifwt(X) <[g] -1,
fx)= {a@l if wt(X) > [27.

is called the Majority function.

Note that the Majority function is a Symmetric Boolean function and it has
been proved [5, 17] that this function has maximum algebraic immunity, i.e., [5].
We take a = 1 and call the corresponding n-variable Majority function as G,,.
Weight of this function is 2"~". Then both of the matrices M, r21_1(G,) and
M, r21-1(1® Gp) are of the order 2n=1 x 27~ and nonsingular. Now we take
a look at a construction of an n-variable Boolean function having maximum Al
by modifying some outputs of the Majority function G,,.

Let {X1,...,Xon-1} and {Y1,...,Y5.-1} be the support of G,, and 1 ® G,
respectively. Suppose X7 = {X; Xj.}and Y = {Y;,,...,Y;, }. Construct
the function F,, as

Fo(X) = 18 Gu(X), if X C XTUYY,
" | Ga(X), elsewhere.

In rest of the paper, we denote an n-variable Boolean function constructed as
above by F,.



Proposition 3. The function F,, has mazximum Al if and only if the two k-sets
X7 and Y be such that M, pny-1(Fy) is nonsingular.

Proof. 1t follows from Proposition 2. ad

This idea was first proposed in [16] and using this idea, a few classes of
Boolean functions on odd variables with maximum Al have been demonstrated
in [25].

Let’s have a quick look at a result from linear algebra.

Theorem 2. Let V' be a vector space over the field F of dimension T and
{a1,...,a;} and {B1,...,5:} are two bases of V.. Then for any k (1 <k <),
there will be a pair of k-sets {Bay,-- -, Bay,} and {ow,, ..., ap, } such that the set
{a1,...,a: Y U{Bays-- -, Bar} \{by, -, } will be a basis of V.

The row vectors vy, |n|(X1),...,Vn 2 |(Xon-1) of M, n)(Gy) form a basis
of the vector space V,,_1. Similarly the row vectors vy, |» | (Y1),... s Un, |2 (Yon-1)
of M, |n) (1 ® G,) also form a basis of the vector space V,,_;. By finding two
k-sets (which always exist by Theorem 2) {v, z|(Xj,),...,vp 2 (X;,)} and
{vn, 12 (Yiy)s oo 0 2 (Yi,) }, one can construct an n-variable Boolean function
F,, with maximum algebraic immunity if and only if the corresponding matrix
M,z (F) is nonsingular. Complexity of checking the nonsingularity of the

matrix M, = |(Fy) is O(( tL:%(J) (")?), i,e., this construction will take huge time
for larger n. But this task can be done with lesser effort by forming a matrix,
W =M, 2(1®Gy,) x (M, 2 (Gy))"" and checking a sub matrix of it. Since
(Mn,l_%J (Gn))il = Mn,l_%] (Gn)a then W = Mn,\_%j (1 D Gn) X Mn,l_%j (Gn) We
have the following proposition.

Proposition 4. [16] Let A be a nonsingular m x m binary matriz where the
row vectors are denoted as v1,...,vy. Let U be a k X m matriz, k < m, where
the vectors are denoted as uy,...,u. Let Z =UA"", be a k x m binary matriz.
Consider that a matriz A’ is formed from A by replacing the rows v, ..., v;, of
A by the vectors uy,...,uy. Further consider the k X k matriz Z' is formed by
taking the ji-th, ja-th, ..., jik-th columns of Z. Then A’ is nonsingular if and
only if Z' is nonsingular.

From the construction of F,, it is clear that it is balanced. Now construct
the matrix W = M, = (1 ® G,) x M, = |(Gy). Consider A to be the ma-
trix M, |»|(Gp) and let U be the matrix formed by d1-th, ..., i;-th rows of
M, (1 ® Gr) which are the row vectors v, |n|(Y;,),..., v, 2 |(Ys,) respec-
tively. Now replace the ji-th, ..., jk-th rows of M, = (G,) which are respec-
tively the row vectors vy, | = |(Xj,), ..., vn, |2 (Xj,) by the rows of U and form the
new matrix A’. Note that A’ is exactly the My (Fy) matrix. Let Wy | x4 be
the matrix formed by taking ii-th, ..., ig-th rows and ji-th, ..., jg-th columns
of W. Then M, || (Fy) is nonsingular if and only if W}y xs| is nonsingular.
Thus we have the following theorem.

Theorem 3. The function F,, has maximum algebraic immunity if and only if
the sub matriz Wyi|x x4 is nonsingular.



The following proposition characterizes W.

Proposition 5. [16] The (q,p)-th element of the matriz W is given by

L[5 —wt(Xp)
Wap =9 Z ! (wt(Yq) — wt(Xp)

; ) mod 2, else ;

t=0

where WS((z1,...,2p)) ={i:2; =1} C{1,...,n}.

4 New class of RSBFs with maximum Al

Since up to 3 variables all the RSBFs are symmetric, we consider n > 5.

Proposition 6. Given odd n, all the orbits O,, generated by = (p1,. .., tn) €
Vi of weight | 3] or [§] have n elements.

Proof. From [36], it is known that if ged(n,wt(n)) = 1, then the orbit O, con-
tains n elements. Since ged(n, |§]) = ged(n, [5]) = 1, the result follows. O

Now we present the construction.

Construction 1

1. Take odd n > 5.
2. Take an element x € V,, of weight | 5] and generate the orbit O,.
3. Choose an orbit O, by an element y € V;, of weight [5] such that

for each x' € O, there is a unique y' € O, where WS(z') C WS(y/').

4. Construct

Gu(X)®1, if X €0, U0,

R, (X) =
0 {Gn(X), elsewhere .

Henceforth, we will consider R, as the function on n (> 5 and odd) variables
obtained from Construction 1. We have the following theorem.

Theorem 4. The function R,, is an n-variable RSBF with mazimum Al .

Proof. R, is obtained by toggling all outputs of G,, corresponding to the inputs
belonging to the two orbits O, and O,. Therefore R,, is an RSBF on n variables.
By Proposition 6, we have |O;| = |O,|. Also it is clear that G, (X) = 1 for all
X € 0, and G, (X) =0for all X € O,. So wt(R,,) = 2"t —|0,|+]0,| = 2"~ 1.
Thus R,, is a balanced RSBF on n-variables.

Let us now investigate the matrix W\o,|x|0,|- We reorder the elements in O,
and Oy as xM 29D and yM) ... 49D respectively where WS(z®)
WS(y®), for all 1 < p < |0,] = |0,]. As WS(zP)) ¢ WS(y@) for all q €
{1,...,104|} \ {p}, then by Proposition 5, the value of W, ,y = 0, for all ¢ €



1,...,|0 p}. Again by Proposition 5, the value of W can be determined
Yy (p,p)
as

L5 —wi(=™) l3]-1%]

Wom= 3 (wt(y@»;wtw))) 5 ([ZW;LZJ)L

t=0 t=0

Thus the matrix Wo,|x|o0,| is & diagonal matrix where all the diagonal elements
are all equal to 1. Hence W|o, |0, is nonsingular. Therefore Theorem 3 implies
that R,, has maximum Al . m|

Ezample 2. Take n = 5. Consider x = (1,0,0,1,0) and y = (1,0,0,1,1) and
generate the orbits

O‘T = {(1 O 07 17 )7( ’ 707 1)7(170)17070)’ (07
1,1,1,0

1 ,0,1)} and
Oy {(1 O 0) 71)a( ) 707071)7( oy ,0),(0, 1 1

1
0,1,1,1)}.

Here, for each 2’ € O,, there is a unique 3’ € O, such that WS(z') C WS(y').
Precisely,

WS((1,0,0,1,0)) € WS((1,0,0,1,1)), WS((0,1,0,0,1)) € WS((1,1,0,0,1)),
WS((1,0,1,0,0)) € WS((1,1,1,0,0)), WS((0,1,0,1,0)) € WS((0,1,1,1,0)),
WS((0,0,1,0,1)) € WS((0,0,1,1,1)).

Therefore by Theorem 4, the function

Ry (X) = Go(X)® 1, if X € O, UO,,
" B G, (X), elsewhere ,

is a 5-variable RSBF with maximum Al | i.e., 3.

It is known [27] that for an n (odd) variable Boolean function f with maxi-
mum Al , we have nl(f) > 2"~! — (T;j) Therefore nonlinearity of the function
2

R,, will be at least 2"~! — (?;Jl) Let us now examine the exact nonlinearity of
2
R,.

Theorem 5. The nonlinearity of the function R, is 2™~ (T Jl) + 2.

Proof. As per the assumptions of Construction 1, n > 5 and it is odd; and
weights of the orbits O, and O, are respectively | 5| and [5]. Now G}, being a
symmetric function, it is also RSBF. So R,, can be viewed as a function, which is
obtained by toggling the outputs of the RSBF G, corresponding to the orbit O,
and O,. From [17], we know that nl(G,) =2""! — (TLL;;JI) Also it is known that
the maximum absolute Walsh spectrum value of G,,, i.e., 2(?;) occurs at the

inputs corresponding to the orbits of weight 1 and n. We denote an element of V/,

by A™. Note that when, wt(A™) = n, the value of Wg_ (A™) is — (L J) or 2(11 Jl)

according as | %] is even or odd, and for (wt(A") = 1), Wg, (A") = —2(?})



Let us first find the relation between the values of Wg, (A™) and Wg, (A™).

W, (A") = D LGN U R DT

CEVR\{OzUOy } CEO,
+ Z Rn(C) C A
Ceoy
_ Z ( 1)Gn(C) 1 ¢-A™ + Z 1@Gn(C) 1)C~/1"
CEVR\{O2UOy} (€0
+ Z 1€BG (C) 1)('/‘”
CEOy
Gn AT Gn AT
_ Z (—1) (C)(_l)C _ Z (—1) (C)(_l)C
CEVR\{O2UOy} CE€EOy
_ Z G (C CA"
CEOy
:Z( 1)Gn(C) CA“ QZ 1 CA”_QZ CA"
CEVn CEO, Ceoy
=We, (A" +2 3 (=) =2 3 (-~ 3)
CE€O, CEOy

Consider that wt(A™) = 1. It can be proved that for any two orbits O,, and
O, of weight | %] and [ 5| respectively, ZCEOH(_I)CAA =1and ZCeOV(—l)C'A =
—1.Thus Y .o (- 1)$4 = 1and ZCeOy (=1)¢4 = —1. Therefore from Equation
3 we get, Wg, (A") = 72(7[ Jl) +4.

Let us now check the Walsh spectrum value Wg, (A™) for wt(A™) = n. We
do it in the following two cases.

CASE I: [3] is even.

We have, Zceox(—l)g'/ln = |O,| = n, since (- A™ is | § | which is even. Again
for ¢ € O, we have, (- A" = [4] which is 0dd, 50 Yo (=14 = [0y = —
Therefore from Equation 3, we get Wg, (A™) = 72(1’ jl) +2n+2n=— (’E Jl)
4n.

CASE II : | %] is odd.

Using the similar argument as applied in the previous case, we can show that
>oceo,(— ¢4 = —p and > ceo, (= 1)¢4" = n. Therefore from Equation 3, we

get Wy, (A™) = 2(7[”1) 2n —2n = 2(7[”1) 4n.

Note that 2(’[ Jl) > 4n, except for the case n = 5. Therefore for both of the
cases and for n > 7, |Wg, (A™)] = 2(L J) 4n. Also 2(? Jl) —4n < 2(? Jl) 4, for
n > 7. This implies that |Wg, (A™)] < |WRn (A™)| for n > 7, where A™ € V,, is an
input of weight 1. Forn = 5, 2(’[@1) = 12 and thus, Wg, (A") = —8 = Wg, (4A™).
2

Therefore, |Wg, (A™)| < |[Wg, (A™)] for all n > 5.

Let us check the Walsh spectrum values of R,, at the other inputs, i.e., except
inputs of weight 1 and n. For n > 7, the second maximum absolute value in the
Walsh spectrum of G,, occurs at the inputs of weight 3 and n — 2. The exact



value at weight 3 input is C = [(E) —2(&21) + (532)], whereas at the input
2 2 2
of weight n — 2, the exact value is C when | % | is even and it is —C when |3 ] is

odd. Equation 3 implies that when wt(A™) = 3 or n — 2, |Wg, (A™)| can attain

value maximum up to |Wg, (A™)| + 4n, i.e., (2:13) — 2@”?3 1)’—|- (n 1 2) + 4n.

But it is clear that, (%7 ) —2(."1" )+(n ) +Han <2(Tu]) 4= \WR (A™)).
2 7 1 -2 L J
Now looking at the Matrix ,.A for n = 5, (Given in Example 1) we can
verify that for any choice of two orbits O, and O, assumed in Construction 1,
the absolute Walsh spectrum value of R,,, for all the inputs A™ of weight 3 is 8
which is equal to [Wg, (A™)].
Therefor for all n > 5, maximum absolute Walsh Spectrum value of R, is

(Tnjl) 4. Hence, nl(R,) = 2""1 — (T%jl) +2. 0

5 Generalization of Construction 1

The idea of the Construction 1 can be generalized as follows.

Construction 2 Take orbits O,,,...,0,, with G,(z;) =1, forz; € V,,1 <i <
k and Oy, ..., O, with G,(w;) =0 for w; € V,,1 <i <I. Assume that,

k l
L Zt:o 0=, | = Zt:o O
2. for each x' € UF_,0,, there is a unique y' € U'_O,,, such that WS(z') C
wWS().

3. ZL 3] -wt(=) (“’t(y,);wt(z/)) is odd, for any x' € U¥_,O,, and corresponding
y' UL_g Oy, such that WS(x') Cc WS(y).

Then construct,

RL(X) = Go(X) @1, if X € {UF_,0., Y U{U_Ou, }
" Gn(X), elsewhere .

Then we have the following theorem.

Theorem 6. The function R, is an n-variable RSBF with mazimum Al .

Proof. Following the same argument as used in Theorem 4 we can prove that
M/\u;?:pozt XU Ou,| is a diagonal matrix whose diagonal elements are all equal
to 1, i.e., it is nonsingular. Hence the proof. a

Following is an example of an RSBF of this class.

Ezample 3. Take n = 7. Consider z; = (0,0,0,1,1,0,1),22 = (0,0,1,0,1,0,1)
and wy = (0,0,0,1,1,1,1),wy = (0,0,1,0,1,1,1) and generate the orbits

o,, ={(0,0,0,1,1,0,1),(0,0,1,1,0,1,0),(0,1,1,0,1,0,0),(1,1,0,1,0,0,0),
(1,0,1,0,0,0,1),(0,1,0,0,0,1,1),(1,0,0,0,1,1,0) };

{(0 071707 1’0 1)7(0’ 1’ 071707 1’0)’(1707 1’0)]‘7070)’ (071707 1’0’ 07 1)7
(1,0,1,0,0,1,0),(0,1,0,0,1,0,1),(1,0,0,1,0,1,0) };



(0,0,0,1,1,1,1),(0,0,1,1,1,1,0), (0,1,1,1,1,0,0), (1,1,1,1,0,0,0),
1,1,1,0,0,0,1),(1,1,0,0,0,1,1),(1,0,0,0,1,1, 1) };

Ow1 :{

(

O., ={(0,0,1,0,1,1,1),(0,1,0,1,1,1,0),(1,0,1,1,1,0,0), (0,1,1,1,0,0, 1),
(1,1,1,0,0,1,0),(1,1,0,0,1,0,1),(1,0,0,1,0,1,1)}.

Here for each 2’ € O,, U O,,, there exists a unique y' € Oy, U Oy, such that
WS(z') c WS(y') and Z}Eé —wi) (wt(y/)?“’t(x/)) is odd. Then construct,

R/ (X)* GH(X)®17 ier{OZluozz}U{OUnUsz}
" N Gr(X), elsewhere .

Then by Theorem 6, R/, is an 7-variable RSBF with maximum Al , i.e., 4.

As in Construction 2, outputs of G,, are toggled at more inputs, one can expect
better nonlinearity than the Construction 1.

For 7-variable functions with maximum Al 3, the lower bound on nonlinearity
is 44 [27] and that is exactly achieved in the existing theoretical construction [14,
17,5]. Our Construction 1 provides the nonlinearity 46. Further we used Con-
struction 2 to get all possible functions R/, and they provide the nonlinearity
48.

5.1 Further generalization

We further release the restrictions in Construction 2 in choosing the orbits
O.,,...,0., and Oy, , ..., O,, such that for each 2’ € UF_,0., there is a unique
y' € U!_,O,, such that WS(z') € WS(y'). The construction is as follows

Construction 3 Take n > 5 and odd. Consider the orbits O, ,...,0,, and
Ouw,s - -+ Ow, such that the sub matric Wiuk_ o |x|ut_ 0., 8 nonsingular. Then
construct,

Gu(X) @1, if X € {Ui0z,} U{Ui—¢Ouw, }

RI(X) =
n(X) {Gn(X), elsewhere .

Then we have the following theorem.
Theorem 7. The function R, is an n-variable RSBF with mazimum Al .

Construction 3 will provide all the RSBFs with maximum Al . In this case we
need a heuristic to search through the space of RSBFs with maximum Al as the
exhaustive search may not be possible as number of input variables n increases.

One may note that it is possible to use these techniques to search through
the space of general Boolean functions, but that space is much larger (22n)

compared to the space of RSBFs (=~ 2%) and getting high nonlinearity after a
small amount of search using a heuristic is not expected.

We present a simple form of heusristic as follows that we run for several
iterations.



1. Start with a RSBF n having maximum Al using Construction 1.

2. We choose two orbits of same sizes having different output values and toggle
the outputs corresponding to both the orbits (this is to keep the function
balanced).

3. If the modified function is of maximum Al and having better nonlinearity
than the previous ones, then we store that as the best function.

By this heuristic, we achieve 7, 9, 11 variable RSBFs with maximum possible
Al having nonlinearities 56, 240, 984 respectively with very small amount of

n—1

search. Note that these nonlinearities are either equal or close to 2"~1 — 277",
We are currently working on better search heuristics.

6 Conclusion

In this paper, we present the construction (Construction 1) of Rotation Symmet-
ric Boolean functions on n > 5 (odd) variables with maximum possible algebraic
immunity. Then we generalize this construction idea. We determine the nonlin-
earity of the RSBF's constructed in Construction 1 and find that the nonlinearity
is 2 more than the lower bound of nonlinearity of n (odd) variable Boolean func-
tions with maximum algebraic immunity. Prior to our construction, the existing
theoretical constructions could achieve only the lower bound. We also included
little amount of search with the construction method to get RSBFs having max-
imum possible Al and very high nonlinearity. With minor modifications, our
method will work for RSBF's on even number of variables. This will be available
in the full version of this paper.
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