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ABSTRACT. Thanks to a method proposed by Carlet, several classes of balanced Boolean func-
tions with optimum algebraic immunity are obtained. By choosing suitable parameters, for even

n > 8, the balanced n-variable functions can have nonlinearity 2"~ ' — (ZJ:II) + 2(%122)/@ —2),

and for odd n, the functions can have nonlinearity 2"~ — (E) + A(n), where the function
2

A(n) is describled in Theorem 4.4. The algebraic degree of some constructed functions is also
discussed.

1. INTRODUCTION

Boolean functions have important applications in the combiner model and the filter model
of stream ciphers. A function used in such an application should mainly possess balancedness,
a high algebraic degree, a high nonlinearity and, in the case of the combiner model, a high
correlation immunity. Recently, by finding a way of solving some of the overdefined systems
of multivariate equations whose unknowns are the secret key bits, the algebraic attacks have
allowed cryptanalysing several stream ciphers; they may also represent a thread for block ciphers
[1, 7,9, 10, 8, 15, 18]. A high algebraic immunity was proposed as a necessary (not sufficient)
property for Boolean functions used in stream ciphers: for a given Boolean function f on n
variables, any Boolean function g such that f*g = 0 or (1 4+ f) * g = 0 should have high
algebraic degree [9, 18], where * is the multiplication of functions inherited from multiplication
in Fy, the finite field with two elements.

The research of Boolean functions that can resist algebraic attacks has not given fully satisfac-
tory results. Since a difference of only 1 between the algebraic immunities of two functions can
make a crucial difference with respect to algebraic attacks, it is an important topic to construct
Boolean functions with optimum algebraic immunity. But these functions must also satisfy the
other criteria recalled above for being likely to be used in stream ciphers.

There are two main ways to construct Boolean functions achieving optimum algebraic im-
munity. The first one consists in an iterative construction of a 2k-variable Boolean function
with algebraic immunity & [12]. The constructed functions were further studied in [6], where
it is shown that their algebraic degrees are close to 2k but their nonlinearity is 2"~ — ("Zl),

which is insufficient. Moreover, they are not balanced. The second way is based on modifying
symmetric functions [13, 2]. Speaking concretely, up to affine equivalence, the obtained func-
tions of n-variable are symmetric on the set consisting of all elements with weight not equal to
L"T'HJ in F% [13, 2]. These functions are almost symmetric. Furthermore, their nonlinearities
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are not exceeding 2! — (TLZJI) The Boolean functions with optimum algebraic immunity, in
2

odd number of variables, are also considered in [16], and some necessary conditions that these
functions have a possibility to achieve high nonlinearities are presented.

Recently, Carlet [4] introduced a general method for proving that a given function, in any
number of variables, has a prescribed algebraic immunity. Two algorithms were also presented
to search balanced Boolean functions with optimum algebraic immunity. A new infinite class
of such functions was given and their Walsh transforms were studied. But the problem of
determining, for every n, the nonlinearities of the constructed functions (or of a part of them)
was left open.

In the present paper, several infinite classes of balanced Boolean functions are constructed,
based on Carlet’s method. Thus, all these functions have optimum algebraic immunity. Further-
more, by choosing suitable parameters, we show that some infinite classes of balanced functions

can have nonlinearity significantly larger than 2"~ — (TEJI) The nonlinearity is measured by
2

applying properties of Krawtchouk polynomials to analyze the Walsh transform. The algebraic
degree of some functions in even numbers of variables is also analyzed.

The remainder of this paper is organized as follows. Section 2 gives some definitions and
preliminaries. Sections 3 presents a construction of Boolean functions with optimum algebraic
immunity, in even number of variables. The nonlinearity of the constructed functions is calcu-
lated. Furthermore, the algebraic degree for some functions is considered. Section 4 determines
the nonlinearity for a class of Boolean functions with optimum algebraic immunity, in odd
number of variables. Section 5 concludes the study.

2. PRELIMINARIES

Let F5 be the n-dimensional vector space over [Fy, and B, the set of n-variable Boolean
functions from F% to Fo. The basic representation of a Boolean function f(z1,--- ,z,) is by the
output column of its truth table, i.e., a binary string of length 2",

f=1f(0,0,---,0), £(1,0,---,0), £(0,1,---,0), f(1,1,---,0),---, f(1,1,---,1)].

The Hamming weight wt(f) of a Boolean function f € B, is the weight of this string, that is,
the size of the support supp(f) = {x € Fy | f(z) = 1} of the function. The Hamming distance
d(f,g) between two Boolean functions f and g is the Hamming weight of their difference f + g
(by abuse of notation, we use + to denote the addition on Fg, i.e., the XOR). We say that a
Boolean function f is balanced if its truth table contains an equal number of 1’s and 0’s, that is,
if its Hamming weight equals 27~ 1.

Any Boolean function has a unique representation as a multivariate polynomial over [Fo, called
the algebraic normal form (ANF),

f(xla"'axn): Z aIH'riv

where the a;’s are in Fo. The algebraic degree, deg(f), is the number of variables in the highest
order term with non zero coefficient. A Boolean function is affine if it has degree at most 1. The
set, of all affine functions is denoted by A,,.

Boolean functions used in cryptographic systems must have high nonlinearity to withstand
linear and correlation attacks [14, 11]. The nonlinearity of an n-variable function f is its distance
from the set of all n-variable affine functions, i.e.,

nl(f) = min (d(f,g))-

gEAL

This parameter can be expressed by means of the Walsh transform. Let x = (z1, -+ ,2y,)
and A = (A1, -+, A,) both belong to Fy and A -z = Mz + - -+ + Apzp. Let f(z) be a Boolean
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function in n variables. The Walsh transform of f(x) is an integer valued function over F4 which

is defined as
W) = 3 (-1,
z€Fy
A Boolean function f is balanced if and only if W;(0) = 0. The nonlinearity of f can also be

given by
1
_on—1_ -~
nl(f) =2 5 (W (M.

Any Boolean function should have also high algebraic degree to be cryptographically secure
[14, 19]. In fact, it must keep high degree even if a few output bits are modified. In other words,
it must have high nonlinearity profile [5].

For an n-variable Boolean function f, different scenarios related to low degree multiples of f
have been studied in [9, 18]. This led to the following definition.

Definition 2.1. For f € B, define AN(f) ={g € B, |f*g=0}. Any function g € AN(f)
is called an annihilator of f. The algebraic immunity of f is the minimum degree of all the
nonzero annihilators of f and of all those of f + 1. We denote it by AI(f).

Notation:

e W the set of all elements with Hamming weight d in F};

o W<l =WOoU...uwdt Wl = Wwitty...uwn, Wt = wtgwe, w2t = Wiy w,

e supp(a) ={1<i<n|a; =1} for a = (a,...,a,) € FY;

e a X §: supp(a) C supp(f);

o Cp={zxelFy|x < a}fora=(al,...,ay) € F;

.i@y - (33]_ +y1a552+?/2,' o 7xn+yn) where x = (xlyxZa" : ,ﬂfn), Yy = (y17y27"' 7?/n) S ]Fg,

e £ = {T |z € E} for any subset E of F}, where T = (x; + 1,22+ 1,--- , x5, + 1) is the bitwise
complement of x = (x1,z2, - ,xy).

For a fixed A € F} with wt(\) = k, we have

wt(z)=i Jj=0

where K;(x,n) is the Krawtchouk polynomial [17].
Proposition 2.2. The Krawtchouk polynomials have the following properties.

1. Ko(k,n) =1, Ki(k,n) =n — 2k;

2. (n—k)Ki(k+1,n)=(n—20)K;(k,n) — kK;(k—1,n);

3. Ki(k,n) = (-1)'K;(n — k,n);

4. (D) Ki(k,n) = (7)Ki(i,n).

The following lemmas will be used to prove the results in the paper. Lemma 1 is presented
as a problem in page 153 of [17]. A proof is provided for completeness.

Lemma 2.3. The equality
S Kik,n) = Kok — 1,0 — 1) (2)
i=0

holds for 0 <r <n and n,k > 1.

Proof: This lemma will be proved by induction on the integer r» > 0.
For r =0, Ko(k,n) = Ko(k —1,n—1) = 1.
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Suppose that Y K;(k,n) = K¢(k—1,n—1) holds for 0 <t <r — 1.
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Lemma 2.4. Let n and k be even and such that 2 < k <n —2. Then:
Kn_y(k,n—1)
= K%k, 1(k—=1,n—1) (3)
= (-D2(aZ DE=1(k=3)---3-1/[(n=1)(n=3)---(n—k+1)].

Furthermore, |Kn_1(i,n —1)| < |Kz_1(2,n —1)| = (;é:ll)/(n — 1) for alli with1 <i<n-—2.

Proof: We will prove the result by induction on k.
By Proposition 2.2, Equality 4., one has
Ky 1 (0.n— 1) = (31 Ko(§ — L —1) = (421).
Similarly, by Proposition 2.2, Equalities 4. and 1., it can be proven that
- - -1
Ky (Ln—1) = (30 K3~ La—D/(7Y) = (325)/(n— ).

Then, by Proposition 2.2, Equality 2., one has

K%—1(27n - 1) = [K%—l(lvn - 1) - K%—l(ovn - 1)]/(” - 2)
= [(52)/( =1 = (Z2))/(n ~2)

=~/ -1,

Thus, the result holds for k¥ = 2. When n = 4, Equality (3) has been proven to be true. When
n > 6, suppose that Equality (3) holds for all even j with 2 < j < k, where the integer k satisfies
2 <k < n —4. Then, by Proposition 2.2, Equality 2., one has

K%_l(k‘—F 1,7’L — 1)
[Kz_1(k,n—1) —kKn_1(k—1,n—1)]/(n—1—k)

k

= (D) E+DE=1) 3 1/[(n=1)(n—3)- (n—k—1)].
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The following formula is similarly obtained.
Ko y(k+2,n-1)
= (CDEFE) kD =130 1[0 = D(n=3)- (0~ k1),
By Equality (3), for even 2 < k < n — 4, one has
|Kz_y(k,n—1)|/| Kz _1(k+2,n—1)|=(n—k—1)/(k+1).
Thus, for even 2 < i < j <n — 2, it can be proven that
Ky a2n—1)] > Ky 1(in = )| 2 [Kg1(ion — 1)
when j <n/2—1, and
Ksy(in —1)] < K3y (Gyn— 1) < [ Ky (n— 2, — 1)
when i > n/2 — 1. Since |Kz_1(2,n —1)| = [K2_1(n — 2,n — 1)|, one has
[Kz_q(i,n —1)| < [Kz_1(2,n — 1)|
for even 2 < i < n — 2. Furthermore, for odd 1 < i <n — 3, by Equality (3), one has
[Kz_1(i,n—1)|=[Kz_1(i+1,n—-1)] < |Kz_1(2,n—1)|.
Thus, for 1 <i<n—2, [Kz_1(i,n —1)[ < |Kz2_1(2,n —1)|.
The proof is completed. O
Lemma 2.5. For 1 <i<|%21] and1<r <n—1, |K;(r,n)| < Ki(1,n).

Proof: From Corollary 1 in [13], we only need to show the inequality |K;(r,n)| < K;(1,n)
holds for 7 = n/2 when n is even. By Proposition 5 in [13],

K 0, for odd 1,
i(n/2,n) = (—1)i/2 (ZL//22)’ for even i.
By Proposition 2.2, one has K;(1,n) = (n — 2i)(})/n and for even i <n/2 -1,

Ki(l,n) = (n=2i)(7)/n=(n—2i)(}7})/i

> 2)/i> 2(13) i > > 2P (R i
S 2RO i (1)
This finishes the proof. U

Lemma 2.6. Let n be odd, for odd 3 <t <n—2,
[Kooi(t—1Ln—1)] < [Kuoa (2,n— 1) = (321) /(n — 2).
2 2 2

Proof. By Proposition 2.2, Equality 4., and Proposition 5 in [13], for odd ¢, one has

n

Kot (t = Ln= 1) = (K ("ghn = DI/ () = () (2)/(G5)).
Then,
‘Kanl(t—l-l,n—1)|/‘KnT4(t—1,n—1)|
= () D))

= t/(n—1-1).
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This implies
|Kan1(t+1,n—1)\—]Kanl(t—l,n—l)| <0fort<(n—1)/2
|KnT_1(t—|—1,n—1)|—]KnT_l(t—l,n—l)| >0fort>(n—1)/2.

Thus, for odd 3 <t <n—2, ]Kan(t— IL,n—1)| < \K%(Z,n— 1)]. O

Lemma 2.7. Let E C F3 and the Boolean function ¢o(z) be balanced on E. Then for any
Boolean function p(z), one has

| 32 (=)@ < B - | 3 (-1)#7)].

zeE z€FE

Proof: Let Ey = ENsupp(p) and Ey = E \ Ej. Since g is balanced on E, one has
S (—1)po@tel@ = S (—1)po(@) — 37 (—1)%0(®)

zeE zeFy zeFn
=23 (_1)e00(r) -3 (_1)@0(93)
zeF)y zelR
= 23 (~1)»@)
xe kg
= 2 3 (—1)po@),
xeFn

This implies
| 32 (=1)2o@He)| < min{2(Eol, 2| £}
zeE

On the other hand, one has

B =D (=1)#™)] = min{2| By, 2| E1[}
zel

since S (—1)¢(®) = |Ey| — |Ey]. O
el

3. A CONSTRUCTION OF BOOLEAN FUNCTIONS WITH OPTIMUM ALGEBRAIC IMMUNITY, IN
EVEN NUMBER OF VARIABLES

Throughout this section, n is always assumed to be even. Let T, S, U and V denote four
subsets of FJ, more concretely, T = {oq,...,q;} € W<2, 8§ = {B1,...,0,} C W>2, U =
{ug,...,u} C W2, and V = {v1,...,vs} C W 2. These sets will be used to construct Boolean
functions with desired properties.

Construction 1: Define f € B,, as follows

0, eW<2USUU\T,
f@)=14 az, zeW2\UUY, (4)
1, zeW>2UTUV\S,

where a, € {0, 1}.
When the sets T', S, U and V satisfy the following conditions

unv =0,
V1<i<l, aj 2w, and V1 < j <i <, a; & uj, (5)
V1<i<s, v; =0, andV1§j<i§5,viﬁﬁj,

the function f defined by (4) is a special case of Carlet’s method [4].
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Proposition 3.1. ([4]) Let n be even and let a',--- ,a("72) be an ordering of the set of all
vectors of weight n/2 in F3. For every i € {1,2,---, (n%)}, let us denote by A; the flat {x €
F% | supp(a’) C supp(x)} and by A, the vector space {x € F%|supp(z) C supp(a’)}. Let I, J
and K be three disjoint subsets of {1,2,---, (n72)} Assume that, for every i € I, there exists a

v‘ector'bi £ al such that b € A;\Uper.i<iAy. Assume that, for every i € J, there exists a vector
¢ # a' such that ¢ € A} \ Uype.ir<;A;. Then the function whose support equals:

{x e Fy|wt(x) >n/2}U{c,icJyu{a',ic TUK}\{b,icI}

has algebraic immunity n/2.

Let {qi,i €I} =V ={v,...,vs} and b, iel} = S = {B1,...,Bs}. Then, for every
i € 1,0 # a' and V' € A; \ Uperirc;Ay. Similarly, let {a*;i € J} = U = {uy,...,u} and
{c',i € {} =T ={ai,...,oq}. Then, ¢' # a' and ¢! € AL\ Upesi<iAl. Let {a*, k € K} =
{r e W2 |a, = 1, ¢ UUV}. Then, the function defined in Proposition 3.1 has the same
support as the function f defined as in Construction 1. This shows f is included in the class of
functions described as Proposition 3.1 if 7', S, U and V satisfy the conditions in (5).

By Proposition 3.1 and the above analysis, the following result is obtained. A simpler proof
is also presented here.

Corollary 3.2. Let f € By, be defined by (4). If the sets T', S, U and V satisfy the conditions
in (5), then AI(f) =n/2.

Proof: We first prove that any nonzero annihilator of f + 1 has algebraic degree > n/2.
Suppose g € B, is a nonzero annihilator of f + 1. Then, for any element u of U U W<%\T,
one has g(u) = 0. Let g(z) = Zung gvz” be the algebraic normal form (ANF) of g. Thus,

§V = @ij g(lu)

If there exists some element o € T such that g(a) = 1, denote ip = min{i | g(e;) = 1}, then
Gui, = 9(aiy) = 1, i.e., deg(g) > n/2. Otherwise, one has g(a1) = g(az) = -+ = g(ay) = 0, then
G, =0 for all v € W<2. This implies deg(g) > n/2.

Now we show that f has no annihilator of degree < n/2.

Suppose h is a nonzero annihilator of f, then, for any element p of V U W>%\S , one has
h(p) = 0. Set W' (x) = h(z @ 1), then h/(z) = 0 for z € VUW<2\S. Similarly, it can be proven
that deg(h') > n/2. Since h and h' have the same algebraic degree, one has deg(h) > n/2.

Therefore, AI(f) = n/2 follows above facts. O

When the sets T', S, U and V are pairwise disjoint, by (4), the Walsh spectrum of f can be
calculated as follows.

Wi = X (DM Y (1P Y (clehe

2eEW<E\T zeSWU Z2eW F\UUV

+ Z (_1)>\-a:+1 + Z (_1)>\-:v+1

xEW>%\S zeTUV
SR NG ARE D ol SVt o GRS o GVt
:cEW<% zeT zelU zeV
+ X (D= Y (DM 2 3 (-1
zeW F\UUV zeW>% z€S

The main purpose of this section is to study the cryptographical properties such as nonlin-
earity and balancedness for some Boolean functions in Construction 1, by imposing additional
restrictions on the sets T', S, U, V' and Boolean values of a, for x € W2 \UUV.
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3.1. Nonlinearity and balancedness of the constructed functions. By choosing suitable
sets T, S, U and V, and restricting a, = az on W2 \ U UV, this subsection studies the
nonlinearity and balancedness for several infinite classes of functions based on Construction 1.

Case 1. S=T and V =U.

In this case, by (4), the function f can be written as

0, eW<:UTUU\T,
fx)=< a,, =€ W3 \UuU, (7)
1, zeW>2UTUU\T,
where a, = az € {0, 1}.

Let 1 denote the full one vector in F5. By Equality (6), one has

Wi) = X [(C1V 4 (C)MEDH) 2 3 (1 g (<1 eoD)
zeW <2 z€T
+ NN (F)NERIH 4 B [(1)at e o (1)t el
zelU e A\U
2 3 (=DM —4 3 (=DM 42 3 (=), for odd wt()), (8)
zeW<% z€T zeU
2 3 (—1)mtAe otherwise,
€ A\U

where the second equal sign holds since a, = az, and A is a subset of W2 satisfying
ADU, AUA=W2z, and ANA=0. (9)
For any fixed nonzero element u in W<2, take
T = {z|wt(x) =n/2 — wt(u), supp(xz) Nsupp(u) =0}, U = {z|wt(x) =n/2, u <z}. (10)

In fact, U can also be written as U = {z @ u|x € T'}. This shows U is completely determined
by T and u. Thus, V =U = {Z®u|x € T} and then UNV = ) since TNT = (). Furthermore,
T, S, U and V satisfy the conditions in (5). Therefore, by Corollary 3.2, AI(f) =n/2.

When U is defined as in Equality (10) and V' = U, the function f defined in (7) is exactly
the function f, ; in Corollary 3 [4] with additional condition a; = az. Its nonlinearity can be
determined by the following theorem.

Theorem 3.3. Let wt(u) =k < n/2—1 and the sets T, U be defined by Equality (10). Then,
the nonlinearity of the function f(x) defined in (7) is
n— n—1 _
2"t =2(a7y), k=1,
nl(f)=14 2" = Bn-4)(27)/2n-2), k=2
n— n—1 n—k
2 = () RGBT /(n— k), k=3
Proof: The Walsh spectrum of f is considered as follows.

For odd wt(A) = ¢, without loss of generality, we can assume v = (1,---,1,0,---,0) €
F% x T3, Then, the sets T and U can be expressed as

T ={(0,0,---,0,2") € F} | wt(a") =
U={(1,1,---,1,2") e Fy | wt(2") =
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where 2 € F7F. For A = (N, \) € Fh x F3* with wt(\”) = s, one has t — s < k and
s <min{t,n — k}, i.e., max{0,t — k} < s < min{t,n — k}. Then,

DM = Y DM = Ky(sn— k),

zeT wt(z")=5—k

and

SN = (M) ST ()Y = (1)K (s, — K.

zelU wt(z")=5—k
By Lemma 2.3 and Equality (8), one has
2K»n_1(t—1,n—1)—2Kn_j(s,n—k), for odd s,
— 2 2
Wi () { 2Kn_(t—1,n—1) = 6Kz_y(s,n — k), foreven s (11)
where max{0,t — k} < s < min{t,n — k}.
For convenience, we denote in the sequel:
2Kn_4(t—1,n—1)—2Kn_g(s,n—k), for odd s,
— 2 2
Wit s, k) = { QK%,l(t —1,n—-1)— 6K%,k(s,n — k), for even s.
When t = 1, the value of [W¢(\)| is [W(1,1,k)| or |IW(1,0,k)|. By Equality (12) and Propo-
sition 2.2, Equalities 1. and 4.,
W(L0.1)] = 4(;7))

(12)

for k =1,
{ W(1,1,2)| = @0~ 4) (525 /(n 1),
W (1,0,2)] = (n = 4)(32})/(n — 1)
for £ = 2, and
{ W11, k) =2(57)) - 2k(375)/(n — k),
W(1,0.k)] = 2(573) = 6(373)
for k > 3. Thus, one has
w01 = { [T &
since 2]{:(%:]2)/(71 —k) < 6(%:’2) holds for 3 < k < n/2.
When 3 <t < n — 1, the maximal value of |IW;(\)| can be studied by the following analysis.
If £k =1, then 2 < s <t. By Lemma 2.4 and Equality (11), for odd 3 < s <,
Wy < 20Kz 1(t—1,n—1)| +2|Ks_1(s,n — 1)
2(57)/(n =1 +2(37))
= 20(30))/(n—1),

=1,
> 9. (13)

)

and for even 2 < s <t —1,
Wi < 2Ks y(t—1,n—1)|+ 61Ky _y(s,n— 1)
2(22,)/(n=1) +6(32)/(n— 1)

8(x21)/(n—1).

IA A

Thus, for k=1,
n—1\ __
max |[Wr(A)] < 4(373) = [W(L,0,1)]. (14)
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For k > 2, by Lemma 2.4 and Equality (11), one has

Wy < 2Kga(t— 1n - D]+ 6Ky 4(s,n— b)
< 2|K%—1(27n_1)’+6K%—k(05n_k)

= 2(47)/(n = 1) +6(37}).

More concretely, by Proposition 2.2 and Lemma 2.4, for k =2, 1 < s < min{¢,n — k}, one has

=[2Kz_1(n—2,n—1) = 6Kz_g(n—k,n— k)|
(-1 (1 — 1) — 6(-1)FFKa 4 (0,n— k)|
=2Kn_1(1,n—1)+6Kz_4(0,n — k)
n—1 n—k
=2(271)/(n = 1) +6(2%),
and for k£ > 3, max{0,t — k} < s <min{t,n — k}, one has
W (3,0,k) = [2K2_1(2,n — 1) = 6Kz_4(0,n — k)| = 2(%:11)/(7@ -1)+ 6(%:’,2).
The three above equations imply

Jma (W] =2(373)/(n = 1) +6(575)

for £k > 2.
Therefore, when k = 1, by Equality (13) and by (14), one has

W) = [W(1,0,1)] = 4(27Y).
Od§3§A)| F(N)| =W (1,0,1)] (5_1)

When k = 2, by Equality (13) and Equality (15), one has

max [IW; (V)] = (20— 4)(371)/(n 1),
max [W; (V)] = (30— 4) (421) /(n — 1)

21

and then,

L W)= (3n = 4)(57) /(0= 1),

When k > 3, since
WL LR = 2(373) /(0= 1) +6(323)]

= (2n—4)(§2})/(n —1) = (6n — k) (§73)/(n — k)

2(271)[(n = 2)/(n—1) = Bn = 2k)(n/2 = 1) - (n/2 =k + 1) /((n — k)(n — 1)
o (n—k+1))

> 2(32)[(n—2)/(n—1) = 4(n/2 = 1)(n/2 = 2)/((n — 1)(n — 2))

= 4(30)/(n 1) >0,

by Equality (13) and Equality (15), one has

- o n—1\ n—k o
e W] = WL LR = 2(573) = 2k(375)/(n — k).

On the other hand, for even wt(\), by Equality (8), one has

ma W ()] = 2max| 3 (~1)% 37 < 2[(37) — (375)] < (WL 1K)
A A wGA\U 2 2

(17)
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Thus, according to the maximal value of |W¢(\)| for odd wt(A), one has

gré%z,ngf(A)l = o (WA (19)

From the analysis above, for k = 1, by Equality (16) and Equality (19), one has
n— n— n—1
nl(f)=2""1—|W(1,0,1)]/2=2"""1— 2(%_1).
For k = 2, by Equality (17) and Equality (19), one has
nl(f) = 27— (30— 4)(371) /20 — 2).
2
For k > 3, by Equality (18) and Equality (19), one has
nI(f) = 27— WL LR)|/2 = 27— (370) + k(35 /(n — ).
The proof is finished by the analysis above. (]

Remark 1: By Theorem 3.3, the nonlinearity of f is related to the Hamming weight of the

vector u. More precisely, nl(f) < 271 — (2:11) for wt(u) = 1, or 2, and ni(f) > 2n~! — (ﬁ:ll)
2 2

for wt(u) > 3. Let [y = k(g:’,‘;)/(n — k). Then, T}/Thi1 =k(n—k—1)/[(n/2 — k) (k+1)] > 1
for all k, 3 <k <n/2—2. Thus, taking wt(u) = 3, by Theorem 3.3, f can obtain a nonlinearity
nl(f)=2"" = (52)) +3(353)/(n - 3).

According to the Boolean values of a,, two sets Lo and Ly are defined as

Lo={zxeW?2|a,=0}\UUTU, Ly={zxeW2|a, =1}\UUT.

Let
Or = WA\UUT/2= (37)) - (223). (20)
To ensure that f defined by (7) is balanced, the Boolean values a, are required to be balanced
on the set W2\U UT, i.e., |Lg| = |Li| = O. In this case, the integer O} must be even since
a, = az. However, when Oy is odd, an nonlinear function fy obtained by slightly modifying f
can be balanced.

The function fy € B,, is defined as

0, w€W<%UT()UU0\T0,
fo(x) = Az, T E W% \Uo UU(), (21)
1, $€W>%UT()UUO\TO,

where a, = az € {0, 1}, and the sets Ty and Uy are defined by

T _ T, for even Oy,
07\ T\{zo}, otherwise

where x( is any one element of T'. Similarly to the analysis after Equality (10), the pairwise
disjoint sets Ty and Uy satisfy the conditions in (5), and AI(fy) = n/2 by Corollary 3.2. With
Ty and Up in (22), one has W2 | — 2|Up| = 0 (mod 4). Then, fy is balanced if and only if a, is
balanced on the set W%\UO U Uy, which is easily satisfied when Ty and Uy are defined by (22).
In this case, let W, UW; = W2 \ Uy U Uy and Wi N W1 = (. Then the set W is divided into
two disjoint subsets Wy and W3 such that |Wa| = [Ws|. On the set W2\Uy U Uy, define the
Boolean values a, as

U for even Oy,

U\{u®zo}, otherwise (22)

and Uy :{

0 — b, QZEWQUWQ,
T b+1, x € W3UW;3
where b € {0, 1}.
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Theorem 3.4. Let u be any element of W<2 such that 3 < wt(u) = k < n/2 —1. If ay is
balanced on the set W2\Uy U Uy, then the function fo(x) defined in Equality (21) is balanced
and its nonlinearity satisfies

on—1 (g:ll) + k(g:ﬁ)/(n — k), for even Oy,

an-1 (g:ll) + k(g:ﬁ)/(n —k)—1, otherwise.

nl(fo) = {

Proof: By the analysis after (22), fo is balanced.
For even Oy, the proof follows from Theorem 3.3. Let us consider the case O odd.
When wt(\) = t is odd, one has

S (DM = B (1M - (—1)M0 = Ko (s,n — k) — (—1)M,
z€Tp zeT

> (DM = 2 ()N = (1) [Kn (s, — k) — (1))
z€lUy z€Tp

where max{0,t — k} < s < min{t,n — k}. By Equality (8), the Walsh transform of fy(x) is
calculated as

w0 = e e Lo e @
Thus, for k > 3, by Equality (13), one has max (Wi (M| =|W(1,1,k)| + 2 for wt(A) =1 and by
Equality (12) and Equality (15), max (W (AN)] < |W(3,0,k)| 4 6 for odd 3 < wt(A) <n—1.
For even wt(\), one has
m)?ux|Wf0()\)| = m}%\xx|2 erA\U(—l)az+)"x| < 2(("%1) - (g:’;) +1) <|W(1,1,k)|.
Similarly to the analysis in the proof of Theorem 3.3, one has
max Wy (N)| = max{|W(1,1,k)| +2,|W(3,0,k)| + 6}

AEF7
W(1,1,k)| + 2
= 2(27)) —2k(375)/(n— k) + 2,

which implies
nl(fo) = 2" — max Wy, (N)[/2 = 271 — (2) + k(52%) /(n — k) — 1.
AeFy 2 2

The above analysis finishes the proof. U

Remark 2: To obtain balanced Boolean functions with high nonlinearities and optimum al-
gebraic immunity, we only use the vector u with Hamming weight 3 < wt(u) < n/2 — 1. In this
case, the resulting function fy has almost the same nonlinearity as f.

Notice that all elements in the set T' defined by Equality (10) have the same Hamming weight
n/2 — k. Does there exist a set T, consisting of elements with different weights, such that the
function f or fy has high nonlinearity? The following results provide an answer to this question.

For a fixed nonzero element v; € W<2 with supp(v1) = {i1,i2, - ,ix}, take vy € W=% with
supp(ve) = {i1,42, - , ik, ig+1}. Denote

T = {z|wt(x) = n/2 — wt(v;), supp(z) Nsupp(ve) = 0}, U’ = {z @ v; |z € T} (24)
for ¢ = 1,2. Two sets T and U are defined as
T=T'uT? U=U'UU%
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Let the elements x1, 2, -,z of T' be sorted by increasing Hamming weight. Correspond-
ingly, the elements y1,y2,- -,y of U are listed as: for 1 < j < |T|, y; = z; © v; if z; € T!
(i = 1,2). From the definition above, it can be verified T" and U satisfy the conditions in Equal-
ity (5). Furthermore, S =T and V = U also satisfy the conditions in Equality (5). Thus, by
Corollary 2, one has AI(f) =n/2.

Denote
P = {z|wt(z) = n/2 — wt(v1), supp(z) Nsupp(v1) =0}, P?={x € P| T, =1}, (25)
then T' = P\ P2. Moreover, the sets T and U can be expressed as
T=PUT?*\P?and U = {z® v |z € P}. (26)

Note that the sets P, U are exactly the sets 7" and U given in Equality (10) when v; = w.
The nonlinearity of f is determined in the following theorem.

Theorem 3.5. For 2 <k <n/2—2, let f € By, be defined in Equality (7) with T' = T uT?
and U = U UU?, where T® and U® (i = 1,2) are given in Equality (24). Then its nonlinearity
18

nl(f)= 270 = (370) + k(30 /(0 — k).

Proof: The Walsh spectrum of f is considered as follows.
Without loss of generality, we can assume that supp(v;) = {1,2,--- ,k} and supp(vy) =
{1,2,--- ,k,k+ 1}, by Equality (26), it is true that

SEDM = DEDTE D () - D ()

zeT zeP xeT? zeP?

= LD Y (- ()M T (1

reP zeT? xET?

Moreover, for A = (N, \) € F5 x FI~F with wt(\") = 5, 3. (1) = Kn_pa(s—1,n—k—1)
xz€T?
when Ag1 = 1.

When wt(A) =t is odd, since the set P, U can be regarded as T and U defined in Equality
(10) where u = vy, by Equalities (8), (11) and (12), one has

WiA) = 2 3 (DM =43 ()42 Yy (-1

zeW<% z€T zeU
=2 ¥ (D4 (M2 (-
zeW<% zeP zelU (27)
=4[ 2 (DM = (=DM 2 (=M
z€T? z€T?
W(t, s, k), ANeg1 =0
{ W(t,s, k) — SK%_k_l(s —1ln—k—-1), Ar1=1

where max{0,t — k} < s < {t,n — k}.

For t = 1, the integer s may take 0 or 1. Then, Wy(A) = W(1,0,k) when s = 0, and Wy(\)
is equal to W(1,1,k) or W(1,1,k) — 8(%:2:11) when s = 1. Thus, by Equality (13), it can be
verified that

Jmae (W ()] = [W(L1K)| = 2(573) — 2k(35) /n — k). (28)
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For 3 <t <n—1, when k =2, one has n > 8. If \y;1 =0, then t — 2 < s < min{¢,n — 3}.
By Equalities (27) and (12), and by Lemmas 2.4 and 2.5, one has

Wi ()| 21Kn_1(t —1,n —1)| 4+ 6Kz _o(s,n —2)|
2|KH_1(2,TZ - 1)’ + 6’K"_2(1,TL — 2)|
8 (5" 11)/(71 1) < (2n— 4)(2 )/(n—1)

W(L,1,2)].

I IAIA

If \pr1 =1, then t — 2 < s <min{t,n — 2}. By Equalities (27) and (12), for odd s, one has

[Wr(N)] 2[Kn_1(t—1,n—1)|+2|Kz_s(s,n —2)| + 8|Kz_3(s —1,n — 3)]
2|Kn_1(2,n—1)|+2|Kg_2( n—2)|+8|Kn_3(0 n—3)]
4(2 11)/(71—1)—1—8( ) (2n—4)(ﬁ 11)/(71—1)

|W(1, 1,2)],

I IAIA

and for even s =t — 1, the fact
W] = 2K 4(t — 1,n— 1) = 6K _(t — L,n—2) — 8K _(t —2,n—3)| < [W(L,1,2)|

will be proved by the three cases (i), (i ) d (iii) as follows.
(i) For ¢t =3, since Kz_1(2,n —1) <0, Kz_5(2,n —2) <0 and Kz_3(1,n —3) > 0, one has

2

WO = [B8yEn 1) 0o —2) 68 ofhn =)
< 2|K% 1(2,n—1)|+8|K%,3(0,n—3)|
= (2n-6)(37)/(n—1) < |W(1,1,2)].

(ii) For 5 <t <n — 3, by Lemmas 2.4 and 2.5, one has

Wi\ < 2/Ka_y(t— 10— 1) +6|Kn_o(t — 1,n —2)| + 8Kz _s(t — 2,n — 3)|
< 20Ku_y(4,n — 1)+ 6[Ks_5(1,n—2)| + 8Kz _s(1,n —3)|
= 12(" )/(n—1) < (2n - 4)(52y)/(n—1) = W(,1,2)]

(iii) For ¢ =n — 1, one has

We(N)| = |2Kn_}b( —2,n—1)—6Kz_s(n—2, n72) fSKn_3(n73 n —3)|
= REDEE) /1) —BDE () 81 ()
= (-1 < @o— (T - 1) = WL, L)

Therefore, when k& = 2, it can be concluded

3<r{1<aé< 1 ‘Wf( )‘ ‘W(L 1, k)’ (29)

When k > 3, the value of Jnax |[W(A)| is similarly considered in the following.

If A\p1 = 0, Equalities (27) and (15) imply

— _ n—1 -
S (W] = max [W(ts, k) = 2(371)/(n = 1) + 637 )
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and if A1 =1, one has 1 < s < min{¢t,n — k}. By Equalities (27) and (12), for odd s,
Wi < 2Kz q(t—1,n—1)[+2|Kz_g(s,n— k)| +8[Kz_p_1(s —1,n—k—1)
< 2[Kz2 (20— 1)+ 2[Kz_(0,n — k)| +8[Kz__1(0,n — k — 1)
= 2320/ — D+ 25 + 830N
= ( )/(n—l +2(n k)—|—4(n—2k:)( )/(n—k‘)
< ( D/ —1) +6(7_k)
For even s, when 2 < s <n —k,
[We(N)| 2[Kn_y(t—1,n = 1)+ 6|Kn_g(s,n— k)| +8|Kn_p_1(s —1,n—k—1)|
2[Kn_1(2,n = 1)|+6|Kz_¢(1,n— k)| + 8Kz _;_1(0,n -k —1)|
= 2(32)/(n 1)+ 6k (2R /n— F) + 40— 2k) (378) /n— )
= 2(27y)/(n = 1)+ (4n—2k) (3 75) /(n — k)
< 2(7)/(n =1 +6(37%),

and when s = n — k for even k,

INIA

Wyl = [2Kz_1(t—1,n—1) = 6Kz_y(n—kn—k)-8Kns_; 1(n—k—1n—Fk—1)
< 2[Knq(t—1,n—1)|[+[6Kz g(n—kn—k)+8Kn y1(n—k—1n—k—1)
< 20K (o= 141635 (-2 (5750 B
< 2(30y)/(n = 1) +6(375).

From the above discussion, one has

J e (W) =2(370)/(n = 1) +6(37) < IW(L L. k) (30)

when k > 3.
Therefore, for k > 2, by Equalities (28) and (29), by (30), one has

e (Wi = W (L1 k) = 2(570) = 2k(25)/ (= ).

On the other hand, Equality (8) implies
max | [Wy ()] < 24\U] = 2(31) - 2(375) < WL, L k)]

even wt(A
Thus, one has
nl(f) =21 = [W(L1LK)|/2=2""" = (37)) + k(32})/(n — k),
which finishes the proof. U
By slightly modifying f, a highly nonlinear balanced function f; can be obtained.
Define f; € B,, as
0, $€W<%U71UU1\T1,
film) =19 az, z€W2\U UUY, (31)
1, 1‘€W>%UT1UU1\71,
where a, = az € {0, 1}, and the sets T; and U are defined by

T — T, for even Oy, od Un — U, for even Oy,
! T\{z1}, otherwise & Y"1V U\ {z1 ®v1}, otherwise

where x; is any one element of T''. Similar to the analysis after Equality (24), the pairwise
disjoint sets 77 and U; satisfy the conditions in Equality (5), hence AI(f1) = n/2.
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With the same method used in the proof for Theorem 3.4, the nonlinearity of f; can be
measured in the following.

Theorem 3.6. For2 <k <n/2—-2, if a, is balanced on the set W%\Ul UUq, then the function
fi(x) defined in Equality (31) is balanced and its nonlinearity satisfies

l on—1 _ (g:ll) + k(gi@/(” — k), for even Oy,
nl(f1) = 2"’1-(%ii)4‘k(§ji)/01"k)“l’ otherwise

Remark 8: Above results show 77 can consist of elements with different weights, and as
described in Remark 1, by taking k& = 2, the balanced function f; can obtain nonlinearity
on—l _ (g:ll) + 2(%:22)/@ — 2) since ©y = (g:ll) - (2:22) = (%‘:21) is always even.

Case 2: S=V =0or T=U =0.

We only consider the case of S =V = (). The similar conclusions can also be obtained for the
case of T = U = ().

In this case, with restriction a, = 0 for z € U, the function defined by (4) can be rewritten as

0, x€W<2UUUU\T,
f@) =% ap, veW2\UUT, (32)
1, z¢€ W>z U T,
where a; = az. Then, by Equality (6), one has

W) = X (DM 2 ()N T ()M B ()

reW<% zeT zeU zeU
+ Z (_1)az+)\~x+ E (_1))\~x+1
€W 2\UUT zEW> % (33)
SR O (A G Ve RED I (CR VR e V)
zew<% zeU
T2 3 (DM S (1) g (e e
zeT zeA\U

where A is a subset of W2 defined by (9).

For u € W<% with 3 < wt(u) = k < |1), let T"and U be defined as in Equality (10).
Let 9 be any element of T'. Take

T — T, for even Oy,
271 T\{z2}, otherwise

where Oy is given in Equality (20). Define a function fs € B, by
0, zeW<2UU,UT;\ Ty,

f2($) = Az, T € W3 \ Us UU2, (35)
1, zeW>sUT,

where a; = az € {0, 1}. By Proposition 3.1, one has AI(f2) = n/2. The nonlinearity and
balancedness of fo(z) are analyzed in the following theorem.

U for even Oy,

U\{zx2 ®u}, otherwise (34)

and Uy —{

Theorem 3.7. Letn > 12 and u € W<2 with 3 < wt(u) = k < [§]. If ap is balanced on the

set Wg\UQ UUsy and fo(xa @ u) =0, then fo(x) is balanced and its nonlinearity satisfies
l gn—1 _ (gill) + k(g:’}“ﬁ)/(n — k), for even Oy,
nl(f2) on—1 _ (nfl) + k(g:’z)/(n —k)—1, otherwise

21
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when k is even or k = 3.

Proof: By Equality (35), the Hamming weight of fa(x) is equal to
n 1 n _
W25 |+ |To| + 5 [WE\U> U T | = 2",

which shows the function f(z) is balanced.
Equality (33) implies

2 Y (=M =2 3 (=) for odd wt(\),
zeW<% x€T>
We,(\) = (36)
2 3 (=D)setrT 2 S ()M 42 S (—1)M otherwise.
z€A\U> €T z€Us2

When Oy, is even, similarly to the proof of Theorem 3.3, one has

2Kn (t—1,n—1)—2Kn_y(s,n—k), foroddtand0<s<t,
We,(A) = 22$€A\U2(—1)“f+)"$ — 4Kz _p(s,n—k), foreventandodds<t—1, (37)
QerA\UQ(—l)a”)"I, for even ¢t and even s < t,

where wt(\) =¢ and t — k < s < min{t,n — k}.
For odd ¢t with 3 <t <n — 1, by Lemma 2.4, one has
max Wy, ()] < 20Ky (=1 — 1)+ 21K (s, k)
< 2AKx_ (2,0~ 1) +2K2_(0,n — k)
2(271) /(- 1) + 231,

When ¢ = 1, the maximal value of |W§,(\)] is equal to (” 1) - 2]4:(2 ’Z)/(n — k).
Thus, one has

mex (W) =2(570) - 2k(373)/ (n - k). (38)

For even wt(\) = ¢, the maximal value of |Wy,(\)| is determined below.

Similarly to the analysis after (22), a, is balanced on A\Uj since a, is balanced on W%\UQ UU,
with a, = az. Then, by Lemma 2.7, one has

2 Y peay, (—1)%
< 21A\Uz| -2 erA\UQ( DA

2[(§ ) = ()] = 21 ea M = Y, (F 1M
= 2(a0) - (Lk) |2 e GO =23, (1M
= (7 ) ( ) [Kz(t,n) —2(— 1)t~ *Kn_p(s,n— k)|

For odd s < min{t — 1,n — k}, by Equality (37), one has

W = 12X e, (1)@ —4Ka_y(s,n — k)|
< 2 penu, (D= + 4Ky (s,n — k)] (39)
< 2[(%:11) - (g:’z)] - |K% (t,?’L) + 2K%*k(57n - k)| + 4‘K%71€(87n - k)|

When k is even, by Lemma 2.5, one has

_ n—k
jmax  |Kyi(s,n— k)| = Ky_y(Ln—k) = k(325)/(n = k). (40)
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Then, by (39) and Equality (40), one has
WA < 2 = (144 s Ko=)
= 2[(2:11) - (g ’Z)]—I—ﬁlk( )/(n_k) (41)
= 2(a7) — (20— Gk)(gflfg)/(n — k)
< 2(37y) —2k(323)/(n— k)

for even k& < [%].
When k = 3, by Lemma 2.5, one has

n—3
1;?22(_5 ’K%—?)(svn - 3)‘ = K%—?)(lvn - 3) - 3(” 3)/(” - 3)5

then
4Kz _3(s,n —3)| = [Kz(t, n)+2K" —3(s,n = 3)|

<4|Kn_3(s,n—3)| < 12( 3)/(n— 3) (2n — 12)( 3)/(n—3)
for 1 < s <n—>5. In the case of s =n — 3, one has t = n — 2 or n. Moreover, by Proposition
2.2 and Proposition 5 in [13], one has

4|Kz_3(n—3,n—=3)| = [Kz(n—2,n)+2Kz_3(n—3,n—3)|
= 4(378) ~ (1) (3) /- 1)+ 21 (5]
=2(273) — (3)/(n-1)
=2(37%) —8(Z 3)/(n—4)

= 20~ 16)(3 7)) /(n )

<(2n-12) (%—3)/(” —3)

(42)

and
4Kz 3(n—3,n—3)| = [Kz(n,n) + 2Kz _3(n—3,n — 3)|
= 4(37) 1)) + 212 (Y]
=4(273) — [(3) —2(323))
=6(x73) —8(n —1)(223)/(n - 4)
< (2n — 12)(;:3)/(71 - 3).
Thus,

4Kz _5(s,n—3)| = [Kz(t,n) + 2K _3(s,n —3)| < (2n — 12)(;;{’;})/@ —-3) (43)

for s =n — 3. By (42) and (43), one has
4Kn _3(s,n —3)| = [Kn(t,n) +2Kn_3(s,n—3)| < (2n — 12)(n 3)/(n—3).

Furthermore, by (39), it can be proven that
WO < 20 = (440) = K () + 2K ylosm = D)+ 41K (s~ 8)
< 2(17) — (0] + 2o — k) (38) /(0 — R (44)
n—1 n—k
= 2(3 )~ 2k(Eh) (- k)
for k = 3.

For even 0 < s < t, by Equality (37), one has
Wr W <2(a7) —2(57%) <2(37)) - 2k(373)/(n — k). (45)
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Thus, by (41), (44) and (45), one has

max Wy, (V)] < 2(37) — 2k(375)/(n — k) (46)

even wt(\)

when k is even or k = 3.
By Equality (38) and by (46), one has

nl(fo) = 2071 = (373) + R(52R) /(n — k).

When O is odd, the conclusion can be proven similarly to the method used in Theorem
3.4. O

To end this subsection, the nonlinearities of the constructed functions are compared with
those of some known functions with optimal algebraic immunity.

Let n = 2m. Both symmetric functions F'(x) from Construction 3 in [13] and (unbalanced)
¢oam(z) from Construction 2 in [6] have optimal algebraic immunity. Moreover, they have the
same nonlinearity 27! — (g:ll) By changing the initializations, the function ¢, can be bal-
anced [6]. However, the nonlinearity will be reduced. In this paper, the functions fy, fi and
f2 are balanced, and their nonlinearities are higher than nl(F) and nl(¢ay,). Take wt(u) = 3
in Theorems 3.4 and 3.7, and take wt(v;) = 2 in Theorem 3.6. For even n, 8 < n < 20, the

nonlinearities of these functions are compared as in Table 1.

Table 1 Comparison of nonlinearities

n 8 10 12 14 16 18 20
nl(fo), nl(f2) 96 394 1614 6566 26630 107762 435342
nl(f1) 98 400 1628 6608 26762 108192 436772
nl(F), nl(pam) 93 386 1586 6476 26333 106762 431910

The nonlinearity of fo is determined for wt(u) < [%] in Theorem 3.6. Then, when wt(u) = 3,

one has n > 12. However, by randomly choosing a, such that it is balanced on W%\UQ U U,
balanced functions fo with nonlinearity 96, 394 respectively for n = 8, 10 can be obtained.

3.2. Algebraic degree of the constructed functions. In this subsection, the algebraic de-
gree of balanced functions fy, f1 and fy is studied.

Theorem 3.8. Let the function fo, f1 be given in Section 3.1.

(1) When Oy, is odd, deg(fo) = deg(f1) =n—1;

(2) When ©y, is even, if either ((";1) + (”;’“))/2 or (";’j;l) is odd, deg(fo) = deg(f1) =n—1.

2 2 2

Proof: With the same method, the results about the algebraic degree of fy and f; can be
obtained. We only give the proof for deg(fy) in the following.

Since fj is balanced, one has deg(fp) < n—1. By Equality (21), the support set supp(fo) can
be expressed as

supp(fo) = ({z € W3 la, =1} \UgUUg) U W>z UT,UuU, \ T.
Let fo(x) = Zueﬂ?g ﬁx” be the algebraic normal form (ANF) of fy. Since f;, = ijy fo(x) for

each v € Fy, f, =1 if and only if

1C, Nsupp(fo)| = |C, N ({z € W3 |a, =1} \ Uy UT)|+

- _ _ 47
|IC, NW=2|+|C,NTy| + |C, NUy| — |C, NT (47)

is odd.
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For any a € W”_l, either x < a or ¥ < o holds for each = € Fy. Then one has
Ca V(€ W |0y = 1)\ Uo UT0)| = (W3] — |00l — [Tol)/4 = ("5) ~ 1To])/2
since a, = az is balanced on Wa \ Uy U Uy and

n—1

2

|Ca N W>%| = (g:—ll) 4o+ (”—1) — on—2 _ (n;l)'
Thus,

ICan({z € W2 |ay =13\ UgUT0)| + |Ca NW>2| = 2772 — (("21) + |To]) /2. (48)

When Oy, is odd, Ty = T\{zo}, To = T\{Zo} and Uy = U\{To @ u}. Then, there exist two
elements o, as € W™ ! such that

u=ar, g <X a1, u=ay, and xg £ ag,

by which one has

Car NTo] = ("351) =1 [ 1Caa 0Tl = ("45),
|Ca1ﬂU0|:|Ca1ﬂT0’, |Ca2ﬂU0|:|Ca20To|.

Therefore, by Equality (47) and Equality (48), either |Cy, Nsupp(fo)| or |Cqa, Nsupp(fo)| is odd,
i.e., either fo, =1 or f,, = 1. This implies deg(fy) =n — 1.
When Oy, is even, Ty = T. Take a1 in W~ ! with v < a1, then

[Cay NTo| = (n;izl)a |Cay NTo| = |Cay N Tol.
By Equality (47) and Equality (48), one has
[Cor Nsupp(fo)l = 2772 = (") + ("2))/2 + (55, (49)
Take ag in W1 with u £ ag, then
[Cax NTo| = (374), |Cay NTol = ("3"), |Cay NTo| = 0.
By Equality (47) and by (48), one has

[Cas Nsupp(fo)| = 2772 = (("3") + ("3))/2 +2("3"). (50)

Thus, by Equality (49) and Equality (50), if (("z") + ("2"))/2 is odd, then fa, = 1. Otherwise,

if (”;:1) is odd, then f,, = 1. Thus, deg(fo) = n — 1. O

[V

The following results can be obtained by the same method as for Theorem 3.8.

Theorem 3.9. Let the balanced function fa be given in Theorem 3.7.
(1) When Oy, is odd, deg(f2) =n —1;

. . . n—k—1 n—1 n—=k n—k—1\ - o
(2) When ©y, is even, if ezthe'r( 2k )—(( n )+( n ))/2 07’( n ) is odd, deg(f2) =n—1.

2
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4. THE NONLINEARITY OF A CLASS OF BOOLEAN FUNCTIONS WITH OPTIMUM ALGEBRAIC
IMMUNITY, IN ODD NUMBER OF VARIABLES

This section determines the nonlinearity of a class of Boolean functions, included in Carlet’s
construction [4], in odd number of variables.

Construction 2: [4] Let n be odd, and let ay,ag, - - - ya(,n) be the list of WnTH, define g € B,
2
as
0, ze WS \T
T) = ’ " ’ 51
9(@) {1, rEeWZFUT (51)

n
n+1
2

where T' = {b1,ba, - - - ,b( )} is a subset of W<"3" such that

V1<j< (@), supp(b;) € supp(a;); and V1 <1< j < (@), supp(b;) € supp(a).  (52)

Since the function g in Equality (51) is balanced, it has optimal algebraic immunity (n+1)/2
if and only if AN(f) does not contain any nonzero function of degree strictly less than (n+1)/2
[3]. Note that g can be regarded as a Boolean function provided by the algorithm after Corollary
1 in [4], thus, g has algebraic immunity (n + 1)/2. By choosing suitable set 7', the nonlinearity
of g can be measured.

Let go be the majority function with support W23, Denote Us = W \T and T3 =
n+1
T\ W%, then g can be rewritten as

N g+1, xeUsUT3,
g(x) = { 90, otherwise.

Thus, the Walsh spectrum of g can be calculated as follows.

W,(\) = S (=1)g@FAe L 5 (q)go(@)titA
x¢UsUT: zeUsUT3
= 3 (CE@R g S (Cpmes
mGFEL xeUsUTs

= W) =20 ()M = ¥ (-)M].

xeTy zeUs

By Lemma 2.6 (1), (2) in [13] and Lemma 2.3, the Walsh transform of go can be characterized
as
2Kn1(wt(A) —1,n—1), for odd wt(\),

2

0, otherwise.

WQO(A) = {
Therefore, for wt(\) = ¢, one has

2K (t—1n—1)—2[ 3 (—=1)* — 3 (=1)**], for odd t,

- z€T3 z€Us
Wy(A) = O[T (1M - T (=), for even t. (53)
z€T3 zcUs

Equality (53) shows that the nonlinearity of g is determined by the sets T3 and Us, which can
be defined based on a series of vectors provided by the following algorithm.
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Algorithm 1:

Input: three positive integers r, v and N with r +uv —1 < N.

r—1
Output: m = ) (u]—\&-fs) vectors x1, %2, -+ , Ty in 5 such that
=0
° r—1 N
_ s r—s
1r<nj1£1T Hzi = (zi1, - zir) | rij=11=12,-- ,m}p| = L - (u—i—s)TJ’

1. Denote M = Z (u+s) (r — s) and take a sequence [ = (I1,l2, -+ ,lpr) where

_ r if r|4 .
li= { i (mod r) otherwise fori=1,2,---, M.

2. Initialization: s « 0, k «— 0, t «— 1.

3. While s < r — 1 do the following:

3.1 for j from 1 to (u s) do:

3.1.1 take z; with supp(a:t) = {lkt1, b2y s Ugr—s )
312t—t+1, k=k+r—s.
3.2 s« s+1.
4. Return the vectors x1,xo, -+, Tm.

The validity of Algorithm 1 is explained as follows.

From the algorithm, on one hand, for any 1 < j < r, the number of j’s in the sequence
(I1,12,+ -+ ,lpr) is no less than L%j, on the other hand, according to supp(z;) (t = 1,2,--- ,m)
described in step 3.1.1, it can be concluded that the value of |[{z;|x;; =1,i=1,2,--- ,m}| is

exactly the number of j’s in the sequence (1,13, - ,lp7) for 1 < j <. Thus,
M N
_ r—s
11%121 Hrilzy=1,i=1,2,--- ,m}| =[] = Lsz::o (u+s)TJ'

Define a multiset () (in the sense that the vector z; can be the same as x; for 1 <i # j <m
in Q) as
Q:{xlafo" 7xm} (54)
where the vectors x1, xa, - -,z are obtained from Algorithm 1. According to Algorithm above,
the number of vectors in ) with weight s is (uﬁ?\LS) for1<s<r.
Running Algorithm 1, some examples can be given as follows.
Ezample 1: (1) For r =4, u = 1 and N = 4, the vectors z1,--- ,x15 are listed as follows.

The value 1I<Tli£l4’{$i |z =1,1<i< 15}| = |{zi|zia =1,1<i <15} = 10.
<<

(2) For r =3, u = 3 and N = 5, the vectors xy,--- ,x1¢ are listed as follows.
xr1 = (1>171)7 T2 = (1>171)a xr3 = (1>171)a T4 = (1>1>1)a
x5 =(1,1,1), x¢=(1,1,1), =x7=(1,1,1), =xg=(1,1,1),
Tr9 = (1, 1, 1), Tr10 — (1, 1, 1), 11 = (1, 1,0) 12 = (1,0, 1),

€13 = (Oa 17 1)7 T14 = (1> 170)7 T15 = (LO) 1) T16 = (Oa 170)
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An integer n larger than 4 can be written as a sum of four positive integers r; (1 < i < 4),
i.e., n =11 4+ ro + r3 + r4. For convenience, denote

_ S n—ri—2 \ri—i _ eSS n—rg—2 \ro—i
e g%) (RTH*(Tlfi)) o M2 g%) (nglf(rri)) Ty’
= n—r3—3 ] ! n—r4—3 ] (55)
_ —r3— r3—1 _ —T4— ra—1
ms3 = Z;) (anl}_(T?’_i)) i’g ) M4 = 7,;] (ngs—(hl—i)) rg "
and divide the set {1,2,--- ,n} into four subsets as follows:
Ar={1,2,--- ,m}, Ay ={r1+ 1,71 +2,-- ;11 +ra}, (56)

Ag={ri+ro+1,--- ;ri+ro+r3}, Aq={ri+ra+r3+1,---,n}

In the following, a method of choosing the sets T5 and Uj is presented. This method will
generate an infinite class of Boolean functions with optimal algebraic immunity and high non-
linearity.
2fori=1,2

3fori—3 4 ondtake

For 1 <i <4, denote ¢; = {

Pi={yeFy7" " [(n+3)/2—i-r <wt(y) < (n+1)/2—i}.

Let Q; be the multiset defined by Equality (54) where r = r;, u = (n + 3)/2 — i — r; and
N = n —r; — ;. Since the number of vectors y in P; with weight (n + 3)/2 — ¢ — s and

that of vectors in @; with weight s are both equal to ( &”_ﬁls) for 1 < s < r;, an one-to-one
2

correspondence ¢; from P; to @; can be induced such that wt(y) + wt(¢i(y)) = (n +3)/2 — i
holds for any y € F;.

With the sets P; and the correspondence ¢; (i = 1,2, 3,4), eight sets T§ and U§ can be defined
as Table 2.
Table 2 The definition of 7% and U% for i = 1,2,3,4
T31 = {(07 0, y1,0) € ]Fgl x Fg x Fg_Tl_Q x Fy |y1 € Pl}
Us = {(¢1(y1), 0, 1,0) € F! x Fy x Fy™" % x Fy |y1 € P1}
Tg? = {(Ovyla 07 Y2, 1) € ]FZ X Fgl_i X }FQQ X Fg—?ﬁ—?‘z—i X FQ ‘ (ylayQ) S PQ}
UF = {(0,91, p2(y), y2,1) € Fp x Fy' " x Fz? x Fy—m T >1<F2 ly = (y1,92) € P}
T3 = {(1,0,41,0,y2,1) € Fy x Fg x Fgﬁm_z x F5? x F§4_1 x Fa | (y1,92) € Ps}
U3 = {(1,0,y1,¢3(y),y2, 1) € Fa x Fo x F3' 7272 x FI* x Fo* ™' x Fa |y = (y1,42) € P3}
T?jl = {(17 1:1917 ]-7y270) € FQ X FQ X Fgl_z X FQ X F§2+T3_11 X F? ’ (yhy?) € P4}
U:gl - {(17 1;91, 17927904(3/)) € FQ X IFQ X ]Fgl_ X ]F2 X F22+T3_ X IF;4 |y = (?41792) S P4}
Then, by Algorithm 1, one has

min [{z € U |a; = 1}| = mi).

fori=1,2,3,4.
Define two sets
4 4
=T Us=JUi (57)
i=1 i=1
Then,
Ul = | T _Tl_l n—ri—2 21 n—ro—2 31 n—rz—3 el n—r4—3
Us| = T3] = l;) ("Tﬂf(mfi)) + EO (WT*L(TM)) + EO (WT*f(rgfi)) + EO (";57(7"471'))‘
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Let T3 and Us be defined in Equality (57), define

_J g+1, z€UsUTs,
gi(w) = { go,  otherwise, (58)

+1

where gg is the majority function, whose support is W= 2 .

In what follows, the algebraic immunity and nonlinearity of g; is considered.

Proposition 4.1. The Boolean function gi defined in Equality (58) has algebraic immunity
(n+1)/2.

Proof: Take U’ = WnTH\Ug and T = T3 U U’, then ¢y is exactly the function g defined in
Equality (51). Thus, it is sufficient to prove the set T' satisfies the condition in (52).

List the elements of W3 and T as

oa,- S 1y ey T by e b en e s c,

where a; € Us, bj € T3 (1 < j < |T3|) and ¢ € U’ (1 < k < |U’|), then the sets W™ and T
satisfy the condition in (52) if and only if Us and T3 satisfy it.

The elements by, ba, - -+, by, listed from left to right above obey the following rules:

1. For any by, € Ty', bj, € T3, if iy < iy, then ji < ja;

2. For any bj,,bj, € Ts, j1 < j2 if and only if wt(b;,) < wt(bj,).

From Table 2, every element in U3 is uniquely determined by an element b; in Ti and some
correspondence ;. Thus, we denote this element by a;.

According to the order of elements above, by, b2, -+, by and a1, ag, - -+, ay,| will be proven
to satisfy the condition

V1< j <|T3|, supp(bj) C supp(a;); and V 1 <1 < j < |T3|, supp(b;) Z supp(a;).

By Table 2 and the choice of a;, one has supp(b;) C supp(a;) for every 1 < j < |T3|.

For any 1 <1 < j < |T3], suppose that b; belongs to some T 3. When q; € U3, respectively,
b € T4 3, since the elements of T4 are sorted by 1ncreasmg Welght one has wt(b;) > wt(b;), then
supp(b;) € supp(by). Accordlng to Table 2, one has supp(b;) € supp(ay).

When a; ¢ U3, one has a; € U3 where 17 < i. By Table 2, when b; € Tg‘, one has 1,2,r; +
1 € supp(b;); in addition, if a; € U3, 2 ¢ supp(a), if a; € U327 1 ¢ supp(a;) and if aq; €
Ui, ri +1 ¢ supp(a), then supp(b;) ¢ supp(al)' when b; € T3, one has 1,n € supp(bj),
moreover, if ¢ € U3, 1 ¢ supp(q;) and if a; € Ui, n ¢ supp(al) then supp ;) € supp(a
when b; € TZ, n € supp(b;), since n ¢ supp(a;) for a; € Us, one has supp(b;) € supp(a
Therefore, supp(b;) € supp(a;) holds for al ¢ UL

The above analys1s implies that supp(b;) € supp(a;) for any [ < j, which finishes the proof. [

The following lemmas can be used to analyze the nonlinearity of g;.

Lemma 4.2. (1) Forn =4k + 1, letmy =ro = k+1, r3 =k and r4 = k — 1, then m;’s
(i=1,2,3,4) given in (55) satisfy

min {m mg for k > 3.
1<z<4{ it =ms

(2) Forn =4k +3, letri =k+2,ro=k+1 andrs =1y =k, then m;’s (i =1,2,3,4) given
in (55) satisfy

min {m;} = my for k= 3,4
1<i<4' " my for k > 5.
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Proof: We only give the proof for the result in (1), and the result in (2) can be similarly
proven.

(1) It can be verified that m4 — mg = { 82 211: /]z z Z and for k > 5,
k—2 k=1
mq—mg = = (kgf;ll) e Z; (kgfz 21)%
k—2 k—1
= l;[(kgfz_—Ql) + (kg—&lfi_—Qz)] A - gﬂ (kg—]:z_—Ql)%
k—2
= T (E)0ET - - G+ X ()
E—2 A
= l;) (o5 D) (Gra)i + Z (o) i
k—1 , k—2 _
=z (252 k(k_il) + ;) (o) i
k ‘
= El (kg—i’fz—22)k + Z (kgfz L=
k—2 ) B 3
- 5 (e 'z s, @D+ ()
_ ’::12 kgfi 22) E2— k+1 k+1 ( ) +1) _|_(3k 2)
Gty _opey
_ (3k:—2)[k skl 3(h—1))
S (3kk—2)[kk(k4kl+)3 _ lggilzﬂg]
(3kk 2)k é )0 E(k+1)
= —2) k=5 >
Y
By (55), one has
ko ak—o k+1—i Al ko ki
mz—m3 = ;:0 (k+z 1) [ z';o (k+i71)T
E—1 , .
SGICERES
E—1 ,
- X (kg—]:z ) i > 0
and
B o k 3k2k+1 zikfl 3k—2\ k—i
mp—msg = zgo ( k:—i-z) l;) (k+i—1) k
k k=2 B
= Z:O (315;2) k—lﬁfz B l;) (3If+i2) % - (3:712)
E—2 A . _
— 5 A - )+ @D+ ek - )
E—2 , - .
- T ek Dk - (D
E—2
> 5 D+ Dk - (D
> () + D e - 6D > o
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Thus, 1I£1j24{m¢} = mg for k > 3. This completes the proof. O
<i<

k k k—1 k—2
Lemma 4.3. (1) Let |Us] = 3 () + 22 (5) + X (355) + X (50)) and ma =
1= 1= =

i=0
k=l apo k=i 4,

Z%) (k+z>1) g then

7=

(4k —2)(55)/(4k — 1) — 2|U3| — 2m3 > 0

fork > 4.
2) Lot [Tl — AL a1 e N PR P BEL e 1 ko ,
(2) Let |Us| = Z;] (k+i)+2§(k+i)+z§ (k+i)+z§) (jiiq) and my = i;) (R EE250 fhen
4k(3]l:i?)/(4k +1)—2|U3| —2m; >0
fork > 3.

Proof: The proofs of Lemma 4.3 (1) and (2) are similar, and we give only the proof of Lemma
4.3 (1).
(1) For k > 4, one has

|U3‘ —+ m3
k 3k—2 k 3k—2 k=l 3k—2 k=2 3k—1 k=l 3k—2
< [;:0 (eri) + l;) (eri1) + ;) (eri1) + Z;) (erio1)] + 7,;) (iri1)

k k k-1 k—2 k—2
= 2‘6 (315;2'2) + ;} (k3f¢_—21) + 2 i;) (kgfi_—21) + (Zo (kgfi_—21) + z;) (k3fi_—22))

= =

k42 k+1 k k—1 k—2
= Z; (k3fi_—22) + Z; (kgfi_—zg) + 2221 (kgfi_—zg) + lgl (lchi_—22) + l;) (k3fz‘_—22)
k—2
= (55) 5050 +6 2 (55) +5(75) +4(7) +2(570) + (o)
k—2
= 2(3::22) + 7(3::12) +6 Z;z (k3fz:22) + 5(32:3) + 4@2:;)
and
k+1
) = 2 =2 (B

= A + DD + T (SR L) + CHED + 6+ DED + G

k—
= A G2 + S (B + (5 ED) + (e @)
k—
> )+ D) + (1) D () + (EED + e+ D)
> () +6(H ) 110 % (F2) +10(72) +5(22)
=2
>

k—2
23(:52) + 8055 +8 X (255%) +8(75) +56i=3)
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thus,
(4k — 2)(34) / (4k — 1) = 2|Us| — 2m3
> M) () 48 T (7)) + 5
—202(8) T 46 S (%) + () + 1)
> 0
since (4k —2)/(4k — 1) > 14/15>7/8 > 4/5 > 6/8 > 2/3 > 5/8 for k > 4. O

With the above preparation, the nonlinearity of g; can be determined.

Theorem 4.4. Let g1 € B,, be defined in Equality (58). Then, for n > 15, its nonlinearity can

achieve 271 — (2;11) + A(n), where the function A(n) satisfies
2

k-1 .
2> (25 n=4k+1, k>4
Amy={
92 3k—1\ k+2—3 — 4k 3. k>5
L;)(kﬂ') iz n=4k+3, k>

and A(15) = 268, A(19) = 2436.
Proof: By Equality (53), the Walsh transform of W, (\) is determined by the value

Iy= > ()M — 3 (=DM for \ € F3.
z€eT3 z€Us

When wt(A) =1, let A, Ao, -+, Ay, be n vectors with supp(A;) = {j} (j =1,2,--- ,n).
According to the definition of sets T4 and U (1 <i < 4), when j ¢ A;,

(=DM T =N ()N T =0.

z€Ts zeU}
Thus, when j € Ay, z; = 0 for all € T3, it can be concluded that

Ly, = X (=D)Y7— 3 (=N~

ng;; zeUs

= [T (D)7 = ¥ (-]
i=1 €T} z€U}

= T (U X (1
z€T] zeU}

= T3 - (|U3| - 2{z € Us |z; = 1}])
= 2{z e Us|a; =1},

and
min{Ty, [ j € A1} = 2[ma].
Applying the same method, one has min{l', |j € A;} = 2|m;] for i = 2,3,4. Thus,

VVgg\i)n:l Cy=min{ly,[j=1,2,--- ,n} = 11%1%14{2Lmij}.

In the following, the results will be proved for two cases: n =4k + 1 and n = 4k + 3.
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(1) When n = 4k + 1, we can take r1 =ro = k+ 1, r3 = k and r4 = k — 1, then the value of
Iy for A € F¥ is studied as follows. By substituting r; into (55), one has

k k
3k—2\ k+1—i 3k—2\ k+1—i
my =3 (k-l—z) Z+1’am2 = Zo(k-l—i—l) Z+1Z7

1= 1=
k-1 , k=2 .
my = (ef5) Bt ma = 2. (erin) 2

1= 1=

By Lemma 4.2 (1), for k > 4, min I'y = 2|ms]. Thus, by Equality (53), one has

wt(A)=1
max |Wy, (A)|] = max |Wy (N\)—2 —1)AT — —1)A®
e Wy ] = mas (W () =20 5 (-1 = 5 (<17
= 2KnT71(O,n—1)—2Wtr%1/\1)ri1F>\ (59)
= 2(51) — 4lms]
for k > 4.
For wt(\) = n,
Wg,(A) = 2Ksaa(n—1,n—1)=2[ Y (=1)*" = > (=1)*7]
2 ) €T3 xe({%
= (=D 2(00) =2 3 ()@ 4 (—1)"2 2|Us
2 xeTs3
= 2[5 — T (=)W — [Ty ).
x€Ts3
Since
5> (—1)") + |1y
IETg
= > ¥ (D)™ T + |15 + |T5| + | T3]
i=1 yeTi
> 3 (=)™ 4 3 (=)™ 4 [T+ [T
zeT? zeT3
b k+i ( 3k—2 k=l k+i+1( 3k—2 o akeo K=l apo
= Zo(_l) +Z (k—l—i—l) + Zo(_l) A (k+i—1) + ZZO (k:+z‘—1> + Z;) (k-i—i—l)
k—1
3k—2 3k—2
= 2(21%1) +2 ZZ:O (k+i71)
k—1
> 23 (k3fi:21)’
=0
one has
k—1
War O] < 20(0) =2 2 (2] < 200) - 4ms < 2(5p) - 4lma) (60)
for wt(\) = n.
By Equality (53) and Lemma 2.6, for odd 3 < wt(A\) =t <n — 2,
(WM = 2Kaa(t=1,n—1) =2[ 3] (—D)> — 3 (=)
x€T3 zeUs

2(a21)/(n—2) + 4|Us
= 2(33)/(4k — 1) + 4|Us],
and for even wt(\),

(Wo (M) =2 EZT (=M = EZU (=D)M| < 4|U3].
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Thus, for 2 < wt(\) <n —1,
Wo (N < 2(3)/(4k — 1) + 4|Us]. (61)
By Lemma 4.3 (1), for k > 4,

[2(50) — 4lma]] — [2(57)/(4k — 1) + 4|Us]]
= 2[(4k —2)(3)/(4k — 1) — 2|Us| — 2|m3]]
2[(4k — 2)(37) /(4k — 1) — 2|Us| — 2ms]

< v
O

Thus, by Equality (59), by (60) and (61), one has

k— .
ma W, (V)] = 2(37) —4lms) = 2(37) - 4LZ: ()

for k > 4. This implies
k—1
4k 3k—2 —1
nl(g1) = 2% — (2k) + QLZ% (k+i—1) kklj-
i=

(2) When n = 4k +3, take 1 = k+2, 7o = k+1 and r3 = r4 = k. The value of I'y, for A € Fj
is studied as follows. In this case, substitute r; into (55), then

k+1 k

3k—1\ k+2—i 3k \ k+l—i

mi = ;)(kﬂ) Eea m2:§(k+z‘) Ent
1= =
k—1 k—1

3k \ k—i 3k \ k—i

m3 = ZO (k+z) kl) my = ZO (k+i—1) k‘l'
1= 1=

By Lemma 4.2 (2), one has

' 2lm fork:=3a4
min I'y = min {2|m;]} —{ Q{mﬂ for k > 5.

wt(A)=1 1<i<4
Thus,
max Wy, ()] = max [We(3)—2[ 2 (1) = 2 (=)
wt(A)=1 wt(A\)= z€T3 xcUs
= 2Kn1(0n—1)—2 Igl)n Iy (62)
wt
= 2(5571) — 4lma
for k = 3,4 and
max Wy (V)] = max [We(d)—2[ 3, (=) = X (=)™
Wt(/\) Wt()‘) z€T3 zeUs
= 2Kn1(0n—1)—2 12\1)11 L'y (63)
wt
= 2(5373) — 4Ll
for k > 5.
For wt(\) = n, similarly to the case n = 4k + 1, one has
n=1_/n . ntl
W = DT 2020 =2 3 ()" 4 (1) 2005
rel3
= 2T + X (~)™@ — Uy

x€T3
2| (342) — (JUs| — 3 (—~1)™@)].
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Similarly to the comparison made in Theorem 4.4 (1), we have

k—1
Us] = 3 (~1)"@ > 273 (3R,
€T3 =0

Thus, by Equality (62) and Equality (63), for wt(\) = n, one has

Wor W] < 2[(3]7) — 2'2 (5] < 2641 —4ma < max (W, (V) (64)
for k > 3.
Similarly to the analysis for the case n = 4k + 1, one has
Wo, (V] < 2(5572) /(4 + 1) + 4|Us| for 2 < wt(A) < n — 1. (65)

For k = 3, 4, by Lemma 4.3 (2) and Lemma 4.2 (2), one has

2(55 %) — d[mal] — [2(5572) /(4k + 1) + 4 Us]]
= 2[4k (377)/ (4 + 1) = 2|Us] - 2[ma]]
> 2[4k (3 12)/(4k + 1) — 2Us| — 2my]
> 0.

Thus, by Equality (62), by (64) and (65), for k£ = 3, 4, one has
s W5, 001 = 2(4) — alma) =2(3555) 413 ()4
which implies
wl(gn) = 242 = (1) + 2L ()
i.c., A(15) = 268 and A(19) = 2436. -
For k > 5, by Lemma 4.3 (2),
2(5513) — 4lma)] = 205517 /(4k + 1) + 4|Us]]

2k+1
- 2[4k(§%i§)/(4k +1) — 2|Us| — 2|ma]]
> 2[4k (317)/(4k + 1) — 2|Us| — 2my]
> 0.

Thus, by Equality (63), by (64) and (65), one has

k+1
_ o (4k+2 _ o (4k+2 3k—1\ k+2—i
max [Wg, (A)] = 2(on11) —Almal =2(500) - 4L;) (o) -
2 1=
This shows
4k+2  (4k+2 R ko1 ko
_ - —1
nl(g1) =2 - (2k+1)+2t%(k+i) k+2 J-
1=
The proof is completed. O
Table 3 Comparison of nonlinearities for odd n variables
n 9 11 13 15 17 19
PR ) 186 772 3172 12952 52666 213524
2
nl(g1) 196 798 3284 13220 53578 215960

The nonlinearity of g1 is determined for n > 15 in Theorem 4.4. For the cases n =9, 11 and 13,
its nonlinearity is determined as in Table 3 by a direct calculation.
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5. CONCLUSION

This paper studied several classes of Boolean functions included in Carlet’s Construction,
and the nonlinearities of these functions were determined. Their values are not yet sufficient
for proposing these functions for pseudo-random generators in stream ciphers. But they signifi-
cantly improve upon the best previously known nonlinearities of functions with optimal algebraic
immunity.

REFERENCES

[1] F. Armknecht, “Improving fast algebraic attacks,” In FSE 2004, number 3017 in Lecture Notes in Computer
Science, pp. 65-82. Springer Verlag, 2004.

[2] A. Braeken and B. Preneel, “On the algebraic immunity of symmetric Boolean functions,” In Indocrypt 2005,
number 3797 in Lecture Notes in Computer Science, pp. 35-48. Springer Verlag, 2005.

[3] A. Canteaut, “Open problems related to algebraic attacks on stream ciphers,” In Workshop on Coding and
Cryptography 2005, number 3969 in Lecture Notes in Computer Science, pp. 120-134. Springer Verlag, 2006.

[4] C. Carlet, “A method of construction of balanced functions with optimum algebraic immunity,” Available
online, http://eprint.iacr.org/2006/149. To appear in the proceedings of the Wuyi Workshop on Coding and
Cryptology, published by World Scientific Publishing Co. in its series of Coding and Cryptology.

[5] C. Carlet,“On the higher order nonlinearities of algebraic immune functions,” In CRYPTO 2006, number
4117 in Lecture Notes in Computer Science, pp. 584-601, Springer, 2006.

[6] C. Carlet, D. K. Dalai, K. C. Gupta, and S. Maitra, “Algebraic immunity for cryptographically significant
Boolean functions: analysis and construction,” IEEE Transactions on Information Theory, vol. 52, no. 7, pp.
3105-3121, 2006.

[7] J. Y. Cho and J. Pieprzyk, “Algebraic attacks on SOBER-t32 and SOBER-128,” In FSE 2004, number 3017
in Lecture Notes in Computer Science, pp. 49-64. Springer Verlag, 2004.

[8] N. Courtois,“ Fast algebraic attacks on stream ciphers with linear feedback,” In Advances in Cryptology -
CRYPTO 2003, number 2729 in Lecture Notes in Computer Science, pp. 176-194. Springer Verlag, 2003.

[9] N. Courtois and W. Meier, “Algebraic attacks on stream ciphers with linear feedback,” In Eurocrypt 2003,
number 2656 in Lecture Notes in Computer Science, pp. 345-359. Springer Verlag, 2003.

[10] N. Courtois and J. Pieprzyk, “Cryptanalysis of block ciphers with overdefined systems of equations,” In
Advances in Cryptology- ASTACRYPT 2002, number 2501 in Lecture Notes in Computer Science, pp. 267-
287. Springer Verlag, 2002.

[11] A. Canteaut and M. Trabbia, “Improved fast correlation attacks using parity-check equations of weight 4
and 5,” In Furocrypt 2000, number 1807 in Lecture Notes in Computer Science, pp. 573-588. Springer Verlag,
2000.

[12] D. K. Dalai, K. C. Gupta and S. Maitra, “Cryptographically significant Boolean functions: construction and
analysis in terms of algebraic immunity,” In Workshop on Fast Software Encryption, FSE 2005, number 3557
in Lecture Notes in Computer Science, pp. 98-111, Springer-Verlag, 2005.

[13] D. K. Dalai, S. Maitra, and S. Sarkar, “Basic theory in construction of Boolean functions with maximum
possible annihilator immunity,” Des. Codes Cryptography, vol. 40, no. 1, pp. 41-58, 2006.

[14] C. Ding, G. Xiao, and W. Shan. The Stability Theory of Stream Ciphers. Number 561 in Lecture Notes in
Computer Science. Springer-Verlag, 1991.

[15] D. H. Lee, J. Kim, J. Hong, J. W. Han and D. Moon, “Algebraic attacks on summation generators,” In FSE
2004, number 3017 in Lecture Notes in Computer Science, pp. 34-48. Springer Verlag, 2004.

[16] N. Li and W. F. Qi, “Construction and analysis of Boolean functions of 2t + 1 variables with maximum
algebraic immunity,” In ASTACRYPT 2006, number 4284 in Lecture Notes in Computer Science, 84-98, 2006.

[17] F. J. MacWilliams and N. J. Sloane, The Theory of Error-Correcting Codes. Amsterdam, The Netherlands:
North-Holland, 1977.

[18] W. Meier, E. Pasalic and C. Carlet, “Algebraic attacks and decomposition of Boolean functions,” In Eurocrypt
2004, number 3027 in Lecture Notes in Computer Science, pp. 474-491. Springer Verlag, 2004.

[19] S. Rgnjom and T. Helleseth. A new attack on the filter generator. To appear in IEEE Transactions on
Information theory, 2007.



