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Abstract. This paper mainly discussed the impossible differential crypt-
analysis on CLEFIA which was proposed in FSE2007. New 9-round
impossible differentials which are different from the previous ones are
discovered. Then these differences are applied to the attack of reduced-
CLEFTA. For 128-bit case, it is possible to apply an impossible differen-
tial attack to 12-round CLEFIA which requires 2*%%% chosen plaintexts
and the time complexity is 2''*. For 192/256-bit cases, it is possible to
apply impossible differential attack to 13-round CLEFIA and the cho-
sen plaintexts and time complexity are 211172 and 28 respectively. For
256-bit cases, it needs 2''?3 chosen plaintexts and no more than 2'%°
encryptions to attack 14-round CLEFIA and 2''% chosen plaintexts to
attack 15-round 256-bit CLEFIA with the time complexity less than 2248
encryptions.
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1 Introduction

CLEFTA][L, 2], proposed by SONY corporation, is a newly designed 128-bit block
cipher which supports 128-bit, 192-bit and 256-bit keys. The fundamental struc-
ture of CLEFIA is a generalized Feistel structure consisting of 4 data lines. There
are two 32-bit F-functions per round which use two different S-boxes and two
different diffusion matrices respectively. The key scheduling part shares the gen-
eralized Feistel structure with the data processing part. The number of rounds
can be 18, 22 and 26 for 128-bit, 192-bit and 256-bit keys, respectively.

In [1,3], the strength of CLEFIA against some well-known attacks were
examined by the designers, including differential cryptanalysis, linear crypt-
analysis, impossible differential cryptanalysis, truncated differential cryptanaly-
sis, related-key cryptanalysis and some other well-known attacks. In [4], the
strength against differential fault analysis was studied, the authors showed that
only about 18 faulty ciphertexts are needed to recover the entire 128-bit secret
key and about 54 faulty ciphertexts for 192/256-bit keys. In [5], with some new
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tricks, the authors explored more efficient attack against the reduced version of
CLEFIA which is better than the result of [3]. Also in [6], impossible differen-
tial cryptanalysis is applied to CLEFIA, new 9-round impossible differences are
given which can be applied to 12-round CLEFTA with 128-bit keys and 14-round
CLEFIA with 192/256-bit keys.

Impossible differences are differences that never occur. It was first applied
against Skipjack[7] to reject wrong key candidates by using input difference and
output difference pairs whose probabilities are zero. Impossible differentials that
are dependent on the basic structure of the data processing part are often used,
and this method is a particular threat to the generalized Feistel structure. Since
CLEFIA is a generalized Feistel structure, the impossible differential attack is
an effective attack against CLEFIA. According to the designers, an evaluation
of CLEFIA with respect to an impossible differential attack [1,3] shows that
there are 9-round impossible differentials in CLEFIA, and for a 128-bit key, a
10-round impossible differential attack is possible. For key lengths of 192/256
bits, 11-round and 12-round impossible differential attacks are possible.

However, the impossible differences given by [3] are structure-dependent and
have little relations with the components CLEFIA used for example the S-boxes
So and Sp, the matrices My and M;. And the impossible differences given by
[6] only have relations with the branch number of the matrices. In this paper,
we analyzed the properties of matrices My and M7, then we show that there are
previously unknown 9-round impossible differentials in CLEFIA and report our
results of impossible differential attacks using those impossible differentials. The
impossible differences given by [3] are included in our impossible differences and
a more simple proof of the impossibility will be given in this paper.

2 Description of CLEFIA

2.1 Notations

In this paper, we will use the following notations:

F, finite field with ¢ elements
a®b bit wise exclusive OR of a and b

alb concatenation of a and b

Az difference of =

a” the transposition of a vector a

a(p) an n-bit byte
w(a) the number of nonzero elements of a € Fi

[0, 2}, 22, 23] output of the i-th round, 27 € {0,1}32

2.2 Structures

Since the key scheduling part has little relation with our analysis, we only explain
the data processing part of CLEFTA.
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CLEFIA is a block cipher that has a block length of 128 bits and the key
length can be 128, 192 and 256-bit respectively. The data processing part is
a four-branch generalized Feistel structure with two parallel F' functions—-
to be exactly, Fy and Fi, respectively—-every round. The encryption func-
tion ENC,. generates 128-bit ciphertext (Cp, C1, Ca,C3) from 128-bit plaintext
(Po, Pl, PQ, f)3)7 2r 32-bit round keys (RKo(gg), RKl(gg), s ,RKgrfl(gg)), and
four 32-bit whitening keys (W Ky, WK, WKy, WK3) where r is the number of
round. ENC, is defined as follows which can be depicted in Fig.1.

Step. 1. @) = Py,2j = PL®@ WKy, 23 = Py, 23 = Py @ WK,
Step. 2. Fori=1tor —1,

0_ .1 0 1.2 .
:1312 = x§71 @ Fo(xéfl,RKzi_g), xé = x%fl’
ri =w;_1 ® F1(27_q, RKgi—1), 7] = 77_4

Step. 3. CQ = 1'70471, Cl = Fo(il'?dfl, RKQT,Q) D WKQ
Co=2a2_1,C3=Fi(2?_1,RKs_1) D WKj5

Fig. 1. Encryption Process of r-round CLEFIA(ENR,)

Fy and F; have 32-bit data z and 32-bit key RK as input and output the
32-bit data y, they are depicted in Fig.2. Fj is defined as follows:

Step. 1. Let z = x0(8)|x1(8)|x2(8)|x3(8)

Step. 2. S(x) = So(xos)©RKo(8))[S1(718) BRE 1 (8))|So(22(8) DRE 3 (5))[S1(T3(3)®
RK3(8)) = 20(8)|21(8)|22(8)|23(8)

Step. 3. y = Mo(20(s), 21(s) 22(8)» 23(8)) "

And F; is defined as:

Step. 1. Let z = x0(8)|x1(8)|x2(8)|$3(8)
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Step. 2. S(m) =9 (xo(g)@RKO(g))|So(l‘1(g)@RK1(8))|S1(xg(g)@RKg(g))|So(x3(8)€B

REK38)) = 20(8)|21(8)|22(8)| 23(8)
Step. 3. y = Mi(20(s), 21(8), 22(8)» #3(8))

x, Na

X, 5

Xy

X, N

F

1

Fig. 2. The F-function Fp and I}

Sy and S are nonlinear 8-bit S-boxes which are bijective maps on Fys.
The two matrices used in CLEFIA are MDS matrices, and they are listed as
follows(elements in the matrices are in Fhs written in hex):

1246 182a
2164 81a?
Mo= 1,612 Mi=1q,18
6421 a?281

and the multiplications between matrices and vectors are performed in Fys de-
fined by the primitive polynomial 28 + 2% + 23 4+ 22 + 1.

3 New 9-Round Impossible Differences of CLEFIA

In [3], the author pointed that [0,«,0,0] — [0,,0,0] is a 9-round impossible
difference. By using this impossible differential, it is possible to attack 10-round
CLEFIA with 128-bit key and 12-round CLEFIA with 192/256-bit key. In [6],
new impossible differentials were given for example [0, 0, 000c, 0] — [0, 0,0030, 0]
is an impossible differential. And by using the newly found characters, it is
possible to attack 12-round CLEFIA with 128-bit key and 14-round CLEFIA
with 192/256-bit key.
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Proposition 1. Let M = My 'M; = (m;j)o<i<s.o0<j<3, where My and M, are
defined as in CLEFIA. Then

Miy jy My 5
mzs,;l mimj': .
for0<i; <izs <3 and 0 < j; < jo < 3.
Proof. Tt can be easily computed that
3746 34 40
gt [0
40 34 46 37

where elements of the matrix are written in hex. Then for every 0 < i; < i < 3
and 0 < j; < j2 < 3, by computing the determinant

My, 51 My o

Mo o M = My 51 Mg gy D My o My iy 5
12,71 12,]2

we can reach the required conclusion.

Theorem 1. Differentials in the following two tables are all 9-round impossible
differentials of CLEFIA where letters in bold stand for nonzero differences:

Table.1.

Qijn

Aoyt

0, 000a, 0, 0]

0,00de, 0, 0],

0,0d0e, 0, 0],

0, d00e, 0,0

0,00a0, 0, 0]

)

0, d0e0, 0, 0],

0,00ed, 0,0

0, 0200, 0, 0]

0.de00.0.0],

0,0¢0d, 0, 0],

0,0ed0, 0,0

0, 2000, 0, 0]

0,€00d,0,0

0,0d0,0,0],

0,ed00,0,0

0,0,0,000a

0,0,0,00de

U

0,0, 0,0d0e],

0,0,0,00a0

0,0,0,0de0],

0,0,0,00ed

U

0,0, 0, 0e0d],

0,0, 0, 0ed0

]
]
0,0,0, Oa()()]
]

J

]
;0]
]
])
]
]
|
]

]
]
0,0, 0, d0e0],
]
0,0, 0, e0d0],

0,0,0,ed00

]
]
)
0,0,0,d00e]
]
]
]

Table.2.

al’ﬂ

Aoyt

0,00de, 0, 0],

0,0d0e, 0, 0],

0,d00e, 0, 0

0,000a, 0, 0]

0,0de0,0,0],

0, d0e0, 0, 0],

0,00ed, 0,0

0,00a0, 0, 0]

0, de00,0, 0],

0,0e0d, 0, 0],

0,0ed0, 0, 0

0,0a00, 0, 0]

0,€0d0, 0, 0],

0,ed00,0,0

0,2000, 0, 0]

0,0, 0,00de],

€l,

0,0,0,0de0],

O 0 0 d0e0

0,0,0,00ed

0,0, 0, de00],

0,0, 0, 0e0d],

0,0, 0, 0ed0

]
|
]
0, 00d, 0, 0],
]
]
]
]

0,0,0,00d],

.—.ﬁ.—.s.—.—”—.—‘
=
=
jel
=
ol g

}
}7
}
}

0,0,0, e0d0],

]
]
]
]
0,0, 0, d00¢]
)
]
]

0,0,0,ed00

[0,
[0,
[0,
[0,
[0,0,0,000a]
[0, ]
[0,0,0, 0a00]
[0,0,0,2000]




6 Bing Sun et al.

Proof. As an example, we give the proof that [0,000a, 0,0] — [0,0dOe, 0, 0] where
a # 0 and d # 0 is an impossible difference of 9-round CLEFIA. This impossible
difference is depicted as Fig.3.

We can check that after the forth found, difference of x5 must be of the form

0o O O o

Since Sp and S; are bijective maps over Fys, and b = Si(x ® a) ® S1(x), ¢ =
So(y @ a) ® So(y) for some a,x,y € Fys and a # 0, thus b # 0 and ¢ # 0.

By using the same trick from the backward direction, we can find that dif-
ference of x§ must be of the form

o O O

where f 7 0. Since A, is of the form (0d0e)T(d # 0), after passing Fy, the
difference must be My(0h0i)” for some nonzero h. Therefore

My @ M, = My & M;

T o oo
QO O O o
.o B o
Q O =m O

Thus

0
h
0
@i

g b®i

where f # 0 and h # 0.
By using the notations in Proposition 1, we have

mg,1 Mo,3 f (0
ma21 M2 3 cd g - 0

0,1 M0,3 # 0, the equation above has only zero solution. Thus f = 0,
ma,1 M23

¢ @ g = 0 which is contradict with f # 0.

Since

Note. Tt is obviously that if e = 0, they are exactly the ones given by [6].
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000a

Mo(000B)

stk

seskokeok

Mo(000b)

D
Mi(000c)

odo Mo(0hOi)
e D @ EE

Mi(0f0g)

Mi(0f0g

0 0d0e 0 0

Fig. 3. 9-Round Impossible Difference of CLEFIA
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4 Attacks on CLEFIA

In this section, we describe impossible differential attacks on reduced-round
CLEFIA by using our new 9-round impossible differentials. To decrease the
time complexity, our attack will take advantage of [5]. We first list an useful
proposition stated in [5].

Proposition 2. For the F-function(Fy or Fy), let (In,In’) be two 32-bit inputs,
and Ay be the difference of the corresponding output, the 32-bit round subkey
RK involved in F' can be deduced with about one F'-computation.

The proof of proposition 2 is appeared in [5]. This proposition states that,
if the input pair and the corresponding differentials of F-functions are known,
then we can compute the keys used in F-function by only one calculation. To
apply our attack efficiently, we need the following proposition.

Proposition 3. Let w; = {r|r = (ro,71,72,73)T, 14 = 0 if t # i}, wij = {rlr =
(ro,r1,r2,m3)" vy = 0 if t # i or j}. Ay = {v|v = Mory @ Mira, 71,12 € wi},
Aij = {v|v = Mory & Mira, 71,72 € wij}, then for any v € A;(A;j), there exists
unique vi, v € w;(w;j), such that v = Movy & Myvs.

The proof is similar to Theorem 1. Details are omitted.
In description of the attack, a * always stands for an unknown byte-difference
which is not equal to 0.

4.1 Key Recovery Attack on 12-round CLEFIA

The 12-round impossible differential attack of CLEFIA uses the 9-round impos-
sible differentials with additional one round at the beginning and two rounds at
the end as in Fig. 4 .

Let ¢ = (zo, 21,22, 23) where z; € {0,1}32(i = 0,1,2,3) are constant and
A= (0,0,00% %, M7(00x)). Then a structure X4 is defined as Xy = {¢ B A|X €
A}, thus there are (28 — 1)* & 232 elements in X.

1. Take 27893 structures (211993 plaintexts, 214193 pairs). Choose pairs whose
ciphertext pairs have the following form C@®C* = (My(00%0), x*xx,0,00x0).
The expected number of such ciphertext pair (C,C*) is N = 214193 x 2780 —
961.93

2. For the chosen pair (C,C*) and its corresponding plaintext pair (P, P*),
guess RK3(4 bytes) and then compute REKoo|(W K3 & RKog)2|(RK1)2,3(7
bytes) according to Proposition 2. After analyzing the 26193 pairs, only about
288(1 — 2756)N ~ 1 key will be left, and this is the right key.

The time complexity is as follows:

1. For obtaining the ciphertexts: 211093 encryptions

2. For reducing the key candidates: < 232N = 29393 F_function computations.

2111

Accordingly, the time complexity for this attack is encryptions.
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0 0 00ap M (00*%*)
RKo De—WKo DK
b b
_ A-16
0 00ap 0 0 9=2

9-round impossible differential

M,(00%0)

M,(00*0) xR EE 0 0070

Fig. 4. 12-Round Impossible Difference attack on CLEFTA

4.2 Key Recovery Attack on 13-round CLEFIA

By adding one more round in the forward direction to the previous 12-round

character, we get a 13-round impossible differential attack on CLEFIA.

Let ¢ = (wg, 21,72, 23) where z; € {0,1}3%(i = 0,1,2,3) are constant and
A = (M7(00 * %), % % %k, 0,00 % %). Then a structure X, is defined as X4 =

{¢ ® A|X € A}, thus there are (28 —1)® ~ 264 elements in X.

1. Take 24772 structures (2''!72 plaintexts, 27472 pairs). Choose pairs whose
ciphertext pairs have the following form C@®C* = (My(00%0), x*xx,0,00x0).

The expected number of such ciphertext pair (C, C*) is N
994.72.

_ 917472 9—80 _

. For the chosen pair (C,C*) and its corresponding plaintext pair (P, P*),
guess RKo5|RK1 (8 bytes) and compute RKo|(RK3s®W K1 )2 3| REKay| (W Ks®
RK32)3(11 bytes) according to Proposition 2. After analyzing the 29472
pairs, only about 2'92(1 — 2788)N ~ 1 key will be left, which is the right
key.

The time complexity is as follows:

2111472

1. For obtaining the ciphertexts: encryptions

2. For reducing the key candidates: < 264N = 2158:72 F_function computations.

2158

Accordingly, the time complexity for this attack is < encryptions.
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4.3 Key Recovery Attack on 14-round CLEFIA

To get a 14-round impossible differential attack on CLEFIA, we add 2 rounds
in the forward direction and 3 rounds in the backward direction to the previous
9-round character.

Let ¢ = (z0, 21,22, 23) where z; € {0,1}32(i = 0,1,2,3) are constant and
A = (M7(00 * %), % * %%,0,00 % %). Then a structure X, is defined as X4 =
{¢ ® A|X € A}, thus there are (28 — 1)® ~ 264 elements in X.

1. Take 24823 gtructures (211223 plaintexts, 217>2% pairs). Choose pairs whose
ciphertext pairs have the following form C@®C* = (kxxx, kxxx, 00%0, My (00
0) & M1(00 % 0)). The expected number of such ciphertext pair (C,C*) is
N — 2175.23  9—40 _ 9135.23

2. For the chosen pair (C, C*) and its corresponding plaintext pair (P, P*), we
guess RK|(RK24®W K3)(8 bytes), and then compute REKag|RKo7|(RK25®
W K5)|(RK22)2| RKo|(REK3 & W K1) 3(19 bytes) according to Proposition 2.
After analyzing the 213%23 pairs, only about 2216(1 — 27128)N ~ 1 key will
be left, and this is the right key.

The time complexity is as follows:
1. For obtaining the ciphertexts: 211223 encryptions
2. For reducing the key candidates: < 264N = 2199-23 F_function computations.

Accordingly, the time complexity for this attack is < 2'99 encryptions.

4.4 Key Recovery Attack on 15-round CLEFIA

By adding 3 more rounds in the forward direction and 3 rounds in the backward
direction to the previous 9-round impossible differentials, we can even get a
15-round attack on 256-bit CLEFIA.

Let ¢ = (zg,21,72,73) where x; € {0,1}32(i = 0,1,2,3) are constant and

A = (00 %%, Mo(00 ) & My (005%%), %% %%, %% %x). Then a structure X is defined

as Xy = {¢ @ A\ € A}, thus there are (28 — 1)!4 ~ 2112 clements in X.

1. Take 2 structures (2'? plaintexts, 2224 pairs). Choose pairs whose ciphertext
pairs have the following form C @ C* = (% * #x, % * %, 00 % 0, M(00 % 0) @
M;7(00 * 0)). The expected number of such ciphertext pair (C,C*) is N =
9224 o 9—40 _ 9184

2. For the chosen pair (C,C*) and its corresponding plaintext pair (P, P*), we
guess RK3®W K |(RK27®&W K3)(8 bytes), then compute RK | REKag|(RK26®
W K3)|(REK24)2| RKo|RK1 | RK2®W Ko |(RK5)2,3(27 bytes) according to Propo-
sition 2. After analyzing the 2!84 pairs, only about 228°(1 —27176)N ~ 1 key
will be left, and this is the right key.
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Note. We have obviously that Mg (00 * ) & M;(00 * x) = {0,1}32, according
to Proposition 3, the decomposition is unique which is very important in the
computation of time complexity.

The time complexity is as follows:

1. For obtaining the ciphertexts: 2!'® encryptions

2. For reducing the key candidates: < 264N = 2248 F_function computations.

2248

Accordingly, the time complexity for this attack is < encryptions.

5 Conclusion

New 9-round impossible differences of CLEFIA are given in this paper. And we
use the impossible differences to attack CLEFIA of reduced round. The result
shows that, for 128-bit case, it is possible to apply an impossible differential
attack to 12-round CLEFIA which requires 21993 chosen plaintexts and the time
complexity is 2!11; for 192-bit case, it is possible to apply impossible differential
attack to 13-round CLEFIA and the chosen plaintexts and time complexity are
211172 and 2158 respectively; for 256-bit cases, it needs 2123 plaintexts and no
more than 2% encryptions to attack 14-round CLEFIA. Besides, we can even
get an attack to 15-round reduced-CLEFIA with 2!!3 chosen plaintexts and the
time is no more than < 224® encryptions. These results are the best attacks on
CLEFTA. These results are listed in Table.3.

Table.3. Results of Impossible Differential Attacks on CLEFIA

Reference |Number of|Key Length| Chosen |Time Complexity
Rounds Plaintexts| (Encryption)
[ [1,3] [ 10 [128,192,256] 21007 | 2102 \
[1,3] 11 192,256] 21935 2188
5] 11 128,192,256 21031 2981
[1’ 3} 12* 256 2103.8 2252
5] 12 128,192,256| 21193 21143
(6] 12 128,192,256 21189 2119
this paper 12 128,192,256| 211093 21T
5] 13 192,256 2120 2181
[6] 13 192,256 21198 2147
this paper 13 192,256 211172 < 2158
[5] 14 256 2120.4 2245.4
[6] 14 256] 21203 2211
this paper 14 256| 21123 < 2199
[this paper] 15 | 256] 2% ] < 2788 \

From the table we can find that, comparing with [6], the number of chosen
plaintexts is much decreased, this is because that, the Hamming weight of the
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input to impossible differentials are w(a) = 1 in [6] and w(a) = 1 in ours, which
means that, in the backward direction, our attack is almost the same with [6]
while in the forward direction, plaintexts in a structure is much larger than that
of [6]. In other words, to get the same number of pairs, the differentials in this
paper is better than that of [6].

To avoid this kind of new impossible differentials, instead of using M, and
M in Fy and Fj respectively, we can use only, for example, My in both Fj and
Fi. Then the proof will be invalid for this case.
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