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Abstract

We present a very simple probabilistic, passive attack against the
protocols HB and HB'. Our attack presents some interesting features:
it requires less captured transcripts of protocol executions when com-
pared to previous results; It makes possible to trade the amount of
required transcripts for computational complexity; the value of noise
used in the protocols HB and HB™ need not be known.

1 Introduction

Authentication protocols specially designed for devices with low computa-
tional power are an active area of research, see, for instance, Matsumoto and
Imai [1], Wang et al. [2], Naor and Pinkas [4], Hopper and Blum [5], Juels
and Weis [6]. Among the many proposed schemes, the protocols HB/HB™
have received special attention as they seem to be practical and their security
was formally reduced to a well known computation problem: the Learning
Parity with Noise - LPN [8].
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These protocols are appropriate to be implemented in RFID tags (Radio
Frequency Identification) or other devices with low power consumption.
Our result: Inspired by information set decoding [12], we propose a novel
probabilistic passive attack against HB/HB™ that needs much less captured
transcripts than previous results while keeping a reasonable computational
complexity.

Related Work: The most important attacks against HB/HB™ are based
on the BKW algorithm [8]. However, the computational complexity of BKW
and the amount of captured transcripts of protocol executions required for
running the attack are of the same order, i.e both grow exponentially. This
fact turns cryptanalysis infeasible in situations where those transcripts are
not easily obtained. Our proposed method does not have this limitation.
It requires much less captured transcripts than BKW for a comparable
computational complexity. Moreover, it makes possible to trade captured
transcript for computational complexity. Fossorier et al[11] proposed an at-
tack against the protocol HB which has superior computational performance
when compared to BKW. However, their attack still requires an amount of
captured transcripts of the same order as its computational complexity [11].
Additionally, it is not clear how to extend the attack proposed in [11] to
the protocol HB*. Our attack is trivially extendable to deal with HBT.
Finally, we note that an active attack (man-in-the-middle) was proposed
against HB™ in [9]. Our attack is passive.

Organization of the Paper: In Section 2 we review the protocol HB/HB™.
In Section 3 we present our attack. In Section 5 we present our results and
comparisons with the literature. Finally, we present our conclusions in Sec-
tion 5.

2 The Protocols HB and HB™

Consider the so called authentication problem. We have two parties, Alice
and Bob, connected by means of an insecure channel. We assume that Alice
and Bob shared a piece of secret information, a key. In an authentication
protocol, Alice and Bob exchange messages over the insecure channel so
that, at the end of the protocol, they are sure they are talking to each other
or not. Informally, the protocol is said to be secure if no malicious party
can impersonate Alice or Bob. This problem becomes particularly difficult
when one of the parties has low computational power (smart cards, RFIDs,
etc.).

The protocol HB, Hopper and Blum [5], was proposed as a way to obtain



authentication for devices with low computational power. We now briefly
describe how it works. Assume Alice and Bob pre-shared a k-bits long key x.
r is a security parameter. All the sums and multiplications here presented
are modulo 2.

Protocol HB
1. Fort=1tor

(a) Alice chooses a random k-bit string a; € {0,1}*, and sends it to
Bob.

(b) Bob computes z; = a; ® x + v; where ® is the inner product, v;
is a random bit equal to 1 with probability n € (0,1/2) and the
sum is modulo 2. Bob sends z; to Alice.

(c) Alice computes 2z = a; © x and compares it with z;.

2. Alice accepts the authentication as valid if 2] # z; in less than nr
rounds.

The intuition behind the protocol security is that an adversary can do
no better than guess the bits z; and thus will be correct in about half of
the rounds. A legal player, on the other hand, will be correct, due to the
law of large numbers, in about (1 — n)r rounds. Note that this protocol is
clearly insecure if an attacker repeatedly queries Alice using the same string
a for every round. To prevent such kind of attacks, the protocol HBT was
proposed in [6]. Again, we assume Alice and Bob pre-shared two k-bits long
keys x and y. r is a security parameter.

Protocol HB™
1. Fori=1tor
(a) Alice chooses a random k-bit string a; € {0,1}*, and sends a; to

Bob.

(b) Bob chooses a random k-bit string b; € {0,1}*, and sends b; to
Alice.

(c) Bob computes z; = a; ©x + b; ®y + 14, where @ is the inner
product v; is a binary random variable which is equal to 1 with

probability n and the sum is modulo 2. Bob sends z; back to
Alice.

(d) Alice computes 2z} = a; ©® x+ b; ©® y and compares it to z;.



2. Alice accepts the authentication as valid if 2] # z; in less than nr
rounds.

3 Proposed Method

3.1 Description

We propose a probabilistic passive attack against the HB protocol. Our
attack can be trivially extended to HB'. Denote by A the k x m matrix
[a;]7" ; where each row vector equals a;. This matrix represents the transcript
of several executions of the protocol.

Denote by v the m-dimensional column vector with each entry equal to
v; and similarly for x. Given A, define z as z = Ax+v. We can also assume
that the hamming weight of v will be no larger than 0.45m (otherwise the
authentication procedure becomes too unreliable) and that m > k. Let C
be a subset of {1,...,m} with cardinality |C|. Denote the i-th element of
C by C(i) and the matrix [aC(i)}El by A¢. Denote the i-th element of the
column vector x by z(i) and the column vector {z(C(1)),...,z(C(|C|))} by
XC

Algorithm Inputs: (A,z)

1. Randomly select a subset C' with cardinality n = k + 7 (v being an

integer suitably chosen).

2. Compute, by Gaussian elimination, x¢ so that zc = Acxc. If this
solution does not exist or if there are many solutions, go back to the
previous step.

3. Check if the hamming weight of Ax¢ is less than 0.40n. If it is the
case, halt and output x¢c as the desired solution (key). Otherwise go
back to the first step.

3.2 Complexity of the Attack

After capturing m challenge/response pairs of the protocol, the passive
adversary creates a linear system zg = Agxc by randomly choosing n
challenge-response pairs {a;, z;}, each pair corresponding to a linear equa-
tion of the form z; = a; © x¢.

There are m equations to be chosen, where, on average, (1 —n)m equa-
tions are correct and nm equations are incorrect. The probability p of break-
ing the cryptosystem is the probability of choosing n linearly independent
and correct equations, that is:



m m
Thus, on average, 1/p linear system resolutions are necessary to recover

the shared key x. Consequently, the expected complexity of the attack is
dominated by:

1(<<nm>> ) s e B
P 1—n)m nm(nm —1)...(om —n +

n

As illustrated in equation 2, the computational effort depends basically
on the parameters {n, m,n}, where n = k4~ and v > 0. This effort increases
when 7 increases, or when the number of transcripts m is close to the length
k of the shared key. Furthermore, under similar conditions and with the
same parameters, different executions of the cryptanalytic algorithm may
present different execution times due to its probabilistic nature.

4 Results and Comparisons

We compare the computational complexity and amount of required chal-
lenge/response pairs of our attack to that of BKW algorithm. We remark
again that BKW is a deterministic algorithm while ours is a probabilistic
one, thus our complexities here presented are expected values. Computa-
tional complexities are presented per bit of information as in [6] and [11].
For details about the performance evaluation of BKW we refer to [8].

Tables 1,2,3 and 4 show a comparative analysis between expected com-
putational complexities and amount of required captured challenge /response
pairs of our attack and those of BK'W for noise probability n = 0.25,0.20,0.15, 0.10.

We note that for n = 0.20,0.15,0.10 our attack presents better expected
computational complexity and requires a much smaller number of captured
protocol challenges. For n = 0.25 and key length larger than 160 bits, BKW
presents better computational complexity.



Run Time

Challenge/Response Pairs

Key Length | BKW | Proposed Method | BKW ‘ Proposed Method
32 223 29 223 210
64 935 921 235 912
96 245 234 245 013
128 254 247 254 213
160 262 260 262 214
192 270 273 270 214
294 278 287 278 214
256 286 299 286 214
288 294 2113 294 214

Table 1: Comparison of the expected computational effort and the amount
of challenge/response pairs required to perform the attacks BKW and the
new cryptanalytic method for n = 0.25.

Run Time

Challenge/Response Pairs

Key Length | BKW | Proposed Method | BKW ‘ Proposed Method
32 222 26 222 210
64 233 215 233 212
96 242 225 242 212
128 950 934 950 olI3
160 258 245 258 213
192 266 258 266 213
294 274 265 274 215
256 982 975 982 215
288 289 286 289 215

Table 2: Comparison of the expected computational effort and the amount
of challenge/response pairs required to perform the attacks BKW and the
new cryptanalytic method for n = 0.20.




Run Time

Challenge/Response Pairs

Key Length | BKW | Proposed Method | BKW ‘ Proposed Method
32 221 23 221 210
64 931 29 931 213
96 239 217 239 013
128 247 923 247 213
160 255 231 255 213
192 263 239 263 213
294 269 247 269 214
256 276 256 276 214
288 282 261 282 214

Table 3: Comparison of the expected computational effort and the amount
of challenge/response pairs required to perform the attacks BKW and the
new cryptanalytic method for n = 0.15.

Run Time Challenge/Response Pairs

Key Length | BKW | Proposed Method | BKW ‘ Proposed Method
32 220 21 220 210
64 228 24 228 210
96 236 29 236 211
128 244 213 244 213
160 250 218 250 213
192 257 224 257 213
294 263 227 263 213
256 270 931 970 old
288 276 936 276 214

Table 4: Comparison of the expected computational effort and the amount
of challenge/response pairs required to perform the attacks BKW and the
new cryptanalytic method for n = 0.10.




4.1 Implementation

We implemented our attack on a desktop computer equipped with a Pen-
tium IV 1.4 GHz CPU and 1.0 GB of memory. The following HB protocol
parameters were used: k = 100 bits, n = 110, n = 0.1. Table 5 shows
the collected results, consisting of the number of challenges m, the num-
ber of linear system resolutions needed to break the protocol HB, and the
execution time (in seconds) spent by the computer processor.

Challenge/Response | Iterations Execution
Pairs Time (sec)
400 18,625 44

350 75,748 170

300 192,894 449

250 2,683,810 6,237

Table 5: Results obtained by the proposed attack against the HB protocol
with parameters k = 100, n = 110, n = 0.1.

Some tests for k = 32 and k = 64 were also performed. For k = 32,
n = 36, n = 0.1 and m € (50;4,000), the secret key was determined in all
the cases within less than 1 second. The same occurred for k = 64, n = 70,
n = 0.1 and m € (200; 4, 000).

For comparisons purposes, the BKW algorithm needs 22* iterations to
obtain a solution for £ = 32 and n = 0.25. For the same situation, our new
attack obtains a solution in 20 iterations, spending less than 1 second of
processing.

5 Conclusion

We presented a novel probabilistic and passive attack against the protocols
HB and HB*.

Compared to the BKW attack and other previous works, the proposed
cryptanalytic method presents some key advantages: it does not require
any pre-processing and it does not require any previous knowledge about
the noise probability. Moreover, the amount of transcripts (captured chal-
lenges /responses) needed to break the cryptosystem is significantly reduced,
what makes it more feasible.

For values of 7 less than 20% this method is more efficient than the



BKW algorithm for any value of k. For values of n greater than 25% and key
lengths greater than 160 bits the BKW algorithm is more efficient. However,
for these values of 77 the authentication procedure is too unreliable, and the
amount of transcripts required by the BKW is prohibitively large.

Finally, our attack allows one to reduce the computational effort to break
the protocols HB/HB™ by increasing the amount of available transcripts. It
is also possible to break the protocols with fewer transcripts by increasing
the computational effort. The same is not true for the BKW algorithm,
where, for any case, the amount of transcripts required to break the protocols
increases exponentially with the length of the key.
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