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Abstract

In the problem of perfectly reliable message transmission (PRMT), a sender S and a
receiver R are connected by n bidirectional synchronous channels. A mixed adversary
Aty t;.,t,) With infinite computing power controls t,,t and ¢, channels in Byzantine, fail-
stop and passive fashion respectively. Inspite of the presence of A, ¢, ¢,), S wants to
reliably send a message m to R, using some protocol, without sharing any key with R
beforehand. After interacting in phases' as per the protocol, R should output m’ = m,
without any error. In the problem of perfectly secure message transmission (PSMT),
there is an additional constraint that A, ¢, ;,) should not know any information about
m in information theoretic sense. The adversary can be either static? or mobile.?

The connectivity requirement, phase complexity and communication complexity are
three important parameters of any interactive PRMT/PSMT protocol and are well stud-
ied in the literature when the channels are controlled by a static/mobile Byzantine ad-
versary. However, when the channels are controlled by mixed adversary A, ¢,.¢,) » We
encounter several surprising consequences. In this paper, we study the problem of PRMT
and PSMT tolerating ”static/mobile mixed adversary”. We prove that even though the
connectivity requirement for PRMT is same against both static and mobile mixed adver-
sary, the lower bound on communication complexity for PRMT tolerating mobile mixed
adversary is more than its static mixed counterpart. This is interesting because against
only ”Byzantine adversary”, the connectivity requirement and the lower bound on the
communication complexity of PRMT protocols are same for both static and mobile case.
Thus our result shows that for PRMT, mobile mixed adversary is more powerful than its
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LA phase is a send from S to R or vice-versa

2A static adversary corrupts the same set of channels in each phase of the protocol. The choice of the
channel to corrupt is decided before the beginning of the protocol.

3 A mobile adversary can corrupt different set of channels in different phases of the protocol.



static counterpart. As our second contribution, we design a four phase communication
optimal PSMT protocol tolerating ”static mixed adversary”. Comparing this with the
existing three phase communication optimal PSMT protocol against ”"static Byzantine
adversary”, we find that additional one phase is enough to design communication op-
timal protocol against static mixed adversary. Finally, we show that the connectivity
requirement and lower bound on communication complexity of any PSMT protocol is
same against both static and mobile mixed adversary, thus proving that mobility of the
adversary has no effect in PSMT. To show that our bound is tight, we also present a
worst case nine phase communication optimal PSMT protocol tolerating mobile mixed
adversary which is first of it’s kind. This also shows that the mobility of the adversary
does not hinder to design constant phase communication optimal PSMT protocol. In our
protocols, we have used new techniques which can be effectively used against both static
and mobile mixed adversary and are of independent interest.

Keywords: Perfect Reliability, Information Theoretic Security, Static and Mobile Mixed
Adversary.

1 Introduction

In perfectly reliable message transmission (PRMT) problem, a sender S is connected to a
receiver R in an unreliable network by n vertex disjoint paths called wires; S wishes to send
a message m chosen from a finite field I reliably to R, in a guaranteed manner (without any
error), in spite of the presence of several kinds of faults in the network. The perfectly se-
cure message transmission (PSMT) problem has an additional constraint that the adversary
should get no information about m. The faults in the network is modeled by an adversary
who controls the actions of nodes in the network in a variety of ways and have unbounded
computing power. Security against such an adversary is called information theoretic security,
which is also known as perfect security. Since the adversary has unbounded computing power,
we cannot use any cryptographic primitive, such as public key cryptography, hash function,
etc to solve PSMT problem. The PRMT and PSMT problem was first studied and solved
by Dolev et.al [6] against static Byzantine adversary. The PRMT and PSMT problems are
very important primitives in various reliable and secure distributed protocols. If S and R are
connected directly via a private and authenticated link (which is generally assumed in generic
secure multiparty protocols [2, 8, 16, 24]), reliable and secure communication is trivially guar-
anteed. However, in reality, it is not economical to directly connect every two players in the
network. Therefore such a complete network can only be virtually realized by simulating the
missing links using PRMT and PSMT protocols as primitives.

Existing Results: There are various settings in which PRMT and PSMT problem has
been studied extensively in the past (see [6, 5, 7, 17, 9, 22]). The most natural and in-
teresting question posed in the context of PRMT/PSMT are: (a) POSSIBILITY: What
is the necessary and sufficient condition that a given network should satisfy for the possi-
bility of PRMT/PSMT from S to R? (b) OPTIMALITY: Once the POSSIBILITY of a
protocol is ensured in a given network, what is the communication complexity lower bound
for any reliable/secure protocol to send a message of specific length. Moreover, how to de-
sign communication optimal PRMT/PSMT protocols which satisfies the lower bound? The
above questions can be examined in various settings. The questions in (a) and (b) have been
completely answered against static Byzantine adversarial model in [15, 19, 1, 21, 10]) and
against mobile Byzantine adversarial model in [22, 14]. In [18], the authors have partially



answered the questions (a) and (b) against static mixed adversarial model. However, noth-
ing is known in mobile mixed adversarial model. Also in spite of being a very practical
adversarial model, mobile mixed adversary have got no exposure.

Why to Study Mixed Mobile Adversary: In a typical large network, certain nodes may
be strongly protected and few others may be moderately/weakly protected. An adversary
may only be able to failstop(/eavesdrop in) a strongly protected node, while he may affect
a weakly protected node in Byzantine fashion. Thus, we may capture the abilities of an
adversary in a more realistic manner using three parameters ty,1y,t, where t,ts,t, are the
number of nodes under the influence of adversary in Byzantine, failstop and passive fashion
respectively. Also it is better to grade different kinds of disruption done by adversary and
consider them separately rather than treating every kind of fault as Byzantine fault as this is
an “overkill”. Also we stress that many times mobile adversary captures practical scenarios
better than static adversary. For example when S and R are engaged in interaction for a
long time, then some faults in initial phases can be fixed and in the mean time, a hacker may
attack some other nodes.

Recently in [20], the authors have studied the issues related to the POSSIBILITY and
OPTIMALITY of unconditional reliable message transmission® (which is same as PRMT with
exponentially small probability of error in reliability) and unconditional secure message trans-
mission® (which is same as PSMT with exponentially small probability of error in reliability
only), in undirected synchronous networks, tolerating static mixed adversary. However, the
techniques used in [20] cannot be used to design PRMT/PSMT protocols against static and
mobile mixed adversary.

Our Contribution: In this work, we focus our attention on PRMT/PSMT in undirected
synchronous networks against static and mobile mixed adversary. Table 1 tabulates both the
existing and proposed (in this paper) connectivity requirement and communication complex-
ity lower bound results.

Contribution 1 We provide a worst case four phase communication optimal PSMT protocol
tolerating static mized adversary which is a first protocol of its kind. Comparing this with
the existing three phase communication optimal PSMT protocol against static Byzantine ad-
versary [15], we find that using an additional phase, we get a communication optimal PSMT
protocol against static mized adversary.

Contribution 2 We give the characterization for the possibility of any PRMT protocol
against mobile mized adversary and show that it is same as against static mixed adversary.
We prove lower bound on the communication complexity of any PRMT protocol against mo-
bile mized adversary and show it is tight by designing a three phase communication optimal
PRMT protocol, whose communication complexity matches this bound. Comparing these re-
sults with existing results for PRMT against static mized adversary, we find that though
mobility of mized adversary has no affect on POSSIBILITY of PRMT protocols, it significantly
affects its OPTIMALITY. This is surprising because mobile Byzantine and static Byzan-
tine adversary has same effect in PRMT in terms of POSSIBILITY [22] and OPTIMALITY [1/].

“In [20], the authors have termed it as probabilistic perfectly reliable message transmission (PPRMT).
5In [20], the authors have termed it as probabilistic perfectly secure message transmission (PPSMT).



Table 1: Connectivity and Lower Bound for Communication Complexity for PRMT and
PSMT problems; Results with “*” are provided in this paper. Moreover, all the bounds are
tight. Here /¢ is the number of field elements in the message. The communication complexity
is in terms of field elements.

Byzantine Adversary Mixed Adversary
Static ‘ Mobile Static ‘ Mobile
PRMT; Connectivity (n) 2ty + 1 [6] 2ty + 1 [22] 2ty +t5 + 1 [18] 2ty +ty + 1%
(n—tyg)e nt
PRMT; Lower Bound || Q(¢) [21, 15] Q(0) [14] Q (Wim) [18] Q)
PSMT; Connectivity (n) || 2t + 1 [0] 2t + 1 [22] 2y + by + by + 1 [18] | 2o + by + by + 1IF

Contribution 3 We show that characterization for the possibility and lower bound on com-
munication complexity of PSMT protocols tolerating static mixzed adversary remain unchanged
even for mobile mized adversary. We also present a worst case nine phase communication op-
timal PSMT protocol tolerating mobile mized adversary, which is first of it’s kind. Comparing
this with contribution 1, we conclude that mobility of adversary does not hinder the possi-
bility of designing constant phase communication optimal PSMT protocol against mized
adversary, even though it requires slightly more number of phases.

To design our protocols, we propose new techniques, which can be effectively used against
both static and mobile mixed adversary. These techniques are completely different from the
techniques used in [20] to design PPRMT /PPSMT protocols against static mixed adversary.
We stress that our results on mixed adversary are not simple and trivial extensions of the
existing results for Byzantine adversary.

2 Definitions, Network Settings and Adversarial Model

The underlying network is a connected synchronous network represented by an undirected
graph where S and R are two nodes. A mized adversary, with unbounded computing power,
controls at most #,,ty and t, nodes (excluding S, R) in Byzantine, fail-stop and passive
fashion respectively. Following approach of [6], we abstract the network and concentrate on
solving PRMT /PSMT problem for a single pair of processors (S, R), connected by n vertex
disjoint paths wy,ws, ..., w,, also known as wires.® In the worst case, if adversary controls
a single node on a wire, then out of n wires, at most #,,¢; and ¢, wires can be under the
control of the adversary in Byzantine, failstop and passive fashion respectively.

A wire which is controlled in a failstop fashion may fail to deliver any information, but if
it delivers the information then it will be correct. However, the adversary will have no idea
about the information that passed through a wire which is controlled in failstop fashion. A
wire which is passively controlled will always deliver correct information. However, the adver-
sary will also completely know the information, which passed through a passively controlled
wire. A Byzantine corrupted wire may deliver correct information or it may deliver incor-
rect information. However, in any case, the adversary will completely know the information,

5The approach of abstracting the network as a collection of n wires is justifying using Menger’s theorem [12]
which states that a graph is ¢ — (S, R)-connected iff S and R are connected by at least ¢ vertex disjoint paths.



which passed through a Byzantine corrupted wire. The mixed adversary can be static or mo-
bile. We denote the static and mobile mixed adversary by A‘Ef??)f t) and .A”Z‘)Ii;let ) respectively.
Scope of Affg’?fc 1,): The static mixed adversary Asf“?;t )
t, wires among n wires, in Byzantine, fail-stop and passive fashion respectively, in different
phases of any PRMT/PSMT protocol. The set of wires which it controls is decided before

the execution of the protocol. A wire which is under the control of Asf“i’jf 1)’ will remain so

controls the same set of ¢, 17 and

throughout the protocol.

mobile . : : mobile
(ot 1)’ The mobile mixed adversary A (ot 1)

t, wires among n wires, in Byzantine, fail-stop and passive fashion respectively, in different

phases of any PRMT/PSMT protocol. A wire which is controlled by A’;‘:I;’;i ) in some

mobile mobile
(ot ity (ot i) controls

different set of wires in different phases of the protocol, it does not allow the adversary to
gain any information which has previously passed (in earlier phases of the protocol) through
the wires under its control in current phase. This is because the wires (and hence the nodes
along these wires) erases all the local information from its memory at the end of each phase.
Also any wire which is not under the control of the adversary in current phase will behave
correctly, irrespective of the way it behaved in earlier phases of a protocol. The adversary
can gain information from the wires in a cumulative fashion. For example, suppose during

Scope of A controls different set of ¢;,7¢ and

phase, may become free from A ) in subsequent phase. Though A

first phase of a protocol, Aﬁof’ill)e controls wi,wy and ws in Byzantine, failstop and passive
fashion respectively in a network, where S and R are connected by wires wy, wa, ..., ws. Now

suppose during second phase, it controls we, w4 and ws in Byzantine, failstop and passive
fashion respectively. Then w; and w3 will behave correctly during second phase and adversary
has no access to the information passing through them in second phase. At the end of second
phase, adversary will know the information which passed through w; and ws during first
phase and the information which passed through we and ws during second phase.

Remark 1 A mobile adversary is different from an adaptive adversary [4], who dynamically
corrupt nodes (wires) during the protocol execution and whose choice of corrupting a wire
may depend on the data seen so far. This is so because a node (wire) which is once under
the control of adaptive adversary, will remain so throughout the protocol whereas in case of
mobile adversary, it may become free in subsequent phases of the protocol. Also, adaptive
adversary is slightly different from static adversary in the sense that static adversary decides
which wires to control before the start of the protocol. Our protocols designed against static
mized adversary will also work against adaptive adversary without any modification.

Throughout the paper we use m to denote the message that S wants to send to R. m is a
sequence of ¢ field elements from a finite field F. The only restriction on IF is that |F| > n. We
use |m| to denote the number of field elements in m. Any information which is sent through
all the wires is said to be “broadcast”. If x is “broadcast” over at least 2t; 41+ 1 wires, then
at most ¢y wires may fail to deliver z, where as at most ¢, wires may deliver incorrect x. But
at least t, + 1 wires will deliver correct x. So receiver will be able to correctly receive x by
taking majority vote. The communication complexity of any protocol is the total number of
field elements communicated by S and R in the protocol. We say that a wire is corrupted,
if the information sent over the wire is changed. A wire which is not under the control of the
adversary is said to be honest.



Definition 1 (Optimal PRMT/PSMT (OPRMT/OPSMT) Protocol) Let N be a network,
under the influence of A‘("’f’iﬁiﬁtp) or A’&}gﬁ?;p) and II be a PRMT/PSMT protocol, which
sends m from S to R in N, by communicating O(b) field elements. Then II is called
an OPRMT/OPSMT protocol if the lower bound on the communication complexity of any

PRMT/PSMT protocol in N to send m is Q(b) field elements.

3 Coding Theory Preliminaries

In our protocols, we have used Reed-Solomon (RS) codes, which are used to reliably send
message over a noisy channel. Let Ch, ) denote a noisy channel, where at most ¢y and
tp locations of a codeword can be arbitrarily erased and changed respectively during the
transmission. We call the later type of errors as Byzantine error.

Definition 2 ( [11]) For message block M = (mi ma ... my) over F, define ReedSolomon
polynomial as Pyr(xz) = my + max + max® + ... +mpaf~1. Let a1, o, ...,an,n > k, denote
a sequence of distinct and fized elements from F. Then vector C = (¢1 c2 ... ¢,) where
¢i = Py(ag),1 <@ <n is called the Reed-Solomon codeword of size n for the message block

M. We denote the size of vector C by |C].
The next theorem summarizes a known result related to Reed-Solomon codes.

Theorem 1 (Singleton Bound [11]) Suppose a sender has generated a RS codeword C of
size |C| = N, for a message block M of size k and sends the codeword C' through C’h(tb,tf).
Let the received codeword be C' of size |C'| > N — t; and different from C in at most t,
locations. Then the receiver can reconstruct the message M from C' iff N > 2ty +t; + k.

Theorem 2 gives the number of errors which can be corrected and detected by RS codes.

Theorem 2 ([11, 5]) Let C denote the RS codeword for a message block of size k, where
|C| = n. Let the codeword be sent over Chyy iy Let n’ denotes the size of the received
codeword C', where n’ > n—ty. Then RS decoding can correct upto ¢ Byzantine errors in C'
and simultaneously detect additional d Byzantine errors in C' iff n' —k > 2c¢ + d.

RS-DECODING ALGORITHM [11, 13]: Berlekamp Welch algorithm is one of the most
simple and efficient RS decoding algorithm existing in the literature. In general, we denote the
RS decoding algorithm by RS — DEC(n/,c,d, k). The algorithm takes an n’ length codeword
C’ received through Chygy 1 ) where C' corresponds to a codeword which was encoded using
a polynomial of degree k — 1 (so the message block size is k). Let t; < t; denotes the actual
number of Byzantine errors that are present in C’. The only information receiver knows
about t; is that ¢; < t;. The variables ¢ and d are passed as parameters to the algorithm,
where ¢ represents the number of Byzantine errors that receiver wants to correct in C’ and
d represents the number of additional Byzantine errors that receiver wants to detect in C’.
The variables ¢ and d should satisfy the relation given in Theorem 2. In addition, c+d < t.

The algorithm tries to correct at most ¢ Byzantine errors in C’. In addition to this, it tries
to detect at most d additional Byzantine errors (if they are present) in C’. The algorithm
either (a) outputs a polynomial of degree k — 1, along with an error list or (b) fails to output
any polynomial of degree k — 1. The error list (if it is produced) contains at most ¢ entries,
where each entry is a pair, indicating an error location in C” along with the value received at
that location in C’. We illustrate (a) and (b) in the sequel, in the context of our PRMT and
PSMT protocols.



Definition 3 We call an error list generated by RS —DEC algorithm as “good” if each of the
values in the error list, pointed as corrupted/modified value, is indeed corrupted. Otherwise
we call the error list as “bad”. When an error list is “bad”, it must point a correct
value in C’ as corrupted.

We now design a single phase PRMT protocol called PRU-SP-Mixed using RS codes. In
the protocol, S and R are connected by N > 2t + 1ty 4 1 wires, w;,1 < i < N, of which at
most ¢, and ¢y wires can be under the control of a static adversary in Byzantine and fail-stop
fashion respectively (N > 2t;, 4ty + 1 wires are necessary and sufficient for the existence of
any PRMT protocol tolerating such a static adversary [18]). The goal is to reliably send a
message m containing ¢ field elements from S to R.

Protocol PRU-SP-Mixed(m, £, N, ty,t, k): Single Phase PRMT Tolerating Ao

(ty,tgitp)
e S breaks up m into blocks B1, Bz, ..., Bk, each consisting of k field elements, where k = N —2t;, —t;.
If ¢ is not an exact multiple of k, a default padding is used to make ¢ mod k = 0.

e For each block Bj,1 < j < {/k of size k, S computes n length RS codeword of B;j denoted by
(cjicjz...cjn). S sends ¢ji,1 < j < £/k along the wire w;,1 < ¢ < N. Note that the RS codeword of
all the blocks of m are computed and sent parallely by S to R in a single phase.

e R parallely receives the (possibly corrupted/erased) c;;’s for all B;’s and applies the RS decoding
algorithm to each of them and reconstructs all B;’s. R then concatenates the Bj’s to recover the
message m.

Lemma 1 Protocol PRU-SP-Mixed correctly sends m by communicating O (#ﬁw)

field elements.

Proof. Follows from the working of the protocol and Theorem 1. O
Protocol PRU-SP-Mixed has another important property given in the following theo-
rem.

Theorem 3 If R in advance knows the identity of o < ty, wires which are under the control
of Byzantine adversary, then protocol PRU-SP-Mixed can reliably send m using block size
k< (N—2t,—ts)+a.

Proof: Since R knows « wires which are under the control of Byzantine adversary, it simply
ignores these wires and therefore the connectivity (set of active wires) reduces to N — «.
Also among the values received by R along these N — « wires, at most ¢, — « could be
Byzantine corrupted. Substituting these values in Theorem 1, we get k < N — o — 2(t}, —
a) —ty < (N —2t, — ty) + a. Hence PRU-SP-Mixed(m, ¢, N, ty,ts, k) will work correctly
with k < (N — 2t — t5) + o

4 Existing OPSMT Protocols Tolerating Aff“tic and Its Limi-
tations

The existing OPSMT protocol against a t; active static Byzantine adversary Aflfatic works as
follows [15]: S and R are connected by n = 2t; 4+ 1 wires, of which at most ¢, can be under
the control of Af:““c. Essentially, S sends one random t; degree polynomial over each of the
n wires and their n values distributed over n wires. After a sequence of interaction between
S and R according to the protocol, the constant coefficients of the t; + 1 polynomials which



are not under the control of the adversary, are established as an information theoretic secure
”one time pad” between S and R. Moreover the communication complexity of the interaction
is O(n?). Now using this one time pad, S securely sends t, + 1 = O(n) field elements to R
by communicating O(n?) field elements [15].

For tolerating Af}f%f‘itp), S and R must be connected by at least n = 2t, +ty +1t, + 1
wires (see Theorem 4). Now if we use the same technique of sending polynomials as well as
their values (as used in OPSMT protocol againt Af:“tic), S and R end up in establishing a
secure "one time pad” of length ¢, + 1 after communicating O(n?) field elements. The reason
is that adversary can crash t; wires and passively listen the polynomials over (t, +t,) wires.
Therefore only n —t; —t, —t, = t; + 1 polynomials will be unknown to the adversary. Since
n = 2ty+tys+t,+1, t, may not be ©(n) and can even be a constant. Thus the resulting PSMT
protocol may send a message of very small size with very high communication complexity
of O(n?), which will not be an OPSMT protocol against A‘("’fi’?;tp). In the next section, we
propose certain new protocols based on some new techniques, using which we can design

OPSMT protocols tolerating both ‘Aff;?:,tp) and A@zilzi«li‘/p)‘

5 OPSMT Tolerating Static Mixed Adversary Aff;‘?fc o)
Wiilp
Here we first recall the characterization for the possibility and the lower bound on commu-

nication complexity of any multiphase PSMT protocol tolerating A‘(Stt:iljf t) [18].

Theorem 4 ([18]) Any r-phase (r > 2) PSMT protocol between S and R in an undirected

network N tolerating Af}fg?fc ) 18 possible iff N is (2ty + ty + tp + 1)-(S,R )-connected.

ProoOF: If part: We now show that if the network is not (2¢, + ¢ + ¢, + 1)-(S,R)-connected,
then no PSMT protocol exists. For this, we make use of the result by Dolev et al. [6], which
states that PSMT against a static adversary who can corrupt up to any ¢, and ¢, nodes in the
network in Byzantine and passive fashion respectively, is possible if and only if the network
N is (2t + t, + 1)-(S,R)-connected.” Assume that a PSMT protocol II exists in a network
N which is not (2t +ts+1t,+1)-(S,R)-connected. Consider the network N’ that is induced
by N on deleting t; vertices from a minimal vertex cutset of A/ (this can be interpreted as
an adversary blocking the communication over ¢; vertex disjoint paths). It follows that A
is not a (2t + t, + 1)-(S,R)-connected network. Evidently, if IT is a PSMT protocol on N,
then II" is a PSMT protocol on N/, where II’ is the protocol II restricted to the players in N”.
But from [6], we know that IT" exists only if the network N is (2t +¢, + 1)-(S,R)-connected.
Thus no such II’ is possible and hence no protocol II over N tolerating the original adversary
is possible.

Only If Part: Let the underlying network be (2¢, +t¢+t,+1)-(S,R) - connected. We design

a four phase OPSMT protocol OPSM T,H‘(*f:;";’ t) tolerating .A‘(*’tt:?fc t) in section 5. a

"The actual expression is (t, + max(tq,te) + 1)-(S,R)-connected, where the adversary can corrupt up to
to nodes in active (Byzantine) fashion and t. nodes in passive fashion in the “containment” model, where the
set of actively corrupted nodes is a subset of the set of passively corrupted nodes or vice-versa. However, in
this paper, we assume that the set of actively corrupted nodes are disjoint from the set of passively corrupted
nodes



Theorem 5 ([18]) Anyr-phase (r > 2) PSMT protocol which securely sends ¢ field elements

static ) needs to communicate Q) <("7z) field elements, where

in the presence of A(tb’tﬁp P T

n =2ty +ty+1tp, + 1.

PRrROOF: The proof follows by extending the entropy based argument used in [21] to prove
the lower bound on the communication complexity of any r-phase (r > 2) PSMT protocol
against At“’:atic. O

Let S and R be connected by n = 2t, +ty +t, + 1 wires w;,1 < 7 < n. We design

a four phase OPSMT protocol OPSM T,Hffl‘j?/f t) which securely sends n field elements by

communicating O(n?) field elements, tolerating Asfatc

. (tostyotp)”
phase OPSMT protocol tolerating Aflfatw presented in [15] shows that additional one phase is

enough to design OPSMT protocol against A45/%%¢ | We first design few sub-protocols and

) (totyotp)
finally combine them to get OPSM T,Hffg?}f e

Assumption 1 In our protocols, we assume that whenever sender sends some information
to receiver through n wires, then the receiver receives information over firstn —ty < N' <n
wires and the last n — N’ fails to deliver any information to the receiver. This is without loss
of generality because receiver can always broadcast back the index of the wires over which it
has not received any information. This does not affect the communication complexity of our
protocols.

Comparison of this with three

5.1  Pad_Establishment_II51t¢ - A Conditional Single Phase PSMT Proto-

(tbvtfatp
col

Suppose A and B are connected by n = 2t, + ¢ty +t, + 1 wires under the influence of

Aff:?;: L) Also A in advance knows the identity of at least %7 wires which are Byzantine
corrupted. We now design a single phase sub-protocol Pad,Establishment,H‘(*fg?; ) Which

securely establishes a random one time pad of length n between A and B, which is information

theoretically secure from Agtatic
(tb7tf’tp)

Protocol Pad,Establishment,Hff:;ijfytp): Single Phase Protocol to Establish a One Time Pad

Computation and Communication by A

e A saves the identity of the known faulty wires in a list Lfquw¢. According to the problem specifi-
cation, %b < |Lfquit| < tp. A selects n random polynomials ¢;(z),1 < j < n, over F, each of degree
ty — |Lfauit| + tp. For each ¢;(z),1 < j < n, A computes a RS codeword [g;1 gj2 ... gjn] of size n, such
that ¢js = gj(cs),1 < i <n. For 1 <i < n, if wire w; € Lfquit, then A sends to B the values g;; over w;.

Finally A broadcasts Lfqui: to B.

Computation by B

o B receives Lyqqi: and neglects any information received over w; € Lyfqui:. Among the remaining wires, at
most ¢ wires can fail to deliver any information. Suppose B receives values over the first n’ > n—|Lfquit|—ty
wires. Let B receives qj; over wi, 1 <i <n’. Let Q; = [¢j1 ¢j2 --- @], 1 < j < n denote the 4" received
codeword. B applies RS — DEC(n/,ts — | Lfauit|, 0, ts — | L faut| +tp + 1) algorithm to Q, recovers g;(z) and
hence ¢;(0). The n tuple g = [g1(0) ¢2(0) ... gn(0)] is established correctly and securely between A and B.

Theorem 6 Pad,Establishment,Hff:ff; 6) establishes the information theoretic secure n tu-

ple g = [q1(0) ... gn(0)] between A and B against A?ff’;’;ftp) in single phase by communicating
O(n?) field elements.



Proof. From L gy, B identifies |Lpqui| > %’ Byzantine corrupted wires and neglects them.
Among the remaining wires, at most ¢, can fail to deliver any information. So in the worst
case n' = 2ty +tp + 1 — | Lsqut|- The codeword Q;-, 1 < j < n received by B, represents a RS
codeword, which is RS encoded using a polynomial of degree k — 1 =t — | L fquit| + tp. Also
B knows that in Q;, at most ¢, — | L fqut| values could be corrupted and tries to correct these
errors by applying RS — DEC with ¢ = t, — |Lfqu| and d = 0. Substituting the values of
n',¢,d and k in the inequality of Theorem 2, we find that RS — DEC(n/,ty — |Lfquit|, 0, tp —
|L fquit] +tp + 1) will be able to correct all the t, — |Lfqui| < %b errors in Q;- and outputs
gj(x) correctly.

The adversary gets at most ¢, — |Lfquit| + tp distinct points on each tp — |Lyqu| + tp
degree polynomial ¢;(z), implying information theoretic security for each ¢;(0). For each
qj(x),1 < j < n, Asends n — |Lfgu| = O(n) values which incurs a total communication
complexity of O(n?). Also communication complexity of broadcasting L Fault 18 O(n?). O

5.2  Error_Identi fication,l’[fttf?fctp) - A Three Phase Protocol to Identify at

least %’ Byzantine Corrupted Wires

As before A and B are connected by n = 2t, +t; +1,+ 1 wires. We now design a novel three

. . . t t . t t . .
phase protocol Error_Identi fzcatzon,Hftl‘i t"ff t) tolerating Aftzi t’fc,tp), which has the following

properties: (a) If at most %” wires get Byzantine corrupted during first phase then A securely
establishes a one time pad of length n with B at the end of second phase. (b) If more than %b
wires get corrupted during first phase, then the pad will not be established. However, either A
comes to know the identity of at least %’ Byzantine corrupted wires at the end of second phase
or B comes to know the identity of at least %b Byzantine corrupted wires at the end of third
phase. We now formally prove the properties of protocol Error_Identi fication,ﬂffﬁi; b
Theorem 7 1. If at most % Byzantine wires are corrupted during Phase I, then an n
length information theoretically secure pad p = [p1(0) p2(0) ... pn,(0)] is established
between A and B at the end of Phase II.

2. If more than %’ errors occurred during Phase I, then either A or B comes to know
the identity of more than %’ corrupted wires at the end of Phase II or Phase III

respectively.

Proof: We prove the theorem for the worst case where during Phase I, t; wires failed to
deliver any information to B. Hence B receives information over n’ =n —ty = 2t, + ¢, + 1
wires during first phase. Hence each of the received codewords P]’ ,1 < j < n will contain
n’ = 2t, +t, + 1 values, of which at most ¢, could be corrupted. Also, each P]’ is originally
RS encoded using a polynomial pj(x) of degree k — 1 = t, +t,. During Phase II, B tries to
correct at most ¢ = %’ and detect additional d = 0 errors in each P]( by applying RS — DEC.
By substituting the values of n/,c,d and k in the inequality of Theorem 2, we find that
RS — DEC(n/, %’, 0,ty +t, + 1) will be able to correct at most %’ errors in Pj’ and detects
additional O errors in P]’- . Now we consider the following two cases:

Case I: At most %’ errors occurred during Phase I: In this case at most %’ values in

each P]’ could be corrupted. Hence RS — DEC' will successfully correct all errors in each Pj’ .
Hence B will recover each pj(x) correctly and all the error lists will be ”good”. When A gets
the error lists from B, it finds that they are ”good” and concludes that B has recovered each
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static

Protocol Error_Identification IT¢; "7,

Phase I: (A to B)

e A randomly selects n polynomial pi(z),p2(x),...,pn(x) over F, each of degree ¢y + tp,. For each
pi(z),1 < j <mn, A computes a RS codeword [pj1 pj2 ... pjn] of size n. Over wire w;,1 < i < n, A sends
the values pj;.

Phase II: (B to A)

e Let B receives information over first n’ wires where n —t; < n’ < n. Let B receives p;-i, 1 <j<nover
wire w;,1 <4 < n'. B then forms the received codewords P} = [p}; pjs ... p;n,],l <j<n.

e In each P]{, 1 < j < n, B assumes at most %’ values to be corrupted, applies RS — DEC(n’, %7, 0,tp+tp+1)
algorithm to each P] and tries to reconstruct some polynomial p;(z) of degree &, + tp.

e If there exists some j € {1,2,...,n}, such that B fails to recover a t, + t, degree polynomial after
applying RS — DEC(n/, %’, 0,t +tp + 1) to codeword Pj, then B broadcasts to A, “ERROR-R” signal and
received codeword P, along with its index j. /* At least ¢»/2 + 1 Byzantine errors are present in P;. */

e If some polynomial of degree ¢, + ¢, is reconstructed after applying RS decoding algorithm to each of n
received codewords, then B proceeds as follows:

Let Error_List; denotes the error list obtained by applying RS decoding algorithm to Pj. Also let L; be
the number of pairs in Error_List;. Since RS decoding is applied to P; , assuming the number of
errors in P]{ to be at most %’7 L; < %" B broadcasts Error_List;,1 < j <mn to A.

Computation by A

e If A receives “ERROR-R” signal and index j along with Pj, then A locally compares Pj with P; (the
original j*" codeword restricted to first n’ locations), finds the identity of at least %’ + 1 faulty wires which

delivered incorrect components of P; during first phase and TERMINATES the protocol.

e If A receives n error-lists and all the n error lists are “good”, then A concludes that B has recovered each
pj(z),1 < j < n correctly and the protocol terminates. Otherwise, A finds at least one j € {1,2,...,n},
such that Error_List; is "bad”. If there are multiple such j’s, A randomly selects one. In this case, A
concludes that B reconstructed p;(z) # p;(z) and initiates Phase III.

Conditional Phase III: A to B

e If A has identified a j such that B has reconstructed p;(z) # p;(z), then A broadcasts to B the tuple
[pj1 Pj2 - .. Pjn], which is the original codeword corresponding to p;(z) (which A had sent during Phase I).
In this case, B correctly receives the actual codeword corresponding to p;(z), compares it with the codeword
Pj (corresponding to p;(x)) which it has received during Phase I, identifies more than %” faulty wires and
terminates the protocol.

pj(x) correctly. Hence the vector p = [p1(0) p2(0) ... pn(0)] is established correctly between
A and B. The security of p follows from the fact that during Phase I, the adversary gets
at most tj, + t, points (by passively listening ¢, + ¢, wires) on each p;(z) which are of degree
ty + tp, thus each p;(0) is information theoretic secure. Also notice that each of the n error

lists are "good”, thus they leak no extra information about p;(x)’s to Affg?jf L)

Case 1II: More than %b errors occurred during Phase 1. Without loss of generality, let

pj(x) be one of the polynomials for which at least %’—1—1 values has been corrupted by adversary
during Phase I. Thus ;" received codeword P]’ will have more than %’ corrupted values. So
B fails to reconstruct p;(z) correctly by applying RS — DEC(n/, %’, 0,y +tp + 1) to the P;.
Now there are two possible cases:

11



1. Suppose the values in PJ’ are corrupted in such a way that RS — DEC, when applied
to PJ’ , fails to output any ¢, + ¢, degree polynomial. In this case, B knows that more
than %’ values in P]’- are corrupted. So it broadcasts P]’ to A, along with “ERROR-R”
signal and index j. Once A correctly receives these values, after local verification, A
will come to know the identity of at least %7 + 1 faulty wires, which delivered incorrect
values of polynomial p;(x) to B during first phase.

2. Suppose the values in Pj’ are corrupted in such a way that RS — DEC, when applied
to Pj’ , outputs a t;, + t, degree polynomial p;(z), along with Error_List;. In this case
pj(x) # pj(x) and Error_Listj is “bad” and contains a correct value in it. This is so
because pj(z) and pj(z) can have same value in at most ¢, + ¢, points, as they are
polynomials of degree t; +t,. So when A receives Error_List;, it concludes that more
than %’ wires delivered incorrect values of p;(z) to B during first phase. Hence during
third phase, A broadcasts the original codeword for p;(z) to B. B then identifies more
than %’ faults after local verification. O

static

Theorem 8 The communication complexity of protocol Error,ldentification,ﬂ(tb teot) 18

O(TLth).

Proof.: During first phase, A sends a RS codeword of length n for n polynomials, thus
communicating O(n?) field elements. During the second phase, B broadcasts n error-lists,
each containing at most %’ pairs, thus communicating O(n?t;) field elements. Communication
complexity of third phase again is O(n?) field elements. Hence overall complexity is O(n?t;)
field elements. O.

5.3 Reducing the Communication Complexity of Protocol Error_Identi f’ication,ﬂfttﬁifc )

We now present a nice trick to reduce the communication complexity of sending n error-
lists from O(n%t,) to O(n?) in Phase II of protocol Error_Identification II5%tc ) (pre-

(oot yotp
viously, it has been broadcast). Let ERROR_List; be the the error-list with maximum
number of pairs Ly, where J € {1,2,...,n}. If there are several error-lists with L; pairs,

then B arbitrarily selects one. B then broadcasts only Error_List; and sends the remain-
ing error-lists after concatenating them into a list Y and executing the protocol PRU-
SP-Mixed(Y, |Y|,n,ty, tf, Ly). A correctly receives Error_List; and verifies whether it
is ”good” . If it is, then A concludes that B has correctly recovered pj(x). In this case, A
also identifies L ; faulty wires from Error_List;. Thus from Theorem 3, protocol PRU-SP-
Mixed will correctly deliver the list Y containing the remaining error-lists. On the other
hand, if A finds that Error_Listy is ”bad”, then A concludes that B has not recovered ps(z)
correctly. In this case, A fails to know Lj; faults from Error_List; and hence can not re-
cover list Y delivered using PRU-SP-Mixed. But still A identifies one polynomial (ps(x))
which is not received correctly by B (due to more than % errors during Phase I). Note that
while the properties of protocol Error_Identi fication,l'[‘(*fg’i?%) (Theorem 7) remain intact
by incorporating these changes, the communication complexity reduces to O(n?).

Lemma 2 The above steps when incorporated in Phase I1 of protocol Error_Identi fication,l'[?ff’;’;f 1)’

reduces its communication complexity to O(n?).
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Proof: Broadcasting a single error-list (Error_Listy) requires communicating O(n?) field
elements. From Lemma 1 and Theorem 3, sending the remaining error-lists by PRU-SP-

Mixed(Y, Y], n,ty, tf, Ly) will require communicating O (% * n) = O(n?) field elements
because |Y| < (n —1) % (2Ly). O

static

Changed Steps in Communication Efficient Error,[dentification,H(tb,tf,tp)

If during Phase II, some polynomial of degree ¢, + t, is obtained after applying RS decoding algo-
rithm to each of the n received codewords, then B proceeds as follows:

e Let J € {1,2,...,n} be the index of the error-list with maximum number of pairs L;. B concatenates all
the error-lists, except Error_List; to form a list Y. B broadcasts Error_List; along with its index J to A
and sends the list Y by executing the protocol PRU-SP-Mixed (Y, Y|, n,ty,tf, Ly).

Computation by A

e A correctly receives the index J and Error_List;y. He checks whether Error_List; is “good”. IF
YES, then A concludes that B has correctly recovered py(z). A also identifies L; faulty wires from
Error_List; and hence from Theorem 3, correctly receives Y delivered by PRU-SP-Mixed. A then
separates the individual error-lists from Y. The rest of the computation by A are now same as in protocol
Error_Identi fication,Hff:’fti;,tp) .

ELSE if Error_Listy is “bad” then A concludes that B has reconstructed ps(z) # ps(z) and executes
conditional Phase III.

5.4 Designing Four Phase OPSMT Protocol OPSMT TIsttie

(tostyotp)
We now combine Error_Ident: ficatz'on,l'[‘("’tt:’?ﬁtp) and Pad,Establishment,ﬂftt:ff;tp) to de-
sign a four phase OPSMT protocol called OPSM T,Hffgttlf t) which is secure against Aff:?fc £)"
In the protocol, we show, how a one time pad is established between S and R. Once S knows
that the pad is going to be established, S can blind the message by XORing it with the pad
and broadcasts the blinded message to R in the last phase of the protocol. On receiving the

blinded message, R extracts the message by XORing the blinded message with the pad.

Protocol OPSMT _TI;ete A Four Phase OPSMT Protocol Tolerating f,f:ftifcytw

(tystyitp)

o R and S starts executing protocol Error_Identification (¢ , |, where Phase Lis initiated by R. IF at

the end of Phase II of protocol Error,Identification,l'[ffl?ff;tp), pad p = [p1(0) p2(0) ... pn(0)] is estab-
lished securely between R and S, then R terminates the protocol by broadcasting “SUCCESS-R” signal to S.

e IF at the end of Phase IT of protocol Error,Identification,l'[ff:ff;’tp), R identifies at least %’ + 1 faulty
wires, then R securely establishes a one time pad ¢ = [q1(0) ¢2(0) ... ¢n(0)] with S by executing protocol
Pad,Establishment,l_[ffgfffcytp) .

o IF at the end of Phase III of protocol Error,ldentification,ﬂff;l’?;’tp), S identifies at least %’ + 1 faulty
wires, then S securely establishes a one time pad ¢ = [¢1(0) g2(0) ... ¢»(0)] with R by executing protocol

Pad,E'stablishment,l_[ffgff;’tp) and terminates the protocol.

static

We now prove the correctness and security of protocol OPSMT *H(tb bty

Theorem 9 In OPSMTI[‘EES';?%), S correctly establishes a random, information theoreti-

cally secure one time pad of length n with R in at most four phases.
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Proof: In OPSMT ,H‘(gf;tti;tp), the sub-protocol Error_Identi fz'cation,ﬂff;?ﬁtp) terminates
in either two phases or three phases. If it terminates in two phases, then there are two
possibilities: If at the end of second phase, R concludes that the pad p is securely established
with S, then R terminates the protocol in third phase by broadcasting “SUCCESS-R” signal.
Otherwise at the end of Phase 11, R will know the identity of at least %’ +1 faulty wires (see
Theorem 7). With this knowledge, R securely establishes the pad ¢ with S during phase III
using sub-protocol Pad,Establishmentﬂfffﬁ? t) (Theorem 6).

If Error_Identification terminates in three phases, then at the end of Phase III, S
identifies at least %” +1 faulty wires (Theorem 7). Now S establishes the pad ¢ with R during
fourth phase, using Pad_Establishment (see Theorem 6). The security of pad p (¢) follows

from Theorem 7 (Theorem 6).

Theorem 10 Protocol OPSMT _ H‘g“?ct ) is an. OPSMT protocol communicating O(n?) field

elements.

Proof. The communication complexity follows from Lemma 2, Theorem 6 and working of the
protocol. From Theorem 5, in an n = 2t;, + ¢y + ¢, + 1 connected network, any four phase
PSMT protocol has to communicate (n?) field elements to securely send n field elements

against As]f:i’f £)" Since the communication complexity of OPSM T,Hffsttifc 1) 18 O(n?), it is
an OPSMT protocol. a

Remark 2 Noticeably OPSMT Hff“?ct ) sends only codeword of polynomials, in contrast

to the existing protocol summarized in section 4, which sends both polynomial and its code-
word. The advantage that we get by sending only codeword is that we obtain one information
theoretic secure value per codeword (after some intermediate information exchanges and then
applying RS decoding), thus establishing a secure one time pad of size ©(n) between S and R.
Soon, we will show that this technique can be used to design OPRMT and OPSMT protocols
even against mobile mized adversary.

6 OPRMT Tolerating Mobile Mixed Adversary AmObZle

(tootrtp)

We first recall that for the existence of any PRMT protocol tolerating .Asfa?ct L)’ the network

should be (2t, +t¢ + 1)-(S, R)-connected [18]. For full details see APPENDIX B. In the
presence of .A“Zb"lfflet ) the necessary and sufficient condition for the existence of any PRMT
protocol between S and R is given by the following theorem.

Theorem 11 Any PRMT protocol between S and R in an undirected network N = (P, F),
tolerating a mobile mized adversary AmOb’le is possible if and only if N is (2t + 1ty + 1)-

(oot fotp)
(S,R )-connected.

Proof: If part: (2t,+1ts+1)-(S,R)-connected network is required for the existence of PRMT
protocols against a weaker adversary AS@tic ) [18]. Hence it is required against more stronger

(tyt f5tp
mobile
Aty ty)

also.

Only If Part: Suppose that the network is (2t, +t¢ +1)-(S, R)-connected. S broadcasts the
message over all the wires. R then recovers the message by taking the majority voting. O

As a sufficiency proof, we specified broadcasting which is a naive protocol. It commu-
nicates nf field elements for transmitting ¢ elements reliably. Therefore broadcasting is not
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an efficient PRMT protocol against A&Og’flet ) So, the important question here is: can we
bl vp

reliably send a message containing ¢ field elements by communicating less than O(nf) field

elements against AE’Z:?Z}% )? We answer this question by proving the lower bound on com-
bl 'vp

munication complexity of PRMT protocols tolerating A’(Z)Og?ip) and show that it is different

static ) This shows that as far as lower bound on

(tostrtp
communication complexity of PRMT is concerned, A

from the existing lower bound against A

tatic
tbvtf 7tp) :

mobile
(tb:tfvtp) ]
We also design a three phase OPRMT protocol tolerating A@:i?ip).

Remark 3 In [18], it is shown that any PRMT protocol in a n-(S, R)-connected network
(n > 2ty +ty + 1), communicates 2 (%

field elements against A‘(Sf:;";tp). If n = 2ty +t; + 1, then this it implies that any PRMT

protocol has to communicate Q({) field elements to reliably send a message containing ¢ field

elements against A‘(qf:tt’jf e Moreover, in [23], the authors have shown that this bound is tight
ty
n—ty )

is more powerful than Af

) field elements in order to reliably send f

by designing an O (log( ) phase OPRMT protocol, which sends a message of size £ field
elements by communicating O(C) field elements, where n = 2t, +ty + 1. However, we next

show that lower bound for communication complexity is different for A@:Z?ip).

Theorem 12 Any PRMT protocol between S and R connected by n > 2t, +ty + 1 wires
under the influence of A?Z;g;lftp) must communicate Q(#ﬂ_tﬂ) field elements in order to
transmit a message containing £ field elements.

PrROOF: We now prove the lower bound on the communication complexity of any r-phase
(r > 2) PRMT protocol which sends ¢ field elements tolerating A?Z;Iz?ip). The proof of
the theorem is inspired by entropy based argument, used to prove the lower bound on the
communication complexity of PRMT/PSMT protocols against Af:atic [21]. Before providing
the proof, we first try to quantify the reason behind different lower bound for static and
mobile mixed adversary. In static case, the lower bound is derived by assuming that both S
and R knows the set of wires which are fail-stop corrupted in advance. Hence the term (n—ty)
appears in the numerator of the lower bound expression against Aff:?;’tp) (see Remark 3).
This is a reasonable assumption because against static adversary, we can always strategies
protocols to remember faults caught in earlier phases and use that knowledge to amortize the
overall communication complexity and message size in later phases (the OPRMT protocol
of [23] is based on this important principle). However, protocols tolerating mobile mixed
adversary is memoryless because adversary corrupts different set of wires in different phases of
the protocol. Hence, the protocols against mobile mixed adversary cannot use the knowledge
of the faults, specially fail-stop faults, which occurred in previous phases, to amortize the
communication complexity and message size in later phases. We now present our formal

proof for this theorem.

Lemma 3 The communication complexity of any multi-phase PRMT protocol to send a mes-
sage against a mobile adversary corrupting up to b(< ty), F(< ty) and P(< ty +ty,) of the
wires in Byzantine, Fail-stop and passive manner respectively (in each phase of the protocol)
is not less than the share complexity (sum of the length of the shares) of distributing n shares
for the message such that any set of n —b— F' shares has full information about the message.

To prove the lemma, we begin with defining a weaker version of single-phase PRMT called
PRMT with Error Detection (PRMTED). We then prove the equivalence of communication
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complexity of PRMTED protocol to send message M and the share complexity (sum of the
length of all shares) of distributing n shares for M such that any set of n — b — F' correct
shares has full information about M. To prove the aforementioned statement, we show their
equivalence (Claim 4). We then show the equivalence of single-phase protocol PRMTED
and multiphase PRMT protocol in terms of communication complexity and also answer the
question: why it is weaker than multiphase PRMT protocol (Claim 6). These two equivalence
will prove the desired equivalence as stated in this lemma.

Definition 4 A single phase PRMT protocol is called PRMTED if it satisfies the following:

1. If the adversary is passive throughout the protocol then R correctly receives the message
sent by S.

2. If the adversary corrupts information over some b wires (b < ty,), then R detects it, and
aborts.

3. If adversary blocks some F' < t; wires, without doing any other corruption, then R
recovers message correctly. FElse if adversary blocks more than ty wires or do some
corruption (or both), then R aborts.

Observe that PRMTED is a strictly weaker version of PRMT because a PRMT protocol not
only detects errors but also corrects them. We next show that the properties of PRMTED
protocol for sending message M is equivalent to the problem of distributing n shares for M
such that any set of n — b — F correct shares has full information about M.

Claim 1 Let Il be a PRMTED protocol tolerating an adversary that can corrupt up to any
b, F' and P of the n wires connecting S and R in Byzantine, fail-stop and passive manner
respectively. In an execution of 11 for sending a message M, the data s;,1 < i < n sent by
the S along wires w;,1 < i < n form n shares for M such that any set of n — b — F correct
shares has full information about M.

Proof: We show that any set of n — b — F' shares has full information about M. The proof
is by contradiction. For a set of wires A, let Message(M, A), denotes the set of messages
sent along the wires in A during the execution of PRMTED to send M. Now for any set of
C wires with |C| > n —b— F, Message(M, C) should uniquely determine the message M.
If not, then there exists another message M’ such that Message(M, C) = Message(M', C).
By definition the adversary can block all the messages sent along the F' wires not in C' and
change the messages along b wires not in C, such that the set of set of all messages received
by R is identical to Message(M', C). In this case, R receives the message M’, while S sent
M. This is a contradiction since R must detect that there has been a corruption. O

The above claim also says that the communication complexity of PRMTED protocol to
send M is same as the share complexity (sum of the length of all shares) of distributing n
shares for a message M such that any set of n — b — F' shares has full information about M.
Now we step forward to show the communication complexity of PRMTED protocol is the

lower bound on the communication complexity of any multiphase PRMT protocol against
mobile

(tb’tf 7t17) :

Before that we take a closer look at the execution of any multi-phase PRMT protocol
against A?Z;lffletp). S and R are modeled as polynomial time Turing machines with access to a
random tape. The number of random bits used by the S and R are bounded by a polynomial
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q(n). Let 71,79 € {0,1}90") denote the contents of the random tapes of S and R respectively.
The message M is an element from the set {0, 1}?(™), where p(n) is a polynomial. A transcript
for an execution of a multiphase PRMT protocol II is the concatenation of all the messages
sent by S and R along all the wires.

Definition 5 A passive transcript T (I, M, r1,79) is a transcript for the execution of the
multiphase protocol II with M as the message to be sent, r1,r2 as the contents of the random
tapes of sender S and the receiver R and the adversary AE’ZZ’,&?Z) remaining passive throughout
the execution of I1. Let T (II, M, r1, 72, w;) denote the passive transcript restricted to messages
exchanged along the wire w;. When II, M, r1,79 are obvious from the context, we drop them
and denote the passive transcript restricted to a wire w; by 7Ty,. Stmilarly, Tp denotes the

passive transcript T restricted to a set of wires in B.

Given (M, rq,r9) it is possible for S to compute 7 (I, M, r1, 72) by simulating R with random
tape ro. Similarly given (M, 71, 72), R can compute 7 (IT, M, r1,r9) by simulating S with ;.
Note that although S and R require both rq, 5 to generate the transcript 7, R requires only
ro in order to obtain the message M from the transcript 7. This is clear since R does not
have access to r; during the execution of IT but still can retrieve the message M from the
messages exchanged.

Definition 6 A passive transcript Tg, with n — F < |B| < n is said to be a valid fault-
free transcript with respect to R if there exists random string ro and message M such that
protocol IT at R with ro as the contents of the random tape and T as the messages exchanged,
terminates by outputting the message M.

Definition 7 Two passive transcripts T and Tj;, where n — F < B < n are said to be
adversely close if the two transcripts differ only on a set of wires A such that |A| < b+ (|B|—
(n—F)). Formally [{w;|Tw, # Ty} < b+ (|B| — (n - F)).

Claim 2 Two valid fault-free transcripts Tg(II, M, r1,72) and Tp(IL, M/, r}, %) with two dif-
ferent message inputs M, M/, cannot be adversely close to each other, where n —F < B < n.

Proof. Suppose two valid fault-free transcripts 75 (I, M, r1,72) and (11, M, 7’/17 7“/2) are ad-
versely close, then there is a set of wires A, |A] < b+ (|B] — (n — F)) such that the two
transcripts differ only on messages sent along the wires in A. Without loss of generality,
assume last b + (|B| — (n — F')) wires belong to A with A = X oY where |X| = b and
Y| = (|B| — (n — F)). Consider the following two executions of II where the contents of S’s
and R’s random tapes are r1, ro respectively

e S wants to send M. S and R executes II while the adversary stop the wires in Y to deliver
any message. As Tp_y (I, M, ry,79) is a valid transcript with respect to M, R terminates
with output M.

e S wants to send M. S and R executes II. The adversary blocks messages over ¥ and
changes the messages along wires in X such that the view of S is Tp_y (II, M, 1, 7r2) but the
view of R is Tp_y (II, M/, r], ). Since Tp_y (II, M, 7}, 7}) is a valid transcript with respect
to M/, R will terminate with output M’.
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The two scenarios differ only in the adversarial behavior and in the contents of R’s random
tape. In both the scenarios S wanted to send message M. But the message received by
receiver R in the second case is an incorrect message M’. This is a contradiction because II
is a PRMT protocol. O

Till now, we have shown that a passive transcript over at least n — b — F' wires allows
R to output M correctly. We now show how to reduce a multiphase PRMT protocol into a
single phase PRMTED protocol.

Protocol PRMTED

e S computes the passive transcript 7 (II, M, 1, r2) for some random 71 and r2 and sends 7 (II, M, 71, r2, w;)
to R along wire w;.

e If R does not receives information through at least n — F' wires then R outputs ERROR and stop.
Otherwise, let R receives information over the set of wires B = {w;, , Wiy, ..., w;, } where n — F < |B| < n.
R concatenates the values received along these wires to obtain a transcript 7 (which may be corrupted
along b wires) and does the following:

e for each M € {0,1}?™ and r, € {0,1}9™ do:
If 75 is a valid transcript with random tape contents ry for message M then output M and
stop.
Output ERROR.

mobile

Claim 3 The Communication complexity of any multiphase PRMT protocol 11 against A(tb Litp)

is at least the communication complexity of PRMTED protocol.

Proof: The communication complexity of any multiphase PRMT protocol II assuming the
adversary to be passive during the complete execution, is trivially a lower bound for any
multiphase PRMT protocol with corruption in any phase. In PRMTED, S communicates
the transcript generated by him assuming adversary to be passive throughout the execution
of IT to R. It is easy to see that the cost of communicating such a transcript by PRMTED
is same as of Il with the assumption that adversary remain passive throughout the execution
of II.

From Claim 5, we know that valid transcripts of two different messages cannot be adversely
close to each other. So irrespective of the actions of the adversary, the transcript received by
R cannot be a valid transcript for any message other than M for any value of ro. Hence if
R outputs a message M then it is the same message sent by S. O

This completes the proof of Lemma 5. We now prove the share complexity of distributing
n shares for a message such that any set of n —b— F correct shares has full information about
the message.

Lemma 4 The share-complexity (that is sum of the length of all shares) of distributing n
shares for a message of size £ field elements from F such that any set of n — b — F correct
shares has full information about the message is Q(%).

Proof- Let X; denotes the " share. For any subset A C {1,2...n}, let X4 denotes the
set of variables {X;|i € A}. Let M be a value drawn uniformly at random from F!. Then
the message M and the shares X; are random variables. Let H(X) for a random variable
denote its entropy. Let H(X|Y') denotes the entropy of X conditional on Y. The conditional
entropy measures how much entropy a random variable X has remaining if we have already

18



learned completely the value of a second random variable Y [3]. Since any set B consisting
of n — b — F shares has full information about M, we have H(M|Xpg) = 0. Since M is chosen
uniformly from F¢, we have

H(M|[Xy) = HM) = { (1)

From the chain rule of the entropy [3], for any two random variable X, X5, we have H (X1, X2) =
H(X3) + H(X1]|X2). Substituting X; = M and X3 = Xp, we get
HM,Xp) = H(Xp)+HM|Xp)

From the properties of joint entropy [3], for any two variables X, X2, we have H (X7, X3) >
H(X,) and H(X;,X2) > H(X3). Thus, HM, Xp) > H(M). Substituting in the above

equation, we get
HM) < H(Xp)+ HM|XpR)
< H(Xp)+0 because M can be known completely fromXp

Consequently, H(M) < H(Xp). Therefore for any set B of cardinality n — b — F', we have
H(Xp) > HM) = > H(X M)
i€B

Since there are (n_Z_ F) possible subsets of cardinality n —b— F', summing the above equation
over all possible subsets of cardinality n — b — F we get

Sy A = () )He

B i€B
Now in all the possible (nfgi F) subsets of size n — b — F, each of the term H(X;) appears
(n,;f:plﬂ,l) times. So

n—1 n
(n—b—F—l)ZH Z(n—b—F)H(M) = ZH )2y )
Since H(M) = ¢, we get
ZH(X»ZL

n—b—F
=1
Thus the share-complexity for any M € F¢ is Q (n - F) O
Since b < ¢, and F' < ty, Q (nfé{F) =0Q (W) Theorem 12 now follows from
Lemma 5 and Lemma 6. O
O

We now design a three phase OPRMT protocol OPRM T,H??:lt’ifetp), which reliably sends

a message m containing nt; (¢, > 1) field elements by communicating O(n?) field elements,
where n = 2t, + t; + 1. If t, = O(n), then the protocol sends ©(n?) field elements by
communicating O(n?) field elements. Note that if ¢, = 0, then we can directly send a
message of size ¢ by broadcasting it over n wires, incurring a communication cost of O(n/),
which will be an OPRMT protocol (for ¢, = 0).
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Protocol OPRMTII’(;:bflet y - Three Phase OPRMT Protocol Tolerating AE’;"i“Et )
sUfstp byotfstp
Phase I: S to R

e S divides m into blocks Bi, Ba,..., B, each containing 1 + % field elements. A default pad can
be used to make the size of the last block to be 1 + %’ For each Bj,1 < j < z, S computes a RS
codeword of size n denoted by [c;1 ¢j2 ... ¢jn] and sends ¢j; through w;.

Phase IT: R to S: R receives information over the first n — ¢ty < n’ < n wires. Through these n’ wires,

R receives the values cj;,1 < j < 2,1 <i <n'. Let Cj,1 < j < z denotes j'" received codeword where
Cj =1cj1 2 ... ;). R applies RS — DEC(n/, 2 % % 4 1) algorithm to each Cj and tries to correct 2

errors and simultaneously detect additional %’“ errors in C}.
e If RS — DEC does not detects additional errors (< %’) in any Cj, after correcting at most %’ €rrors,
then RS — DEC recovers each block B; of m correctly. R recovers m by concatenating all B;’s and

broadcasts “TERMINATE” signal to S.

e If 3J € {1,2,...,2}, such that RS — DEC detects additional errors in C’;, after correcting at most

%b errors, then R broadcasts C’; and index J.

Phase III: S to R: If S receives “TERMINATE” signal, then he terminates the protocol. Else S does the
following:

e S receives C’; and index J. After locally comparing C’; with its corresponding original codeword C,
S identifies at least %’ + 1 wires which were Byzantine corrupted during Phase I and broadcasts their
identity to R.

Local Computation by R If during second phase, R has broadcasted C’;, then it does the following:

e R correctly receives the identity of at least % + 1 wires, which delivered incorrect values during
Phase I. From each codeword CJ'- received during first phase, R removes the c;-i’s received over these
corrupted wires. R applies RS — DEC to the new Cj’s, assuming the number of errors ¢ (to be
corrected) to be at most %’ and the number of additional errors d (to be detected) to 0 and correctly
recovers all B;’s and hence m.

Theorem 13 Protocol OPRMT,HZL:I;?Z) reliably sends nty field elements by communicat-

ing O(n?) field elements in at most three phases tolerating A@fg?ip).
Proof: In the worst case, R receives information over n’ = n—ty = 2t;,+1 wires during Phase

I. Now each received codeword C’j’- is RS encoded by a polynomial of degree kK — 1 = %’ R

setsc=d = %” (which along with the value of n’ and k, satisfies the inequality of Theorem 2)

and applies RS-DEC to C]’-. If at most %’ errors occur during Phase I, then RS — DEC will
correct them (¢ = %’) and successfully output each B;. Moreover R will know that it has
recovered B;’s correctly because RS — DEC has not detected the presence of any additional
error in CJ’.. Otherwise, there exists an J € {1,2,...,z}, such that RS — DEC detects
additional faults (d = %) in C after correcting ¢ = % errors in ) and does not outputs B,.
In this case, R broadcasts C”; to S, who after local verification, identifies at least %b + 1 faulty
wires which were Byzantine corrupted during Phase I. After knowing the identity of these

wires from S, R neglects the values in each Cj’-’s which were received along those faulty wires

during Phase I. Now each C will be of length at least n' = n' — =2ty +1—- (%)= % +1
and at most %’ values in them could be corrupted. Substituting d = 0,c = % and values of

n’ and k in the inequality in Theorem 2, we find that RS — DEC can correct the remaining
c< % errors in each CJ’» and outputs Bj’s correctly. This proves the correctness.

During Phase I, S sends an n length codeword for each B; of size 1 + %’ So the total
[l

communication cost of Phase I is O <tb * n) = O(n?) because |m| = nt,. It is easy to
2

verify that in the remaining two phases, O(n?) field elements are communicated. Hence the
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theorem. O

Remark 4 In [14], it is shown that against only Byzantine adversary (i.e. ty =t, = 0),
mobility of the adversary has no effect in comparison to its static counterpart in terms of
communication complexity and phase complexity of PRMT protocols. However, Remark 3
and Theorem 12 shows that in mized adversarial model, mobile adversary is more powerful
than its static counterpart in terms of the communication complezity of PRMT protocols.

In the next section we use PRM T,Hz?;lz?ip) as a black box to design OPSMT tolerating

mobile
(totsotp)

7 OPSMT Tolerating Mobile Mixed Adversary A7l

(tbatf atp)

The characterization for the possibility of any multiphase PSMT protocol tolerating .4

mobile
(to itf itp)

is same as the characterization for PSMT against Aff:?fc t) (see Theorem 4). The fact that

mobile static  nroves the necessity of the characterization. To

(tyts,tp) (oot g tp)
prove the sufficiency, we present an OPSMT protocol in the sequel tolerating A

is more powerful than A
mobile

(tostgtp)”
Before that we note that the lower bound on communication complexity of PSMT protocols

against Aff:%c t) (specified in Theorem 5) holds good in case of PSMT protocols tolerating

Aﬁ:iﬁi ) Since A?;b"l;;li ) can corrupt different set of wires in each phase, the protocol cannot
) Yp ) »p

adapt as it finds corrupted wires; thus it can be considered to be memoryless. In general,
a mobile adversary is more powerful than static adversary. So the lower bound given in
Theorem 5 is trivially a lower bound against mobile adversary. We now show that this bound

is tight. We present a constant phase OPSMT protocol OPSM T,Hao’;?‘;p) which securely

sends ©(n) field elements by communicating O(n?) field elements against A@:IZ?Z

and R are connected by n = 2t, +ty +t, + 1 wires. The protocol terminates in at most nine

phases and establishes an information theoretically secure one time pad of length either n —1

or % between S and R.

) where S

Protocol OPSMT _TI7°%"¢, . _ A Constant Phase OPSMT Protocol Tolerating A(?;ﬁi;ip)

(tystgstp)

Phase I: S to R S selects n random polynomials p;(z),1 < j < n over F, each of degree ¢, + tp, such that
p;j(0) = s;. For each p;(z), S forms a RS codeword [c;1 ¢j2 ... ¢jn] of size n and sends ¢;; over w;,1 <14 < n.

Phase II: R to S R receives c;»i’s over the first n —ty < n' < n wires. R applies RS — DEC(n/, %”, 0, +

tp + 1) to the 5,1 < j < n received codeword C} = [¢}; ¢j2 ... c,/]. There are two possible cases:

1. Corresponding to each Cj,1 < j < n, RS — DEC outputs some polynomial p;(z) of degree ty + tp,
along with error list Error_List; containing at most %’ pairs. R then combines only the first %
error lists and reliably sends them to S using three phase PRMT protocol OPRM T,Hf'tzl:’,l’tijfftp).

2. There exists at least one J € {1,2,...,n}, such that RS — DEC, when applied to C’, fails to output
any tp, + t, degree polynomial. In this case, R broadcasts C; and its index J.

Notice that the technique proposed in section 5.3 for sending n error lists in a single phase
incurring O(n?) communication complexity, can not be adopted against mobile adversary.
This is so because the technique used the knowledge of the Byzantine corruption done in
earlier phases. However, mobile adversary can corrupt different set of wires in different

phases. So, here we use the three phase reliable protocol OPRMT ,H?Z:I;?etp) to send the

error lists in three phases with same communication complexity of O(n?). Also note that
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Execution I: Remaining Execution of OPSMT,HZ?;ZEZP), when step 2

of Phase II has been executed

Phase I1I: S to R
e S correctly receives index J and codeword C’;. After locally comparing C’; with its corresponding

actual codeword C;, S identifies at least %’ + 1 wires which delivered incorrect values to R during
Phase I. S saves the identity of these wires in a list Lyqui¢ and broadcasts Lyquie to R.

e S also lists all ¢j’s, 7 € {1,2,...,n} — {J}, sent during Phase I, over w; € Lyqu:. S then
re-sends these (n — 1) X |Lyquie| = O(ntp) values by executing the three phase PRMT protocol
OPRMT,HZ'ZEZZ;ZP). This will occupy the next three phases. /* The re-send values are already

mobile : : mobile :
known to A(tb,tf,t,,) because the wires in L f4y1: were under the control of A(tb,tf,tp) during Phase I.

*/
Local Computation by R (At the end of Phase V)

o After receiving list Lfquir, R identifies |Lyquie| > % wires which has delivered incorrect information
during Phase I. R removes from the n — 1 codewords C7’s, j € {1,2,...,n} — {J} (received during Phase
I), the values c}i’s, which R has received along w; € Lyqui¢ during Phase I. R replaces them with the

corresponding actual ¢;;’s, which S has re-send through PRMT protocol PRMT IImobie

(tpstg,tp)”
o After replacement, R knows that out of the n’ values in each Cj,j € {1,2,...,n} — {J}, at most
ty — |Lfquit| could be corrupted. R applies RS — DEC(n/,ty, — |Lfquit],0,ts + tp + 1) algorithm to these
n —1 C}’s and correctly recovers p;(z)’s. The constant term of these n — 1 polynomials constitute an n — 1
length information theoretically secure pad established between S and R and the protocol terminates here.

while executing OPRM T,H?Z;lfflip), S and R can neglect a pre-determined set of ¢, wires
and run the protocol on the remaining 2t, + ¢ 4+ 1 wires (the PRMT protocol requires only
2ty -ty + 1 wires between S and R). This does not affects the correctness and working of the
protocol.

Theorem 14 Protocol OPSMT,H?Z;%EP) correctly and securely establishes a one time pad
of length ©(n) between S and R in at most nine phases by communicating O(n?) field elements

. mobile
tolerating A(tb,t £itp)

Proof: We prove the theorem for the worst case where exactly ¢; wires (probably different
set) failed to deliver any information in each phase due to fail-stop corruption. Thus each
codeword C;» received during first phase will be of length n’ = n —t; = 2t; +t, + 1, which
are RS encoded using a polynomial of degree k—1 = ¢, +t,. Consider the following two cases:

Case I: At most %7 wires are Byzantine Corrupted During Phase I: In this case, the
proof is same as the proof of Case I in Theorem 7. The only difference is instead of an n length
pad, an 5 length pad, consisting of the constant coefficients of the first § polynomials will

be established between S and R. Also since § error lists are sent using OPRM T,H?Z:g?etp),
protocol takes extra two phases and terminates in Phase V.

Case II: More than %b wires are Byzantine Corrupted During Phase I: Now effect

of more than %b Byzantine corruption during Phase I can be categorized into two cases.
(1) RS — DEC outputs some polynomial of degree t, + ¢, for each C} (2) There exists
aJ € {1,2,...,n} for which RS — DEC fails to output any polynomial. While in (1),
occurrence of more than %’ faults cannot be immediately detected (as RS — DEC is applied
with d = 0), in (2) it is immediately detected. Now again in (1), if more than % Byzantine
errors occurs in the codewords of only last § polynomials i.e for p;(z) such that §+1 < j <n
(this implies that at most % Byzantine errors took place in the first § codewords), then the
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Execution II: Remaining Execution of OPSMT,H?Z;T;‘;M, when step 1

of Phase II has been executed
/* R has initiated three phase OPRMT — H}?:f’;}ip) protocol to reliably send first % error lists during

Phase II. The OPRMT protocol will be over at the end of Phase IV.*/

Local Computation by S (At the end of Phase IV)

S reliably receives first 5 error lists through OPRM Tﬂﬁ:ﬁ?im and locally checks the status of these error
lists.

e If all error lists are “good”, then S concludes that R has correctly recovered p;(x),1 < j < % correctly

and an information theoretically secure pad [p1(0) p2(0) p,,/2(0)] is established with R. S terminates
the protocol by broadcasting terminating signal to R. Accordingly R terminates the protocol.

o If3J € {1,2,..., %}, such that Error_Listy is “bad”, then S concludes that more than %’ values has

been changed in J** codeword during Phase I.

Phase V: S to R (If second case happens in the above computation) S asks R to broadcast the

J*" codeword as received by R during Phase I. S does this by broadcasting index J along with “ERROR”
signal.

Phase VI: R to S

On receiving “ERROR” signal and index J during Phase V, R broadcasts C’, received during Phase 1.

Phase VII: S to R
On receiving C’;, S identifies more than %’ wires which were Byzantine corrupted during Phase I and saves
them in a list Lyqui:. From here onwards the execution is similar as in Execution I. We specify only the

small differences:

o Ifw; € Lyquit, then S lists the it" component of the codewords corresponding to the last % polynomials

pj(z),n/241 < j < n. Sreliably re-sends these components by executing OPRMT,HZ?:?}ftp). Recall

that in this execution sequence, R had not sent the last % error lists during Phase II (step 1). The
re-send values are already known to the adversary and does not give any extra information about
pi(x),n/2+1<j<n.

e OPRM T,Hﬁ:i’;ftp) terminates in Phase IX (since it takes 3 phases) and therefore at the end of
phase IX, R performs the same local computation as done in Execution I to correctly recover the
polynomials p;(x),n/2 4+ 1 < j < n to establish a pad of size 5. The % size pad constitutes the
constant term of the recovered polynomials p;(z),n/2+ 1< j < n.

proof is same as in Case I. On the other hand, if more than %’ faults occurs for Jt codeword,
where J € {1,2,..., 5}, the proof is given below.

1. During Phase II, R reconstructs p;(z) # ps(z), J € {1,2,..., §}: In this case, Error—
Listy is a “bad” error list which contain at least one correct value of original ps(x).
Since R reliably sends back first § error lists using OPRMT ,H?Z;l;%p), S correctly
receives Error — List; and finds that it is ”bad”, implying that R has reconstructed
some py(x) # ps(z). So S asks R to broadcast the J* codeword C7;, as received dur-
ing Phase I. On receiving C”;, S compares it with its corresponding original codeword
Cy and identifies |L g1 > %” + 1 wires which delivered incorrect values to R during
Phase I. Now by executing OPRM T,H@Zzz;lip), S re-sends the components of the last
5 codewords, which were sent through these corrupted wires in Phase I. S also broad-
casts the identity of these corrupted wires. Note that re-sending these values, does not
leak any additional information about the last § p;j(x)’s to A?Z;’Z?ip) because adversary
already came to know these values during Phase I. But now with the new values re-
ceived, R have n’ = 2t, 4+ t, + 1 components for each of the last § codewords and at
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most ty — | L pauit| < % — 1 of these n’ components could be corrupted. By substituting
d =0 and values of n’ and k = t, + ¢, + 1 in the inequality of Theorem 2, we find that
RS —DEC(n',ty — |Ltqui|, 0, ty +tp +1), when applied to last & codewords, can correct
c< %’ errors present in them and correctly outputs the corresponding polynomial p;(z).
R then considers the constant term of these last 5 p;(z)’s as the secret pad established
with S. The secrecy of the pad follows from the fact that at any stage of the execution,
A@;ﬁ?;p) will not get more than ¢, +t, points on the last § p;(z)’s, each of which are
of degree t; + 1.

2. During Phase II, R is Unable to Recover p;(z): In this case R broadcasts only

the J" received codeword C", from which S (after local verification) identifies at least
%’ + 1 wires, which delivered incorrect values to R during Phase I. Now the rest of the
proof is same as in the above case. The only difference is, here a pad of length n — 1
will be established between S and R.
From Theorem 13, re-sending O(ntp) values by executing OPRMT ,Hgf%letp) protocol re-
quires communicating O(n?) field elements. Also no more than O(n?) field elements are
communicated in any other phase. Hence the overall communication complexity is O(n?). O

8 Conclusion

In this paper we have contributed significantly to the progress of the state of the art in the
problem of PRMT and PSMT. We presented a number of constant phase protocols which
are first of their kind and enjoys the property of being communication optimal against static
and mobile mixed adversary . To design the protocols, we proposed several new techniques,
which can be effectively used against both static and mobile mixed adversary. One can try
to design optimal PRMT and PSMT protocols tolerating static and mobile mixed adversary
with lesser number of phases than the ones we presented here or may try to prove exact phase
complexity of the optimal protocols.
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