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Abstract

In the present paper, we give a non-commutative version of Shamir’s bira-
tional permutation signature scheme [Crypto’ 93, LNCS 773 (1994), pp.1-12]
in terms of square matrices. The original idea to construct the multivariate
quadratic signature is to hide a quadratic triangular system using two secret
linear transformations. However, the weakness of the triangular system remains
even after taking two transformations, and actually Coppersmith et al. broke it
linear algebraically. In the non-commutative case, such linear algebraic weakness
does not appear. We also give several examples of noncommutative rings to use
in our scheme, the ring consisting of all square matrices, the quaternion ring
and a subring of three-by-three matrix ring generated by the symmetric group
of degree three. We note that the advantage of Shamir’s original scheme is its
efficiency. In our scheme, the efficiency is preserved enough.
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1 Introduction

In 1984, Ong, Schnorr and Shamir [5] suggested an efficient signature scheme in terms
of the binary quadratic equation

2 + hy* = m mod n, (1.1)

where n is a composite integer with unknown factorization. Although it was considered
that the security of the Ong-Schnorr-Shamir (OSS) signature scheme would be based
on the difficulty of the factorization of n, Pollard and Schnorr [6] broke this scheme in
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1987 by the probabilistic polynomial-time algorithm by solving (1.1) directly without
factoring n.

In 1993, Shamir [9] gave an improvement of the OSS signature scheme in terms of
the multi-variate quadratic forms built in a way to hide a quadratic triangular system
using two secret linear transformations. However, Coppersmith, Stern and Vaudenay
[2] broke it soon by reducing the multi-variate quadratic equations to binary and linear
ones linear algebraically.

In 1997, Satoh and Araki [7] improved OSS in another way. They established the
OSS signature scheme using the quaternion integers with the non-commutative mul-
tiplicative structure. Since Pollard-Schnorr’s algorithm is based on one kind of com-
mutative relation among the solutions of the binary quadratic equations over integers,
direct non-commutative extensions of Pollard-Schnorr’s algorithm is not effective to
the quaternion OSS. However, their quaternion OSS was also broken by Coppersmith
[1] in 1999 with some special properties of the quaternion algebra.

In this paper, we generalize Shamir’s birational permutation signature scheme in
terms of noncommutative ring consisting of square matrices, and discuss the security of
our generalization. The weakness, in the original scheme, of the quadratic triangular
system remains after taking two linear transformations. That appears in the deter-
minants of the matrices whose entries are coefficients of the public quadratic forms.
Coppersmith, Stern and Vaudenay got partial information of the second secret transfor-
mation, without any information of the first one, by solving the equations given by the
determinants of such matrices. However, in the non-commutative case, such a linear
algebraic discussion is not easy because the algebraic structure of the non-commutative
ring is much more complicated. In fact, it is difficult to get the information of the sec-
ond transformation without the first one. Furthermore, in the non-commutative linear
algebra, there are no convenient tools like determinants which have the homomorphy
for the multiplication (det(ab) = det(a)det(b)) and characterize the linear indepen-
dency of the row or column vectors in the matrices (cf. [3]). Even if the determinant
which has all of such convenient properties could be stated, solving the equation given
by the determinant would be difficult because the equation includes multi-parameters
of the integers. Thus, to break our generalization, one should remove such difficulties
in the non-commutative linear algebra.

However, it is not necessarily that our scheme is secure for any noncommutative
ring. In fact, we think that the case of rings consisting of all square matrices is not very
secure. In Section 5, we discuss the security for several examples of the noncommutative
rings such like all matrix ring, quaternion algebra and a subring of three-by-three matrix
ring generated by the elements of the symmetric group of degree three. We also give
the way how to construct noncommutative rings like the group rings.

We note that the advantage of the original birational signature scheme is its effi-
ciency. In Section 6, we discuss the computational task of our signature scheme and



show that it is not very different to the original scheme.

2 Ong-Schnorr-Shamir’s signature scheme and its
extensions

2.1 Ong-Schnorr-Shamir’s signature scheme

The Ong-Schnorr-Shamir (OSS) signature scheme [5] is given as follows.

Keys. The secret keys are two primes p, ¢ and an integer u € (Z/pq)*, and the public
keys are n := pg and h := —u~2 mod n.

Signatures. Let m € Z/n be a message to be signed. The signature (z1,xs) € (Z/n)?
is given by z; == p~'m + p and x5 = u(p~'m — p), where p € (Z/n)* is chosen
randomly.

Verification. Verify whether 2% + hz3 = 4m mod n.

The scheme above was broken by Pollard and Schnorr [6] with the probabilistic
polynomial-time algorithm. Roughly speaking, their algorithm uses the following rela-
tion among the solutions of the binary quadratic equation.

(7 + hyi) (@5 + hy3) = (z122 — hyrye)® + h(z1y2 + 2231)°. (2.1)

After their attack, several extensions of OSS signature scheme were established. We
consider the following two extensions, one is multivariate version called by birational
permutation signature scheme [9] and the other is quaternion (noncommutative) version

7].

2.2 Birational permutation signature scheme

We first note that, while Shamir gave two kinds of signature schemes in [9], we treat
one of them in this paper.
Let p, ¢ be primes, n = pq an integer. Consider the following map (I > 2).

(Z/n) & (Z/n) S (Z/n)' "t B (Z/n)

Here A, B are invertible affine (linear) transforms and g = (g2, - -+, ¢1) := G(y) is given
as follows.
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where v; is a linear form and w; is a quadratic form defined by

Ui(yh e 7yi*1) = Z vj(l)yja
1<j<i-1
w’i(ylv e 7yi*1) = Z wj('?jgyjlyjé
1<j1,j2<i—1
with coefficients vj(-i), wj(i)m € Z/n.
The signature scheme is as follows.
Keys: The secret keys are A, G and B, and the public key is F':= Bo G o A.
Signatures: Let m := (my, -+ ,my)" € (Z/n)" be a message to be signed. Calculate
m’ = (m),--- ,m]) :== B 'm. Choose y; € (Z/n)* randomly and determine ys, - - ,
recursively by

- {yflmé (i =2),

iy, yim) T Hml — wilyr, L yim)) (3 < <.

Then the signature is given by x := A~ ly.
Verification: Verify whether F(x) = m.

The idea of this scheme to hide the simple generation of G by two transforma-
tions A and B. However, the weakness of G remains after taking A and B. In fact,
Coppersmith-Stern-Vaudenay [2] broke this scheme by reducing the problem solving
multivariate quadratic equations to that doing binary quadratic and linear equations
linear algebraically.

2.3 Quaternion OSS signature scheme

In 1997, Satoh and Araki [7] established the quaternion version of OSS signature
scheme.

The quaternion numbers are defined by q := qo+ q191 + @212+ g3i3 where qq, - - - , g3 €
R and (1,141,19,73) is the basis of the quaternion algebra as a linear space over R
determining the multiplicative rule as i? = i3 = i2 = —1, i1iy = i3 = —ia7y. It is well-
known that there is the following one-to-one correspondence between the quaternion
numbers and two-by-two complex matrices.

. . . Qo+ q1v—1 QQV—1+Q3)
+ q11 + @212 + Q3l3 <> .
qo T~ Q171 T @272 T (313 (_q2 /_—1+q3 Q% — @1 /1

The correspondence above preserves the addition and the multiplication. Usually the
transposition ¢', the complex conjugation g and the inversion ¢! of the quaternion
number ¢ are given as those in the corresponding matrix respectively.
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The signature scheme is as follows.

Quaternion OSS signature scheme.

Let p, ¢ be two primes, n := pq and R := {qo + q1i1 + qoi2 + qsiz | ¢; € Z/n}.
Keys. The secret keys are primes p, ¢ and a quaternion u € R*, and the public key is
n = pq and h = —(ut) "yt
Signatures. Let m € be a message to be signed and assume that m! = m. The
signature (x,75) € R is given by z; := p~'m + p! and x5 = u(p~*m — p') where
p € R* is chosen randomly.

Verification. Verify whether z¢z; + zbhzy = 4m in R.

While Pollard and Schnorr used the formula (2.1) to attack the original scheme,
(2.1) holds only in commutative rings. Then the direct extension of Pollard-Schnorr’s
attack is not valid to the quaternion OSS. However, Coppersmith [1] broke it in 1999
by reducing the problem solving the binary quadratic form over quaternion integers to
that doing binary quadratic forms over integers.

3 Non-commutative birational permutation signa-
ture schemes

In this section, we construct the non-commutative version of the birational permutation
signature scheme.

Let K be an algebraic number field/Q with [K : Q] < oo, O the integer ring of
K. Denote by p,q prime numbers or prime ideals in O, n = p or n = pq and R a
noncommutative subring of Mat,(O/n) (s > 1) such that a' € R for any a € R. For
convenience, we put {ay, -+, o, } a subset of R satisfying {>_;_, m;a; | m; € Z} = R
and a; # 35, myay for any 1 <4 <r and m;Z.

Consider the following map (I > 2).

z/n)" 2 (Z/n)" S RS RS (z/n) Y B (7)Y,
Here A, B are invertible affine (linear) transforms and ¢, are projections like

¢((3/11,"' s Yirs Y21, ,yn)) = (ynar + -+ Yoy, - ynar + o+ ypar),
w((gzl@l Tt gy, gnon +glr057')) = ((g21," "+, 92r, 931, -+, Gir)),

and g = (g2, -+ ,91) := G(y) is given as follows.

gi(y1, -+, yi) =va(yr, - ,yi—1)tyi + yfviz(?jh s Yim1) Fwi(yn, L Y1),



where v;1, v;0 are linear forms and w; is a quadratic form defined by

Vis(Y1, 0+ s Yic1) 1= Z vfé)yj, (6=1,2),

1<j<i—1
wi(yb U ayi—l) = Z y;le(‘?hyjzv
1<y1,525i-1
with coeflicients vj(-il), v§?, wﬁ?n € R. The signature scheme is as follows.

Signature scheme.

Keys: The secret keys are A, G and B and the public key is F':= Boi®oGo¢o A.
Signatures: Let m := (magy, - ,my,)" € (Z/n)""Y be the message to be signed.
Calculate m’ = (mby,--- ,m).)! = B~'m. Choose y; € R randomly and determine
Yo,y € R recursively by solving g;(y1,- -+ ,y;) = ¥ ~'(m}). The signature is given
by x = A~L(971(y)) € (Z/nZ)".

We note that solving linear equations of the type axz+x'b = m with noncommutative
operations in R is not easy. However, since R is finitely generated over a commutative
ring, we can solve it by the Gaussian elimination or the LU-decomposition method
after writing the equation over R as equations over Z/n.

Verification: Verify whether F(x) = m.

4 Discussions on security

4.1 The original and commutative versions

Let x € (Z/n)" be the signature, y = Ax, g = (g2, - ,q) = G(y) and f =
(f2,-+, fi) == Bg. Denote by G;, F; € Maty(Z/n) matrices satisfying g;(y) = y'G;y
and f = Bg. We have

l l
f,' (X) = Z bintAthAX = XtAt ( Z bZJGj> Ax =: Xt.FZ'X, (41)

Jj=2

where B = (bij)QSi,jgl' Since




with W; € Mat,;_1(Z/n), we have

l l
> biyGi =AY bi,Gy
=2

j=2
(i, — Abiy) vl
* :
A ‘ (bill - Abizl)vz(i)l
(bt — Abi)ot” - (b — Abigl)vz(i)l 0

The determinant of the matrix above has a factor (b;,; — )\bin)Q. Then one can get the
partial information {b;,;b,; } of secret B by taking the common divisor of det(F;, —\F;,)
and its differentiation by A\. Other hidden information in A and B can be found little by
little recursively. Using such information, one can reduce the problem solving the public
polynomials f = (fo, -, f;) to that doing polynomials £ = (f5,---, f/) with simple
forms like g. Therefore, Pollard-Schnorr’s algorithm and some elementary operations
would give solutions of f(x) = m. See [2] for the detail of this attack to the original
birational permutation signature scheme.

For commutative R, the situation is similar. In fact, when we consider A and B as
transformations of R! and R'~! respectively, (4.1) and linear algebraic operations are
similar. Then one can find partial information in B by solving the equations in terms
of the public matrices.

4.2 Noncommutative version

When R is noncommutative, direct extensions of the attack to the original scheme is
difficult even if A, B are expressed as transformations in R’ and R'~!. One of difficulties
is that

l l
fi(x) =) byx A'GiAx # X' A ( > bijGj) Ax,
j=2

Jj=2

namely it is difficult to express the public polynomials as the quadratic forms over R.
And another difficulty is that there are few convenient tools in the linear algebra over
noncommutative rings like determinants. The convenient properties of the determinant
in commutative ring is (i) to characterizes the linear independency of the column and
row vectors, and (ii) to satisfy the multiplicative rule det(ab) = det(a)det(b). In
noncommutative R, there are several kinds of determinants. For example,

det a1 Q12 . -1
€ = Q110922 — A11A21G171 A12
Q21 A22



satisfies the property (i); in fact, if the determinant above is zero then (ag,a) =
_ a a _

a12ay; (a11,012) and a;i = a;) arfais (see, e.g. [3]). For a = (a)i<ijzt €

Mat,;(R) with larger [, the descriptions of such a determinant is much more complicated.

It is easy to see that such determinants do not satisfy the multiplicative rule (ii). Then

we claim that attacking with linear algebra over noncommutative ring is difficult.

Next we consider the polynomials as those over integers. Let

y =yVay+ - +yVa,, y® e (Z/n),
G, :Gg-l)ozl +-+ G;T)ar, G;k) € Mat,;(Z/n).

Then we have

r

~ k
g =y'Gy= > y*")G"y*)(a} aron,).
k1,k2,k3=1

Since R is a ring, the product 04210% au, 1s written by a linear combination of a, - - - | a.

Put cgﬂm € Z/n such that of ap,ap, = cgl)kz,%al + -+ c,ii)kzkgar. Then we have

k k
9i = Z Z Cl(ﬂ)knk?, (y(kl))th( 2)y(k:3)] (073

k=1 L ki,k2,ks=1

k k
3| 3 [t o
k=1 L k1,ks=1 ka=1

r -

thi,ky:| ,
k=1 *

" (k1,k3)
_ (k) (k2) B W,
Gix = < E Chy holes (i 2 ) = << k ()))
ka=1 1<k1,ks<r 1<ky,kg<r

and W/i(’il’kg’) € Mat;(Z/n). In the original case, types of all matrices G; are distinct
to each other. On the other hand, in the noncommutative case, the types of G, ;s are
same if k£ is same. Then, after taking the transformations A, B, the information in G
is mixed and then picking up it would be difficult. However, we should be care about
the choice of R because most c,(j),m r, Might be vanished and, if so, G;x would be of very
simple form. Then, at the next section, we consider several examples and check the
distributions of c,(!j)kz) ks

where



5 Examples of non-commutative signatures

In this section, we give some examples of R.

5.1 R = Mati(Z/n)

The most naive choice of R is R = Mat(Z/n). The dimension of R is r = s? and the
basis of R = Matg(Z/n) can be taken by {e;;}1<;j<s where

J

Since

I T — €i1j2 (]1 = /i2)7
I 0 (otherwise),

it is easy to see that

Probg(c # 0) := #{1§k17k2,/€3,k§r|c§$€2k37&0}_i
TODR(C = #{1Sk1’k2’k3’kgr} —84.

This means that most c,(;j),ﬁkg’s are zero, and then we think that the signature scheme

is not strong. In fact, the OSS signature scheme for R = Mats(Z/n) can be broken
easily.

An attack to OSS with R = Mats(Z/n). Consider the case of s = 2 for simplicity.
Let h:= (hij)i<ij<2, m = (M4j)1<ij<2 € Mato(Z/n) be the public key and the message
to be signed, and assume that h' = h and m! = m. Denote by z{z; + zihzy = m the
equation of (z1,7) € R? to be solved. Now, take

e = a1 a2 o — by 0
L 0 929 ’ 2 0 bg '
Then the equation ziz; + xbhxy = m gives the following three equations over Z/n.

a%l —+ hllb% :4m11,
ay1a12 + hiabibe =4my,,

2 2 2



One can solve the equations above by using the Pollard-Schnorr’s algorithm twice.
This situation is similar to the case of s > 3. In fact, one can solve the equation

iz + xhhaes = m by taking z; and x, as triangle and diagonal matrices respectively,

and using the Pollard-Schnorr algorithm s-times. [

Of course, the discussion above does not necessarily claim that general birational
permutation signature scheme with R = Mats(O/n) can be broken. However, the fact
that the binary case can be solved by triangle and diagonal matrices may imply that
the scheme with R = Mat,(O/n) includes many parameters which do not contribute
to the security.

5.2 Quaternion version

The notations for quaternion numbers are as in Section 2.3. Put R as follows.

R:{(“’ Z) ‘w,zeZ[\/—_l]/n}.

—Z

The basis of R is taken by {ig, 1,142,493} where iy is the identity and iy, s, i3 satisfies
the multiplicative rules i3 = i3 = i3 = —1 and iyiy = i3 = —i9i;. It is easy to see that
i, tyiky, = £i; for some j = 0,---,3. Then, for any ky, ks, ks, c,(;:),wkg) = +1 holds for
one of k =0,---,3 and c,(ﬂﬁkg) = 0 otherwise. Thus we have Probg(c # 0) = 1/4 and
we think that the birational permutation signature scheme with quaternion R would
be stronger than that with R = Mat(Z/n).

We note that the quaternion OSS was broken by Coppersmith [1]. However, his
attack is very technical and uses special properties of the quaternion algebra and those
of binary quadratic equation over quaternion integers. Then we do not think that
extending his attack to multivariate versions is easy. For a reference, we now give
short surveys of his two kinds of attacks to the quaternion OSS (see [1] for detail).

Coppersmith’s first attack. This attack requires several known pairs of messages
and corresponding signatures. It is not difficult to see that if & € R satisfies that =% ax,
is symmetric for any symmetric m € R then aw is a scalar in the quaternion R. Then
we see that, using 3-known signatures, one can find o € R such that o = [u~! for
some | € Z/n with high probability. Since a'a = [?h, [* is known. This means that
the problem solving the equation zfx; 4+ xbhzy = 4m to that finding § € R satisfying
§'0 = (2. Taking 0 := ¢+ diy (c,d € Z/n), we have §'0 = ¢* + d*. Since the equation
c? + d? = [? can be solved by Pollard-Schnorr’s algorithm, one can break the signature
scheme by using o' = ud instead of the secret key u.

We note that this attack is effective to the cases where the center of R is the set of
scalars and R has elements 3 such that both 3!+ 3 and 3! are scalars. The quaternion

R (3 =i5) and Matoy(Z/n) (8 = (_OI é)) are examples of such R.
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The second attack. Note that the second attack requires only the message m and
the public key h. This attack uses the following three properties of the quaternion
ring; (i) the symmetric elements of R are written by three parameters of Z/n, (ii) any
power m* (k > 2) of m is written by the linear combination of 1 and m, (iii) there
is a d = d(z,y) € R such that 65 = 2% + hy? for some h € Z/n. Roughly speaking,
these properties reduces the problem solving the quadratic equation x}{z1+abhxe = 4m
in R to that doing three quadratic equations in Z/n. Then, using Pollard-Schnorr’s
algorithm three times, one can break the signature scheme.

In the next subsection, we give an example of R C Mats(Z/n) which could not
broken by Coppersmith’s attacks under the assumption that factoring n is infeasible.

5.3 An example of R C Mats(Z/n)

Let
100 010 0 01
g:=100 1|, g:=1100], g3:=({0 1 0],
010 0 01 100
010 0 01
gp:=10 0 1], ¢g5:={(1 0 0],
100 010

and put Ry := {30 a9 |a; € Z/n}. It is easy to see that Ry is a subring of
Mat3(Z/n) and the identity of R3is [ = g1 + g2+ g3 — g4 — g5 The set {I, 91, , 95}
is isomorphic to the symmetric group of degree 3. Then we see that gj_ gk, gx, is one of
g1, -+, g5 or I and Probg,(c # 0) ~ 1/3.

We note that, for this R3, the OSS signature scheme is secure against Coppersmith’s
attacks. The reason is as follows.
Against the first attack. In the quaternion case, one can find a scalar multiple of
the secret key by using several known pairs of signatures and messages. However, this
situation is not same in general. Because the set of a € R satisfying that =}, is
symmetric for any m € R includes u~'C(R) where C(R) is the center of R. The center
C(R) of the quaternion R is the set of scalars, however, the center C'(R3) of Rj is
{v(a,b) == al +b(gs+gs5) | a,b € Z/n}. Then a scalar multiple of the secret key is not
necessarily found feasibly. Even if the scalar multiple o = lu~! of the secret key could
be found, determining § € R such that §'6 = [? is infeasible under the infeasibility of
the factorization of n. Because, if one would find such a 6 € R, he could do the square
root of (1?)® by calculating the determinant of §. This contradicts to the infeasibility
of the factorization. Then we conclude that Coppersmith’s first attack is not effective.
Against the second attack. The second attack is very technical and is applicable
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only to the two-by-two matrix cases. In fact, none of the properties (i)-(iii) do not hold
for R = R3. Then this attack is not effective to the case of R = Rj.

We also note that the first attack is not effective to the odd(> 3) dimensional matrix
cases, and the second attack is not to the higher than two dimensional cases.

5.4 An idea to construct other R’s

In the previous two cases, R is written by R = {}_ _sa,9|a, € Z/n} with the
following finite non-abelian group

G {£1, +iy, +is, +i3}, R is quaternion,
{[7917"'795}7 R:R?)

This situation is generalized as follows.
Let G be a finite subset of Mat,(Q) for some algebraic number field K(D O) which

is isomorphic to a non-abelian group. Denote by G’ = {g;,--- ,¢g.} a subset of G such
that ¢! € G’ for any ¢; € G', {g1, - ,g-} is linearly independent over Z and any
elements of G are written by linear combinations of g1, - ,¢g,. Put R = R[G'] :=

> _agi|a; € Z/n}. Then R is a subring of Mat,(O/n) and can be used in our
scheme. It is easy to see that Probg(c # 0) > 1/#G’, and especially if G’ = G then
Probg(c # 0) = 1/#G".

If G = @, the ring R[G] is isomorphic to the group ring (group algebra) of G
over Z/n. Since elements of any finite group G can be expressed as finite dimensional
square matrices, the group ring can be also expressed as a subring of a matrix ring
(see, e.g. [8]). We note that the ring R[G'] with G’ # G is constructed with the finite
dimensional representation x of G by {>_ s agx(9) | ay € Z/n}. Then if one needs to
construct R[G'] for a given G, he only has to do a finite dimensional representation of
G.

We remark that one should be care of the construction of R[G’]. It is known that
the maximal compact group in Mats(C) is isomorphic to the unitary group U(s) :=
{9 € Mat4(C) | g'g = I} (see, e.g. [4], [10]). Then any finite group G in Mat,(C) is
expressed as a discrete subgroup of U(s) up to isomorphism. Since

U(2) = {p ( “ ?) ) w,z,p€C,lp| =1, w/*+ |22 = 1}.
—Z w

the subring R[G'] of Maty(C) has a similar expression to the quaternion R. Then
we can think that the security of the signature scheme with such R[G'] is not very
different to that with the quaternion R. In fact, OSS with such R[G’] can be broken
by Coppersmith’s attack similarly. The unitary group U(k) with & > 3 does not have
such a simple expression and includes many kinds of finite groups like the polyhedral
groups. Then one can construct various R[G'] C Mat,(O/n) for k > 3 in this way.
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6 Efficiency

The advantage of the original birational signature scheme is its efficiency, especially
compared to the RSA signature (see [9]). In this section, we study the efficiency of our
scheme compared to the original scheme with the same L := [r.

Since the public key includes r(I — 1) number of quadratic equations with 7l vari-
ables, the efficiency of our scheme in the verification process is almost same to that of
the original scheme.

On the other hand, the signing process includes the inverse operations of A, G
and B. The inversions of A and B require O((Ir)®)-order of computational task by
the Gaussian elimination and O((lr)2)—0rder one by the LU-decomposition. Since the
inversion of G is calculated by [ — 1-times of inversions of affine transforms in Z/n)",
the computational task of G~ is O(lr®) or O(Ir?)-order. This means that the total
computational task in the signing process is almost O(L?) ~ O(L?) order, which is not
very different to that of the original scheme.

From the discussions the above, we claim that our scheme preserves the advantage
of the original scheme for the efficiency.

7 Conclusion

In this article, we construct a new signature scheme based on multivariate quadratic
equations by combining Shamir’s [9] and Satoh-Araki’s [7] ideas and by generalizing
the noncommutative situations. Although we see that the linear algebraic attack to the
original scheme is not effective to our scheme, we have not completed the security proof,
namely we have never proven that one cannot break our scheme unless he can solve
some hard problems such like factorization problem, NP-hard (or complete) problems
and so on. Then it is an open problem that which R and which properties of R assures
strong security. One of criterions is Probg(c # 0) since, if it is bigger, the structure of
the quadratic forms seems more complicated. However, it is not enough as a criterion
of security because constructing a commutative R with bigger Probg(c # 0) is not
difficult. Then we should study the relations between the security of the signature
scheme and more detail distributions of Cig?km or the algebraic structure of R. For

example, if the distribution of c,(;j)kz r, Nas a symmetricity in some sense like commutative
case, there might be attacks using the symmetricity. Conversely, if the distribution
has a strong bias, there might be attacks using its bias (like the differential attack?).
Other than the aboves, there might be technical attacks using special properties in
the algebraic structures of R like Coppersmith’s attacks to the quaternion OSS. And
estimating the security against some experimental attacks like the Grobner basis attack
is an important problem. There are many things to study more for the practical use.

13



References

1]

2]

[9]

[10]

D. Coppersmith, Weakness in quaternion signatures, Crypto’99, LNCS 1666
(1999), pp.305-314.

D. Coppersmith, J. Stern and S. Vaudenay, The security of the birational per-
mutation signature scheme, J. Cryptology, 10 (1997), pp.207-221.

I. Gelfand, S. Gelfand, V. Retakh and R.L. Wilson, Quasideterminants, Adv.
in Math., 193 (2005), pp.56-141.

S. Helgason, Differential geometry, Lie groups and symmetric spaces, Pure and
Appl. Math. 80, Academic Press, 1978.

H. Ong, C.P. Schnorr and A. Shamir, An efficient signature scheme based on
quadratic equations, Proc. 16th ACM Symp. Theory Comp., (1984), pp.208-216.

J.M. Pollard and C.P. Schnorr, An efficient solution of the congruence x*+ky? =
m(modn), IEEE Trans. Inf. Theory, IT-33 (1987), pp.702-709.

T. Satoh and K. Araki, On construction of signature scheme over a certain
non-commutative ring, IEICE Trans. Fundamentals, E80-A (1997), pp.40-45.

J.P. Serre, Linear representations of finite groups, Graduate Texts in Mathe-
matics, 42, Springer, 1977.

A. Shamir, FEfficient signature schemes based on birational permutations, Ad-
vances in Cryptology - Crypto’93, LNCS 773 (1994), pp.1-12.

G. Warner, Harmonic Analysis on Semi-Simple Lie Groups 1,11, Springer, 1972.

HASHIMOTO, Yasufumi

Institute of Systems, Information Technologies and Nanotechnologies
7F 2-1-22, Momochihama, Fukuoka 814-0001, JAPAN
e-mail:hasimoto@isit.or.jp

SAKURAI, Kouichi

Institute of Systems, Information Technologies and Nanotechnologies
7F 2-1-22, Momochihama, Fukuoka, 814-0001 JAPAN
e-mail:sakurai@isit.or.jp

Department of Computer Science and Commmunication Engineering,
Kyiushu University

14



744 Motooka, Fukuoka, 819-0395, JAPAN
e-mail:sakurai@csce.kyushu-u.ac.jp
URL: http://itslab.csce.kyushu-u.ac.jp/index.html

15



