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Abstract. In 1998, Blaze, Bleumer and Strauss proposed a kind of cryp-
tographic primitive called proxy re-encryption[1]. In proxy re-encryption,
a proxy can transform a ciphertext computed under Alice’s public key
into one that can be opened under Bob’s decryption key. In 2007, Matsuo
proposed two types of re-encryption schemes which can re-encrypt the
ciphertext from CBE to IBE and IBE to IBE [10]. Now these schemes
are being standardized by IEEEP1363.3 working group[6]. In this paper,
we show that their proxy re-encryption scheme from IBE to IBE is not
secure. Specially, in their scheme the proxy himself only can re-encrypt
any IBE user’s ciphertext into being the delegatee’s ciphertext. Thus,
the proxy is too powerful in their scheme. We also propose a new secure
scheme.

1 Introduction

The concept of proxy re-cryptography comes from the work of Blaze, Bleumer,
and Strauss in 1998. The goal of proxy re-encryptiohn is to securely enable the
re-encryption of ciphertexts from one key to another, without relying on trusted
parties.In 2005, Ateniese et al proposed a few new re-encryption schemes and dis-
cussed its several potential applications. Since then, many excellent schemes have
been proposed,including re-encryption schemes in certificate based setting[7, 13,
8, 14],re-encryption schemes in identity based setting [9–12]and re-encryption
schemes in hybrid setting[10]. Now the IEEE P1363.3 standard working group
is setting up a standard with pairing including re-encryption[6].

In 2007, Matsuo proposed two types of re-encryption scheme which can re-
encrypt the ciphertext from CBE to IBE and IBE to IBE [10]. Now these two
schemes are being standardized by IEEEP1363.3 working group[6]. In this paper,
we show that their proxy re-encryption scheme from IBE to IBE is not secure.
Specially, in their scheme the proxy himself can re-encrypt any IBE user’s cipher-
text into a predefined delegatee’s ciphertext. Thus, the proxy is two powerful in
their scheme, We also propose a rescue scheme based on their scheme.

We organize our paper as following. In section 2, we revisit the proxy re-
encryption from IBE to IBE proposed in [10]. In section 3, we give an attack to
their scheme. In section 4 ,we give a new scheme which can resist this attack.



In section 5, we discuss the reasons why their scheme is not secure. We give our
conclusion in section 6.

2 Revisit the Proxy Re-encryption Scheme from IBE to
IBE

The proxy re-encryption scheme from IBE to IBE is based on the BB1-IBE
scheme.

– The underlying IBE scheme (BB1-IBE scheme):
1. SetUpIBE(k).Given a security parameter k, select a random generator

g ∈ G and random elements g2, h ∈ G. Pick a random α ∈ Z∗
p . Set

g1 = gα,mk = gα
2 , and parms = (g, g1, g2, h). Let mk be the master-

secret key and let parms be the public parameters.
2. KeyGenIBE(mk,parms, ID). Given mk = gα

2 and ID with parms,
pick a random u ∈ Z∗

p . Set skID = (d0, d1) = (gα
2 (gID

1 h)u, gu).
3. EncIBE(ID,parms,M). To encrypt a message M ∈ G1 under the

public key ID ∈ Z∗
p , pick a random r ∈ Z∗

p and compute CID =
(gr, (gID

1 h)r,Me(g1, g2)r) ∈ G2 ×G1.
4. DecIBE(skID,parms,CID). Given ciphertext CID = (C1, C2, C3) and

the secret key skID = (d0, d1) with prams, compute M = C3e(d1, C2)/e(d0,
C1).

– The delegation scheme:
1. EGen(skID,parms). Given skID = (d0, d1) = (gα

2 (gID
1 h)u, gu) for ID

with parms, set eID = d1 = gu.
2. KeyGenPKG(mk,parms). Given mk = α with parms, set skR = α.
3. KeyGenPRO(skR, eID′ ,parms, ID, ID′). Given skR = α, eID′ = gu′

with parms, set rkID→ID′ = (ID → ID′, gu′α).
4. ReEnc(rkID→ID′ ,parms,CID, ID′). Given the delegator’s identity ID,

the delegatee’s identity ID′, rkID→ID′ = (ID → ID′, gu′α),CID =
(C1, C2, C3) with parms, re-encrypt the ciphertext CID into CID′ as
follows.First it runs “Check”, if output 0, then return “Reject”. Else com-
putes CID′ = (C ′

1, C
′
2, C

′
3) = (C1, C2, C3e(CID′−ID

1 , gu′α)) ∈ G2 ×G1.
5. Check(parms,CID, ID). Given the delegator’s identity ID and CID =

(C1, C2, C3) with parms, compute v0 = e(C1, g
ID
1 h) and v1 = (C2, g). If

v0 = v1 then output 1. Otherwise output 0.

We can verify the correctness of the re-encrypted ciphertext as following,

C ′
3e(d1, C

′
2)

e(d0, C ′
1)

=
M · e(g1, g2)re(gr(ID′−ID), gu′α)e(gu′ , (gID

1 h)r)
e(gα

2 (gID′
1 h)u′ , gr)

=
M · e(g1, g2)re(g1

r(ID′−ID), gu′)e(gu′ , (gID
1 h)r)

e(gα
2 (gID′

1 h)u′ , gr)

=
M · e(g1, g2)re((gID

1 h)r · gr(ID′−ID)
1 , gu′)

e(gα
2 (gID′

1 h)u′ , gr)



=
M · e(g1, g2)re((gID′

1 h)r, gu′)
e(gα

2 (gID′
1 h)u′ , gr)

=
M · e(g1, g2)re((gID′

1 h)r, gu′)
e(g1, g2)re((gID′

1 h)r, gu′)
= M

Now this scheme is being standardized by IEEEP1363.3 working group[6].

3 An Attack to the Proxy Re-encryption Scheme from
IBE to IBE in P1363.3/D1

We note that in the scheme the re-encryption is rkID→ID′ = (ID → ID′, gu′α).
In this key we can not see any secret value contributed by the delegator, thus
the proxy can re-encrypt any ID’s ciphertext into ID′’s ciphertext. Suppose
there is another IBE user ID′′ with a ciphertext CID′′ = (C ′′

1 , C ′′
2 , C ′′

3 ) =
(gr′ , (gID′′

1 h)r′ ,Me(g1, g2)r′) which has not been agreed about the delegation
with ID′, but the proxy can re-encrypt ID′′’s ciphertext into ID′’s valid ci-
phertext. Thus ID′ can decrypt ID′′’s ciphertext, which is not secure at all.
Following is the attack.

1. First the proxy runs “Check”. Because CID′′ = (C ′′
1 , C ′′

2 , C ′′
3 ) is a valid ci-

phertext for ID′′, thus the proxy can go through.
2. Second the proxy runs “ReEnc” . Given the delegator’s identity ID′′, the del-

egatee’s identity ID′, rkID′′→ID′ = (ID′′ → ID′, gu′α),CID′′ = (C ′′
1 , C ′′

2 , C ′′
3 )

with parms, re-encrypt the ciphertext CID′′ into CID′ as follows. CID′ =
(C ′

1, C
′
2, C

′
3) = (C ′′

1 , C ′′
2 , C ′′

3 e(C ′′ID′′−ID
1 , gu′α)) ∈ G2 ×G1. And this cipher-

text is a valid ciphertext for ID′ as following

C ′
3e(d1, C

′
2)

e(d0, C ′
1)

=
M ′ · e(g1, g2)r′e(gr′(ID′′−ID), gu′α)e(gu′ , (gID′′

1 h)r′)
e(gα

2 (gID′
1 h)u′ , gr′)

=
M ′ · e(g1, g2)r′e(g1

r′(ID′−ID′′), gu′)e(gu′ , (gID′′

1 h)r′)
e(gα

2 (gID′
1 h)u′ , gr′)

=
M ′ · e(g1, g2)r′e((gID′′

1 h)r′ · gr′(ID′−ID′′)
1 , gu′)

e(gα
2 (gID′

1 h)u′ , gr′)

=
M ′ · e(g1, g2)r′e((gID′

1 h)r′ , gu′)
e(gα

2 (gID′
1 h)u′ , gr′)

=
M ′ · e(g1, g2)r′e((gID′

1 h)r′ , gu′)
e(g1, g2)r′e((gID′

1 h)r′ , gu′)
= M ′

Thus ID′ can decrypt every ID′′’s ciphertext if it colludes with the proxy.



4 A New Scheme

– The underlying IBE scheme:
1. SetUpIBE(k).Given a security parameter k, select a random generator

g ∈ G, choose randomly t1, t2 ∈ Z∗
p and computes elements g2 = gt1 , h =

gt2 ∈ G. Pick a random α ∈ Z∗
p . Set g1 = gα,mk = (gα

2 , t1, t2), and
parms = (g, g1, g2, h). Let mk be the master- secret key and let parms
be the public parameters.

2. KeyGenIBE(mk,parms, ID). Given mk = gα
2 and ID with parms,

pick a random u ∈ Z∗
p . Set skID = (d0, d1) = (gα

2 (gID
1 h)u, gu). The KGC

preserves a user-key-list of form (ID, u) and makes it be secret.
3. EncIBE(ID,parms,M). To encrypt a message M ∈ G1 under the

public key ID ∈ Z∗
p , pick a random r ∈ Z∗

p and compute CID =
(gr, (gID

1 h)r,Me(g1, g2)r) ∈ G2 ×G1.
4. DecIBE(skID,parms,CID). Given ciphertext CID = (C1, C2, C3) and

the secret key skID = (d0, d1) with prams, compute M = C3e(d1, C2)/e(d0,
C1).

– The delegation scheme:
1. EGen(skID,parms). Given skID = (d0, d1) = (gα

2 (gID
1 h)u, gu) for ID

with parms, set eID = d1 = gu.
2. KeyGenPRO(skR,parms, ID, ID′). The KGC searches in the user-key-list

for ID′, if find no item of (ID′, u′), then return “Reject”, otherwise it
chooses a randomly k ∈ Z∗

p , computes w = gk
1 and makes it be public.

The KGC sets rkID→ID′ = (ID → ID′, u′+k
αID+t2

). We must note that the
KGC chooses a different k for every different user pair (ID, ID′).

3. ReEnc(rkID→ID′ ,parms,CID, ID′). Given the delegator’s identity ID,
the delegatee’s identity ID′, rkID→ID′ = (ID → ID′, u′+k

αID+t2
),CID =

(C1, C2, C3) with parms, re-encrypt the ciphertext CID into CID′ as
follows. First it runs “Check”, if output 0, then return “Reject”. Else

computes CID′ = (C ′
1, C

′
2, C

′
3) = (C1, C2,

C3e(C
rk

ID→ID′
2 ,g

(ID′−ID)
1 )

e(w(ID′−ID),C1)
) ∈

G2 ×G1.
4. Check(parms,CID, ID). Given the delegator’s identity ID and CID =

(Ck
1 , C2, C3) with parms, compute v0 = e(C1, g

ID
1 h) and v1 = (C2, g). If

v0 = v1 then output 1. Otherwise output 0.
We can verify its correctness as the following

C ′
3e(d1, C

′
2)

e(d0, C ′
1)

=
M · e(g1, g2)re(CrkID→ID′

2 , g
(ID′−ID)
1 ))e(gu′ , (gID

1 h)r)
e(w(ID′−ID), C1)e(gα

2 (gID′
1 h)u′ , gr)

=
M · e(g1, g2)re((gID

1 h)r
u′+k

αID+t2 , g
(ID′−ID)
1 )e(gu′ , (gID

1 h)r)

e(gk(ID′−ID)
1 , gr)e(gα

2 (gID′
1 h)u′ , gr)

=
Me((gID

1 h)r
u′+k

αID+t2 , g
(ID′−ID)
1 )e(gu′ , (gID

1 h)r)

e(gk(ID′−ID)
1 , gr)e((gID′

1 h)u′ , gr)



=
Me((gαID+t2)r

u′+k
αID+t2 , g

(ID′−ID)
1 )e(gu′ , (gID

1 h)r)

e(gk(ID′−ID)
1 , gr)e((gID′

1 h)u′ , gr)

=
Me(g(u′+k)r, g

(ID′−ID)
1 )e(gu′ , (gID

1 h)r)

e(gk(ID′−ID)
1 , gr)e((gID′

1 h)u′ , gr)

=
Me(gkr, g

(ID′−ID)
1 )e(gu′r, g

(ID′−ID)
1 )e(gu′ , (gID

1 h)r)

e(gk(ID′−ID)
1 , gr)e((gID′

1 h)u′ , gr)

=
Me(gu′r, g

(ID′−ID)
1 )e(gu′ , (gID

1 h)r)
e((gID′

1 h)u′ , gr)

=
Me(gr, g

u′(ID′−ID)
1 )e(gr, (gID

1 h)u′)
e((gID′

1 h)u′ , gr)

=
Me(gr, gu′ID′

1 hu′)
e((gID′

1 h)u′ , gr)

=
Me(gr, (gID′

1 h)
u′

)
e((gID′

1 h)u′ , gr)
= M

Our scheme is a secure proxy re-encryption from IBE to IBE based on BB1,
we give the theorem as following

Theorem 1. Suppose the DBDH assumption holds, then our scheme is IBE-
IND-sID-CPA secure for the proxy, delegator and delegatee’s colluding.

We will give the security proof in the near future.

5 Discussion

The security model in [10] is not sufficient, they only consider the delegatee’s se-
curity instead of the delegatee and delegator’s security. Furthermore, their model
is a typical model of three users(the delegator, the proxy, the delegatee) instead
of a multi-user model. In proxy re-encryption, universal compensable security is
a proper security notion.

Intuitively, in their scheme, the delegator do not contribute any secret value
to the re-encryption key, that means, the proxy can take any user as the del-
egator, which is obviously contradicted with the goal of proxy re-encryption.
Furthermore, why the proxy in their scheme is so powerful is that the KGC has
contributed to the re-encryption key with his master − key—α via the form of
gu′α.

When considering proxy re-encryption in IBE settings, previous work just
think generating re-encryption key by the delegator and the delegatee, but we
know that the KGC plays an important role in the IBE(or IBS) setting. So can
we design schemes with re-encryption key generated by the delegator, the KGC



and the delegatee? That’s maybe a good research direction.
On the other hand, the feature of [10]’s scheme maybe is not bad. Actually,

there scheme is a anonymous group proxy re-encryption from an IBE group to
an IBE user, which maybe can find applications in our life.

6 Conclusion

In 2007, Matsuo proposed two types of re-encryption scheme which can re-
encrypt the ciphertext from CBE to IBE and IBE to IBE [10]. Now these two
schemes are being standardized by IEEEP1363.3 working group[6]. In this paper,
we show that their proxy re-encryption scheme from IBE to IBE is not secure.
Specially, in their scheme the proxy himself can re-encrypt any IBE user’s ci-
phertext into being a predefined delegatee’s ciphertext. We propose a rescue
scheme and discuss some issues about proxy re-encryption in IBE setting. Al-
though some excellent work has been done in this area[7–14], but there are still
many open problems need to be solved.
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