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Secure set-intersection computation is one of important problems in the field of secure
multiparty computation, with valuable applications in, e.g., secure keyword searching,
pattern matching, private database processing, etc.
computation, participants with their own private data sets get the intersection of all
their private sets and nothing more(except for each private set’s cardinality). In this

paper, like most recent works, we are only focused on the 2-party case and make an
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Introduction

efficient UC-secure, standard model protocol for it.

! An extended abstract(with only main notions and consequences) is submitted to TCC’09.
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In secure set-intersection



Much work has been done in designing solutions to secure computation for
different cryptographic functions[1-2], but only few are about this special problem
among which [3,6-7] are most relevant to our paper. They are heuristic and valuable
works on secure set-intersection computation published most recently, each using
different techniques and security concepts and most of them(except [7]) mainly
dealing with the 2-party case. However, none reaches Canneti’s UC/GUC
security[14-15]. In [6] Freedman et al present provably-secure and efficient protocols
for this problem against semi-honst and malicious adversaries respectively based-on
polynomial interpolation and homomorphic encryption schemes. The solution against
malicious adversaries assumes the random oracle model. [7] solves this problem (and
more, e.g., union and element reduction operations) via smartly exploiting
mathematical properties of polynormials and has fully-simulatable security so that
their solution is securely compossable(the concept of fully-simulatable security can be
refered in [2], however, this security is still weak than Canetti’s concept of UC/GUC
security proposed in [14-15]). In addition, as indicated by [3], [7] executes lots of
zero-knowledge proofs of knowledge most of which are known how to efficiently
realize but not all. Most recently [3] proposes solutions to this problem via oblivious
pseudorandom function evaluation techniques. More interestingly, they work in two
relaxed adversary models to achieve security of “half-simulatability” and
full-simulatability against covert adversaries[4]. At the price of relaxation in security,
the protocols presented in [3] are highly efficient, so these solutions can be considered

as practical and reasonable compromise between security and efficiency.

1.1  Our Contributions

In this paper we construct a protocol for secure set-intersection computation in
standard model which is efficient and secure under the concept of Canneti’s UC/GUC
security. Like most previous works, we are mainly focused on the 2-party case,
however, there are substancial differences between our solution and the others. At first,

our construction is based-on anonymous IBE scheme and it’s user private-keys blind



generation techniques(i.e., to generate the correct user private-key usk(a)=UKG(msk,a)
for the user-id a but without knowing anything about a). Our protocol is
constant-round in communications and linear-size in message-complexity (close to
[3,6]). In computation-complexity, one party is O(N;+N,) (close to [3,6]) and the
other is O(N|Ny)( close to [7]) where N, N, are each party’s private set’s cardinality.
The construction is well-modularized, only executing few zero-knowledge proofs of
knowledge which can be efficiently realized(we present examples in this paper).
Second, our construction reaches Canneti’s UC/GUC security so that it is securely
compossable. More concretely, we propose two versions of our construction, one is in
the CRS model and UC-secure, another in the ACRS(augmented common reference
string) model and GUC-secure. Although in general the notion of GUC-security is
strictly stronger than that of UC-security, the two versions have the same structure
with only differences in their zero-knowledge proofs of knowledge subprotocols. We
present the UC-secure version and prove its security first and then systematically
enhance its security to the GUC notion, to make things simpler and clearer. More
importantly, since lots of UC-secure protocols are proposed and proved since the
publication of [14] and most of them are in CRS model, we are interested in what can
make a UC-secure protocol in CRS model become GUC-secure in ACRS model. For
this goal, we introduce the concept of identity-based non-malleable zero-knowledge
proofs of knowledge, present a general and efficient realization for this new concept
and apply it to enhance our UC-secure construction to be GUC-secure. We believe

such a method is valuable and helpful beyond the special problem in this paper.

1.2 Paper Organization

Section 2 presents some necessary concepts, preliminaries and tools. Section 3
presents the general construction based-on anonymous IBE and its user private-keys
blind generation protocol. Section 4 instantiates the general construction via
Boyen-Waters IBE scheme[12](in [12] two anonymous IBE schemes are proposed,

one is ordinary IBE another is HIBE. We only use the ordinary IBE scheme for



efficiency) together with a efficient construction of Boyen-Waters IBE’s user
private-keys blind generation protocol. Now there are only few provably-anonymous
IBE schemes and our work shows again such IBE’s importance[11-13]>. Section 5
presents a systematic enhancement to make our UC-secure construction GUC-secure

in ACRS model.
1.3 Some Terminologies and Notations

PP.T. means “probabilistic polynomial-time”, Xx|ly means string x and y in
concatenation, [x| means string x’s size(in bits), a<—>X means random selection of a
sample over the domain X. When X is explicit or not important to discussions, a
notation va(“new a”) is also used.

k represents the complexity parameter, poly(k) means a given polynomial in k.
= "1 means computationally indistinguishable, = "™ means perfectly

indistinguishable. IND CPA means security against chosen plaintext attacks and

ANO_CPA means anonymity against chosen plaintext attacks.

2 Definitions and Tools

2.1 Secure Set-Intersection Computation and Its UC/GUC Security

Briefly speaking, UC/GUC-security means that any attacker against the real-world
protocol can be simulated by an adversary against the ideal-world functionality, both
have the outputs indistinguishable by the (malicious) environment. For space
limitation, we assume the reader familiar with the whole theory in [14-15] and only
make the necessary descriptions with respect to the secure set-intersection
computation problem here.

Similar to most previous work, we are focused on the unidirectional 2-party
scenario. The ideal cryptographic functionality for set-intersection computation is

defined as

2 IBE’s user private-keys blind generation techniques are also used in [8], however all realizations they present are
for non-anomynous IBE schemes so cannot be applied to our work directly. Interestingly, our construction in
section 4 can be applied to their general framework as an addition.
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Fine: (X1,X2) = (X, [Xaf[(XinXs))
The bi-directional functionality is defined as
Foinr: (X1,X2) = (Xall[(Xin Xy), [Xi[[[(X1 N X2))
and can be constructed by combining two Finr's in both directions.

Let P*;, P*, be parties in ideal model with private sets X; and X, respectively,
Ni=[Xi], No=|X5|, S be the adversary in ideal model. The ideal model works as
follows:

On receiving message (sid,“input”,X;) from P*,, Fr records X,

and sends message (sid, “input”,N;) to P*, and S; On receiving message

(sid,“input”,Xy) from P*,, Fixt records X, and sends (sid,““input”,N,) to

P*, and S.

On receiving message (sid,“intersection”) from P*,, Finr responses

P*, with message (sid,“intersection”, X;NX>).

At last P1* outputs Ny, Po* outputs Ni||(X1NXy).

Let y be the real-world protocol, each party P; of y corresponds to an ideal-world
party P*;. 4 is the real-world adversary attacking y, Z is the environment in which the
real protocol/ideal functionality executes. According to [14-15], Z is a P.P.T. machine
modeling all malicious behaviors against the protocol’s execution. Z is empowered to
provide inputs to parties and interactions with A and S, e.g., to give special inputs or
instructions to A/S, collects outputs from A/S to make some analysis, etc. In UC
theory [14], Z cannot access parties’ shared functionality (such shared functionality is
specified in specific protocol) while in the improved GUC theory [15] Z is enhanced
to do this, i.e., to provide inputs to and get outputs from it. As a result, in GUC theory
Z is strictly stronger and more realistic than in UC theory.

Let outputz(y,A) denote the outputs (as one joint stochastic variable)from y’s
parties P;, P, under Z and A, outputz(#nt,S) denote the similar thing under Z and S.
During the real/ideal protocol’s execution, Z (as an active distinguisher) interacts with
A/S and raises its final output, w.lL.o.g., 0 or 1. Such output is denoted as
Z(outputz(y,4),u) and Z(outputzy (Fint,S),u) respectively, where u is the auxiliary
information. In the following we present the GUC-security’s definition, however,

_5.-



when the environment Z is replaced with that in UC theory, it naturally becomes the
concept of UC-security.

Defition 2.1(GUC securily[ls]) If for any (active) P.P.T. adversary 4 in real-world,
there exists a P.P.T. adversary S in ideal-world, both corrupt the same party, such that
for any environment 4 the function |P[Z(outputz(v,A),u)=1]-
P[Z(outputz(Fint,S),u)=1]| is negligible in complexity parameter k& (Hereafter denote
this fact as outputz(\y,A):PPT outputz(Fint,S)), then we define that yw GUC-emulates
Finr or simply call that y is GUC-secure, denoted as y— " Fixr.

S is called A’s simulator. In case of UC-emulation, we use the notation
w—"CFir.

The most important and valuable property of the concept of GUC-emulation is
the universal composition theorem. Briefly speaking, given protocols @2, @; and y(¢;)
where y(¢,) is the so-called ¢,-hybrid protocol, if ¢,—"“¢, then(under some natural
technical conditions, e.g., subroutine-respecting) w(@2/@1)—"“y(¢,) where y((p2/¢:)
is a protocol in which every call to its subprotocol ¢; is replaced with a call to .
Intuitively speaking, this guarantees a GUC-secure protocol can be composed in any
execution context while still preserving its proved security. Similar consequence is
also ture in UC theory but with some serious constraints. All details are presented in

[14-15]

2.2 IBE Scheme, Anonymity and Blind User-Private Key Generation Protocol

In addition to data-privacy, anonymity(key-privacy) is another valuable property for
public-key encryption schemes!''*!. An IBE scheme IT=(Setup, UKG, E, D) is a
group of P.P.T. algorithms, where Setup takes as input the complexity parameter & to
generate master public/secret-key pair (mpk, msk), UKG takes as input msk and user’s
id a to generate a’s user private-key usk(a); E takes as input (mpk,a,M) where M is the
message plaintext to generate the ciphertext y=E(mpk,a,M), D takes as input
(mpk,usk(a),y) to do decryption. Altogether these algorithms satisfy the consistency

property: for any k, @ and M



P[(mpk,msk)<—Setup(k); usk(a)«—UKG(msk,a); y—E(mpk, a, M): D(mpk, usk(a),
y)=M]=1

Definition 2.2(IBE Scheme’s chosen plaintext anonymity'")  Given an IBE scheme
[I=(Setup, UKGE,D), for any P.P.T. attacker A=(A;,A;) consider the following

experiment:
Expé{\;@_CPA (k)

(mpk, msk)—Setup(k);

(M*, ap*, ar*, St)y—A, "KM (mpk), ag*tay;
b—{0,1};

y¥*<E(mpk, ay*, M*);

de—Ay YRSty );

output(d @ b);

A is contrained not to query its oracle U(msk,.) with ao* and a;* Define
Advi™? - as | 2P[Expy") - (k) =11-1], if Advyy")-"" is negligible in & for any
P.P.T. 4 then IT is defined as anonymous against chosen plaintext attack, briefly called
ANO_CPA. Denote Advy"’-“ (k)= sup Advy';-“"(k). In the above, if M* is
generated independent of mpk then I1 isAzgﬁéd selective ANO_CPA.

Now we present the ideal functionality FHB“nd_UKG for an IBE scheme I1’s user
private-key blind generation(note: even IBE scheme is not anonymous such
functionality still makes sense. However, in this paper only anonymous IBE’s such
protocol is needed). In the ideal model, one party generates(just one time) I1’s master
public/secret key pair (mpk,msk) and provide it to FlalindukG : Flglind.ukG generates
usk(a)=UKG(msk,a) for another party who provides its private input a(this
computation can take place any times and each time for a new a), revealing nothing
about a to the party who provides (mpk,msk) except how many private-keys are
generated. Formally, let S be the ideal adversary, P*,, P*, the ideal party, sid and ssid
the session id and subsession id respectively, the ideal functionality works as follows:

P*, selects a seed p at random, computes (mpk,msk)<—Setup(p), sends
the message (sid,p,mpk||msk) to FHBhnd_UKG; FHB]ind_UKG sends message (sid,
mpk) to P*, and S,

On receiving a message (sid||ssid, a) from P*,(ssid and a are fresh
everytime), in response FHBnnd_UKG computes usk(a)—UKG(msk,a), sends
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the message (sid||ssid, usk(a)) to P*, and sends the message (sid||ssid, n) to
P*, and S, where n is initialized to be 0 and increased by 1 everytime the
computation takes place.

At last, P1* outputs its last n, P,* outputs all its obtained usk(a)

2.3 Non-malleable Zero-Knowledge Proofs of Knowledge and GMY/MY

Techniques

We need the non-malleable zero-knowledge proofs protocol in our construction. This

subsection presents this concept following [16-17] with small symbol modifications.
Let L be a NP language, R is its associated P-class binary relation. i.e., x L iff there

exists w such that R(x,w)=1. Let A, B be two machines, then A(x;B)[s) represents A’s
output due to its interaction with B under a public common input x and common
reference string (c.r.s.) o, trap(x)s] represents the transcript due to interactions
between A and B under a common input x and c.r.s.c. When we emphasize A’s private
input, say y, we also use the expression A, (x;B)[s) and trag) (X)) respectively. Let
A=(A,Az), B and C be machines where A; can coordinate with A, by transferring
state information to it, (<B,A;>,<A,,C>) represents the interactions between A; and
B, (maybe concurrently) A, and C. Due to such interactions, let # be the transcripts
between A, and C, u be the final output from A, and v be the final output form C, then
(<B,A>,<A,,C>)’s output is denoted as (u,tr,v).

Two transcripts ¢ and tr, are matched each other, if tr; and ¢, are the same
message sequence(consisted of the same messages in the same order) and the only
difference is that any corresponding messages are in the opposite directions.

Let A be a machine, the symbol 4| represents such a machine which accepts two
kinds of instructions: the first one is in form of (“start”, i,x,w) and @ in response starts
a new instance of A, associates it with a unique name i and provides it with public
input x and private input w; the second is in form of (“message”,i,m) and @ in
response sends message m to instance A; and then returns 4;’s response to m.

Definition 2.3(Zero-Knowldeg Proof and Non-Malleable Zero-Knowledge Proof
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Protocol"'") ZPoKg=(D,,s,P,V,Sim=(Sim,,Sim,)) is a group of P.P.T. algorithms, k is

complexity parameter, D, takes & as input and generates c.r.s. 6; P is called prover,

takes (o,x,w) as input where R(x,w)=1 and generates a proof m; V is called verifier,

takes (o,x) as input and generates 0 or 1; Sim;(k) generates (c,s), Sim; takes x L

and (o,s) as input and generates the simulation. All algorithms except D, and Sim;

take the c.r.s. o as one of their inputs, so we no longer explicitly include ¢ in all the

following expressions unless for emphasis. Now ZPoKy is defined as a

zero-knowledge proof protocol for relation R( or equivalently for the language L), if

the following properties are satisfied:

(1) Foranyx L and 6«<-D., it’s always true that P[V(x;P)is=1]=1;

(2) For any P.PT. algorithm 4, x ¢ L and o«D,, it’s always true that

P[V(x;4)o=1]=0’;

(3) For any P.P.T. algorithm A4 which outputs 0 or 1, let ¢ be empty string, the function
[P[6Deys; be—A(esPor: =11 - P[(6,8)«—Sim;(k); be—A(efSima(s))ior: b=1]]

is always negligible in k, where we emphasize the fact by symbol Simy(s) that all Sim,

instances have s as one of their inputs.

The non-malleable zero-knowledge proof protocol for relation R is defined as
NMZPoKgr= (Ders,P,V,Sim=(Sim;,Sim,),Ext=(Ext;,Ext,)) where
(Ders,P,V,Sim=(Sim;,Sim;)) is a zero- knowledge proof protocol for relation R as
above, P.P.T. algorithm Ext;(k) generates (o,s,t) and P.P.T. algorithm Ext,(witness
extractor) takes (o,1) and protocol’s transcripts as its input and generates output w,
and the following property holds:

(4)There exists a negligible function n(k)(knowledge-error function), such that for any
P.P.T. algorithm A=(A4,,4,) it’s true that

P[(0,5,0)—Ext;(k); (x,07,(b,w))—(Simy(s), A 1>, <Az Exty(1)>)io): b=1 R(x,w)=1 1r
doesn’t match any transcripts generated by ]

> P[(o,s)«—Sim,(k); (x,tr,b)<—(<,A1>,<A2,V>)[G]: b=1 tr doesn’t match any

transcripts generated by ] -nk) .

3 Strictly this protocol should be called “zero-knowledge argument”, however, such difference is not essential in
this paper so we harmlessly abuse the terminology.



It’s easy to see that the above definition implies that NMZPoKyr is a
zero-knowledge proof of knowledge. In [16-17] Garay-MacKenzie-Yang developed
an efficient method to derive non-malleable zero-knowledge proof protocol based-on
simulation-sound tag-based commitment scheme and Q-protocol(proposed in [17]).
We’ll apply this technique in section 4 to instantiate our general construction for

private set-intersection computation protocol.

3 A General Protocol Construction for Private Set-Intersection Computation

Let ¥ denote the real-world private set-intersection computation protocol. II=(Setup,
UKG, E,D) is a selective ANO_CPA anonymous IBE scheme, AHB“nd_UKG is the
real-world protocol for II’s wuser private-keys blind generation. Let
NMZPoK(w:R(x,w)=1) denote a non-malleable zero-knowledge proof protocol for a
P-relation R, where w is the witness. C=(Cmt, ¢, FakeCmt, FakeDmt) is a
non-interactive perfectly-hiding/computationally-binding equivocable commitment
scheme[g], H is a collision-free hash function. Let P; and P; be two real-world parties
with a public common plaintext My as the c.r.s. The general construction is in figure
1(recall that the symbol “vp” means a random selection of p).

This ¥ is a AHB“nd_UKG-hybrid protocol and we require Anglind-UKG—>UCF HB“nd-UKg.
However, this first construction cannot guarantee UC-security but only ‘“half
UC-security” instead(i.e., the real adversary A corrupting P; can be completely
simulated by an ideal adversary S but this is not true when A corrupts P,. Only
data-privacy can be proved in the latter case). In order to make the real adversary be
always completely simulatable in ideal world, some additional property is required for
AHBnnd_UKG. This leads to definition 3.1 and it is not hard to verify that our concrete

construction of AHBhnd_UKG in next section really satisfies it.

Definition 3.1(/BE's User Private-keys Blind Computation Protocol with Extractor)
given IBE scheme I1=(Setup,UKG,E,D) and AHglind_um—»UCFHBhnd_UKG, let Py, P, be

I . . . .
A plind-UkG 'S parties, where P, provides user-id a and obtains usk(a), P; owns msk and
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(blindly) provides usk(a) for P,(as in figure 1). o denotes AHBﬁnd_UKC,’s c.r.s. This
AMgingukG is defined as extractable, if there exists P.P.T. algorithm Exty=(Exty,
Extrp) and a negligible function J(k), called the error function, such that for any
user-id a, honest P; and any P.P.T. algorithm A it is true that(via notations in

subsection 2.3):

P.PT.
(1) Extyy,1(k) outputs (cp,t) such thatcy = o

(2) for any (co,1)«—Extn,i(k): P[Extua(mpkl|z ;4(a))co=al>P[Ad(mpk; P\(mpk,msk))co=
UKG(msk,a)] - d(k) where (mpk,msk) is IT’s master public/secret-keys owned by P, and a

is P*,’s private input.

Py(X)) M, is a public common plaintext Py(X5)
vp; (mpk, msk)—Setup(p);
for every data item x; in X; compute
vri; §i«—E(mpk, xi, Mo; 17);
he—H(Eyl|...[[En);
(cmt, dmt)«—Cmt(h);

mpk || cmt R
input y,||...|[yn2 Where y;
input(mpk, msk) goes all elements in X,
> AMgina-uka «—»
obtain N, obtain usk(y,),..., usk(ynz)
Sill- - [1Sna|dmz

verify o(cmt,dmt,H(E|)...|[E))=1
/*@ is commitment scheme C’s verification function.*/

NMZPoK ((x;,1;): E=E(mpk, x;, My; 1,),i=1,.. .,NQ
Xo—{y; Xu: there exists & s.t. D(mpk, usk(y)), &)=M,}

output(N,) output(N;||Xo)

Figure 1 Anonymous IBE scheme(IT) based Unidirectional Secure Set-Intersection Computation
Protocol W(NMZPoK’s arrow points from the zero-knowledge proof’s prover to verifier).

We stress that both extractors in definition 2.3(non-malleable zero-knowledge
proof protocol ) and definition 3.1 are non-rewinding, which is necessary for proving
UC-security.

Combined with all the instantiations of subprotocols( presented in next section)
in this general construction, it’s easy to see that we can get constant-round and
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O(N;+N;) message-complexity solution to this problem. Furthermore P;, P, has
computation-complexity O(N;+N,) and O(N;N,) repectively. At last, all instantiated
subprotocols(also UC-secure) are in CRS-model, so is ¥ which c.r.s is concatenation
of My and all subprotocols’c.r.s.’s

Theorem 3.1  Suppose that TI=(Setup,UKGE,D) is a selective ANO CPA
anonymous IBE scheme, AHB“nd_UKG—>UC Flainaukg  with extractor Extr=(Extry1,
Extrnp) and error function 6 as in def.3.1, NMZPoK is a non-malleable
zero-knowledge proof protocol, C=(Cmt,p,FakeCmt,FakeDmt) is a non-interactive
perfect-hiding/P.P.T.-binding trapdoor commitment scheme, H is a collision-free hash
function, then W, UC Fint assuming static corruptions.

Proof At first its easy to verify that W produces the correct intersection X; N Xo.
Now we prove UC-security in two cases that the real-world adversary 4 corrupts P; or
P, respectively.

(1)4 corrupts P;: for simplicity we first make the proof in FHB“nd_UKc,—hybrid model,
then complete the proof by universal composition theorem. Let X;={x*,...,x*\;} be
A’s own set, Xo={y*,....y*2} be P*’s own set. We need to construct an ideal
adversary S;. S; corrupts P*;, runs 4 as a black-box and simulates the real-world
honest party P, to interact with A:

On receiving the message (sid,“input”,N,) from Finr, S; computes (o,s,T)«—
NMZPoK::Ext(k)(to avoid ambiguity, we use /:f to represent a protocol /s function
/), generates N, data-items yy,...,yn2 at random and then starts A(c);

A sends mpkl||cmt, S, interacts with 4 as an honest party in model of F''gjing-ukG
and obtains usk(y)),...,usk(yn2);

S, intercepts the message &i||...||Eni||dmt sent from A,verifys whether
o(cmt,dmt, H(E||...||Ex1))=1, participates in the zero-knowledge protocol
NMZPoK((x*,1i): E=E(mpk, x*, My; 1), i=1,...,N; as an honest verifier and calls the
extractor NMZPoK::Ext,(taking the trapdoor t as one of its input) to extracts the
witness (x*,1;), 1=1,...,Ny;

S, sends the message (sid,“input”, {x*,...,x*x1}) to Fint, then outputs whatever

A outputs to the environment.
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Let tr(4,S,) denote the transcripts due to the interation between S; and A4, tr¥(4,
Py(X;)) denote the transcripts due to the interation between 4 and P»(X;) in the
real-world protocol W(P;is the real-world party possessing the same private set X, as
P*,). From A’s perspective, the difference between tr(4,S;) and tr¥(4, P»(Xy)) is that
the former provides F''ging.ukg With {y1,....»x2} as the input, the latter provides
FHBhnd_UKG with {y*,...,y*\2}, but according to FHBhnd_UKg’s specification, 4 knows
nothing about what data-items are provided to F''gjinc.ukg by the other party except the

PE trY(4,Po(Xo))(perfectly indistinguishable) from

number N,, as a result, tr(4,S;)=
A’s perspective. In particular, the distribution of 4’s output due to interactions with S;
is the same as that (in real-world protocol W) due to interactions with P,(X3). Let n be
NMZPoK’s error function, Adv!"""® be attacker’s advantage against C’s binding
property, Adv;?"™" be attacker’s advantage against H’s collision-free property, all
are negligible functions in £, it’s not hard to show(by contradiction) that the
probability with which S; correctly extracts all 4’s data-items {x*;,...,x*\;}is greater
than P[Po(mpkl|E1]|...|[En1;AD=1]-Ni(n+ Adv2" ™ )= Advi™™" > P[Xe=X1 N Xa] -
Ni(+ Adv?" ")~ Advi?™" , therefore, the difference between the probability with
which P*,(X;) outputs X;NX, under the ideal-world adversary S; and the probability
with which P,(X;) outputs X;NX, under the real-world adversay A against ¥ is
upper-bounded by Ni(n+ Adv2"¢ )+ Adv?™" | also a negligible function in £.
Combining all the above facts, for any P.P.T. environment Z we have outputz(y,4)=" "
outputz (FiNT,S)).

Now replace the ideal functionality F''gjing-ukc With 4 gina.ukg in . By what is
just proved, A ginauke—"C Flgina.ukg and the universal composable theorem, we
still have the above UC-emulation consequence. In addition, it’s not hard to estimate
S;’s time complexity Ts;=Ta+O(N,+N;T,) where T and T, are 4’s and the extractor’s
computation time.

(2) A corrupts P,: Denote A’s own set as Xo={y*,....»*\2}, P*/’s own set as
Xi={x*,....x*1}, we need to construct an ideal adversary S, S, corrupts P*;,
generates (o, s) — NMZPoK::Sim,(k), runs A(c) as a black-box and simulates the

real-world honest party P; to interact with A:

On receiving message (sid,“input”,N;) from Finr, S, generates data-items
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x1,...,xn1 and a seed p at random, computes (mpk, msk)«—Setup(p) and &«—E(mpk, x;,
Moy; 1;) for every x; where r; is generated at random during the computation, computes
(pke, emf’, 7)«—FakeCmt(k), starts A and sends the message mpk]||cmt’ to A;

S, interacts with 4 as an honest participant in AMgiinduka’s session and calls the
extractor A pinaukg:Exty to extract Y¥L,....»*2, send message (sid,“input”,

V¥ N2)) to Fins

S> sends (sid,“intersection”) to Fint and gets the response {y*,....y*i}(i.e., the
set-intersection. To simplify the symbol, denote this response set as {y*,...,y*}).

S, computes vr*i.E*«—E(mpk, y*, My; r*)(r*’s are selected at random)for
i=1,...,t, replaces arbitrary t &’s with &*’s and keeps other Nj-t &’s unchanged, to get
a new sequence denoted as &...]|E'N, computes dmi’«—FakeDmt(pke,z,
H(E'||...]|IEN)). S sends the message &||...||ENi||dme® to A, interacts with 4 in
NMZPoK((in,r‘i): &'=E(mpk, in, My; 1%),i=1,...,Nj)’s session as an honest prover,
where x°; = y* for ti’s and x%:=x; for other i’s.

S, outputs whatever 4 outputs to the environment.

Let tr(S,,4) denote the transcripts due to the interaction between 4 and S,
tr'(P1(X,),A) denote the transcripts due to the interaction between A4 and the
real-world party P;(X;)(which owns the same data set X;={x;*,....x*} as the
ideal-world party P*,). From A’s perspective, the differences between these two
transcripts are: a)cmt in these two transcripts are cmt’ output by FakeCmt and cmt
output by Cmt(H(E(mpk, x*;, Mo; 11)||...||[E(mpkx*v1, Mo; tn1))) respectively; b) dmt
in these two transcripts are dmt’ output by FakeDmt and dmt output by Cmt(H(E(mp*,
x*;, Mo; 11)|l...[|[E(mpk.x*x1, Mo; 1)) respectively c)Among the ciphertext sequence
Eill...]|Ex1 in these two transcripts, there are ¢ ciphertexts & having the same id
public-key(i.e., x*) but the remaining N~ ciphertexts having different id public-keys;
d)there are t NMZPoK-witness’ with the same x;.

Because of C’s perfect hiding property, (cmt,dmt) has the same distribution in
both cases; because of IBE scheme IT’s selective ANO CPA property, &il|...||Eni||dmt
in both cases are P.P.T.-indistinguishable(otherwise suppose they are P.P.T.-

distinguishable with 6>1/poly(k), it’s easy to construct a selective ANO_CPA attacker
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against [T with an advantage at least /N, contradicting with IT’s selective ANO CPA
anonymity). Now denote the ciphertext sequence &||...||Ex: in two cases as &V)...||

ExiVand &P)|...||Ex1? respectively, denote the transcripts in session of NMZPoK as

.....

(mpk||Mo||E1?))....||Ex1'?))) respectively, by the above analysis we have &Y)|...||Ex "

=T §1(2)|| - ~||§N1(2); by NMZPoK’s zero-knowledge property, we have
NMZPoK"==""T NMZPoK::Simy(mpk|[Mq| [, &, 5)
and NMZPoK®P=""" NMZPoK::Sim,(mpk|[Mo|&,?...[|&x1®, 5)

so NMZPoK"=""" NMZPoK".
As a result, the transcripts received by 4 in both cases are P.P.T.-indistinguishable.
Let & be AHBhnd_UK(;’s extractor’s error function(negligible in k), then the
probability with which S, correctly extracts 4’s one data-item y* is at least
P[A(mpk;Pi(mpk,msk))=UKG(msk,y*)]-9, so the probability with which S, correctly
extracts A’s all data-items {y*,....p*2} is at least P[A(mpk;P\(mpk,
msk))=UKG(msk,y*):1=1, ,N2]-N20>P[X;=X; N X;]-N2d. As a result, Sy’s output is

P.P.T.-indistinguishable from A’s output in ¥ with an error upper-bounded by
Ni(k) Advi"-""(k)+N,5, also negligibale in k. Note that in both cases the other

party P*;(X;) and P;(X;) always output the same N,, we have the consequence that
outputz(y,4)=""output(Fin1,S>) and it’s easy to estimate that S,’s time-complexity
Tsp=TA+O(N;+N;,T.,,) where T and T,,, are 4’s and extractor’s computation-time.

By all the facts, we have W—"C Fiur.
4  An Instantiation via Boyen-Waters IBE Scheme

Theorem 3.1 presents exact security conditions for general construction ¥, among
which some are available from existing works, e.g., the commitment scheme can be
directly borrowed from the efficient scheme in [9]. In fact the subprotocols which
require new efficient constructions are only IBE scheme II’s user private-keys
generation protocol and the related non-malleable zero-knowledge proof protocol

NMZPoK((a,x): &=E(mpk, a, My; r)). In this section we develop all these
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sub-constructions based-on Boyen-Waters IBE scheme to obtain an efficient

instantiation of the general Y.

4.1 Boyen-Waters IBE'?

Given an bilinear group pairing ensemble J={(p,G1,Gz,e) } r where |G|=|G2|=p, p is k-bit
prime number, P G, e:G;><G;—G; is a non-degenerate pairing, Boyen-Waters IBE
consists of:

Setup(k):

Lho .

£, 80, 81 ‘_$Gl; (O tls t25 t3’ t4‘_ $Zp; Qe e(g: g) 5

vieghivae g% vie g v g
mpk — (G1,Ga,p,e, Q, g, &, 81, V1, V2, V3, Va);
msk — (o, ty, t, t3, t);
return(mpk, msk);
UKG(msk, a),a Z,:

Ty, Ty« $Zp;
usk(a) —( gr1t1t2+rzt_~,t4 g™ (gogla ), g (g0g1a)7r][l ) (gogla)irzt“ ) (g0g1a ) ),
return(usk(a));
E(mpk, a, M), M G;:
S> 815 82 $ZP; E-(QM, (g,8,")", Vil v v v,
return(&);
D(mpk, usk(a), (&, &o, &1, &, E3, E4)), usk(@)=(do, d\, d>, d, d,):
T~ e(do, &n)e(dh, Ene(dy, Ea)e(ds, Ex)e(ds, &4);
return(&oo7);

[12] has proven that assuming the decisional bilinear Diffie-Hellman
problem(D-BDHP)’s hardness on J, this scheme is selective IND CPA
secure(data-privacy); assuming the decisional linear problem(D-LP)’s hardness, this
scheme is selective ANO_ CPA anonymous. Note that D-BDHP hardness implies
D-LP’s hardness, all the above consequences can be also obtained only under

D-BDHP’s hardness.

4.2 User Private-Keys Blind Generation Protocol A%’ "“" and Its UC-Security

Figure 2 is the real-world user private-keys blind generation protocol for
Boyen-Waters IBE scheme. For simplicity we only present how to blindly generate
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usk(a) for a single user-id a, but generalization for multiple user-id’s ayl|...|lan to
blindly generate usk(a))||...|[usk(ax) is trival and still constant-round, though the total

message-complexity is linearly increased.

Py(mpk, msk) Py(mpkl|a)
NMZPoKy(msk: mpk=Setup(msk)) L VIVaYava;

U gr’ , Vi— (gogla )_ri ’i=1,2

he—g”g! 1234
UM\ UA| |||Vl i || ool | P3| | o

<
<«

NMZPoKii ((a, 1, 72, Y1, Y2, y3, ¥a): i=12U= g7 m12Vi=(gog) )

<«

_ Y a
123408781 )

Vo 7"1' 1”2'; dg(— (gl‘l' (]10')1‘][2 (gl‘z’ Uzo' )t3t4 :

dy'— g_sz (hlgo)fr"tlemz ;di"e— gr't2 ;
dy'— g*ml (h’zgo)_r']tl I/l'atl : d>"— g”ltl :
dSv(_ (h3g0)—r'zf4 V;t“ : d3n(_grzf4 :

dy— (h4g0 )_r'zt3 Vzmz ;dy"— grzvt3 ;
dolldy" ||d\"||d>" ||da"|| d5' [|d5"||d4" ||ds"

de—dd]’ =234

output(do, di, da, ds, ds)

: 5 : : : Boyen—Waters
Figure 2 Boyen-Waters IBE’s user private-key blind generation protocol A"/ ="

(NMZPoK’s arrow points from zero-knowledge’s prover to verifier)

NMZPoKy and NMZPoKy are two non-malleable zero-knowledge proof
protocols for the specific relations. Since in Boyen-Waters scheme msk itself is used as

the random seed in Setup so here we use a simpler expression Setup(msk).

It’s easy to see by direct calculation that this protocol outputs the correct
usk(a)=(do,d1,d2,d3,ds) where dy = gU1"1?arnOL g = o7 (g g )TN
d=g " (gog1a)7(””]0)[l L d=(g,8, )7“2 O = (g8 )_(r2 s )-

Theorem 4.1 If both NMZPoKy; and NMZPoKy are non-malleable zero-knowledge
proof protocols and the bilinear group pairing J has D-BDHP hardness, then
NBoyen-Waters:_UC pp Boven Waters squming  static corruptions and A2V satisfies
definition 3.1.

Proof At first it’s easy to prove that there exists an extractor for A% 74" to
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satisfy definition 3.1. In fact it is NMZPoKw((a, r1, 72, V1, V2, V3, Va):  i=12U=g"
—12Vim(gogl )" m1234h=g 7 g )’s extractor, where the to-be-extracted witness is
a.

Now we prove A%r—Vees g JC-security in two cases that the real-world
adversary A corrupts P; or P, respectively.
(1)A4 corrupts Py: Suppose A’s private input is (mpk,msk), P*,’s private input is a*. we
need to construct an ideal adversary S;. S; corrupts the ideal-world party P*,
generates (0,8,T) —« NMZPoKy::Exti(k), runs A(c) as a black-box. S; simulates the

real-world honest party P, to interact with 4:

In session of NMZPoKy(msk:mpk=Setup(msk)) launched by A_S; interacts with 4
as an honest verifier, extracts msk via NMZPoKj::Exty(taking T as one of its inputs),
and sends message (sid, mpk||msk) to F o2 Faers

S, generates an user-id a at random, follows P;’s specification in fig.2 to
compute U,,U,, V1,Va,h1,h0,h3,h4, sends the message U, ||Us||Vi||Val|hi| |zl hs||ha to A,
participates in NMZPoKjy as an honest prover;

S1 outputs whatever 4 outputs to the environment.

Let W=U,|\Us|| V|| V2|1 ||ha||hs||hs. From A’s perspective, the transcripts due to its
interactions with S; and the transcripts due to its interactions with the real-world party
Py(a*)(possessing the same private input as the ideal-world party P*,) differs in a) W

depends on a in the former case while depends on a* in the latter; H)NMZPoKy’s

witness depends on a in the former case while depends on a* in the latter.

Let W(a), NMZPoKyy (a) and W (a*), NMZPoK(a*) denote protocol-messages

in these two cases respectively. Let g= g“ ., g= g’ , expand W(a) to

—(a+af)n —(a+af)r yi+ap || Yataf

g'lg"lg Ilg Ilg e and W (a*) to a similar expression
where a, a*, r1, 2, y1, 2, ¥3, V4, 0 and P are probabilistically independent and all are
unknown to A4, so W(a)="" W(a*); by NMZPoKy’s zero-knowledge property, there
exists NMZPoKyy’s simulator such that

NMZPoK::Sima(W (a), s)="° " NMZPoKii(a)
and NMZPoKyy::Sima(W (a*), s)="" " NMZPoKy(a*)
s0 NMZPoKj(a)=""" NMZPoKy::Sima(W (a), s °F NMZPoKy::Simy(W (a), s)=""

NMZPoKjy(a*). As a result, from A’s perspective the transcripts due to its interactions
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with S; has the same distribution as that due to its interactions with Py(a*), in
particular, the output of 4 due to its interactions with S; has the same distribution as
its output due to its interactions with Py(a*) in ASrer—veers

Let mu denote NMZPoKy’s knowledge extractor’s error function(a negligible
function in k) then the probability with which P*,(a*) outputs UKG(msk,a*) under
S)’s attacks is at least P[P, accepts mpk as a valid master public-key]-ny, i.e., except
for an probability upper-bounded by ny, P*,(a*)’s output under S;’s attacks is the
same as P,(a*)’s output under A’s attacks, in other words, for any P.P.T. environment
Z we have outputy( ASrer Ve AY=FFT output,( Fi2 ¥aes §) and it’s easy to
estimate S;’s time-complexity Ts;=Ta+T.+O(1) where To and T, are A4’s and

Exty»’s computation-time.

(2)A corrupts P: Let a denote A’s (private) input, (mpk*,msk*) denote the ideal-world
party P*;’s input where mpk*=(G,,Ga,p,e, Q*, g, g0, g1, V¥, V¥, v¥;, v¥) and
msk*=(0*, t;*, t*, %, t4*). We need to construct an ideal-world adversary S,. S,
corrupts P*;, runs 4 as a black-box, simulates the honest real-world party P; to
interact with A4:

On receiving the message (sid,mpk*) from F B‘fﬁfjﬁz,%e’“ , S, generates o, ty, ta, t3, ts
at random, computes

Q—e(g.9)""; vi—g'; vo—g? vi—g®; va—g®;

mpk—(G1, G, p.e, Q, g, go, 1, V1, V2, V3, V4);

msk—(w, ti, t, t3, t4);

(0,8,T) « NMZPoK::Ext(k);

S, starts A(c) and launches NMZPoKy(msk:mpk=Setup(msk)) in role of an honest
prover.

When A4 sends U, ||Us||Vi||V2||hi||hal|hs]|hs and then launches NMZPoKyy ((a, 71, 72,

Vi, Y2, V3, Ya):...), Sy participates the session as an honest verifier and calls

NMZPoKyy::Exty(taking T as one of its input) to extract (a, 71, 72, V1, V2, V3, Va);

S, sends the message (sid||l,a) to Fpo2 7@ and gets the response
(sid||1,UKG(msk*,a)) where UKG(msk*,a)=(do*, d\*, dr*, d5*, ds*);

S, generates d;“ at random, computes dj‘<—d;/d;yj, j=1,2,3,4, sends d*j||d;'
11" lda" || d2"|d3" ||d3"|da" ||da" to A.

Now we prove that from A’s perspective the transcripts due to its interactions
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with S, and that due to its interactions with P;(mpk*, msk*)(a real-world party
possessing the same input as the ideal-world party P*;) are P.P. T.-indistinguishable.

At first, consider the transcripts in NMZPoKy’s session. Let NMZPoKy(*) and
NMZPoKj() denote the messages generated by P (mpk*, msk*) and S, in this session
respectively. By NMZPoKy’s zero-knowledge property, there exists the
P.P.T.-simulator such that

NMZPoK::Sima(mpk*, sy=""" NM ZPoKy(*)
and NMZPoKy::Sima(mpk, )=""" NMZPoK1()

Let Qg denote a random element on group G,. Since o*,m, ti*, t;(i=1,2,3,4) are
probabilistically independent and all are unknown to 4, from A4’s perspectiove we
have mpk*=(G,,Ga,p,e, Q*, g, 80, g1, V¥1, V¥, v¥3, v¥y)

=" (G1,Gop.e, Qr, g, 0, 81, V¥1, V¥2, v¥3, v¥,)  (D-BDHP hard)

=" (G1,Gap,e, Ok, &, 0» €1 Vi, V2, V3, V) (trivial)

="T (G1,Go.pse, Q. g, 20, 81, Vi, V2, V3, V4)  (D-BDHP hard)

= mpk
So NMZPoKy(*)=""" NMZPoKi::Simy(mpk*,s)=""" NMZPoK::Simy(mpk,s)="""
NMZPoK().

Now consider the last message, which are d*o||d\' ||d\"||d2" ||d2"||d5" ||d3"||da' ||da"
and d*o||d*" ||d*"||d* ||d*"||d*5" ||d*s"||d*s" [|d*4" in these two cases(interacting with
S, and with P (mpk*, msk*)) respectively. Both messages have the same component
d*p, all other components are denoted as D and D* respectively. Expanding D we

have
D=d\/d," |\ d\||dy/dy" ||dy | dy 1ds” || dy | dy/d,™ |

where d*,, d*, d*, d* come from UKG(msk*,a), ie., d*=g " " (g, ) """,
d=g " (g ), d*=(gog ) L d¥E (g0 )

Expanding D* we have

D¥=g™"" (hgy) "V Ng" g™ (ge) V18" N1 ) VY|

18" 1 uge) ™ 1 N1 g™

where o 7, i and d;” are probabilistically independent and unkown to 4, o, ry
are generated by Py, d;” by S, 7, by F e veer

Since 7" and r,” are probabilistically independent, D*’s 4 leftmost-components

are probabilistically independent of those 4 rightmost-ones; note that t*;, r*,, *;, t*4
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are also probabilistically independent we finally partition D* into 4 independent
components D;* as:

Di*=g """ (g "W g DyF =g (g K g

Dy*=(hg,) V7| g™ Dy*=(hg,) "V g™
Similarly partition D into 4 independent components D; as:

Di=d; /d"|d Di=d,/d)’||d, Ds=d,/d),"’||d, Dis=d,/d,"|d,

The problem is reduced to analysis about relationship between D; and D*;.
Consider Dy* =(hg,) ™ V" || g and Dy =d./d." | d, : obviously Dy=""F
(hg,) ™/ g”"" || g™ so it’s adequate to analyze the relationship between
(hgy) "™ V7" and (g,g") ™" /g™ . Further note that (h,g,)">" ="F (h,g,) ™",

4* __PDF _ —yint,* Bty * 1% . PDF
yy =" g (g )™ and g™ are independent each other, so D3*=""Ds.

For the same reason D4*=PDFD4.

. ks % % 1% % % "y, " .
Consider D1*=g™"" (hg,)" " V'" ||g"" and Dy =d, /d,"||d, : obviously D;
nty*y, PDF

o
Nt

__PDF _—a*,
= &

Ilg"" , by similar analysis as before we have D,*=

*(gogla)_atz*/g
D;. For the same reason D,*="""D,. Therefore:
do|[d|d "\l da" || " ||| " =="P" d ol | * | * | | d s | d sl (s
In consequence, under the assumption of D-BDHP’s hardness on J, from A4’s
perspective the transcripts due to its interactions with S, and that due to its
interactions with P;(mpk*, msk*) are P.P.T.-indistinguishable. In particular, 4’s output
in the former case is P.P.T.-indistinguishable from its output in the latter, the error is
(by some trivial calculation)upper-bounded by nm +2 Adv? """ (k) where n is
NMZPoKjy’sextractor’s error function. As a result, for any P.P.T. environment Z we
have outputz( A5 aers AN=FPT outputy( F 2 Waers §)) and it’s easy to estimate
S,’s time-complexity Tsy=Ta+T.+O(1) where T and T,y are A’s and NMZPoKyy’s

extractor’s computation-time.

Combining all consequences in the above, the theorem is finally proved.
4.3 Non-Malleable Zero-Knowledge Proof Protocols’ Construction

The critical components in figure-1 and figure-2 are three non-malleable
zero-knowledge proof protocols NMZPoK, NMZPoKy and NMZPoKy;. We apply

GMY/MY techniques[16-17] to make our solutions. All contructions are
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constant-round and highly efficient. Note that by a general theorem proven in [16], the
non-malleable zero-knowledge proof protocol UC-emulates the ideal zero-knowledge
proof functionality, and that’s why our method can be successful to make ¥
UC-secure and this feature can be even preserved when we develop the constructions

for GUC-secure V.
4.3.1 Tools: Paillier Scheme, Q-Protocol and GMY/MY Techniques

Some powerful tools are required. At first, we use a Paillier scheme revised by
Damgard and Catalano et al in [18-19]. Let N=p;p, be a RSA modular, s<pi, p, [18]
proved that the order of 1+N modulo N**" is N3(Paillier’s original scheme has s=1).
[19]-revised scheme is: public-key pki=RSA public-key (e,N), private-key sk=d where
ed=1 mod ¢(N), for plaintext m Zy the encryption E(pk, m)=(1+mN)r* mod N*
where r—>Z*y, the decryption on y is r<y* mod N and then m«—((r %y -1)mod N*) / N.
[19] proved that this scheme is IND CPA secure under the decisional e-residues
hardness. All details can be found in [18-19] and note that this scheme is
homomorphic such that E(pk, m;)E(pk, my)=E(pk, (m+m;)mod N) mod N

The second tool is the honest verifier zero-knowledge Q-protocol proposed in [17]
and how to transform a Q-protocol for relation R via the simulation-sound trapdoor
commitment scheme into a non-malleable zero-knowledge proof protocol for R. The
reader can refer [16-17](particularly [16]’s theorem 4.2)for all details.
Definition 4.1(Q-protocol for relation R[”]) R’s Q-protocol QR=(DCVS,A,Z,(I),Sim,
Ext=(Ext;,Ext,)) is a group of P.P.T. algorithms, where D,,,(k) generates c.r.s. ¢ and all
other algorithms take ¢ as one of their inputs( so ¢ is no longer explicitly expressed in
these algorithms’ inputs unless for emphasis); A, Z, ® are prover’s and verifier’s

algorithms. The protocol’s structure is as follows:

P(x,w): R(x,w)=1 C.IS. C V(x)
vr; a—A(X,w,r); a

c Ve
Z—Z(X,W,I,C); z

verify @(x,a,c,z)=1
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The simulator Sim(x,c) generates (a*, z*) for given ¢ and x Ly such that for the
transcript (a,c,z) between honest prover P(x,w) and verifier V it is true that
(a*c,z¥)~"T (a,c,2).

For P.P.T. extractor Ext=(Ext;,Ext,)), Ext;(k) generates (c;,T) such that oo,
T is called extractor trapdoor. Ext, can always extracts some thing, however, if there
exist two transcripts (a,c,z) and (a,c’,z’) accepted by V but c#c’(but the first messages
are the same a), ie., ®(o1,x,a,c2)=0(c1,x,a,c’,z’)=1, then x Lg and
Exty(01,%,7,(a,c,z)) generates a witness w: R(x,w)=1. We stress that Ext, doesn’t
rewind P which is a significant feature in Q-protocol.

Given relation R and its Q-protocol Qr, GMY/MY techniques transform Qg into
R’s non-malleable zero-knowledge proof protocol via the following construction in
figure 3, where SIG; is a one-time signature scheme, TC is a non-interactive
simulation-sound tag-based trapdoor commitment scheme, Cmt and Vf are TC’s
commiting and verifying algorithm, pk is TC’s public-key, A Z @ are algorithms of
Qg in definition 4.1. The protocol’s c.r.s. is o||pjk.

P(x,w): R(x,w)=1 c.r.s. o||pk V(x)
(vk,sk)«—SIG,::KGen(k);
vr; a<—A(0,X,W,1);

(cmt,dmt)—TC::.Cmt(pk, vk, a); vk||cmt

>
c Ve,

z—Z(0,X,W,I,C); s:—SIGl::Sign(sk,vk||cmt||c||a||dmt||z);
alldmt||z||s verify TC::V1(pk, vk, a, cmt,dmt)=1
®(0,x,a,c,z)=1  SIG::Vi(vk,vk||cmi||c||al|dmt||z,s)=1

Figure 3 Transformation from Qg into NMZPoKg[16]

In figure 3 Qg is the only R-specific constituent. Other constituents can all be
borrowed from existing works, e.g., some efficient constructions for TC are given in
[16-17](but not Q-protocols). As a result, our efficient instantiation is finally reduced
to the efficient constructions for those mathematical relations in fig.1 and fig.2 with

respect to Boyen-Waters IBE scheme”.

* Theoretically it’s also feasible to apply non-interactive non-malleable zero-knowledge proof schemes to
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4.3.2 Constructing NMZPoK, NMZPoKy and NMZPoKyy

In case of Boyen-Waters scheme NMZPoK(msk: mpk=Setup(msk)) is
NMZPoK((, t1, t, ts, ta): Q=e(g,2)"" vi=g"" v=g? vi=¢” ;=g
Note that Q=e(g, g)"*"=e(v,,v,)” so the desired protocol is equivalent to
NMZPoK((o, ti, t2, ts, ta): Q=e(v,,v,)”  vi=g" v=g” vi=g® w=g") (4-1)
Now we analyze how to construct
NMZPoKiu ((a, 71, 72, Y1, 2, 3, va): i=12U=g"  ic12Vim (8ol )" mi234h=2"g) )
Observe that (the pairing e is non-degenerate and G;, G; are both prime-order)
Vie(gogl ) iff e(g,V,)=e(g" ,g,8")  =eU,,g,g) ' =e(U,,g,) " eU,,g,) ", ie.,
e(g.V) eU,.g))=e(U,.g, ) i=1.2
hi=g" gl iff e(U,,g,h,)=eU,,g,g;) eU,,2)" =e(g,V; )" e(U,,8)" , i,
Uy, gh) e(g.V; ) =e(Uy,8)" ,j=1,2,3,4
The above expression is also true if U; replaces U;. Denote publicly-computable items
Fze(gV) eU,.g,) . f=eU,.g,)" . H=e(Uy.gh,) e(g.V;) . h=e(U,.g). then
NMZPoKj;; becomes
NMZPoK((a, 1, 12, y1, ¥2, ¥3, ya):  i=12U=g" w1 2F=£"  jm1234H=h ")

A further observation tells that /= f; “ and F,= f,“ are not independent: in fact, let
Fi=f," and F>=f," then via bilinear pairing we have e(f,,F,)=e(f,,f,)" and
e(F, fL)=e(f, )", ie., e(f,,F,)=e(F,f,)iff ai=azso one statement of ;= f;“ or
F>= f," can imply another one by publicly checking e(f,,F,)=e(F,f,). Therefore
the desired NMZPoKjj is equivalent to

NMZPoK((a, r1, 72, y1, 2, y3, ya):  i=12U=g"  Fi=f" jci234H=h") (4-2)

Now analyze NMZPoK((a,r): &=E(mpk, a, My; r)). In case of Boyen-Waters
scheme, denote the public common plaintext as M, and the scheme’s ciphertext as
E=(&w0, &0, &1, &, &, &), then ZPoK((a,yx): &=E(mpk, a, M,, r)) becomes
ZPoK((a,5,81,%): Eoo=QMy &= (g,g,")" &=vi™"  &=v"' &=vi"% &=v,").
Because in theorem 3.1°s proof what is needed is just the witness a, with respect to

protocol ¥ it’s adequate to construct NMZPoK((a,s): E=Q°My  &=(g,g,")").

instantiate our UC/GUC-secure constructions, however, so far we don’t know how to construct such
non-interactive schemes for the desired relations in case of Boyen-Waters IBE( Groth et al’s work published at
Eurocrypt’08 cannot be directly applied here, their schemes are witness indistinguishable in general, only
zero-knowledge in some special conditions).
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Note that &y, Q, My G; and &pg.g1 G, If G=G, then by
e(Q,E)=e(2',g0)e(Q’, g,)" it’s easy to see that the desired protocol is equivalent to
NMZPoK((a,s): &My '=Q°  e(Q,&)e(EoMo,20) '=e(EooMy™, g,)*), in the same form
as (4-1) and (4-2). Unfortnately, in general G, and G; are not the same group, e.g., G;
is usually a prime-order subgroup on elliptic curve while G, is a multiplicative
subgroup in some finite field, so new approach is needed. In fact, denote yo0=_EoM, ",
t=as, then 0=, &=(g,g,") =g,g, and it’s easy to see that NMZPoK((a,s):
Eo=QMy  E=(g,g,") )(a = ts"' mod ¢) is equivalent to:

NMZPoK((s,0): %00=Q" &=g.g/) (4-3)

So far all desired non-malleable zero-knowledge proof protocols are explicitly
presented and all relations in them can be unified to a group of linear exponent
equations on prime-order group G in (4-4)(more generally each equation in (A-4) can
be on a different group, but this case can be processed by a trivial generalization of

the uniform case in which all equations are on the same group, so we only deal with

the latter):

n

18/ =hi=1....m (4-4)

J=1

where Bjj and #; are in G and x;’s are the integer witness. By GMY/MY techniques it’s
adequate to construct (4-4)’s efficient Q-protocols. For simplicity but w.l.o.g., we
present a Q-protocol only for (4-3), i.e., the relation x00=Q° &=g,g;, in figure 4.
|Gl=q,q is prime, the Q-protocol has a RSA modular N as its c.r.s. where N=pp,
and g can divide neither p;-1 nor p>-1(e.g., p1, p>>4q). Note that every e; is a Paillier
ciphertexts. The simulator Sim(N,c) is specified as follows and it’s easy to verify that
Sim(NV,c) has zero-knowledge simulation property specified in definition 4.1:
Z11, Z1p < Zy; 71, 2> Z*y; ey, exe’ Z;/z ;
O« & g0 g™ U g Q5
e, < e (I1+z,N)z{, modN*;
e,, < e,  (1+z,N)z{, mod N*;
return(O||U |lenlerllezil|ex, z11|z12 [|z21]|z22);
For extractor Ext=(Ext;,Ext,), Ext;(k) is:

generate at random RSA primes pi, pr>¢ s.t. ¢ dividing neither p;-1 nor p,-1;
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Ne—pp2; 6—N; 1—@(N) /*¢ is Euler function.*/
return(c,t); /*1 1s extractor’s trapdoor.*/
Obviously the 6 generated by Ext;(k) has the same distribution as c.r.s.
Extzy(N, 7, (O||U |len]leraleail|ex, ¢, zul|z12[221]|222)) 1s:
Compute d: gd = 1 mod @(N);
o<—e;  mod N; § —((oy"%e;; -1)mod NZ) / N;
tp—ez mod N; 7 «—((oz %e2; -1)mod N*) / N;

return($,7 );

P (00| [€2[|Eol |0l €15 s1[£) V(%ool|€2[Sollgollg)
7y ,i”z<—$Zq; o, 0, Br, Pre—"Z%y;
O—gig: U—Q;
e —(1+sN) 0, mod N*; e;,—(1+rN) B;? mod N?;
e21—(1+tN) ax? mod N?; es—(1+r,N) Bo? mod N;

®||U||en||€1z||€21||€zz

v

C c<—$Zq

Z11T11+8C; Z 1ot

2310, B; mod N; zy—ay°B, mod N,
Zn||212||221||222 I
verify g;'gi* =0& Q" = 1U
eie,, =(1+z,N)zi mod N
e, =(1+2,N)z{, mod N*

Figure 4 Q-protocol for NMZPoK((s,f): %00=° &= g,&, )’s construction

To make sure this protocol is indeed a Q—protocol, we need to prove the fact that when
there exist two transcripts (O[|U |len|erzl|eaillexz, €, znllz12||z21]|z22) and (O||U [[eyi||eralleaillex, €,
z'1llz’12 11z 21|z 22) with c#¢’” mod ¢ but all accepted by the verifier V, Ext, really outputs a
witness (s,t). At first we observe that c#c’ mod ¢ implies g.c.d.(c-c’, N)=1, because N’s prime
factors pi, py>¢>|c-c’|, furthermore there exists (c-c’)"' mod N. Now by

Q7 =y U and Q7 = 5 U
we have Q"1 = ;(g(;’c ,ie., (c’-¢)s=2"; —z; mod g; by
&g =0¢) and g gl =0
we have gi "' g = fg"“’ and by (¢c’- ¢)s = z’;; — z;;mod g we derive (¢’-c)t=2", — z
omod ¢; by efe, =(+z,N)z{, modN* and efe, =(1+z',, N)z'), mod N* (note that
1+mN=(1+N)" mod N?) we have efl'_c =(1+N)"n (', 22_11 )4 =

1+ N Fra (2, 27 =1+ N)“"" p? mod N* (where u and p are unnecessary to be
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explicitly computed), and recall(in subsection 4.3.1)that the order of 1+N modular N* is N,
now raise both sides to the power of (c-c’)" mod N (recall that (c-c’)' mod N exists)then
e, =(1+N)’ ' =(1+sN)y’mod N, i.e., e, is s’s Paillier ciphertext, so §=s.

Finally by é5e, =(1+z,N)zZ, modN*> and e e, =(1+z', N)z's, mod N> we
have €5, =(1+N)™ "2 (z',, z;3)? mod N* and by (¢c’-c)t = 2’1, — z;, mod ¢ a similar

calculation derives e,, = (1+¢N)A? mod N2, ie., ey is t5 Paillier ciphertext, so  =t.

5 Generalization to GUC-Security

To generalize our UC-secure set-intersection computation protocol y to the
GUC-secure one, its structure(fig.1) is unchanged while only all the underlying
non-malleable zero-knowledge proof protocols are replaced with new, enhanced
zero-knowledge proof protocols, i.e., ID-augmented non-malleable zero-knowledge
proof protocols.

5.1 defines the new type of zero-knowledge proof protocol, 5.2 presents a general

framework to construct it, 5.3 applies this tool to obtain the GUC-secure protocol y*.
5.1 Basic Concepts

Recently [15] improves and generalizes the early UC-theory!'*! to make a more
general and strictly stronger security notion. The universal composition theorem is
still true in this paradigm, however, the pre-setup needs to be strictly enhanced. In
GUC paradigm the CRS model is insufficient to implement general cryptographic
functionalities, instead we need a new pre-setup model called ACRS(augmented

common reference string). This pre-setup can be naturally performed via a shared

functionality G

Setup UKG

s with two parameter functions Setup and UKG similar to IBE
scheme’s master public/secret-key generator and its user private-keys generator.

[15].

G 5UKG >g program is' >

Initialization Phase: generate p at random; compute (mpk, msk)<—Setup(p);
store (mpk, msk);

Running Phase: on receiving message (“CRS request”, Pi*) from any party
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Pi*, send (“CRS”, mpk) to Pi* and the ideal-world adversay S;

On receiving message (“Retrieve”, sid, Pi*,c)(c is any element in UKG’s
domain) from corrupt party Pi*, compute usk(c)«—UKG(msk, 6) and return

the message (“Private-key”, sid, Pi*, usk(c)) to Pi*; if Pi* is not corrupt party,

response nothing.

Our GUC-secure protocol is in the ACRS-model. For this goal we introduce
some new concepts about commitment and zero-knowledge proofs of knowledge.
Definition 5.1(Identity-based Trapdoor Commitment Sheme!'™) Let k be complexity
parameter, the non-interactive identity-based trapdoor commitment sheme IBTC=(D,
Setup, UKG, Cmt, Vf, FakeCmt, FakeDmt) is a group of P.P.T. algorithms, where D(k)
generates id, Setup(k) generates master public/secret-key pair (mpk, msk),
UKG(msk,id) generates id’s user private-key usk(id), Cmt(mpk,id, M) generates
message M’s commitment/decommitment pair (cmt,d), Vi(mpk, id, M, cmt, d) outputs
0 or 1, verifying whether cm¢ is M’s commitment with respect to id. These algorithms
have the consistency property, i.e., for any M and id

P[(mpk, msk)—Setup(k); (cmt,d)«—Cmt(mpk,id, M). Vi(mpk, id, M, cmt,
dy=1]=1
FakeCmt(mpk,id,usk(id)) generates ( cmt ,£), FakeDmt(mpk, M, &, cmt )
generates d (M)( w.l.o.g. § can contain id|jusk(id) as one of its components so

FakeDmt doesn’t explicitly take id and usk(id) as its input).
A secure IBTC scheme has three additional properties:
(1)Hiding: for any id and My, M, (cmt;,di)—Cmt(mpk,id, M;), i=0,1, then cmty =

PP.T.
cmty;

(2)Binding: for any P.P.T. algorithm A,Advf;'}dé'fﬁ (k)=P[(mpk, msk)<—Setup(k); (id*,
emt*, Mo*, do*, My*, dy*)—A"8™) upk): 4 doesn’t query oracle-U(msk,.) with
id* Mo*#M*  Vi(mpk, id*, My*, cmt*, do*)=Vi(mpk, id*, M\*, cmt*, d,*)=1] is
always a negligible function in £.

(3)Equivocability: For any P.P.T. algorithm A=(A;,A;) the following experiment
always has |P[b*=b]-1/2| upper-bounded by a negligible function in £:
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(mpk, msk)—Setup(k);

(St, id*, M*)—A, (mpk,msk);

usk(id*) « UKG(msk,id*); (cmt &) — FakeCmt(mpk,id*,usk(id*));
d, — FakeDmt(mpk, M*, £, cmt );

do—> {0,1}1";

b {0,1};

b*—A, (St,d v);

Note that equivocability implies P[Vf(mpk, id*, M*, cmt, dy*)=1]>1-y(k) where y(k)
is a negligible function in k. [15] presented an efficient IBTC construction and proved

its security.

Definition 5.2 and definition 5.3 introduce two powerful tools we need to make
GUC-security. They are identity-augmented Q-protocol and identity-augmented
non-malleable zero-knowledge proof protocol. The former is denoted as IA-Q
protocol, the latter IA-NMZPoK protocol.

Definition 5.2 (IA-Q Protocol for Relation R) The IA-Q protocol for relation R
1dQr=(D, Setup, UKG, A,Z,®, Sim, Ext=(Ext;,Ext,)) is a group of P.P.T. algorithms,
where D(k) generates identity o, Setup(k) generates master public/secret-key pair
(mpk, msk), UKG(msk,c) generates ¢’s private-key usk(c). More precisely, the valid o
can only have a prefix “sim” or “ext’. UKG(msk, “sim”||cy) 1is called
simulation-trapdoor, UKG(msk,“ext”||cp) is called extraction-trapdoor and UKG
outputs nothing for any other . All other algorithms take (mpk,c) as one of its inputs
so (mpk,s) no longer explicitly appears unless for emphasis. The protocol has the
same structure and the same properties as the Q-protocol in definition 4.1.

Definition 5.3(IA-NMZPoK Protocol for Relation R) The IA-NMZPoK Protocol for
relation R TA-NMZPoKg=(D,Setup,UKG,P,V,Sim=(Sim;,Sim;),Ext=(Ext;,Ext;)) is a
group of P.P.T. algorithms, where Setup(k) generates master public/secret-key pair
(mpk, msk), UKG(msk,c) generates ¢’s private-key usk(c), all other algorithms take
(mpk,0) as one of its inputs(so it no longer explicitly appears unless for emphasis).

The protocol has the same properties as R’s NMZPoK protocol(definition 2.3).

5.2 IB-NMZPoK Protocol’s Construction
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5.2.1 A Genral Construction

Theorem 5.1 presents a very general and systematic construction for [A-NMZPoK
protocol. It uses a secure(unforgeable) one-time signature scheme, an secure IBTC
sheme(definition 5.1) and TA-Q protocol (definition 5.2) as components. Note that
among these components secure one-time signature scheme and IBTC scheme can all
be efficiently constructed and only the IA-Q protocol relates to the specific relation R,
therefore theorem 5.1 can be regarded as a transformation from (comparatively weak)
[A-Q protocol to the IA-NMZPoK protocol.
Theorem 5.1 Given a binary relation R and its IA-Q protocol idQr=(D,, Setup, UKG,
A,Z,0,Sim, Ext=(Ext;,Ext;)) with its master public/secret-key pair (mpk,, msky);
SIG,=(KGen, Sign, Vf) is a secure(UF _CMA(1)) one-time signature scheme;
IBTC=(Drc, Setup, UKG, Cmt, Vf, FakeCmt, FakeDmt) is a secure IBTC scheme
with its master public/secret-key pair (mpkrc,mskrc); H is a one-way function
mapping SIG;’s public-key space to D,,. The protocol IA-NMZPoKgy is constructed in
Figure 5 where its master public-key mpk=mpk,|mpkrc, master secret-key
msk=mske||mskrc, UKG(msk,“sim”||cg) outputs IBTC::UKG(mskrc,00),
UKG(msk,“ext”||oo) outputs idQR::UKG(msk,,o,) and outputs nothing for other input.

Under these conditions, IA-NMZPoKgy is a [A-NMZPoK protocol for relation R.
Proof The proof is essentially a generalization of [16]’s theorem 4.2, for simplicity
here we only state the points which are different from there. IA-NMZPoKg’s
simulation algorithm Sim=(Sim;,Sim;) where Sim;(mpk) is specified as:

(vk,sk)«<—SI1G1::KGen(k); o«—H(vk);

s—UKG(msk,"“sim”||vk);

/*s is the simulation trapdoor, msk=msk,||mskrc so s=uskrc(vk). This

computation is equal to sending message (“Retrieve”, sid, P, vk) to G VK¢

acrs

5 Setup UKG »
acrs

and then get the response s. This is consistent to s specification

since in the proof only the corrupted party needs to run the simulator. */

return(o, s);

Simy(mpk, o, s, X, ¢) is:
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(c_mt ,&)—IBTC::FakeCmt(mplkrc,Vk, s);
(a, z)<—idQR::Sim(mpkm, o, X, C);

d —FakeDmt(mpkrc, a, &, cmt );

s«—SIG::Sign(sk, vk|| cmt ||c||a|| d ||Z);
retun(vk||emt , al d |17]s);
The extractor Ext=(Ext;,Ext,) where Ext,(mpk) is:
(vk,sk)«<—SIG,::KGen(k); o—H(vk);
s—UKG(msk, “sim”||vk); T—UKG(msk, “ext”||c);
/* s=uskrc(vk), 7=usk,(c). Refer to comments in Sim,(mpk).*/
return(o,s,T);
Exty(mpk, o,1, (vk||cmt, c, al|dmt||z||s)) is:
Run idQR::V(mpkw, o, X);
if idQR::V outputs 1 then w—idQ®::Exty(mpke, 0.7, (a, ¢, Z)) else w— L ;
return(w);
mpk=mpk||mpkrc
P(x,w): R(x,w)=1 V(x)
(vk,sk)«<—SI1G1::KGen(k); o—H(vk);
vr; a—A(mpky,6,X,w,1);

(cmt,dmt)—IBTC:.Cmt(mpkrc, vk, a);

vk|lemt
< c > c<—${0,l 3k
z—7Z(mpk,,G,X,W,1,C); o—H(k),
s«—SIG,::Sign(sk, vki||cmt||c||a||dmt||z);
al|dmi|z|[s

»
»

verify IBTC::Vi(mpkrc, vk, a, cmt, dmt)=1

O(mpke,0, X,a,c,z)=1  SIG::VI(vk, vk||cmt||c||a||dmt||z,s)=1

Figure 5 TA-NMZPoK protocol IA-NMZPoKy for R

Now verify that Sim and Ext indeed satisfy the properties in definition 5.3 and
definition 2.3, but the analysis here is almost the same as in [16]’s theorem 4.2’s proof.

The only difference is symbolic: their sk should be replaced with s(sk is TC’s trapdoor
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there; the symbol sig vk used there is vk used here, “tag” used there is IBTC scheme’s
id here) so the details can be omitted and we only present the final consequences:

1)Sim satisfies the zero-knowledge simulation property; 2)the extractor’s error

function M(k)<O(n)(Advi®~ (ky+ Advsii” MV (k))+ \/Advf;’fci"g (k)+27* where n
the number of sessions Advi®“(k), Advsici”-M* (k) and  Adviiie (k) are

attacker’s advantages for H, SIG; and IBTC schemes, all are negligible in £.

Theorem 5.2 shows why IA-NMZPoK protocol is so powerful(we won’t apply it,
just put it here to show our method is reasonable).
Theorem 5.2 F"y is the ideal zero-knowledge proof functionality for relation R,
IA-NMZPoKy is an IA-NMZPoK protocol for R, then IA-NMZPoKz—“" F®,«
assuming static corruptions.

Proof  The proof is essentially the same as [17]’s theorem 5.1.

5.2.2 Constructions of IA-NMZPoK, IA-NMZPoKy; and IA-NMZPoKj;;

Theorem 5.1 reduces IA-NMZPoK protocol’s construction to IBTC scheme and [A-Q
protocol of the desired relation R. In fact [15] has presented an efficient realization of
the former, so we only need to make an efficient solution to the IA-Q protocol’s
construction with respect to those relations in our instantiation. The tool is the elliptic
curve Paillier scheme proposed by Galbraith in [20].

Galbrith-Paillier scheme works on the elliptic curve E/Zy over the ring Zx, where
N is a RSA modular(N=p;p,, both (p;-1)/2 and (p,-1)/2 are also primes). On the
curve a point’s coordinate is represented in projective form [X,y,z]. Given 4, B Zx
such that g.c.d.(N, 6(44°+27B%)=1, the curve with coefficients 4, B has the equation

Eap/Zx: y22:X3 + Axz* + BZ

(when A, B is not important to discussions we simply use the expression E/Zy instead
and the cardinality of the point group on the curve is denoted as |E/Zy]).

Galbraith-Paillier scheme’s plaintext space is Zn. E/Zy can be also regarded as a curve

E/Z,,over the larger ring Z , and for m Zy denote the point [mN,1,0] on E/Z ,
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as P,,. On the other hand, taking A, B modulo N’s prime factor p  {p1, p»} then E/Zx
can be also regarded as the curve over the field £,

If N’s factors p1, p» are known then an important quantity My,z=l.c.m.( |E/Fy|,|E/F
p2|) can be computed in polynomial-time, e.g., via Schoof-Atkin-Elkies algorithm, on
the reverse N can be effectively factorized given MA,B“O]. From this observation
Galbrith-Paillier scheme can be regarded as an IBE scheme (Setup,UKGE,D) where
complexity parameter k is the bits of N’s prime factors, Setup(k) generates mpk=N
and msk=N’s prime factors (p;, p»); id is (4,B,NQ) where (4,B) Zn >< Zx,
(N,6(44*+27B*)=1, O Eup/ Z 2 (80 My pNQ=00, 1e., “zero” in the group); For

(4,BNQ) 1D, UKG(msk,A4,B)) computes usk(4,B,NQO)=M,,p as the user
private-key of (4,B,NQ); the plaintext space is Zn, for m Zy the encryption

algorithm E(N, (A,B,NQ), m) selects » Zyat random then computes y= P,, + rQy on

E/ Z where Qp=NQ and P, is as the above; the decryption algorithm D(N,

NZ b
usk(4,B,NQ), y) computes M.,g(=M.,5P,=[mM4,z N,1,0])’s x-coordinate X, Z,

and outputs MA7B'1(Xy/N ) mod N. Galbraith-Paillier scheme is also homomorphic. All

details of this scheme including its security conditions refer to [20].

Similar as in subsection 4.3, it’s demonstrative enough to construct the IA-Q protocol for

the relation y00=Q° &=g;g, on the prime-order group G, |G|=¢q. This IA-Q protocol is in

figure 6 and in G 7Y model, where msk=RSA primes (p1, p»), ¢ divides neither p;-1

acrs

nor pr-1(e.g., p1, p2>4q), mpk=N=pp»; c.r.s. ¢ is Galbraith-Paillier scheme’s “user-id”, i.e.,

(4,B,NQ) where the coefficients 4, B and the random point Q on E,5/Z , can be obtained

by hashing the protocol parties’ names(realistic hash functions make the probability of

g.c.d.(N,6(44°+27B%))=1 almost 1, otherwise N can be effectively factorized). For

simplicity, denote NQ as Qy and the curve’s coefficients as P, V' (so Mp,,Qp=0).Note that in

figure C.2 all e; are Galbraith-Paillier ciphertexts.

The protocol’s simulator Sim(V,c) is specified as:

s

2.
N5

Z

$~ . $ . $
Z11, Z12 < Zg; 231, 2" Z*\; ey, ex1<— Epy/
¢ o g, ¢ .
O3 808" U< jq Q'
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e, < lel +qz,,0, —ce,;
e, < lez +qz,,0, —ce,,;
return(O||U [lev[lerzlleaillex, z1l|z1z [[221]l222) 5
It’s easy to verify that Sim(N,c) satisfies the zero-knowledge simulation property. The
extraction algorithm Ext=(Ext;,Ext,) where Ext;(k) is:
Generate RSA primes p1, p»>¢q and g evenly divides neither p;-1 nor p,-1;
Ne—pip2;
0 Epv/Zn*; 0p—NQ; oe—(curve Epy/Zn00);
t«—UKG(msk,(P,V));
/*i.e., 1 is the extraction trapdoor Mp, . Refer to the comments for Sim,;(mpk)
in theorem 5.1°s proof. */

return(c,1);

c.r.s. 6=(curve Ep,;/Zy, Qo)
P(xoolI€2|SolIgollg15 s117) V(%o0l€2]|Sollollg1)
1’1,1”2<—$Zq; oy, O, 51, Bz<—$Z*N;
O—gy g U=Q";
en<Ps + qa1Qo; e12Pr1 + qB1Q0;

e21<—Pi + qu20p; e2:Pry + gB200;

OlU [lerller2lleai]lex

v
»

c c—"Z4

&
<

Z1TTSC; Z e Totc

Za1¢—co +P1; zope—cor+Po; z11||z12 ||z21]l222 -
»
verify g5 g/> = @&, Q" =y, U
cejten= PZll + ZZIQQO

cepytexn= lez + Zzquo

Figure 6 1A-Q protocol for relation xp=Q° &=g; g,

Obviously the ¢ generated by Ext;(k) has the same distribution as the c.r.s. Exty(V,
T, (Bl|Ulenlleizllexillexz, ¢, znllzi2[lz21lz22)) 1s:
Compute (§,7 ) by Galbraith-Paillier decryption algorithm,
ie.,§ —D(N, 1, e); <D, T, enn);

return( S ,7);
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We need to prove that if there exist two transcripts (®||U ||e11]|e12l|ez1|le2z, €, z11l|z12
l|z21]|z22) and (O||U |ler1||erz]lezillexz, €, z 11]|z 12 ||z 21|z 22) with the same first-message
but c#£c’ mod ¢ and both accepted by V, then Ext, extracts the real witness (s,t). In fact,
Q" = y,U and Q" = }((;OU imply Q7" = i, ie.,(c’-¢)s = 2’11 — z 11 mod g;
g5'gi" =0& and g;"g[" =OF imply g g =& by (- o) =27 -

z 11 mod g we have (¢’- ¢)t = 7’1, — z 12 mod ¢. Furthermore,
C€11+€12= Pzn +ZZqu0 a'nd C’el]+612= PZ'n +Z'21 qQO

imply (¢’ — clen = P, —P, +(z',—-2,))90, = P, . +(z',-2,))90, =

+(2'y,—2,,)90, ( where |u|<g and unnecessary to be explicitly computed) so

FI—
the x-coordinate of Mpy(c’ — c)err is (z'11 — z ntuq)NMpy mod N?; Acoording to
Galbraith-Paillier’s decryption algorithm D, the s (=D(N, Mpy, e11), output by Ext)
has the x-coordinated of Mpye;;=§ Mpy N mod N’ so the x-coordinate of (c’—
¢)Mpye1=(c’—¢) § MpyN mod N?, hence (¢’— ¢)§=2"1; — z; modg. By (¢’- ¢)s=z"1; —
z 1 mod ¢, we get §= s mod ¢. Finally, by cexten= P, +z,90, and
c’enten=P,. +z'yqQ, we can similarly get #=¢mod g.

Now apply theorem 5.1 to the above construction we can get all IA-NMZPoK

protocols for the desired relations ((4-1)  (4-3)) in the instantiation.

GUC Boyen—Waters GUC 1> Boyen—Waters
53 y— Fint  Aiaoke = Faima-uke

So far all necessary tools are ready and we can get the final consequences.
Theorem 5.3 If all zero-knowledge proof protocols in A%~ " (figure 2) are
Boyen—Waters GUC Boyen—Waters Boyen—Waters .
IA-NMZPoK, then A" 25" — Fo oxe and A e satisfies

definition 3.1 assuming static corruptions.

Proof  The proof’s logic is essentially the same as theorem 4.1, with only symbolic
differences: protocols NMZPoKy’s and NMZPoKjp’s simulation and extraction
algorithms are replaced with IA-NMZPoKy’s and IA-NMZPoKjyy’s counterparts, in
particular, the simulation trapdoor s and extraction trapdoor t corresponding to ¢ are
s=UKG(msk,“sim”||c) and t=UKG(msk, “ext”||c) respectively; any other algorithms
take (mpk,c) as one of their inputs. Since s and t still work in the same way as in

theorem 4.1’s proof, the consequence can be obtained in the same way.

Theorem 5.4 Protocol A5~ "e ig as the above, the zero-knowledge proof
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protocol in y(figure 1) is IA-NMZPoK and the commitment scheme C is secure IBTC,
then y— Y Fiyrassuming static corruptions.
Proof Essentially the same as theorem 3.1 for the same reason as stated in theorem

5.3’s proof.
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