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Abstract. First, we provide indifferentiable security analyses of choppfMD,
chopMD, a chopMDP (where the permutation P is to be xored with any
non-zero constant.), chopWPH (the chopped version of Wide-Pipe Hash
proposed in [16]), chopEMD, chopNI, chopCS, chopESh hash domain
extensions. Even though there are security analysis of them in the case
of no-bit chopping (i.e., s = 0), there is no unified way to give security
proofs. Next, we design a prefix-free-Counter-Masking-MD (pfCM-MD)
and a prefix-free-Counter-Masking-chopMD (pfCM-chopMD) hash do-
main extensions and provide indifferentiable security proofs of them. Our
two new domain extensions also guarantee the full n-bit security bound
against the Kelsey-Schneier second preimage attack and a new second
preimage attack proposed by Elena et al., where n is the output bit-size
of domain extensions. All our proofs in this paper follow the technique
introduced in [3]. These proofs are simple and easy to follow.

1 Introduction

Till now, known indifferentiable security analysis of hash domain extensions are
not easy and the proofs are very long. The following question is natural : how can
we easily and simply prove the indifferentiable security of any given hash domain
extension? Recently, Bertoni et al. [3] showed the possibility of simple indiffer-
entiable security. In this paper, we revisit their proof technique, and through
this work, we give the indifferentiable security of eight constructions and their
truncated versions. We hope that submitters of candidate of SHA-3 can prove the
indifferentiable security of their hash functions as we prove mine constructions
in this paper.

Remark. In the case of SHA-2 family, SHA-224 is defined by truncating the
least significant 32 bits of the final hash output. Likewise, SHA-384 is defined



by truncating the least significant 128 bits of the final hash output. The trun-
cation is attractive method to get a hash family for supporting variable output
sizes. Among nine constructions, in the case of WPH, there is no indifferentiable
security proof. Even though there security proofs for chopMD construction [9],
the proof is a little bit complicated. And in the case of choppfMD, there is only
a theorem statement without any security proof [19].

2 Some Notations and Results

In the keyless setting, we consider the compression function f : {0,1}"x{0,1}* —
{0,1}". We write ||m||, = t if m € {{0,1}*}!, where ¢ is the b-bit block size.
Similarly, we write |||, = t if ¢ € {{0,1}"}!, where t is the n-bit block
size. In the dedicated-key setting, we consider the compression function f :
{0,1}* x {0,1}" x {0,1}®* — {0,1}", where {0,1}* is a key space. When a key
K is fixed, we write f with K by fx(-,-) or f(K,-,-).

MD. The traditional Merkle-Damgard extension (MD) [20, 11] works as follow:
for a message M = my||---||m¢, MDY (M) = f(--- fF(f(TV,m1),ma)--- ,my),
where f is a compression function and IV is the initial value.

Padding. Except chopEMD, chopCS, chopESh, we say any injective and length-
consistent function g : {0,1}* — ({0,1}*)* as a padding rule. In cases of
chopEMD, chopCS, chopESh, we say any injective and length-consistent function
g:{0,1}* — ({0,1}%)*" x {0,1}*~" as a padding rule. We say ¢ is a prefix-free
padding if for any M # M’ g(M) is not a prefix of g(M’).

chop. For 0 < s < n we define chop,(z) = 1, where © = 2, || zg and |zg| = s.
last. For 0 < s < n we define lasts(z) = g where x = 21, || g and |zg| = s.

pfMD. prefix-free MD (shortly, pfMD) is defined as follows : prDg (M) =
MDY (g(M)) where g is a prefix-free padding.

chopMD. For 0 < s < n we define chopMDg(M) = chop, (MDY (g(M))), where
¢ is any padding rule.

choppfMD. chop-prefix-free MD (shortly, choppfMD) is defined as follows :
choppﬂ\/IDg (M) = chop, (MDY (g(M))) where g is a prefix-free padding. Note
that choppfMD with s = 0 is pfMD. In other words, pfMD is a special case of
choppfMD. HAITFA [7] is an example of choppfMD.

MDP. MD with a permutation (shortly, MDP) [12] is defined as follows :
MDP/ (M) = f(P(MD/ (chop,(g(M)))), last,(g(M))) where P is a permutation,
g is any padding rule and lasts(z) = xp where =z, || g and |zg| = s. And
P and P! is efficiently computable. In this paper, we only consider to be xored



with a non-zero constant P.

chopMDP. chopMDP is defined as follows : chopMDPg (M) = chop, (f(P(MD/
( chop,(g(M)))), lasty(g(M)))) where P is a permutation, g is any padding rule
and lasts(z) = g where =z, || #g and |zg| = s. And P and P! is efficiently
computable. Note that chopMDP with s = 0 is MDP. In other words, MDP is
a special case of chopMDP. In this paper, we only consider to be xored with a
non-zero constant P.

WPH. Wide-Pipe Hash (shortly, WPH) is proposed by Lucks [16]. Wide-Pipe
Hash use two independent functions f; and fa, where f; : {0,1}* x {0,1}* —
{0,1}* and f: {0,1}* — {0,1}" and w > 2n. Given any padding rule g, WPH
works as follows : for a message M, WPH/"-/>(M)=fo(MD/ (g(M))), where the
initial value of I'V is w-bit.

chopWPH. The chopped Wide-Pipe Hash (shortly, chopWPH) works as follows
: for a message M, chopWPHJ*/2(M)=chop, (fo(MD/ (g(M)))). In this paper,
we provide an indifferentiable security bound for any n and w. That is, there is
no restriction that w > 2n. Note that chopWPH with s = 0 is WPH. In other
words, WPH is a special case of chopWPH.

EMD. EMD [5] is defined as follows : EMD (M) = f(IVa, MDY (Q)||M;), where
IV; is a fixed value different from IV, Q||M; = g(M) = M]||107||bings(|M]),
where |M;| = b — n, bin;(x) means the i-bit binary representation of x, r is the
smallest non-negative integer such that |g(z)| — (b — n) is a multiple of b.

chopEMD. chopEMD is defined as follows : chopEMD? (M) = chop,(EMD/ (M)).
Note that chopEMD with s = 0 is EMD. Since we focus on the indifferentiable
security of chopEMD, we assume that g is not such specific padding rule but any
padding rule.

NI. Nested Iteration (shortly, NI) [1] is defined as follows : NIZ;(Kl,Kg,M) =
f (Ko, MDY%1 (chop, (g(M))), last,(g(M))), where g is any padding rule.

chopNI. Chopped Nested Iteration (shortly, chopNI) is defined as follows :
chopNIé (K1, Ko, M) = chops(ng(Kl,Kg,M)), where ¢ is any padding rule.
Note that chopNI with s = 0 is NI

CS. Chain Shift (shortly, CS) [18] is defined as follows : CSg(K, M)=f(K,IVs,
MD* (chop,_,,(g(M))), lasty_n(g(M))), where g is any padding rule.

chopCS. Chopped Chain Shift (shortly, chopCS) is defined as follows : chopCSi: (K,M) =

chops(CSg}c (K, M)), where g is any padding rule. Note that chopCS with s =0
is CS.



ESh. Enveloped Shoup (shortly, ESh) [6] is defined as follows : EShj (K, (K,
oy Kp), M) = fr(IVa © Ky, Shoup K(M’) © Ky 1), My), where VQ(Z) g if
27]i and 27t fi, for 1 <i <t —1|M;| = b, |[M;| = b—n, ShoupKK(M) =

fre (- Fre(fr (Vi © K1), m) © Ky(2), m2) @ Ky 3y, -+ @ K1), me-1), M’ =
my||---|[mi—1, K = Kil|---||Ky—1), g is any padding rule such that g(M) =
mal| - - {lm.

chopESh. Chopped Enveloped Shoup (shortly, chopESh) is defined as follows :
chopEShf(K M) = chopS(EShf(K M)), where g is any padding rule. Note that
chopESh w1th s =0 is ESh.

pfCM-MD. CM-MD (MD with a counter-masking) works similar to MD as

follow : for given a message M such that g(M) = mq||---||m¢, CM-MD/ (M) =
fE--f(fUIV @ ¢eo,my) B c1,ma) & c3,--- ,my), where g is any padding rule.
When for any two ¢ = ¢gl|---|le; and ¢ = ¢p||---||c}, ¢ is not a prefix of

¢/, we say its counter-masking is prefix-free. So, pfCM-MD means prefix-free-
Counter-Masking-MD. In this paper, we consider a special case that for any
c=col|--|let, ¢ =ifor 0 <i <t—1and ¢, = P, where P a fixed value bigger
than other counter c;’s. For example, when the maximum bit-size of an input
message is 204 — 1, any value P > 2% is ok. When the maximum bit-size of an
input message is 2'2® — 1, any value P > 2128 is ok.

pfCM-chopMD. The chop Merkle-Damgard extension (chopMD) works as fol-
low: for a message M such that g(M) = my|| - - - |[m¢, chopMD? = chop, (f(--- f(f(IV,m1),
mz)- -+, mg)). CM-chopMD (chopMD with a counter-masking) works similar to

chopMD as follow : for given a message M such that g(M) = mq]|-- - ||m:, CM-
chopMDg(M) = chop,(f(--- f(f(IV & co,m1) D c1,m2) D cs, -+ ,my)). When
for any two ¢ = ¢ol|---||e; and ¢ = ¢jl|---||c}, ¢ is not a prefix of ¢/, we say

its counter-masking is prefix-free. So, pfCM-chopMD means prefix-free-Counter-
Masking-chopMD. In this paper, we consider a special case that for any ¢ =
col| -+ |let, ¢ =i for 0 < i <t —1and ¢, = P, where P a fixed value bigger
than other counter c;’s. Note that pfCM-chopMD with s = 0 is the same as
pfCM-MD. That is, pfCM-MD is a special case of pfCM-chopMD. So, in this
paper, we focus on providing an indifferentiable security proof of pfCM-chopMD
with any s.

Inequality. The following inequality will be used to prove Theorem 2-10.

Ineq 1. For any 0 <a; <1, []7_;(1 —a;) > 1 =37 | a;. One can prove
it by induction on q.

Random Oracle Model : f is said to be a random oracle from X to Y if
for each € X the value of f(z) is chosen randomly from Y [4]. More pre-

cisely, Prlf(z) = y | f(z1) = y1, f(z2) = w2,... f(xg) = yg] = 7, where
¢ {1, 24}, YY1, Yy € Y and |Y| = T. In the case that X = {0,1}¢



for a fixed value d, we say f is a FIL (Fixed Input Length) random oracle. In
the case that X = {0,1}*, we say f is a VIL (Variable Input Length) random
oracle. A VIL random oracle is usually denoted by R.

The cost of Queries. The security bound of a scheme is usually described
using the number ¢ of queries and the maximum length [ of each queries. On
the other hand, in [3], the notion cost is used to describe the security bound of
sponge construction. The notion cost denotes the total block length of g queries.
The notion cost is significant because the unit of time complexity corresponds
to the time of an underlying function call and the total time complexity depends
on how many the underlying function is called. The notion cost exactly reflects
how many the underlying function is called. So, we can consider two cases. The
first case is that the number of queries is bounded ¢g. The second case is that
the cost of queries is bounded by ¢g. Without loss of generality, for describing
notions and some results in this section, we assume that the number of queries
is bounded q.

View. A is a probabilistic algorithm with access to a tuple of oracles O =
(01,04, ,0;). r is a random coin string of A. A can make a query adaptively
as follows. Let z; be a i-th query and y; be a response of a oracle for the i-th
query ;.

A(vi—1) = x4,

where v;—1 = ((z1,¥1), -, (®i—1,9i—1) and A(\) = zg. When the number of
queries is ¢, v, is said to be a possible final view of A, which is a tuple of
query-response pairs. We may use the symbol v instead of v,. The final view
v is determined by the random coins of A and those of the tuple of oracles.
The role of a random coin of A helps A to randomly choose one among possible
choices during A’s execution. Without loss of generality, we can assume that the
number of coin tosses of A is fixed, because we only consider polynomial time
algorithms. More precisely, since A is a polynomial time algorithm, the number
of coin tosses is bounded by some ¢4, where ¢ is the number of queries of A. In
the case that the number of coin tosses in less than ¢,, we can construct A’ by
adding dummy coin tosses to A. Such A’ identically behaves as A. Therefore,

Pr[A(X) = Y] = |{T\A;~2(f§):Y}\7
where X is an input of A, X can be v;_1, Y is an output of A for X, Y is y; or
0 or 1. From now, we assume that the number of coin tosses is fixed as t,.

We define ayg(v) = Pr[A(v—1) = 24, Vi, 1 < i < g], where A(null) = x4, and
v=((z1,91), -, (xq,yq)). We can also say that a view v is possible if a4 (v) # 0.
The set of possible final views of A is denoted by V4. And for each random coin
r of A, we similarly define

aa, (v) =Pr{A;(vi—1) = 2, Vi, 1 <1i < g].



So, for any v € V4, ag,(v)=0 or 1, because A, is a deterministic algorithm
for each r. Finally, A outputs 0 or 1 from the final view v, which consists of
q query-response pairs, ‘0’ denotes any output which is not ‘1’. More precisely,
given a possible view v, The output value of A(v) depends on the random coin
tosses of A. We write V} = {v|A(v) = 1} and V§ = {v|A(v) = 0}. Since A,
with a fixed r is a deterministic algorithm, we can also define the set of possible
views of A,, which is denoted by Va,. So, for any view v € Vy,, A,(v) out-
puts 1 or 0 with probability 1, that is, a function fa, : V4, — {0,1} is defined.
And Vi = {v|A,(v) =1} and V} = {v|A,(v) = 0} are defined in the same way.

Computational Distance. Let F' = (Fy, Fa, -+, F}) and G = G(G1,Ga, -+, Gy)
be tuples of probabilistic oracle algorithms. We define the computational distance
of a probabilistic attacker A at distinguishing F' from G as

Adv 4 (F,G) = [Pr[AF = 1] — Pr[A® = 1]|.

Statistical Distance. Let F' = (Fy, Fy,--- , F;) and G = G(G1,Ga2,--- ,G}) be
tuples of probabilistic oracle algorithms. We define the statistical distance of a
deterministic attacker A at distinguishing F' from G as

Stata(F,G) — % S [PrF = o] — Pr[G = 1]

veEVA

And we let the maximum statistical distance of F' and G against any determin-
istic algorithm A be Stat(F,G), where the number of queries of A is bounded

by q.

Computational Distance vs. Statistical Distance

Lemma 1. Let F = (Fy, Fy,--- ,F}) and G = G(G1,Ga, -+ ,Gy) be tuples of
probabilistic oracle algorithms. For any probabilistic algorithm A who can make
at most q queries

Adv,(F,G) < Stat(F,G).

Proof. We provide our proof on above lemma. Without loss of generality, we as-
sume that A makes q queries. Since for A, with any fixed r Pr[A? = 1]+Pr[AQ =
0] = Zuevj Pr[F = v] + Zvevff‘) Pr[F = v] = 1, where Pr[O = v] denotes

PriO(z;) = yi, 1 <i < qv=((z1,91), -, (xq,Yq))], the following inequality 2
holds.

Ineq 2. |ZverT (Pr[F =] — Pr[G =v])| < %Z’UEVAT |Pr[F = v] — Pr[G = v]|.

And, Pr[A° = 1]
= 2vev: @a(V)Pra[O(z:) = yi, Vi, v = ((x1,41), -+, (24, Yq))]
= Ere{O,l}tq 2% ZUEV}‘ O[AT(’U)PI'[O(ZZ?»L') = Yi, 1 S { S q,v = ((xlvyl)a e v(xquq))]



= Zre{o,l}tq 2% ZUGVAT Pl“[O(.’L‘i) =y,l1 <1< qu= ((xlvyl)v T 7(55117 yq))]
Therefore,

Advo(F,G) = |Pr[AF = 1] — Pr[A¢ =1]|

(S vy @a()PIE = o]) = (5 ,ey; aa(0)Pr(G = o))

= (Creqoaya 717 Loevy PHF =) = (Zreoaye 37 Lvevy PriG =)
= ZTE{O)l}tq 2%1 ZverT |Pr[F = v] — Pr[G = v]|

< Zre{o,l}fq 2% : %ZvevAr(lpr[F = U] - Pr[G = U]l by Ineq 1

< %Maxre{o,l}t‘? (ZvevAr |Pr[F = v] — Pr[G =]|)

32 v, [Pr[F =] — Pr[G = ]| (maximized by r = /)

Stat, , (}7', G) (A, is a deterministic algorithm.)

Maxp (Statp(F,G)). (for any deterministic algorithm B.)
Stat(F,G). B

VAN

Lemma 2. Let F = (Fy,Fy,--- ,F;) and G = G(G1,Ga,--- ,Gt) be tuples of
probabilistic oracle algorithms. Let Bad be an event. For any deterministic algo-
rithm A who can make at most q queries

Stat(F,G) < 1 Y vevarpaa |PTF = v] = Pr[G = v]|
+ % Z’UGVA/\W PI‘[F = 1}] + % ZUEVA/\W PI‘[G = ’U]

Proof. Since this lemma is clear, we skip the proof. B

Indifferentiability
We give a brief introduction of the indifferentiable security notion.

Definition 1. Indifferentiability. [17] A Turing machine H with oracle access
to an ideal primitive [ is said to be (tp,ts,q,e) indifferentiable from an ideal
primitive R if there exists a simulator S such that for any distinguisher D it
holds that :

[Pr[D#F = 1] - Pr[DRS =1] < ¢

The simulator has oracle access to R and runs in time at most ts. The distin-
guisher runs in time at most tp and makes at most q queries. Similarly, HY is
said to be (computationally) indifferentiable from R if € is a negligible function
of the security parameter k (for polynomially bounded tp and tgs ).

The following Theorem [17] shows the relation between indifferentiable secu-
rity notion and the security of a cryptosystem.

Theorem 1. [17] Let P be a cryptosystem with oracle access to an ideal prim-
itive R. Let H be an algorithm such that H' is indifferentiable from R. Then
cryptosystem P is at least as secure in the f model with algorithm H as in the
R model.



Above theorem says that if a domain extension (with a padding rule) based
on a FIL random oracle f is indifferentiable from a VIL random oracle R, then a
cryptosystem, which is proved in the VIL random oracle model, with negligible
loss of security can use the domain extension (with a padding rule) based on a
FIL random oracle f instead of R.

3 Construction of the Simulator

In this section, we define simulators as follows. In the next section, simulators
Schoppf7 Schopu SChOpMDP7 SchopWPH7 SChOpEMD7 SchopNIa SchopCS7 SchopESh
and S, rcoar will be used in order to prove the indifferentiable security of choppfMD,
chopMD, chopMDP, chopWPH, chopEMD, chopNI, chopCS, chopESh and pfCM-
chopMD, respectively. For defining the simulators, We follow the style of con-
struction of the simulator in [9].

Definition of Simulator Schopps
INITIALIZATION :

1. A partial function ey : {0,1}"% — {0,1}" initialized as empty,
2. a partial function ef = MD* : ({0,1}%)* — {0, 1}" initialized as e} ()\) = IV.
3. aset C ={IV} and a set I = {A}.

R

chopp f (Ia m) :

On query S

001 if (ey(x,m) =1')
return x’;

002 else if (3 M’ and M,e;(M’') = z,g(M) = M'||m))
y = R(M);
choose w € {0, 1}
define ey(z,m) =z =y || w;
return z;

003 else if (3 M',ef(M') =x)
choose z € {0,1}"\ C U,
define e;(x,m) = z;
define C = C U {z};
define ej(M’',m) = z;
return z;

004 else
z€r{0,1}™;
define ey (z,m) = z;
define I = T U{z};
return z;



Definition of Simulator Scnop
INITIALIZATION :

1. A partial function ey : {0,1}"% — {0,1}" initialized as empty,
2. a partial function e} = MD®' : ({0,1}*)* — {0, 1}" initialized as % ()\) = IV.
3. aset C ={IV} and a set I = {A}.

On query S%, (z,m) :

001 if (ey(xz,m) =1')
return z’;

002 else if (3 M' and M,e;(M’) = z,g(M) = M'||m))
y = R(M);
choose w €r {0,1}*\ {w':y || w € CUT};
define ey(z,m) =z =y || w;
define C'=C U {z};
define ej(M’',m) = z;
return z;

003 else if (3 M'jel(M') =x)
choose z € {0,1}"\ C U I;
define ey (z,m) = z;
define C = C U {z};
define ej(M’',m) = z;
return z;

004 else
z€r{0,1}™
define e(z,m) = z ;
define I = I U {z};
return z;

Definition of Simulator Schopmpp
INITIALIZATION :

1. A partial function e; : {0,1}"+® — {0, 1}" initialized as empty,
2. a partial function ef = MD*' : ({0,1}%)* — {0, 1}" initialized as e} ()\) = IV.
3. aset C ={IV} and a set I = {\}.

On query SiopMDP(:c,m) :

001 if (ey(x,m) =1')
return z';



002 else if (A M and M,ef(M') =z & P,g(M) = M’||m))
y = R(M);
choose w € {0, 1}
define ey(z,m) =z :=y || w;
return z;

003 else if (3 M',ef(M') =x)
choose z €g {0,1}"\CU{a @ P:ae C}UIU{a® P:ac I}
define ey (z,m) = z;
define C'=C U {z};
define ej(M’',m) = z;
return z;

004 else
z€r {0,1}™;
define ey (z,m) = z;
define I = I U {z};
return z;

Definition of Simulator SchopwpPH
INITIALIZATION :

A partial function e; : {0,1}%¥+* — {0, 1}¥ initialized as empty,

A partial function es : {0,1}* — {0,1}" initialized as empty,

a partial function ef = MD® : ({0,1}°)* — {0,1}* initialized as e} ()\) = IV.
aset C = {IV} and a set I = {\}.

Ll e

On query SJ, v py(z,m) :

001 if (ey(x,m) =1')
return x’;

002 else if (3 M'jef(M') =x)
choose z € {0,1}"\ C U I,
define ey (z,m) = z;
define C'=C U {z};
define ej(M’',m) = z;
return z;

003 else
z€r {0,1}™;
define ey (z,m) = z;
define I = I U {z};
return z;

On query SngWPH(a:) :




004 if (ea(x) =2')
return z';

005 else if (3 M’ and M,e;(M') =z, g(M) = M"))
y = R(M);
choose w € {0, 1}";
define ex(z) = z:=y || w;
return z;

006 else
z€r {0,1}™;
define ex(z) = z;
define I = T U{z};
return z;

Definition of Simulator SchopenrD
INITIALIZATION :

1. A partial function e; : {0,1}"+% — {0, 1}" initialized as empty,
2. a partial function e} = MD® : ({0,1}%)* — {0, 1}" initialized as e} ()\) = IV.
3. aset C ={IV,IVy} and a set I = {\}.

On query SgwaMD(a:, m) :

001 if (ey(xz,m) =1')
return x’;

002 else if (z =1IVzand 3 M’ and M,e;(M') = chop,_,,(m), g(M) = M'||m))
y = R(M);
choose w € {0, 1}
define ey(z,m) =z :=y || w;
return z;

003 else if (3 M',ei(M') =)
choose z € {0,1}"\ C U I;
define ey (z,m) = z;
define C'=C U {z};
define ej(M’',m) = z;
return z;

004 else
2 €ER {0, 1}";
define e;(x,m) = z;
define I = I U {z};
return z;



Definition of Simulator Schopnr
INITIALIZATION :

1. given K; and Ko,

2. A partial function ey : {0,1}* x {0,1}" x {0,1}®* — {0,1}" initialized as
empty,

3. a partial function ef = MD** : {K;} x ({0,1}*)* — {0,1}" initialized as
ef(A) =1V, where e; is only defined if its key is Kj.

4. aset C' = {IV} and a set I = {A}.

On query SgprI(K, x,m) :

001 if (e1(K,z,m)=2a')
return z';

002 else if (K = Ky and 3 M’ and M,ef(M’) = z,g(M) = M'||m))
y = R(M);
choose w € {0, 1}
define e1(K,x,m) =z =y || w;
return z;

003 else if (3 M',ef(M') =x)
choose z € {0,1}"\ C U I,
define e;(K,z,m) = z;
define C = C U {z};
if K = K, define ej(M’',m) = z;
return z;

004 else
z€r {0,1}™
define e (K, x,m) = z;
define I = I U {z};
return z;

Definition of Simulator Schopcs
INITIALIZATION :

1. given K,

2. A partial function e; : {0,1}* x {0,1}" x {0,1}®* — {0,1}" initialized as
empty,

3. a partial function ef = MD®* : {K} x ({0,1}%)* — {0,1}" initialized as
ef(A) =1V, where e; is only defined if its key is K.

4. aset C = {IV,IVa} and a set I = {A}.

On query Sfprcs(K’,x,m) :




001

002

003

004

if (e1(K',z,m) =1")
return z’;

else if (K' = Kandz = IVo and 3 M’ and M, e} (M') = chop,,_,(m), g(M)
M'||m))

y = R(M);

choose w € {0, 1}

define ey (K',x,m) =z :=y || w;

return z;

else if (I M',e;(M') =)
choose z € {0,1}"\ C U I;
define ey (K',x,m) = z;
define C = C U {z};
if K’ =K, define ej(M',m) = z;
return z;

else
z€r {0,1}™;
define e1(K',z,m) = z;
define I = T U{z};
return z;

Definition of Simulator Schopesh

INITIALIZATION :

1.

given K and K,

2. A partial function e; : {0,1}* x {0,1}" x {0,1}®* — {0,1}" initialized as

001

002

empty,

a partial function ej = Shoup;? : ({0,1}°)* — {0,1}" initialized as e}(\) =
IV & Ky, where e; is only defined if its key is K.

aset I = {IV® Ko, IV, @Ko} and a set C = {A}.

On query SfprESh(K’, x,m) :

if (e1(K',z,m) =1")
return z';

else if (K' = K and z = IV, ® Ko and 3 M’ and M, ej(M') = K, ;) ®
chop,_, (m), g(M) = M'|lm, ||M"[ly = i — 1)

y = R(M);

choose w € {0, 1}

define ey (K',z,m) =z :=y || w;

return z;



003 else if (I M', ef(M') = K ;) @z, |[M'[|y =i —1)

choose z €r {0, 1}" \ {c® K 41y : c € [} U{a: (iq,a) € C}
@] {CLEB K,U.(ia) ©® K#(Hl) : (ia,a) € C};

define ey (K',x,m) = z;

define C =CU{(i+1,2)};

if K’ = K, define ej(M’',m) = z;

return z;

004 else

z €r {0,1}™;

define ey (K',x,m) = z;
define I = T U{z};
return z;

Definition of Simulator Sprconm

INITIALIZATION :

1.
2.

3.

001

002

003

004

A partial function e; : {0,1}"+" — {0, 1}" initialized as empty,

a partial function e = CM-MD®! : ({0,1}*)* — {0, 1}" initialized as e}(\) =
IV.

aset I = {IV} and a set U = {\}.

On query ST (z,m) :

if (e1(x,m) =2a')
return z';

else if (A M and M,ef(M') =z & P,||M'||, =i, g(M) = M'||m))
y = R(M);
choose w € {0, 1}
define ey(z,m) =z =y || w;
return z;

else if (A M, es(M') =z @i, ||M||y =1)

choose z € {0,1}"\ {c®i:ce I} U{cdP:cel}U{a: (is,a) €U}
U{a®P®i: (ig,a) €Ut U{a@ig®i: (ig,a) € U}
U{a®iqa® P : (iq,a) € U};

define ey (z,m) = z;

define U =U U {(,2)};

define ej(M’',m) = z;

return z;

else
z€r {0,1}™;
define e;(x,m) = z;
define I = T U{z};
return z;



Some Important Observations on the Simulator Schopps

THE BOUND OF THE NUMBER OF QUERIES. In line 003, the number ¢ of queries
of S should be bounded by ¢ < 2" in order to choose z. If ¢ > 2", the simulator
may not work. So, we assume that ¢ < 2.

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002
and 003, there exists at most one M’ such that ej(M’) = z by the process of
selecting z which is not in the set C' in line 003. This first observation corresponds
to Lemma 1 in [3]. Secondly, in line 003, by the process of selecting z which is
not in the set I, the following holds : if ej(x, m) is already defined under the
assumption that ej(M’) # x for all previously defined M’, no M can be newly
defined such that ej (M) = x. This second observation corresponds to the second
part of proof of Lemma 2 in [3].

Some Important Observations on the Simulator Schnop

THE BOUND OF THE NUMBER OF QUERIES. In line 002, the number ¢ of queries
of S should be bounded by g < 2° in order to choose z. If ¢ > 2%, the simulator
may not work. So, we assume that ¢ < 2°.

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002 and
003, there exists at most one M’ such that ef(M’) = z by the process of selecting
z which is not in the set C'. This first observation corresponds to Lemma 1 in
[3]. Secondly, in line 003, by the process of selecting z which is not in the set
I, the following holds : if e (z,m) is already defined under the assumption that
e;(M'") # x for all previously defined M’, no M can be newly defined such that
ej(M) = z. This second observation corresponds to the second part of proof of
Lemma 2 in [3].

Some Important Observations on the Simulator SchopmppP

THE BOUND OF THE NUMBER OF QUERIES. In line 003, the number ¢ of queries
of S should be bounded by ¢ < 2™/2 in order to choose z. If ¢ > 2"/2, the
simulator may not work. So, we assume that g < 2™/2.

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002 and
003, there exists at most one M’ such that ej(M’) = x by the process of selecting
z which is not in the set C'. This first observation corresponds to Lemma 1 in
[3]. Secondly, in line 003, by the process of selecting z which is not in the set
I, the following holds : if e (z,m) is already defined under the assumption that
ej(M') # x and ej(M') # x @ P for all previously defined M’, no M can be
newly defined such that ej(M) = z or ej(M) = x & P. This second observation
corresponds to the second part of proof of Lemma 2 in [3].



Some Important Observations on the Simulator SchopwpPH

THE BOUND OF THE NUMBER OF QUERIES. In line 002, the number ¢ of queries
of S should be bounded by ¢ < 2" in order to choose z. If ¢ > 2", the simulator
may not work. So, we assume that ¢ < 2.

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002 and
005, there exists at most one M’ such that ef(M’) = z by the process of selecting
z which is not in the set C'. This first observation corresponds to Lemma 1 in
[3]. Secondly, in line 002, by the process of selecting z which is not in the set
1, the following holds : if e (x,m) is already defined under the assumption that
ej(M'") # x for all previously defined M’, no M can be newly defined such that
ej(M) = z. This second observation corresponds to the second part of proof of
Lemma 2 in [3].

Some Important Observations on the Simulator SchopEmD

THE BOUND OF THE NUMBER OF QUERIES. In line 003, the number ¢ of queries
of S should be bounded by ¢ < 2™ — 1 in order to choose z. If ¢ > 2™ — 1, the
simulator may not work. So, we assume that ¢ < 2™ — 1.

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002
and 003, there exists at most one M’ such that ej(M’) = z by the process of
selecting z which is not in the set C' in line 003. This first observation corresponds
to Lemma 1 in [3]. Secondly, in line 003, by the process of selecting z which is
not in the set I, the following holds : if e;(x, m) is already defined under the
assumption that ej(M’) # x for all previously defined M’, no M can be newly
defined such that ef (M) = x. This second observation corresponds to the second
part of proof of Lemma 2 in [3].

Some Important Observations on the Simulator SchopnT

THE BOUND OF THE NUMBER OF QUERIES. In line 003, the number ¢ of queries
of S should be bounded by ¢ < 2™ in order to choose z. If ¢ > 2™, the simulator
may not work. So, we assume that ¢ < 2".

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002
and 003, there exists at most one M’ such that ej(M') = x by the process of
selecting z which is not in the set C' in line 003. This first observation corresponds
to Lemma 1 in [3]. Secondly, in line 003, by the process of selecting z which is
not in the set I, the following holds : if e1 (K7, 2, m) is already defined under the
assumption that ej(M’) # x for all previously defined M’, no M can be newly
defined such that ej (M) = . This second observation corresponds to the second
part of proof of Lemma 2 in [3].



Some Important Observations on the Simulator Schopcs

THE BOUND OF THE NUMBER OF QUERIES. In line 003, the number ¢ of queries
of S should be bounded by ¢ < 2™ — 1 in order to choose z. If ¢ > 2™ — 1, the
simulator may not work. So, we assume that ¢ < 2™ — 1.

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002
and 003, there exists at most one M’ such that ej(M’) = z by the process of
selecting z which is not in the set C' in line 003. This first observation corresponds
to Lemma 1 in [3]. Secondly, in line 003, by the process of selecting z which is
not in the set I, the following holds : if e1 (K, z,m) is already defined under the
assumption that ej(M’) # x for all previously defined M’, no M can be newly
defined such that ej (M) = . This second observation corresponds to the second
part of proof of Lemma 2 in [3].

Some Important Observations on the Simulator Schopresh

THE BOUND OF THE NUMBER OF QUERIES. In line 003, the number ¢ of queries
of S should be bounded by ¢ < (2" —1)/3 in order to choose z. If ¢ > (2" —1)/3,
the simulator may not work. So, we assume that ¢ < (2" —1)/3.

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002 and
003, there exists at most one M’ such that ej(M') = x @ K ,(;) by the process of
selecting z unrelated to the set C' in line 003. This first observation corresponds
to Lemma 1 in [3]. Secondly, in line 002 and 003, by the process of selecting z
which is not in the set I in line 003, the following holds : if e1 (K, 2, m) is already
defined under the assumption that ej(M’) # = @ K ;) for for all previously
defined M’, where ||[M’||, =i — 1, then no M can be newly defined such that
ej(M) =z ® K,,(;), where ||[M||, = j — 1. This second observation corresponds
to the second part of proof of Lemma 2 in [3].

Some Important Observations on the Simulator Sprcnm

THE BOUND OF THE NUMBER OF QUERIES. In line 003, the number ¢ of queries
of S should be bounded by ¢ < 2™/6 in order to choose z. If ¢ > 2"/6, the
simulator may not work. So, we assume that g < 2"/6.

THE BOUND OF THE NUMBER OF POSSIBLE INPUT MESSAGE. Firstly, in 002 and
003, there exists at most one M’ such that ej(M') = x @i or ej(M’') =x@® P by
the process of selecting z unrelated to the set U in line 003. This first observation
corresponds to Lemma 1 in [3]. Secondly, in line 002 and 003, by the process of
selecting z which is not in the set I in line 003, the following holds : if 1 (z, m) is
already defined under the assumption that ej(M’) # z @i and ef(M') 2 B P
for for all previously defined M’, where ||M’||y = ¢, then no M can be newly
defined such that ej(M) = x @ j or ej(M) = z @ P, where where ||M||, = j.
This second observation corresponds to the second part of proof of Lemma 2 in

[3].



4 Indifferentiable Security Analysis of choppfMD,
chopMD, chopMDP, chopWPH, chopEMD, chopNI,
chopCS, chopESh and pfCM-chopMD Hash Domain
Extensions

We will describe the indifferentiable security bound of each domain extension
using the notion cost of queries. We let the cost be ¢. For example, with the cost ¢
of queries, A can have access to Oz ¢ times and no access to O;. By observations
of simulators described in previous section, the following Lemma holds, where for
chopptMD T = 2", for chopMD T = 2%, for chopMDP T = 2" /2, for chopWPH
T = 27", for chopEMD T = 2™ — 1, for chopNI T = 2", for chopCS T' = 2" — 1,
for chopESh T = (2™ — 1)/3, and for pfCM-chopMD T = 2" /6.

Lemma 3. Let ¢ < T. When the total cost of queries to O1 is t less than q or
equal, the queries to O1 can be converted to t queries to Oz, where Oy gives at
least the same amount of information to an attacker A and has no higher cost

than Oy.

Proof. The proof is the same as that of Lemma 3 in [3]. B

Above Lemma says that to give all queries to Os and no query to O; is the
best strategy to obtain better computational distance. That is, when the cost of
queries is bound by ¢, for any A there is an attacker B such that the following
holds :

AdVA((Hfa f)v (Rv S)) < AdVB(fa S),

where H f:chopprDg or chopMDg or chopMDPg or chopWPHgl’f orH f:chopEMDg
or chopNIZ; or chopCSﬁ or chopEShg or pfCM — chopMDg, and S=SchoppfMD
or SchopMD or SchopMDP or SchopWPH or S:SchopEMD or SchopNI or SchopCS
or SchopESh O Spfc i, respectively. Therefore, we focus on computing the upper
bound of the computational distance between f and S as shown in the following

theorems.

Theorem 2. Let q < 2" be the number of queries and0 < s < n. f : {0,1}"+° —
{0,1}" is a FIL random oracle. Schoppfmp 1S the simulator defined in the pre-
vious section. Then for any (deterministic or probabilistic) algorithm A

AdVA (f7 SchopprD) < qézt}) .

Proof. See the Appendix.

Theorem 3. Let ¢ < min(2"~571,2%) be the number of queries and 0 < s < n.
f:{0,1}"*+* — {0,1}" is a FIL random oracle. Schoprp s the simulator defined
in the previous section. Then for any (deterministic or probabilistic) algorithm

A

AAVA(f, Schopnrp) < U520 4 4



Proof. See the Appendix.

Theorem 4. Let ¢ < 2"/2 be the number of queries and 0 < s < n. f :
{0,1}7*+° — {0,1}" is a FIL random oracle. Schopmpp i the simulator defined
in the previous section. Then for any (deterministic or probabilistic) algorithm

A
2
Ad-VA(fu SchopMDP) S %
Proof. See the Appendix.

Theorem 5. Let ¢ < 2™ be the number of queries and 0 < s < n. fi :
{0,1}#+% — {0,1}¥ and f2 : {0,1}* — {0,1}" are independent FIL random
oracles. SchopwpH s the simulator defined in the previous section. Then for any
(deterministic or probabilistic) algorithm A

AdVA((fla f2)7 SchopWPH) < qz(iﬂ) .

Proof. See the Appendix.

Theorem 6. Let ¢ < 2™ — 1 be the number of queries and 0 < s < n. f :
{0,1}"*+° — {0,1}" is a FIL random oracle. Sehoprrp 4 the simulator defined
in the previous section. Then for any (deterministic or probabilistic) algorithm

A

AdVA(fa SchopEMD) < qéz}i?) .
Proof. See the Appendix.

Theorem 7. Let q < 2" be the number of queries and0 < s < n. f : {0,1}"+ —
{0,1}" is a FIL random oracle. Schopnr s the simulator defined in the previous
section. Then for any (deterministic or probabilistic) algorithm A

AdVA(fa SChOpNI) < %
Proof. See the Appendix.

Theorem 8. Let ¢ < 2™ — 1 be the number of queries and 0 < s < n. f :
{0,130 — {0,1}" is a FIL random oracle. Schopcs is the simulator defined in
the previous section. Then for any (deterministic or probabilistic) algorithm A

AdVA (f7 SchopCS) < qézt:f) .

Proof. See the Appendix.

Theorem 9. Let g < (2" — 1)/3 be the number of queries and 0 < s < n.
f:{0,1}"*° — {0,1}" is a FIL random oracle. Schoprsh is the simulator defined
in the previous section. Then for any (deterministic or probabilistic) algorithm

A



Adva(f, Schoprsn) < “(357?”.

Proof. See the Appendix.

Theorem 10. Let ¢ < (2" — 1)/6 be the number of queries and 0 < s < n.
f {0, 13"+ — {0,1}" 4s a FIL random oracle. Sypcn is the simulator defined
in the previous section. Then for any (deterministic or probabilistic) algorithm

A

3q—2
Adv(f,S) < 482

Proof. See the Appendix.

From Lemma 2 and Theorem 2-10, we can get indiffrerentiable security
bounds of choppfMD, chopMD, chopMDP, chopWPH, chopEMD, chopNI, chopCS,
chopESh and pfCM-chopMD as the following corollaries, respectively.

Corollary 1. Let g < 2" be the cost of queries and 0 < s <n. f:{0,1}"*t0 —
{0,1}" is a FIL random oracle. Schoppfmp 1S the simulator defined in the pre-
vious section. Then for any attacker A

AdVA((ChOPPfMDga f)v (Ra SchopprD)) S qég—i}) .

Corollary 2. Let ¢ < min(2"=571,2%) be the cost of queries and 0 < s < n.
f:{0,1}"*+* — {0,1}" is a FIL random oracle. Schoprrp s the simulator defined
in the previous section. Then for any attacker A

Adv 4((chopMD], f), (R, Senopnrp)) < U520 +

q
on—s

Corollary 3. Let q < 2"/2 be the cost of queries and 0 < s < n. f: {0,1}"+0 —
{0,1}™ is a FIL random oracle. Schopmpp is the simulator defined in the previous
section. Then for any attacker A

Adv 4 ((chopMDP?, 1), (R, Sehoprrpp)) < &

Corollary 4. Let ¢ < 2" be the cost of queries and 0 < s < n. fi:{0,1}**0 —
{0,1}" and f2 : {0,1}" — {0,1}™ are independent FIL random oracles. Schopw P
is the simulator defined in the previous section. Then for any attacker A

Adv 4((chopWPH]' 2, f), (R, Schopw prr)) < L.

Corollary 5. Let ¢ < 2™ — 1 be the cost of queries and 0 < s < n. f :
{0,1}"*% — {0,1}" is a FIL random oracle. SchopEMD s the simulator defined
in the previous section. Then for any attacker A

AdVA((ChOpEMD!J;, f)7 (Ru SchopEMD)) < %

Corollary 6. Let g < 2" be the cost of queries and 0 < s < n. f:{0,1}"+0 —
{0,1}" is a FIL random oracle. Schopnr s the simulator defined in the previous
section. Then for any attacker A



Adv 4 ((chopNI!, ), (R, Senopny)) < LLHL.

Corollary 7. Let ¢ < 2™ — 1 be the cost of queries and 0 < s < n. f :
{0,1}"*+% — {0,1}" is a FIL random oracle. Schopcs is the simulator defined in
the previous section. Then for any attacker A

AdVA((ChopCS§5 f)v (Ra SchopCS)) < qéi}li?) .

Corollary 8. Let g < (2™ — 1)/3 be the cost of queries and 0 < s < n. f :
{0,1}"*+* — {0,1}" is a FIL random oracle. SchopESh 18 the simulator defined
in the previous section. Then for any attacker A

Adv 4 ((chopESh, f), (R, Schoprsn)) < Lottl)

Corollary 9. Let ¢ < (2™ — 1)/6 be the cost of queries and 0 < s < n. f :
{0,130 — {0,1}" is a FIL random oracle. Sprcnm is the simulator defined in
the previous section. Then for any attacker A

Adv A((pfCM — chopMDJ, f), (R Sysea) < “Ch.

on

5 Security of our pfCM-MD and pfCM-chopMD against
Known Second-Preimage Attacks

In 2005, Kelsey and Schneier [14] introduced a second preimage-finding attack
on Merkle-Damgérd Strengthening [15]. More precisely, given a message of 2%
block, they showed that it is possible to find a second-preimage with complexity
k- 27/2+1 4 on—k+l They also suggested a countermeasure against their at-
tack, dithering with a counter. In the second NIST hash workshop, Rivest [21]
suggested a more efficient dithering method for guaranteeing the full security
against the Kelsey-Schneier attack, a dithering method with abelian square-free
sequences. Recently, Elena et al. [2] described a new second preimage attack on
Rivest’s dithering method with a technique of constructing diamond-structure
used in the herding attack proposed by Kelsey and Khono [13].

Security against Known Second-Preimage Attacks. Our pfCM-MD and
pfCM-chopMD hash domain extensions uses a counter-masking method, where a
counter is xored with a part of the input value of the compression function. The
counter-masking method makes it impossible to get expandable messages used
in Kelsey-Schneier attack. And, in the case of the attack proposed by Elena et
al., since there is no repeated factor of any size in the counter-masking method,
the full security is also guaranteed against their attack.

6 Conclusion

Till now, most of previous indifferentiable security analysis are difficult to follow
and check the validness of security. In this paper, we have provided indifferen-
tiable security anlalyses of nine constructions and their truncated versions with



the technique introduced in [3]. Our proof is clear and very easy to follow and
simple. We also give how to prove the indifferentiable security of any hash domain
extension. By similar methods, other different domain extensions including their
truncated versions can be proved. We expect that designers of new hash func-
tions can easily prove the indifferentiable security of their constructions. Even
though we only consider the security of single block length domain extensions
in the random oracle model, it is also easy to prove the security of constructions
based on a block cipher in the ideal cipher model and generalize our results into
any block length construction. We remain it as a future work.
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Appendix.

Proof of Theorem 2. Let S be Schopprap- By Lemma 1, we only focus on
computing an upper bound of Stat(f,.S). Note that Stat(f, S) is defined over all
deterministic algorithms. So when the oracle is f, the number of possible views
is 2™4. And for any deterministic algorithm A, each view occurs with probability
1/2™2. We let the set of 2™ possible views be V4. On the other hand, when the
oracle is S, the number of possible views is at least (2" —1)(2" —2)--- (2" —q).
We let the set of least possible views be Ts and the size of T's be r,. Since we
want to compute an upper bound of Stat(f, S), we assume that each of T views
occurs with probability 1/r,. Therefore,

Stat 4(f,S)
=3 Yvev, [Prlf = v] = Pr[S = v|
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Proof of Theorem 3. Let S be Schopyp. By Lemma 1, we only focus on com-
puting an upper bound of Stat(f,S). Note that Stat(f,S) is defined over all
deterministic algorithms. We define an event Bad as follows : for given a view v,
there is no r-multicollision in the most significant n — s bits of y;’s (which is the
most significant n— s bits of outputs of S or f) of the view v. when the oracle s f,
the number of possible views is 2™¢. And for any deterministic algorithm A, each
view occurs with probability 1/2™9. We let the set of 2™ possible views be Vjy.
On the other hand, when the oracle is S and Bad occurs, the number of possible
views is at least 2("~*)9(2° — )4 by the process of choosing w and y in line 002
of S. We let the set of least possible views be T's and the size of T's be r4. Since
we want to compute an upper bound of Stat(f,.S), we assume that each of Ts
views occurs with probability 1/r,. And for f and S, the most significant n — s
bits of their outputs are chosen uniformly at random. So, the probability that
the event Bad does not occur is computed as follows : We let u(n—s,r, ¢) be the
probability that there is a r-multicollision in the most significant n—s bits of y;’s
of the view v. As described in [9], by counting the number of 7 pairs computable

q
from g responses, we can know that p(n —s,r,¢q) < 2@,(5% Especially, when

q I
r=mn-=—2=:, ‘LL(TL— S, T, q) = 2 (5)27' 1) < n— sq(r 1) — (2nq—s)n sl S 2n EX) where
g < 27571 Therefore,

Stat4(f,5)
= % EUEVA/\Bad [Pr[F = v] — Pr[G = v]|
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Proof of Theorem 4. Let S be Schoprpp. By Lemma 1, we only focus on com-
puting an upper bound of Stat(f,S). Note that Stat(f,S) is defined over all
deterministic algorithms. So when the oracle is f, the number of possible views
is 2™4. And for any deterministic algorithm A, each view occurs with probability
1/2™4. We let the set of 2™ possible views be V4. On the other hand, when the
oracle is S, the number of possible views is at least (2" —1)(2"—3) - - - (2" —2¢+1).
We let the set of least possible views be Ts and the size of T's be r,. Since we
want to compute an upper bound of Stat(f, S), we assume that each of Ts views
occurs with probability 1/r,. Therefore,

Stat 4(f, S)
= 1% v, [Prlf = o] = Pr[S = ]|
= L sevivr, [PIf =] = Pr(S = vl + & Syeqy [Prlf = o] — Pr[S = o]
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Proof of Theorem 5. Let S be Schopwpr. By Lemma 1, we only focus on
computing an upper bound of Stat(f = (f1, f2),5). Note that Stat((f1, f2),S)
is defined over all deterministic algorithms. So when the oracles are (f1, f2), the
number of possible views is 2@ 7792 where ¢ = q; + g2. And for any determin-
istic algorithm A, each view occurs with probability 1/2%91+742 We let the set
of 2wa1tna2 pogsible views be V4. On the other hand, when the oracle is S, the
number of possible views is at least (2% — 1)(2¥ —2)--- (2% — ¢1)(2™)%2. We let
the set of least possible views be T's and the size of Ts be 74. Since we want to
compute an upper bound of Stat(f,S), we assume that each of Ts views occurs
with probability 1/r,. Therefore,

Stata(f,5)
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Proof of Theorem 6. Let S be Schoperp. By Lemma 1, we only focus on com-
puting an upper bound of Stat(f,S). Note that Stat(f,S) is defined over all
deterministic algorithms. So when the oracle is f, the number of possible views
is 2™4. And for any deterministic algorithm A, each view occurs with probability
1/2™2. We let the set of 2™ possible views be V4. On the other hand, when the
oracle is S, the number of possible views is at least (2™ —2)(2" —3)--- (2" — q).
We let the set of least possible views be Ts and the size of T's be r,. Since we
want to compute an upper bound of Stat(f, S), we assume that each of T views
occurs with probability 1/r,. Therefore,

Stat4(f,5)
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Proof of Theorem 7. Let S be Scpopni. By Lemma 1, we only focus on com-
puting an upper bound of Stat(f,S). Note that Stat(f,S) is defined over all
deterministic algorithms. So when the oracle is f, the number of possible views
is 2™4. And for any deterministic algorithm A, each view occurs with probability
1/2™4. We let the set of 2™ possible views be V4. On the other hand, when the
oracle is S, the number of possible views is at least (2" —1)(2" —2)--- (2" —q).
We let the set of least possible views be Ts and the size of T's be r,. Since we
want to compute an upper bound of Stat(f, S), we assume that each of T views
occurs with probability 1/r,. Therefore,

Stat4(f,5)

=3 Lvev, [Prlf = v] = Pr[S =]
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Proof of Theorem 8. Let S be Scpopcs. By Lemma 1, we only focus on com-
puting an upper bound of Stat(f,S). Note that Stat(f,S) is defined over all
deterministic algorithms. So when the oracle is f, the number of possible views
is 2™4. And for any deterministic algorithm A, each view occurs with probability
1/2™2. We let the set of 2™ possible views be V4. On the other hand, when the
oracle is S, the number of possible views is at least (2™ —2)(2" —3)--- (2" — q).
We let the set of least possible views be Ts and the size of T's be r,. Since we
want to compute an upper bound of Stat(f, S), we assume that each of T views
occurs with probability 1/r,. Therefore,

Stat4(f,5)

=3 Lvev, [Prlf = v] = Pr[S =]
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Proof of Theorem 9. Let S be S¢poprsh. By Lemma 1, we only focus on com-
puting an upper bound of Stat(f,S). Note that Stat(f,S) is defined over all
deterministic algorithms. So when the oracle is f, the number of possible views
is 2™4. And for any deterministic algorithm A, each view occurs with probability
1/2™4. We let the set of 2™ possible views be V4. On the other hand, when the
oracle is S, the number of possible views is at least (2" —2)(2"—5) - - - (2" —3¢+1).
We let the set of least possible views be Ts and the size of T's be r,. Since we
want to compute an upper bound of Stat(f, S), we assume that each of T views
occurs with probability 1/r,. Therefore,

Stat4(f,5)
= %EUEVA [Prlf = v] = Pr[S = 4]
=3 Lvevars [Pl =] = Pr[S = ]| + 3 X eq, [Prf = v] — Pr[S = v]|
< %EUEVA\TS |2%q -0/ + % ZveTs |2%q o %|

1 2M—r, 1 rq rq
=39 T T3l T
_ 1 Tq 1 Tq
=3 (0-za)+5 - (1—3%)
=1 Tq
=1-55

=1- 3:1(1 - 3;1)

<¥i.(%%)  (byIneq 1)



_ 9(3q+1
— el m

Proof of Theorem 10. Let S be Syrca. By Lemma 1, we only focus on com-
puting an upper bound of Stat(f,S). Note that Stat(f,S) is defined over all
deterministic algorithms. So when the oracle is f, the number of possible views
is 2™4. And for any deterministic algorithm A, each view occurs with probability
1/2™4. We let the set of 2™ possible views be V4. On the other hand, when the
oracle is S, the number of possible views is at least (2" —1)(2"—7) - - - (2" —6¢+5).
We let the set of least possible views be Ts and the size of T's be r,. Since we
want to compute an upper bound of Stat(f, S), we assume that each of Ts views
occurs with probability 1/r,. Therefore,
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