On the Role of KGC for Proxy Re-encryption in
Identity Based Setting

Xu an Wang, Xiaoyuan Yang

Key Laboratory of Information and Network Security
Engneering College of Chinese Armed Police Force, P.R. China
wangxahq@yahoo.com.cn

Abstract. In 1998, Blaze, Bleumer, and Strauss proposed a kind of
cryptographic primitive called proxy re-encryption [3]. In proxy re-encryption,
a proxy can transform a ciphertext computed under Alice’s public key
into one that can be opened under Bob’s decryption key. They predi-
cated that proxy re-encryption and re-signature will play an important
role in our life. In 2007, Matsuo proposed the concept of four types
of re-encryption schemes: CBE to IBE(type 1), IBE to IBE(type 2),
IBE to CBE (type 3), CBE to CBE (type 4 ) [29]. Now CBE to IBE
and IBE to IBE proxy re-encryption schemes are being standardized by
IEEEP1363.3 working group [31]. In this paper, based on [29] we pay
attention to the role of KGC for proxy re-encryption in identity based
setting. We find that if we can introduce the KGC in the process of gener-
ating re-encryption key for proxy re-encryption in identity based setting,
many open problems can be solved. Our main results are as following:

1. One feature of proxy re-encryption from CBE to IBE scheme in [29]
is that it inherits the key escrow problem from IBE; that is, KGC can
decrypt every re-encrypted ciphertext for IBE users.We ask question
like this: can the malicious KGC not decrypt the re-encryption ci-
phertext? Surprisingly, the answer is affirmative.We construct such
a scheme and prove its security in the standard model. So we give
the conclusion that key escrow problem is not unavoidable in re-
encryption from CBE to IBE.

2. We propose a proxy re-encryption scheme from IBE to CBE. To the
best of our knowledge, this is the first type 3 scheme. We give the
security model for proxy re-encryption scheme from IBE to CBE and
prove our scheme’s security in this model without random oracle.

3. One feature of proxy re-encryption schemes in [29] is that they are
all based on BB1 identity based encryption.We ask question like this:
can we construct proxy re-encryption schemes based on BB2 identity
based encryption? We give affirmative answer to this question. We
construct an IBE to IBE proxy re-encryption scheme based on BB2
with the help of KGC and prove its security in the standard model.

4. In [30] there was a conclusion that it is hard to construct proxy
re-encryption scheme based on BF and SK IBE. When considering



KGC in the proxy key generation, we can construct a proxy re-
encryption scheme based on SK IBE. Interestingly, this proxy re-
encryption can achieve IND-ID-CCA2 secure, which makes it is a
relative efficient proxy re-encryption scheme with pairing which can
achieve CCA2 secure in the literature. But this scheme can not resist
DDos attack [38]. We also prove our scheme’s security.

5. At last, we give some observations on the difficulty of constructing
proxy re-encryption based on BF identity based encryption. Our
technique can no longer be used to the BF identity based encryption.

Thus, we almost solve the problem of constructing proxy re-encryption
scheme in identity based setting, and we note that our technique maybe
can also be used to construct proxy re-signature scheme in identity based
setting, which is our further work.
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1 How to Solve Key Escrow Problem in Proxy
Re-encryption from CBE to IBE

1.1 Introduction

The concept of proxy re-cryptography comes from the work of Blaze, Bleumer,
and Strauss in 1998. The goal of proxy re-encryptiohn is to securely enable the
re-encryption of ciphertexts from one key to another, without relying on trusted
parties.In 2005, Ateniese et al proposed a few new re-encryption schemes and
discussed its several potential applications.They predicated that re-encryption
will play an important role in our life. Since then, many excellent schemes
have been proposed,including re-encryption schemes in certificate based setting
[11,23,27,28]re-encryption schemes in identity based setting [12,17,29, 34]and
re-encryption schemes in hybrid setting [29]. Now the IEEE P1363.3 standard
working group is setting up a standard with pairing including re-encryption [31].

[Related Work]In 2007, Matsuo proposed a new type of re-encryption scheme
which can re-encrypt the ciphertext in the certificate based encryption(CBE) set-
ting to one that can be decrypted in identity based settingI BE [29].This scheme
sets up an example for constructing re-encryption schemes between CBE and
IBE.Now their scheme is being standardized by IEEEP1363.3 working group [31].

[Our Motivation]We extend their research in re-encryption from CBE to IBE.
As we all know, in IBE setting, KGC can decrypt every user’s ciphertext and
the key escrow problem seems unavoidable for IBE.There are many good papers
on this topic [1,18]. So we consider the key escrow problem in re-encryption
too, we find that the re-encryption scheme in [29]is inherited suffering from this
problem. Is this unavoidable for re-encryption from CBE to IBE?

[Our Contribution]Our results show that the answer is negative! Actually, this
result lies in the difference between IBE and Re-encryption from CBE to IBE. In
IBE, KGC allocates private keys for users but In Re-encryption, there is another
semi-trusted party “proxy”, like the idea in certificateless public cryptography
[1,19], the IBE users can have their own secret key during the re-encryption
process.Depending on this secret key, the delegatee can decrypt the re-encrypted
ciphertext while KGC no longer can!

We organize our paper as following. In section 2,we revisit the re-encryption
scheme from CBE to IBE in [29].In section 3, we propose our new re-encryption
scheme from CBE to IBE and show why it solves the key escrow problem.In
section 4, we prove our new scheme’s security.We give our concluding remarks
in section 5.

1.2 Revisit the Re-encryption Scheme from CBE to IBE

The hybrid proxy re-encryption scheme involving the ElGamal-type CBE scheme
and the BB-IBE scheme.

— The underlying IBE scheme (BB-IBE scheme):



. SetUpigg(k).Given a security parameter k, select a random generator

g € G and random elements g2, h € G. Pick a random o € Z. Set
g1 = g% mk = ¢, and parms = (g,¢1,92,h). Let mk be the master-
secret key and let parms be the public parameters.

. KeyGenigg (mk, parms, ID). Given mk = ¢¢ and ID with parms,

pick a random u € Z;. Set sk;p = (do,dy) = (gg(g{Dh)u’gu).
Encigg(ID, parms, M). To encrypt a message M € Gp under the
public key ID € Z%, pick a random r € ZF and compute Cjp =
(9", (giPh)", Me(g1,92)") € G? x G1.

. Decigg(skip, parms, Cip). Given ciphertext Crp = (C,Cs,C3) and

the secret key skyp = (do, d1) with prams, compute M = Cse(dy, Cs)/e(do,
).

— The underlying CBE scheme (ElGamal-type CBE scheme):

1.

KeyGencgpe(k, parms). Given a security parameter k , parms, pick a
random 0, 3,5 € Z,. Set g3 = ¢°,94 = gf,g5 = h9. The public key is
pk = (g3, 94, g5). The secret random key is sk = (6, 3, 9).

. Enccg(pk, parms, M). Given pk = (g3, g4, g5) and a message M with

parms, pick arandom r € Z; and compute Cpx = (g5, 91, 95, Me(g1, g2)"
S C’rh3 X Gl.

. Deccpg(sk, parms, Cpk). Given Cpg = (Cy,Cs,C5,Cy4) and the se-

cret key sk = (0, 3,0) with parms, compute M = 04/6(021/6,92).

— The delegation scheme:

1.

2.

3.

EGen(skip, parms). Given sk;p = (do,d1) = (g5 (gfPh)%, g*) for ID
with parms, set ejp = d; = g*.

KeyGenpro(sk, eip, parms). Given sk = (0,3,6) and e;p = g* for
ID with parms, set rkrp = (0, 9"/, 6).

ReEnc(rkip, parms, Cpk, ID). Given a CBE ciphertext Cpx = (C1, Cs,
C3,Cy), the re-encryption key rkrp = (6,¢%/#,8) and ID with parms,
re-encrypt the ciphertext Cpg into Crpas follows. Cyp = (C1,C4, C%) =
(C/". 057", Caelg/?,CIP)) € G x G

. Check(parms, Cpk, pk). Given Cpg = (C1, Cs, Cs, Cy) and pk = (gs, g4,

g5) with parms, set v1 = e(C1, g4), va = €(Ca,g3), v3 = e(Ca,g5) and
vy = e(Cs5,94). If v1 = v9,v3 = vy then output 1, otherwise output 0.

In this scheme, KGC knows everything about the delegatee,the private key
skrp = (do,d1) = (95 (giPh)*, g*), the ephemeral key e;p for re-key generation,
he certainly can decrypt the re-encryption ciphertext if the delegatee can!

1.3 Our New Re-encryption Scheme from CBE to IBE Which Can

Resist Malicious KGC Attack

Our scheme shares the same underlying CBE scheme (ElGamal-type CBE scheme)
as [29] scheme. The difference lies in the underlying IBE scheme (BB-IBE scheme)
and delegation scheme.

— The underlying IBE scheme (BB-IBE scheme):



1. SetUpigg(k).Given a security parameter k, select a random generator
g € G and random elements g2, h € G. Pick a random o € Z. Set
g1 = g% mk = ¢, and parms = (g,¢1,92,h). Let mk be the master-
secret key and let parms be the public parameters.

2. KeyGenigg(mk, parms, ID). Given mk = ¢§ and ID with parms,
pick a random u € Z3. Set sk;p = (do,d1) = (95 (91" h)", g*).

3. Encipg(ID, parms, M). To encrypt a message M € (G; under the
public key ID € Z7, pick a random r € Z; and compute Crp =
(9", (gi”h)", Me(g1,92)") € G* x G1.

4. Declipg(skip, parms, Cip). Given normal ciphertext Crp = (Cq, Ca, Cs3)
and the secret key skrp = (do, dy) with prams, compute M = Cg(eéodiﬁ

5. Dec2ipg(skip, parms, Cip). Given re-encryption ciphertext Crp =
(C1,Cs,C5), skip = (dy,d1, k), prams, compute M = (%)%

— The underlying CBE scheme (ElGamal-type CBE scheme): '

1. KeyGencpg(k, parms). Given a security parameter k, parms, pick a
random 6, 3,0 € Z,. Set g3 = ¢%,94 = glﬁ and g5 = h’. The public key is
pk = (g3, g4, g5). The secret random key is sk = (6, 3, 9).

2. Enccg(pk, parms, M). Given pk = (g3, g4, g5) and a message M with
parms, pick arandom r € Z; and compute Cpx = (g5, 94, 95, Me(g1, g2)")
€ GB X Gl.

3. Deccpg(sk, parms, Cpk). Given Cpx = (Cy,Co,C3,C4) and the se-
cret key sk = (0, 3,0) with parms, compute M = 04/6(021/ﬁ,92).

— The delegation scheme:

1. EGen(skip, parms). Given skrp = (do,d1) = (95 (giPh)%, g*) for ID
with parms, the delegatee chooses a collision resistent hash function
H : {0,1}3lPl — Zy and a random seed r € Z;, and computes k =
H(pk,ID,r) set ( E)ad/l) = (do,dlf) = (gg(g{Dh)u’gku)’set €Ip = dll =
g"“.The user’s real private key is sk;p = (dj, d}, k).

2. KeyGenpro(sk, erp, parms). The delegator given input e;p = g*“*, sk =
(6,8,9),,parms, he chooses randomly ¢ € Z; and set it as the trankey
and output rk;p = (1/t0, g**/8,1/5).

3. Ciphertext — Transformation(Cpxk, Trankey). Given a CBE cipher-
text Cpr = (C1,Co, C3,Cy) , the delegator transforms Cpx = (Cq, Co, C3,Cy)
into Chy = (C1,Cy,C3,C4) and sends (Clhy, g5) to the proxy.

4. ReEnc(rkip, parms, Cpk,ID). Given a CBE ciphertext C} ;. = (Cf, Cs,
Cs3,Cy), the re-encryption key rk;p = (1/t0,¢**/?,1/6) and 1D with
parms, re-encrypt the ciphertext Cpinto Crp as follows. Crp = (C1, C4,
C4,Cy) = (1", C57° e(gh/9,CEP), Cy) € G2 x G},

5. Check(parms, Cpxk, pk). Given Cpx = (Cy, Co, Cs,Cy) and pk = (g3, 94, g5)
with parms, set v1 = e(Ct,g4), va = e(Ca,g%), v3 = e(Cs,g5) and
vy = e(Cs,94). If v1 = vy and vs = vy then output 1, otherwise out-
put O.

e

We verify correctness of our scheme. Following the Dec2;pg(skrp, parms, Crp)
scheme, we have



_ (e(gku/ﬁ, CQID)Mke(gl, gg)ke(g“, hkr) )%
e(g5 (9{”h)", g™")
Mke(gl, 92)k€(9uk, (Q{Dh)r)
e(95 (91”h)", g™")
_ Mk€(91,92)k)%
e(95,9™)
= (M*)*
=M

CgC’ffe(dl, Céc)
e(dﬂvcf)

s

( )

=

)

Although our scheme can resolve the key escrow problem in proxy re-encryption
from CBE to IBE, there are still some issues we must consider.

Remark 1. In our scheme, the decryption algorithm has two different procedure
for two level ciphertext. But how can the decryption algorithm distinguish them?
We give a very simple solution. The proxy can sign the re-encryption ciphertext.
Assuming the proxy has private ,public key and signature algorithm(sk, vk, X'),then
the proxy can sign the re-encryption ciphertext as X (c), thus everyone can ver-
ify the ciphertext and distinguish it from normal ciphertext.

Remark 2. In our scheme, every IBE user has a self generated private key k.It’s
this k& that can make our scheme resist KGC decrypting every user’s cipher-
text.We can see that even if KGC and proxy collude, he yet still can not decrypt
the ciphertext.

1.4 Security Models for Re-encryption from CBE to IBE Which
Can Resist Malicious KGC Attack

In this section,we first give our security model for re-encryption schemes from
CBE to IBE. We then give the security proof for our scheme in this new model.As
[29], we just prove our scheme’s IND-ID-CPA security. For achieving CCA2
security, we can fellow the technique in [17]. We can see the re-encryption scheme
from CBE to IBE in figure 1.

First we define the following oracles, which can be invoked multiple times in
any order, subject to the constraints list in the various definition:

— Uncorrupted user’s key generation (Ogeygen): Obtain a new key pair
as (pk, sk) «— KeyGencpgr(1¥). A is given pk .

— Corrupted user’s key generation (Ocorkeygen): Obtain a new key pair as
(pk, sk) «+ KeyGencpr(1¥). Obtain sk;p «— KeyGenrggr(mk, parms, ID).A
is given (pk, sk), skip.

— Re-encryption key generation (Oyekeygen):On input (pk, ID) by the ad-
versary, where pk was generated before by KeyGen and ID is a user in IBE
setting, return the re-encryption key rk;p = KeyGenpro(sk,erp,parms)
where sk is the secret keys that correspond to pk and e;p is the delegatee’s
input for re-encryption key generation purpose.
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Fig. 1. Proxy re-encryption from CBE to IBE

— Encryption oracleO,,,;; encoppt For IBE users, to encrypt a message
M € Gy under the public key ID € Z, return Encrpg(ID, parms, M). For
CBE users, given pk and a message M with parms, return Ence g (pk, parms,

— Re-encryption O,.,.: Output the re-encrypted ciphertext ReEnc(rk;p, parms,
Cpk,ID).

Internal and External Security. Our security model protects users from two
types of attacks: those launched from parties outside the system (External Se-
curity), and those launched from parties inside the system, such as the proxy,
another delegation partner, KGC, or some collusion between them (Internal Se-
curity). Generally speaking, internal adversaries are more powerful than external
adversaries. And our scheme can achieve reasonable internal security. We just
provide formalization of internal security notions.

Delegatee Security.

Because in re-encryption from CBE to IBE, KGC knows every IBE’s normal
secret key, so for every level 1 normal ciphertext, KGC can decrypt every normal
ciphertext. Thus we consider the case that proxy and/or delegator are corrupted.
We can see the intuition from the top left corner in figure 2. In this case, we
consider the case that malicious CBE users and malicious proxy colludes.

Definition 1. (IBE-Levell-IND-ID-CPA) A PRE scheme from CBE to IBE
is levell-IND-ID-CPA secure if the probability



PT[Sk'ID* — Okeygen(A)a {(pkwa Skl) — Ocorkeygen()\)}; {SkIDz — Ocorkeygen(A)}a
{(Pkn, skn) — Okeygen (N}, {8k1D, < Okeygen(A)},

{Rhm — Orekeygen(Skhv IDx)}a {Rmh — Orekeygen(Skma IDh)}>

{Rh* — Orekeygen(skh,ID*)}7

O’V‘enC)OenC *
(mOamlvst) — AOE"CCBE 1BE (ID a{(pkwaskm)}a{SkIDm}a{(pkh;Skh)}a{th}7
{Rhw})7

a- & {0,1},C* = encrpp(mgs, ID*),d « AOrenc:Ocncipp Ocncopp (C* St)
d = d*]

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is a state
information maintained by A while ID* is the target user’s pubic and private
key pair, the challenger also chooses other keys for corrupt and honest parties.
For other honest parties, keys are subscripted by h or h' and we subscript corrupt
keys by x or x’. In the game, A is said to have advantage € if this probability,
taken over random choices of A and all oracles, is at least 1/2 + €.

In re-encryption from CBE to IBE, even KGC knows every IBE’s normal
secret key, but he does not the local secret key &, so malicious may no longer learn
the re-encryption ciphertext. But for the delegator, he certainly can decrypt the
ciphertext which will be re-encrypted. Thus we consider only the case that proxy
and/or KGC are corrupted, We must point out this model is not considered in
the previous literature.

We can see the intuition from the top right corner in figure 2.In this case,
we consider the malicious KGC and malicious proxy colluding. The goal of this
paper is to construct such a scheme resisting malicious KGC attack.

Definition 2. (IBE-Level2-IND-ID-CPA) A PRE scheme from CBE to IBE
18 level2-IND-ID-CPA secure if the probability

Pr[(parms, master — key) «— Ogacsetup(A), Skipr <= Okeygen(A), (DK™, sk*) «—
Okeygen(A),

{(pkxu Skz) — Ocorkeygen(A)}a {SkIDI — Ocorkeygen()\)}a

{(pkn, skp) < Okeygen()‘)}a {skrp, « Okeygen()‘)}v

{R*h — Orekeygen(sk*,IDh,)}7 {R*x — Orekeygen(sk*,IDI)}7

{Rhac — Orekeygen(Skha IDx)}a {Rxh — Orekeygen(Skxa IDh)}v

(mo, m1, St) < Ang:;’:;mIBE (ID*,{(pks, skz)}, {skip, }, {pkn}, {Ran}, { Ria },
{Run}, {Rsz}, {(parms, master — key)}),

d* & {0,1},C* = renc(ma-, pk*, ID*),d’ AS;‘;’;;’E;"CIBE (C*,St) : d' = d¥]
is negligibly close to 1/2 for any PPT adversary A. In the above game, any
query to oracle Oypene which makes the output is C* is returned with L.In our
notation, St is a state information maintained by A while I D* is the target IBE
user, the challenger also chooses other keys for corrupt and honest parties. For
other honest parties, keys are subscripted by h or h' and we subscript corrupt
keys by x or x’. In the game, A is said to have advantage € if this probability,
taken over random choices of A and all oracles, is at least 1/2 + €.
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Fig. 2. Security models for internal adversaries



Delegator Security.

In re-encryption from CBE and IBE, the delegator is a CBE user. The re-
encryption scheme can not influence CBE ’s security. In this case, we consider
the delegatee, proxy and KGC are all colluding. We must point out this model
is not considered in previous literature. We can see the intuition from the down
left corner in figure 2.

Definition 3. (CBE-IND-CPA) A PRE scheme from CBE to IBE is IND-
CPA secure for CBE if the probability

Pr[(parms, master — key) — Oxacsetup(A), (DE*, sk*) < Ogkeygen(A),

{(pkxu Skz) — Ocorkeygen(A)}a {SkIDz — Ocorkeygen()\)}y

{(pkn, skp) < OkEygen()‘)}7 {skip, < Okez/gen()‘)}v

{R*h — Orekeygen(sk*,IDh,)}7 {R*x — Orekeygen(sk*,IDI)}7

{th — O'r'ekeygen(Skha IDa:)}a {Rxh — Orekeygen(Skxa IDh)}7

(mo,mi, 1) — Ay 125 (g { (ki ko), {ska, b, {(0hn, sk}, {Ren},
{Rhaz}, {Rur}, { Ruz }, {(parms, master — key)}),

d* i {O7 1}7 C* — @nCCBE(md*,pk*),d/ — Agzzz:ggnqs]ﬂ (0*7 St) . d/ — d*}

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is a
state information maintained by A while (pk*,sk*) is the target user’s pubic
and private key pair, the challenger also chooses other keys for corrupt and
honest parties. For other honest parties, keys are subscripted by h or b’ and we
subscript corrupt keys by x or x’. In the game, A is said to have advantage €
if this probability, taken over random choices of A and all oracles, is at least

1/2+e€.

KGC Security.

In re-encryption from CBE and IBE, KGC’s master secret key can not leverage
even the delegator, the delegatee and proxy colludes.We must point out this
model is not considered in previous literature. We can see the intuition from the
down right corner in figure 2.

Definition 4. (KGC-OW) A PRE scheme from CBE to IBE is secure for
KGC if the output

E(,Cp[{ (pka:u Skz) — Ocorkeygen ()\)}7 {Sk’IDI — Ocorkeygen()\)}y

{(Pkn, skn) — Okeygen(A)}; {8k1D, — Okeygen (M)},

{RI.L/ — Orekeygen(skm,IDm/)}a {R.L/.L — Orekeygen(skx/,IDw)}v

{Rh.’r — Orek’eygen(Skha ID’I')}7 {RTh — Orekeygen(Skma [Dh)}7

mk « AQreneOencinr ({(pky, ska)}, {skip, }, {(Pkn, skn)}, {Ren}, { Rha}, { Roar },

encop

{Ry s}, {parms})

18 not the real master—key for any PPT adversary A.The challenger also chooses
other keys for corrupt and honest parties. For other honest parties, keys are
subscripted by h or h' and we subscript corrupt keys by x or x'.



1.5 Security Analysis

In this section, we will give our scheme’s security results based on the models
defined in Sec 1.4. We can see these results in figure 2. In this figure, the
entity on the left denotes the target, the three right entities denote the internal
adversary. Entities in the circle denote colluders. Red circle means the colluders
in this circle can break the security of the target, while the brown circle means
not. We give the results below:

— For delegatee’s IBE-level1-IND-sID-CPA security, KGC alone can break it,
while the proxy and delegator’s colluding can not.

— For delegatee’s IBE-level2-IND-ID-CPA security, delegator alone can break
it, while the proxy and KGC’s colluding can not.

— For delegator’s CBE-IND-CPA security, the proxy, KGC and delegatee’s
colluding can not break it.

— For KGC’s OW security, even if allowing the proxy, delegator and delegatee
collude any way, they can not break the KGC’s OW security, that is, they
can not get the master — key.

Theorem 1. Suppose the DBDH assumption holds, then our scheme is IBE-
Levell-IND-sID-CPA secure for the proxy and delegator’s colluding.

Proof. Suppose A can attack our scheme, we construct an algorithm B solves the
DBDH problem in G. On input (g, g%, ¢°, ¢, T), algorithm B’s goal is to output
1if T = e(g,9)®¢ and 0 otherwise. Let g, = g%, go = g°, g3 = g°.Algorithm B
works by interacting with A in a selective identity game as follows:

1. Initialization. The selective identity game begins with A first outputting
an identity I D* that it intends to attack.

2. Setup.To generate the system’s parameters, algorithm B picks o/ € Z, at
random and defines h = gfID*g‘“ € G. It gives A the parameters params =
(9,91, 92, h). Note that the corresponding master — key, which is unknown
to B, is g§ = g% € G*. B picks random ;,y;,2; € Z,, computes g;, =
9%, gi, = g%, 9i; = h*. it gives A the public key pk; = (gi,, gi,, 9is )-

3. Phase 1

— “Avissues up to private key queries on I1D;.” B selects randomly r; € Z,"
—al ) 1
and k' € Z,, sets skip, = (do,d1.d2) = (957" (gngrlD*)gm)naQQIDFID* g,
k") . We claim skjp, is a valid random private key for ID;. To see this,

let 7; =1; — ﬁ. Then we have that
—ao! b
T0,-1p* , (ID;—ID* Ti ID;—ID* TiTTD-ID* ID; 1 \7;
do=g," " (91 '9°) " = g5 (g} '9%) = 95(1"h)"-
dl _ gZIDi—ID* g” _ gﬁ.

— “A issues up to private key queries on pk;”. B returns (x;,y;, 2;).
— “A issues up to rekey generation queries on (pk;,ID;)”. The challenge
=1 ’

IO —IDF .\ 2% .
B computes rkpr—ia = (K'/x;,(g95 " g")% ,k'/z;) and returns it to
A.



— “A issues up to rekey generation queries on (pk;, ID*)”. The challenge B
randomly choose a k' € Z,,, and computes rkpi, .1p~- = (k'/x;, (g )F'/vs,
k'/z;) where u’ is a randomly choose from Z and returns it to A.

— “A issues up to re-encryption queries on (C,pk;,I1D;) or (C,pk;, ID*)”
The challenge B runs ReEnc(rkyk; —1p,, C, pkj, 1 D;) or ReEnc(rkpy, —1p~,
C,pk;, ID*) and return the results.

4. Challenge When A decides that Phasel is over, it outputs two messages
My, M; € G. Algorithm B picks a random bit b and responds with the
ciphertext C' = (g¢, (¢®)¢, My, - T). Hence if T = e(g, 9)®° = e(g1, g2)¢, then
C' is a valid encryption of M} under ID*. Otherwise, C is independent of b
in the adversary’s view.

5. Phase2 A issues queries as he does in Phase 1 excepts natural constraints.

6. Guess Finally, A outputs a guess b’ € {0,1}. Algorithm B concludes its own
game by outputting a guess as follows. If b =/, then B outputs 1 meaning
T = e(g, g)®°. Otherwise it outputs 0 meaning T # e(g, g)**.

When T = e(g, g)*¢ then A’s advantage for breaking the scheme is same as B’s
advantage for solving DBDH problem. |

Theorem 2. Our scheme is IBE-Level2-IND-ID-CPA secure for the proxy and
KGC'’s colluding.

Proof. The security proof follows the principle of symmetrical encryption.

1. Setup.To generate the system’s parameters, the challenger B picks o € Z,

, it randomly choose z € Zj, computes h = ¢g* and computes g; = g%, it
randomly choose y € Z; and computes g2 = ¢¥, it also computes master —
key = g5. It gives params = (g, 91, g2, h) to A.

2. Phase 1

— “A issues up to master-key query 7. The challenger B returns (a, g3).
— “A issues up to private key queries on ID”. Given mk = ¢§ and ID with
parms, pick arandom u, k" € Z%. Set skip = (do, dy,d2) = (95 (gi”h)", g*, K').
— “A issues up to private key queries on pk”. B returns (6,3, 9).
— “A issues up to rekey generation queries on (pk,ID)”. The challenge B
chooses randomly k' € Z; and computes rkyk—ia = (K' /6, g" /% K /5)
and returns it to A.
— “A issues up to re-encryption queries on (C,pk,I1D)”. The challenge B
runs ReEnc(rkpk—ip,C,pk,ID) and return the results.

3. Challenge When A decides that Phasel is over, it outputs two messages
My, My € G and the attack identity I D*, Algorithm B picks g* as the I D*’s
second item of its private key, he picks a random bit b and r, k* € Z responds
with the ciphertext C' = (¢", k", e(¢* *, gIP"), My, - e(ga, (97" ). Hence if k*
is the real secret key of ID*, then C is a valid encryption of M under I D*.
Otherwise, C is independent of b in the adversary’s view.

4. Phase2 A issues queries as he does in Phase 1 except natural constraints.

5. Guess Finally, A outputs a guess b’ € {0,1}. Algorithm B concludes its own
game by outputting a guess as follows. If b = V/, then B outputs 1. Otherwise
it outputs 0.



Thus the maximal probability of A successes is 1/p , which is negligible. |

Theorem 3. Our scheme is CBE-IND-CPA secure for the prory, KGC and
delegatee’s colluding except the case of the target CBE ciphertext has been re-
encrypted by the proxy.

Proof. In this case, the KGC and delegatee’s colluding just likes [29]’s proxy
re-encryption scheme from CBE to IBE, the proof is the same as [29]. |

Theorem 4. Our scheme is not CBE-IND-CPA secure for the proxy, KGC
and delegatee’s colluding in the case of the target CBE ciphertext has been re-
encrypted by the prozy.

Proof. Suppose the target CBE ciphertext is C; = (C%, Cs,C3,Cy) and has
been re-encrypted by proxy to be Crp = (C1,C4,C%,C)) = (C”lf/w7 C’31/57 e(g*v/s,
CIP),Cy), the KGC can decrypt the ciphertext as following. Because C} = g",
he can compute w = ¢g", so he can get the plaintext by

Ci _ Me(g1,92)"
e(w, g2) e(9"*, g2)
_ Me(g1,g92)"
6(91, 92)r
=M
Thus we prove this theorem. |

Theorem 5. Suppose the DBDH assumption holds, then our scheme is KGC-
OW secure for all of the proxy, delegatee and delegator’s colluding.

Proof. We just give the intuition for this theorem. When considering the proxy,
delegatee and delegator’s colluding, the KGC only interact with delegatee, that
is, its IBE users. And we know the BBj identity based encryption is secure
under DBDH assumption. That’s imply the attacker can not recover the KGC’s
master — key. Thus we prove this theorem. |

1.6 Conclusion

In 2007, Matsuo proposed a new type of re-encryption scheme which can re-
encrypt the ciphertext in the certificate based encryption(CBE) setting to one
that can be decrypted in identity based setting [29].Now this scheme is being
standardized by IEEEP1363.3 working group [31]. In this paper, we further ex-
tend their research. One feature of their scheme is that it inherits the key escrow
problem from IBE, that is, KGC can decrypt every re-encrypted ciphertext for
IBE users.We ask question like this: can the malicious KGC not decrypt the
re-encryption ciphertext? Surprisingly, the answer is affirmative.We construct
such a scheme and prove its security. So we give our conclusion that key escrow
problem is not unavoidable in re-encryption from CBE to IBE.



2 Proxy Re-encryption Scheme from IBE to CBE

2.1 Introduction

The concept of proxy re-cryptography comes from the work of Blaze, Bleumer,
and Strauss in 1998. The goal of proxy re-encryptiohn is to securely enable
the re-encryption of ciphertexts from one key to another, without relying on
trusted parties.In 2005, Ateniese et al proposed a few new proxy re-encryption
schemes and discussed its several potential applications. Since then, many ex-
cellent schemes have been proposed,including proxy re-encryption schemes in
certificate based setting [11, 23,27, 28],re-encryption schemes in identity based
setting [12,17,29,34]and proxy re-encryption schemes in hybrid setting [29]. Now
the IEEE P1363.3 standard working group is setting up a standard with pairing
including proxy re-encryption [31].

[Related Work]In 2007, Matsuo proposed a new type of proxy re-encryption
scheme which can re-encrypt the ciphertext in the certificate based encryp-
tion(CBE) setting to one that can be decrypted in identity based setting [29].This
scheme sets up an example for constructing proxy re-encryption schemes between
CBE and IBE. Now their scheme is being standardized by IEEEP1363.3 working
group [31].

[Our Motivation and Contribution |We follow the research in [29], that is,
can we construct a re-encryption scheme from IBE to CBE? We answer this
question affirmatively. Surprisingly, if we consider the help of KGC when gener-
ating re-encryption key in Matsuo’s proxy re-encryption from CBE to IBE, we
find that it is easy to construct a proxy re-encryption scheme from IBE to CBE.
We believe that introducing the KGC in re-encryption is not unreasonable. As
we all know, the KGC plays an important role in IBE. Specifically, the KGC
can know every IBE user’s private key and thus can decrypt every IBE user’s
ciphertext. So it’s reasonable to introduce KGC for re-encryption key generating
in proxy re-encryption in IBE setting.

We organize our paper as following. In section 2, we revisit the proxy re-
encryption from CBE to IBE proposed in [29]. In section 3, we propose our
proxy re-encryption scheme from IBE to CBE .In section 4, we give the security
model for our scheme. and we prove our scheme’s security in the model. We give
our conclusion in section 5.

2.2 Revisit the Proxy Re-encryption Scheme from CBE to IBE

The proxy re-encryption scheme from CBE to IBE involves the ElGamal-type
CBE scheme and the BB-IBE scheme.

— The underlying CBE scheme (ElGamal-type CBE scheme):
1. KeyGencpe(k, parms). Given a security parameter k , parms, pick a
random 6, 3,5 € Z,. Set g3 = g%, 91 = gf,g5 = hJ. The public key is
pk = (g3, g4, g5)- The secret random key is sk = (6, 3, 9).



2.

3.

Enccepe(pk, parms, M). Given pk = (g3, g4, g5) and a message M with

parms, pick arandom r € Z; and compute Cpx = (g5, 91, 95, Me(g1, g2)"

€ G3 X Gl.
Deccng(sk, parms, Cpk). Given Cpx = (C1,C3,C3,Cy) and the se-
cret key sk = (0, 3,6) with parms, compute M = C4/6(021/6,92).

— The underlying IBE scheme (BB-IBE scheme):

1.

SetUpigk(k).Given a security parameter k, select a random generator
g € G and random elements g2, h € G. Pick a random o € Z;. Set
g1 = g% mk = ¢, and parms = (g,¢1,92,h). Let mk be the master-
secret key and let parms be the public parameters.

. KeyGenipg(mk, parms,ID). Given mk = ¢% and ID with parms,

pick a random u € Z7. Set sk;p = (do,d1) = (95 (91" h)", g*).
Encige(ID, parms, M). To encrypt a message M € (7 under the
public key ID € Z7, pick a random r € Z; and compute Crp =
(9", (g1Ph)", Me(g1,92)") € G* x G1.

Decipg(skip, parms, Cip). Given ciphertext Crp = (C1,C2,C3) and
the secret key skrp = (do, d1) with prams, compute M = Cze(dy, Cs)/e(dy,
Cy).

— The delegation scheme:

1.

2.

EGen(skip, parms). Given sk;p = (do,d1) = (g5 (gfPh)¥, g*) for ID
with parms, set e;p = di; = g“.

KeyGenpro(sk, eip, parms). Given sk = (0,3,6) and e;p = g“ for
ID with parms, set rkrp = (8, g%/, 6).

ReEnc(rkip, parms, Cpk, ID). Given a CBE ciphertext Cpx = (C1, Ca,
C3,Cy), the re-encryption key rkrp = (6,¢%/#,8) and ID with parms,
re-encrypt the ciphertext Cpg into Crpas follows. Crp = (Cy,Ch, Ch) =
(01", 037", Caelg"/?,C4P)) € G x G

Check(parms, Cpk, pk). Given Cpi = (Cy, Co, Cs3,Cy4) and pk = (g3, g4,
gs) with parms, set vi = e(C1, g4), v2 = €(Ca,93), v3 = €(C2,g5) and
vy = €(Cs,94). If v1 = v9,v3 = vy then output 1, otherwise output 0.

2.3 Owur Proposed Proxy Re-encryption Scheme from IBE to CBE

The proxy re-encryption scheme from IBE to CBE involving the ElGamal-type
CBE scheme and the BB1-IBE scheme.

— The underlying IBE scheme (BB1-IBE scheme):

1.

SetUpipg(k).Given a security parameter k, select a random generator
g € G, choose randomly t1,t; € ZF and computes go = g*',h = g2.
Pick a random a € Z3. Set g1 = g%,mk = (95, t1,t2), and parms =
(9,91, 92, h). Let (mk, a) be the master-secret key and let parms be the
public parameters.

. KeyGenipg(mk, parms, ID). Given mk = ¢% and ID with parms,

pick a random u € Z7. Set sk;p = (do,d1) = (95 (91" h)", g*).



3. Encigg(ID, parms, M). To encrypt a message M € Gp under the
public key ID € Z7, pick a random r € Z; and compute Crp =
(9", (9iPh)", Me(g1,92)") € G* x G1.
4. Decipe(skip, parms, Cip). Given ciphertext Crp = (C1,Ca,C3) and
the secret key skrp = (do, d1) with prams, compute M = Cse(dy, Cs)/e(dy, C1).
— The underlying CBE scheme (ElGamal-type CBE scheme):

1. KeyGencpe(k, parms). Given a security parameter k , parms, pick a
random 6 € Z,. Set g3 = ¢1”. The public key is pk = g3. The secret
random key is sk = 6.

2. Enccpg(pk, parms, M). Given pk = g3 and a message M with parms,
pick a random 7 € Z; and compute Cpx = (g5, Me(g1,92)") € G x G1.

3. Declcgr(sk, parms, Cpk). Given Cpgx = (C1,C5) and the secret key
sk = 0 with parms, compute M = 02/6(011/9792>.

4. Dec2¢cpr(sk, parms, Cpk). Given a normal ciphertext Cpx = (C1, C%)
and the secret key sk = ko with parms, compute M = C’é/e(C’iI/kze7 g2)-

— The delegation scheme:

1. ReKeyGenpro(ID, pk). The KGC chooses a collision resistent hash
function H : {0, 1}3“" — Z, and a random seed n € ZJ, and computes
ki = H(ID,pk,n). The KGC computes Igﬂ}tz),w = ggl and sends it
to the proxy. The delegatee choose a randomly ks, computes ko0 and
sends it to the proxy. He preserves ko for decryption. The proxy sets the
re-encryption key rk = (Ig;riltz , ko0, w).We note that the KGC chooses
a different k for every different user pair (ID, pk).

2. ReEnc(rkip pk, parms, Cip, pk). Given a IBE ciphertext Crp = (C1,
Ca,C3) = (9", (¢iPh)", Me(g1, g2)"), first run “Check” algorithm, if re-
turn “invalid” then “Abort”, otherwise, do the following: Given re-encryption

key rk = (%, ko0, w), the proxy re—ericrypt the ciphertext C7p into
a+tkq

Cypi, as following. Cpi, = (C1,Ch) = (C2IDa+t2.k29,Cge(Cl,w)) € G xG.

3. Check(parms, Cip). Given Crp = (C1,Cs, C3) with parms, set vy =
e(C1,gtPh), vy = e(Cy,g). If v; = vy then output “Valid”, otherwise
output “Invalid”.

We can verify its correctness as the following

Cse(C1,w) - Me(g1,g2)"e(g", w)
EERT =

(77N ) e((gfPh) e R0 T gy)
_ M6(91792)T6(9ra9§1)
- a+k
e((giPh)" o573 gy)

_ Me(gla 92)7‘6(97” 951)
e(glatkir, gy)




Me(g1, g2)"e(g”, g5")
e(gar’ gQ)G(QkITa 92)
_ Me(gi.92)"e(g", g5")

e(g1,92)"e(g", gb*)
=M

Remark 3. In our scheme, we must note that the KGC computes a different
k for every different user pair (ID,pk). Otherwise, if the adversary know
I?)Ziltg for three different 1D, IDs, I D3 but one k and pk, he can compute
a, to, which is not secure of course.

2.4 Security Models for Proxy Re-encryption from IBE to CBE

First we define the following oracles, which can be invoked multiple times in
any order, subject to the constraints list in the various definition:

e Uncorrupted user’s key generation (Ogeygen): Obtain a new key
pair as (pk, sk) « KeyGencpgp(1F). A is given pk .

o Corrupted user’s key generation (Ocorkeygen): Obtain skip «—
KeyGenrgp(mk,parms, ID). Obtain a new key pair as (pk, sk) «— Key
Gencpr(1¥). A is given skyp, (pk, sk).

o Re-encryption key generation (Oycpeygen):On input (ID, pk) by the
adversary, where pk was generated before by KeyGen and ID is a user
in IBE setting, return the re-encryption key ReKeyGenpro(ID, pk).

e Encryption oracle(Ocnc, s .enceps): For IBE users, to encrypt a mes-
sage M € G under the publickey ID € Z;, return Encrpp(ID, parms, M).
For CBE users, given pk and a message M with parms, return Enccpg(pk,
parms, M).

e Re-encryption (O,y.): Output the re-encrypted ciphertext ReEnc(rkp pk,

parms, Crp, pk).

Internal and External Security. Our security model protects users from
two types of attacks: those launched from parties outside the system (Ex-
ternal Security), and those launched from parties inside the system, such
as the proxy, another delegation partner, KGC, or some collusion between
them (Internal Security). Generally speaking, internal adversaries are more
powerful than external adversaries.We give the security models as following.
Delegator Security.

Definition 5. (IBE-IND-ID-CPA) A PRE scheme from IBE to CBE is
IBE-IND-ID-CPA secure if the probability

PT[SkID* — Ok’eygen(A)a {(pk$a Skr) — Ocorkeygen(A)}a {SkIDm — Ocorkeygen<>\)}’

{(Pkn, skn) — Okeygen(N)}, {8kiD, < Okeygen(A)},
{Rh:z: — Orekeygen (IDfu Skw)}7 {Ra:h — Orekeygen(IDz7 Skh)}>
{R*h — Orekeygen(ID",skh,)}v {R*w — Orek:eygen([D",skI)}

(mo,m1, St) — A" O IBE (ID* {(pky, ska)}, {skip, }, {(pkn, skn)}, { R},

encoBE



{Rna}s {Run} {Raz}),

ar & {0,1},C* = encrpp(mgs, ID*),d « AOrene:Ocncipp Ocncopp (C* St)
d = d*]

is negligibly close to 1/2 for any PPT adversary A. In the above game, any
query to oracle Opepe which makes the output is C* is returned with L. In
our notation, St is a state information maintained by A while sk* is the tar-
get user’s pubic and private key pair, the challenger also chooses other keys
for corrupt and honest parties. For other honest parties, keys are subscripted
by h or h' and we subscript corrupt keys by x or x’. In the game, A is said
to have advantage € if this probability, taken over random choices of A and
all oracles, is at least 1/2 + €.

Delegatee Security.

Definition 6. (CBE-IND-CPA) A PRE scheme from IBE to CBE is
CBE-IND-CPA secure for CBE if the probability

Pr[(parms, master — key) < Oxccsetup(A), (DK™, sk*) — Ogeygen(N),
{(pkz7 Skx) — Ocorkeygen(A)}a {*SI’CIDﬂc — Ocorkeygen(A)},

{(pkn, skp) « Okeygen (M)} {skrp, < Okeygen()\)}a

{Rh* A Orekeygen(IDh,,sk*)}a {Rw* — Orekeygen(IDz,sk*)}v

{Rhw A Orekeygen(IDh7 Skw)}7 {Rxh — Orekeygen(IDa:7 Skh)})

(mOv my, St) — ASTWC’OMCIBE (pk*, {(pkmv Skr)}v {SkIDI}v {(pkhv Skh)}v {Rmh}a

encoBE

{Rhz}, {Rur}, { Ruz }, {(parms, master — key)}),

ar & {0,1},C* = encepp(mg-, pk*),d’ « AOrene:Ocnerpp Ocnceprp (C*, St)
d/ — d*]

is megligibly close to 1/2 for any PPT adversary A. In the above game, any
query to oracle Opepe which makes the output is C* is returned with L. In
our notation, St is a state information maintained by A while (pk*, sk*)
1s the target user’s pubic and private key pair, the challenger also chooses
other keys for corrupt and honest parties. For other honest parties, keys are
subscripted by h or b/ and we subscript corrupt keys by x or x’. In the game,
A is said to have advantage € if this probability, taken over random choices
of A and all oracles, is at least 1/2 + ¢.

KGC Security.

In proxy re-encryption from IBE to CBE, KGC’s master key can not leverage
even if the delegator, the delegatee and proxy collude.

Definition 7. (KGC-OW) A PRE scheme from IBE to CBE is secure for
KGC if the

Pr[{(pk:m Skm) — Ocorkeygen()\)}v {Sk'IDJc — Oco’r’keygen(A)};

{(pkn, skp) < Okeygen (M)} {skrp, < Okeygen()\)}a

{wa’ — O'r‘ekeygen(IDm/ ,ska) }7 {Ra:’a: — Orekeyyen(IDI ,skyr) }’a
{th — Orekeygen (IDh7 8k7;)}7 {R;Eh — OT'ekeygen(IDa;v Skh)}:



mk! — AOrene-Ocncrnn (St, {(phs, ska)}, {skip, }, {(Dkn, skn)}, {Ran}s {Rha}s {Ruar},

encoBE

{R2}, {parms}) : mk = mk’]

is is negligibly close to 0 for any PPT adversary A. In our notation, St
is a state information maintained by A, For the honest parties, keys are
subscripted by h or h' and we subscript corrupt keys by x or x’.

2.5 Security Analysis

In this section, we will give our scheme’s security results based on the models
defined in the above section. We give the results below:

e For delegator’s IBE-IND-sID-CPA security, the proxy and delegatee’s
colluding can not break it.

e For delegatee’s CBE-IND-CPA security, the KGC , delegator and proxy’s
colluding can not break it.

e For KGC’s OW security, even if allowing the proxy, delegator and del-
egatee collude in any way, they can not break the KGC’s OW security,
that is, they can not get the master — key.

Now let’s prove these security results.

Theorem 6. Suppose the mDBDH assumption holds, then our scheme 1is
IBE-IND-sID-CPA secure for the proxy and delegatee’s colluding.

Proof. Suppose A can attack our scheme, we construct an algorithm B solves
the mDBDH problem in G. On input (g, g%, g“2, g°, g¢,T), algorithm B’s goal
is to output 1 if 7' = e(g, g)*¢ and 0 otherwise. Let g; = g%, 92 = ¢, g3 =
g¢.Algorithm B works by interacting with A in a selective identity game as
follows:

1. Initialization. The selective identity game begins with A first out-
putting an identity I D* that it intends to attack.

2. Setup.To generate the system’s parameters, algorithm B picks o’ € Z,,
at random and defines h = g7 ro* g*' € G. It gives A the parameters
params = (g, g1, g2, h). Note that the corresponding master —key, which
is unknown to B, is g = ¢** € G*. B picks random x;,v;,z; € Zp,
computes g;, = g**. it gives A the public key pk; = g;,.

3. Phase 1

o “A issues up to private key queries on ID;”. B §elects randomly r; €

Z," and k' € Z,, sets skip, = (do,d1) = (gleFID* (gngFID*)ga)ma

gQIDrID* g"). We claim sk;p, is a valid random private key for
ID;. To see this, let r; = r; — ﬁ. Then we have that dy =

’
— S
TD;,—1D* ; (ID;—ID*) o\"t
' (91 9%)

. b
a/ (ID;—ID*) \"i~ TD—IDx
2 (91 9%)

= g5 = g5(g1 7 h)".
1D, =ID*

di = g, gi=g".
o “A issues up to private key queries on pk;”. B returns x;.



o “A issues up to rekey generation queries on (1D, pk;)”. The challenge

B chooses a randomly x € Z; , sets rkrp pr1 = x and returns it to
(ID—ID*)z o'z

A. he computes rkrp pr3 = w = - o 91 and rkip pre = k' x;
where k' chosen randomly from Z,, sends them to the proxy. We
have
(91"n)" = g1g"
O L N it SO N Gl
! g1 97 94

For the delegatee and the proxy, they can verify e(g*, g1) = e(w, g)
is always satisfied. Thus our simulation is a perfect simulation. But
the delegator and delegatee cannot get any useful information from
T.

o “A issues up to re-encryption queries on (Crp,ID,pk;)”. The chal-
lenge B runs ReEnc(rkrp—pk,, Crp,ID,pk;) and return the results.
4. Challenge When A decides that Phasel is over, it outputs two messages
My, M7 € G. Algorithm B picks a random bit b and responds with the
ciphertext C' = (g, (¢*")¢, My - T). Hence if T = e(g, 9)**¢ = e(g1, g2)°,
then C' is a valid encryption of M;, under I D*. Otherwise, C is indepen-

dent of b in the adversary’s view.
5. Phase2 A issues queries as he does in Phase 1 except natural constraints.
6. Guess Finally, A outputs a guess b’ € {0,1}. Algorithm B concludes its
own game by outputting a guess as follows. If b = b/, then B outputs 1
meaning T = e(g, g)**°. Otherwise it outputs 0 meaning T # e(g, g)**¢.
When T = e(g, )% then A’s advantage for breaking the scheme is same as
B’s advantage for solving mDBDH problem. |

Theorem 7. Our scheme is CBE-IND-CPA secure for the proxy, delegator
and KGC’s colluding.

Proof. We just give the intuition for this theorem. The security proof follows
the principle of symmetrical encryption. The only information about CBE
user’s private key just lies in k26. But even if the proxy, delegator and KGC’s
colluding, they can only get ko6 where ko blinding the private key 6 perfectly.
Thus they can only guess 6, the adversaries’ success probability is at most
1/p which is negligible, whether for CBE levell ciphertext or for CBE level2
ciphertext. |

Theorem 8. Suppose the mDBDH assumption holds, then our scheme 1is
KGC-OW secure for the prozy, delegatee and delegator’s colluding.

Proof. We just give the intuition for this theorem. When considering the

proxy, delegatee and delegator’s colluding, the KGC only interact with dele-

gator and proxy. The re-encryption key rk = (%, k20, w) is distributed
(ID-I1D")z o'«

same as (x, k, (&‘Tl) where z and k are randomly choose from Z7,



that is to say, the adversaries can not get any information about a except
randomly guessing. And we know the BB; identity based encryption is se-
cure under DBDH assumption. That’s imply the attacker can not recover the
KGC’s master — key. Thus our scheme is KGC-OW secure for the proxy,
delegatee and delegator’s colluding. |

2.6 Conclusion

In 2007, Matsuo proposed a new type of re-encryption scheme which can re-
encrypt the ciphertext in the certificate based encryption(CBE) setting to
one that can be decrypted in identity based setting [29](IBE). In this paper,
we try to solve a problem left by [29], that is, can we construct a proxy re-
encryption scheme from IBE to CBE? We answer this question affirmatively,
we propose the first proxy re-encryption scheme from IBE to CBE with the
help of KGC. We also give the security model for proxy re-encryption scheme
from IBE to CBE and prove our scheme’s security in this model.



3 Proxy Re-encryption Scheme Based on BB2 Identity
Based Encryption

3.1 Introduction

The concept of proxy re-cryptography comes from the work of Blaze, Bleumer,
and Strauss in 1998 [3]. The goal of proxy re-encryption is to securely enable
the re-encryption of ciphertexts from one key to another, without relying
on trusted parties.In 2005, Ateniese et al proposed a few new proxy re-
encryption schemes and discussed their several potential applications espe-
cially in distributed secure storage. They predicated that proxy re-encryption
will play an important role in our life [2]. Since then, many excellent schemes
have been proposed, including proxy re-encryption schemes in certificate
based setting [11, 23,27, 28],proxy re-encryption schemes in identity based
setting [12,17,29, 34]and proxy re-encryption schemes in hybrid setting [29].
Now the IEEE P1363.3 standard working group is setting up a standard
with pairing including proxy re-encryption [31].

[Related Work]In 2007, Matsuo proposed the concept of four types of proxy
re-encryption schemes: CBE to CBE, IBE to CBE, CBE to IBE and IBE to
IBE [29]. Now CBE to IBE and IBE to IBE proxy re-encryption schemes are
being standardized by IEEEP1363.3 working group [31]. One feature of their
schemes is that they are all based on BB1 identity based encryption [6]. They
excluded constructing proxy re-encryption schemes based on BB2 identity
based encryption [6] for technique reasons [30].

[Our Motivation]|We extend their research in proxy re-encryption from
IBE to IBE. We follow the framework proposed by Boyen [8], that is, the
IBE framework can be divided into three categories. The first kind is “Full
Domain Hash” framework [5]; the second is “Exponent Inversion” frame-
work, including the second scheme BB2 in [6]; the third is “Commutative
Blinding” framework, including the first scheme BB1 in [6]. This framework
is the most flexible which has been used to construct group signature, ring
signature and many other useful applications. Also Matsuo’s re-encryption
schemes lie in this framework. Recently, “Exponent Inversion” framework
has found applications in fuzzy IBE, delegation IBE and hierarchical IBE,
which makes it much more flexible than previous thought [8]. So we recon-
sider the problem of constructing proxy re-encryption based on BB2 identity
based encryption. Surprisingly, if we consider the help of KGC, then it is easy
to construct proxy re-encryption based on BB2 identity based encryption.

[Our Contribution]We construct a proxy re-encryption scheme based on
BB2 identity based encryption with the help of KGC. As we all know, the
KGC plays an important role in IBE. Specifically, the KGC can know every
IBE user’s private key and thus can decrypt every IBE user’s ciphertext. So
it’s reasonable to give a position to KGC in proxy re-encryption in IBE set-
ting. In our proxy re-encryption scheme, the re-encryption key is generated
by the KGC only. The assumption of our scheme is the KGC must be trusted



completely, which is a shortcoming. We hope we can reduce this trust in our
further research.

We organize our paper as following. In section 2,we revisit the BB2 identity
based encryption in [6].In section 3, we propose our new re-encryption scheme
from IBE to IBE with the help of KGC. In section 4, we give the security
model for our scheme and prove its security in the standard model. We give
our conclusion in section 5.

3.2 Revisit the BB2 Identity Based Encryption

Let G be a bilinear group of prime order p and g be a generator of G. For
now, we assume that the public keys (1D) are elements in Z,;. We show later
that arbitrary identities in {0,1}* can be used by first hashing ID using a
collision resistant hash i : {0,1}* — Z7. We also assume that the messages
to be encrypted are elements in G;. The IBE system works as follows:

1. Setup: To generate IBE parameters, select random elements z, y € Z7
and define X = g* and Y = ¢g¥. The public parameters params and the
secret master — key are given by params = (g, 9%, g¥), master — key =
(2,9)

2. KeyGen(master — key, ID): To create a private key for the public key
ID e Z;:

(a) pick a random r € Z, and compute K = gm € G,
(b) output the private key d;p = (r, K). In the unlikely event that x +
ry+ID =0 mod p, try again with a new random value for r.

3. Encrypt(params, 1D, M): To encrypt a message M € G under public
key ID € Z;, pick a random s € Z, and output the ciphertext C =
(g5 TP X3 Y% e(g,g9)° - M). Note that e(g,g) can be precomputed once
and for all so that encryption does not require any pairing computations.

4. Decrypt(d;p,C): To decrypt a ciphertext C = (A, B,C) using the
private key d;p = (r, K), output C/e(AB", K). Indeed, for a valid ci-
phertext we have

c c c

e(AB" K)  e(goID+atry) g1/(ID+atry)) = e(g,9)°

This scheme is an efficient identity based encryption and proved to be IND-
sID-CPA secure in the standard model. In 2006, Gentry proposed a practical
identity based encryption based on this scheme which can achieve IND-ID-
CCA2 with tight security proof [20]. Thus this scheme plays an important
role in identity based encryption.

3.3 Our Proxy Re-encryption Scheme Based on BB2 Identity
Based Encryption

1. ReKeyGen;p_.;p: The KGC chooses a collision resistent hash func-

tion H : {071}3”" — Z, and a random seed t € Z;, and computes



’ k
k=H(ID,ID' t). He computes rk;p_rp = (%,w = gD Fatr"y )

and sends them to the proxy as the proxy re-encryption key. We note that
the KGC chooses a different k for every different user pair (ID,ID").

. ReEnc (rkip—1pr,parms,Crp,ID’):. On input the ciphertext Cjp =

(C1,C5,C3) = (¢°1PX*,Y* e(g,g)* - M), the proxy first run Check, if
it returns “Invalid”, then reject, else computes Crpr = (C}, C4,C%) =
(Cy"*ro—107 Oy Cse(Ch,w)), and sends it to the delegatee.

Check:. On input a ciphertext Crp = (C1, Cs, Cs), the proxy computes
v1 = e(C1,Y) and vy = e(Cy, ¢! P X), if v1 = vy, then return “Valid”,
else return “Invalid”.

First we verify our scheme’s correctness as following.

Cl B Cse(Ch,w)
e(CICY" K) — e(Cy k=D CF' g1/ (ID"+a+1"y))
036(01, w)

e((g TP X3) Lt Yt gl/ (D +a+1'y))
Cse(Ch,w)

e(gs D Fatry)ysr gl/(ID +a+r7y))
036(01, w)

e(gsUD +atktry) gl/(ID'+a+r'y))

e(9,9)° - M - e(Ch, w)
e(gs D Fathtr'y) gl/(ID +atr7y))

(.0 M- (Crg
e(gs(ID,+z+k+le)’gl/(ID/+I+’[‘/y))
e(gvg)s : M
e(gS(ID/+I+7”y)7gl/(]D/+I+T,y))
=M

3.4 Security Models

First we define the following oracles, which can be invoked multiple times in
any order, subject to the constraints list in the various definition:

Corrupted user’s key generation (Ocorkeygen): Obtain skyp «
KeyGenypg(mk,parms, ID).A is given skip.

Re-encryption key generation (O;ckeygen):On input (ID,ID’) by
the adversary, where pk was generated before by KeyGen and ID is a
user in IBE setting, return the re-encryption key rk;p_.;pr = KeyGenpgro
(sk,erp, parms) where sk is the secret keys that correspond to pk and
erp is the delegatee’s input for re-encryption key generation purpose.
Encryption oracleO.,,,,: For IBE users, to encrypt a message M €
G1 under the public key ID € Z7, return Encrge(ID, parms, M).
Re-encryption O,.¢,.: Output the re-encrypted ciphertext ReEnc
(rkrp—ip:,parms, Crp,1D").



Internal and External Security. Our security model protects users from
two types of attacks: those launched from parties outside the system (Ex-
ternal Security), and those launched from parties inside the system, such
as the proxy, another delegation partner, KGC, or some collusion between
them (Internal Security). Generally speaking, internal adversaries are more
powerful than external adversaries. And our scheme can achieve reasonable
internal security. We just provide formalization of internal security notions.

Delegatee Security.

We consider the case that proxy and delegator are corrupted.

Definition 8. (Delegatee-IBE-IND-ID-CPA) A PRE scheme from IBE
to IBE is Delegatee-IBE-IND-ID-CPA secure if the probability

PT[SkID* — Okeygen(A)a {SkIDm — Ocorkeygen()\)}v

{skrp, — Okeygen(N)},

{ha — Orekeygen(SkIDh ) ID:E)}? {Rxh — Orekeygen (SkID,T ’ IDh)}a

{Rh* — Orekeygen(skIDhJD*)}a {Rr* — Orekeygen(skIDm,ID*)}a

(m07 my, St) — AOrEnC»OEnCIBE (ID* {skrp, },{Run}’ {ha}a {Rh*}a {Rz*})a

d* £ {0,1},C* = encipp(mg., ID*),d’ «— ACrenc:Ocnerpr (C* St) + d' =
d*]

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is
a state information maintained by A while skyp« is the target user’s private
key, the challenger also chooses other keys for corrupt and honest parties.
For other honest parties, keys are subscripted by h or h' and we subscript
corrupt keys by x or x’. In the game, A is said to have advantage € if this
probability, taken over random choices of A and all oracles, is at least 1/2+€.

Delegator Security.

We consider the case that proxy and delegatee are corrupted.

Definition 9. (Delegator-IBE-IND-ID-CPA) A PRE scheme from IBE
to IBE is Delegator-IBE-IND-ID-CPA secure if the probability

PT[SkID* — Okeygen(A)a {SkIDm — Ocorkeygen ()\)}a {SkIDh, — Okeygen(A)};
{ha — Orekeygen(SkIDh 3 IDCE)}? {R:rh — Orekeygen (SkIDI 3 IDh)}7

{R*h — Orekeygen(skID*,IDh,)}y {R*x — Orekeygen(skID*,IDm)}a

(m07 mi, St) = AOrene:Oenernp (ID*v {SkIDx}a {RZh}7 {th}v {R*h}v {R*I})a

d* &£ {0,1},C* = encipp(mg., ID*),d’ «— ACrenc:Ocnerpn (C* St) + d' =
d*]

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is
a state information maintained by A while skyp« is the target user’s private
key, the challenger also chooses other keys for corrupt and honest parties.
For other honest parties, keys are subscripted by h or h' and we subscript
corrupt keys by x or x'. In the game, A is said to have advantage € if this
probability, taken over random choices of A and all oracles, is at least 1/2+€.



KGC Security.

In proxy re-encryption from IBE and IBE, KGC’s master key can not lever-
age even if the delegator, the delegatee and proxy collude.

Definition 10. (KGC-OW) A PRE scheme from CBE to IBE is KGC-
OW secure if the output

Exp[{SkIDw — Ocorkeygen()\)}z

{skrp, < Okeyyen()‘)}v

{RTT/ — Orekeygen(skzpw,IDz/)}y {Rr’”ﬂ — Orekeygen(SkIDgJDm)L

{Rh:r — Orekeygen(SkIDh ) ID:E)}7 {Rxh — Orekeygen(SkIDz ) IDh)};

mk «— A9reneOencinn ({skrp, }, {Ran}, {Rha}, {Rear}, {Rara}, {parms})

is mot the real master — key for any PPT adversary A.The challenger also
chooses other keys for corrupt and honest parties. For other honest parties,
keys are subscripted by h or h' and we subscript corrupt keys by x or x’.

3.5 Security Analysis

In this section, we will give our scheme’s security results:

e For delegatee’s IBE-IND-sID-CPA security, KGC alone can break it,
while the proxy and delegator’s colluding can not.

e For delegator’s IBE-IND-sID-CPA security, KGC alone can break it,
while the proxy and delegatee’s colluding can not.

e For KGC’s OW security, even if allowing the proxy, delegator and dele-
gatee collude any way, they can not break the KGC’s OW security, that
is, they can not get the master — key.

Theorem 9. Suppose Decision g-BDHI assumption holds in G, then our
scheme is Delegator-IBE-IND-sID-CPA secure for the proxy and delegatee’s
colluding.

Proof. Suppose A has advantage in attacking the proxy re-encryption IBE
system.We build an algorithm B that uses A to solve the Decision ¢ —
BDHI problem in G.Algorithm B is given as input a random (g + 2)-tuple
(g9,9%, PR (CON T) € (G*)7*! x Gy that is either sampled from Pgpp;
(where T = e(g,g)=) or from R (where T is uniform and independent in
G1). Algorithm B’s goal is to output 1 if 7 = e(g,¢)"/® and 0 otherwise.
Algorithm B works by interacting with A in a selective identity game as
follows:

1. Preparation. Algorithm B builds a generator h € G* for which it knows
q— 1 pairs of the form (w;, h1/(etwi)) for random wy, ..., wg—1 € Z,. This
is done as follows:

(a) Pick random wy, ..., w,—1 € Z, and let f(2) be the polynomial f(z) =
1%} (2 + w;). Expand the terms of f to get f(z) = 3%~ ¢;x;. The
constant term c¢g is non-zero. ‘

(b) Compute h = [[7(9@))% = ¢/@ and u = [[_,(g@)or =
7@ Note that v = h®.



(¢) Check that h € G*.Indeed if we had h = 1 in G this would mean

that w; = —o for some j easily identifiable w; ,at which point B
would be able to solve the challenge directly.We thus assume that all
wj # —a.

(d) Observe that for any ¢ = 1,...,q¢ — 1, it is easy for B to construct
the pair (w;, h'/(@+tw)), To see this, write fi(z) = f(2)/(z + w;) =
S 075 diZ;. Then hl/ (i) = g file) = [T923(gleD)ds,

(e) Next B computes

T}, = T<f (@) . Ty where Ty = H;Z:_g Hg;g e(g(o‘i)7 g(aj))CiCHl

Observe that if T = e(g, g)'/ then T}, = e(g/(®)/@, g/(®)) = e(h, )/
On the contrary, if T is uniform in Gy, then so is T},.
We will be using the values h,u, T}, and the pairs (w;, h*/(@+wi)) for
i =1,...,q — 1 throughout the simulation.
2. Initialization. The selective identity game begins with A first out-
putting an identity ID* € Z7 that it intends to attack.
3. Setup To generate the system parameters,algorithm B does the follow-
ing:
(a) Pick random a,b € Z; under the constraint that ab = ID*.
(b) Compute X = u=%h~% = h=2(@+b) and Y = u = h*.
(c) Publish params = (h,X,Y) as the public parameters. Note that
X,Y are independent of I D* in the adversary’s view.
(d) We implicitly define x = —a(a 4+ b) and y = « so that X = h” and
Y = h¥. Algorithm B does not know the value of x or y,but does
know the value of = + ay = —ab = —ID*.
4. Phase 1.
o “A issues up to qs < q private key queries”.
Consider the i-th query for the private key corresponding to public
key ID; # ID*. We need to respond with a private key (r, hm)
for a uniformly distributed r € Z,. Algorithm B responds to the
query as follows:
(a) Let (w;, h*/(@+%i)) be the i—th pair constructed during the prepa-
ration step. Define h; = h!/(@twi),
(b) B first constructs an r € Z, satisfying (r — a)(a +w;) = ID; +
x + ry. Plugging in the values of x and y the equation becomes

(r—a)(a+w;) =ID; —a(a+b) +ra

We see that the unknown « cancels from the equation and we

get r =a + % € Z, which B can evaluate.
(¢) Now,(r, h:/(rfa)) is a valid private key for I D for two reasons.
First,

h;/(rfa) _ (hl/(a+w))1/(r—a) _ hl/(r—a)(a—‘—wi) — hl/(ID71+x+ry)



as required. Second, r is uniformly distributed among all ele-
ments in Z, for which ID; + z + ry # 0 and r # a.This is true
since w is uniform in Z,/{0, —a} and is currently independent
of A’s view. Algorithm B gives A the private key (r, hg/(rfa)).
For completeness, we note that B can construct the private key
for ID; with 7 = a as (r, RY/IP:=IP") Hence,the 7 in the private
key given to A can be made uniform among all r € Z, for which
ID + x4+ ry # 0 as required.

We point out that this procedure will fail to produce the private key

for ID; = ID* since in that case we get r = a and ID +x+ry = 0.

Hence, B can generate private keys for all public keys except for

1D*.

o “A issues up to rekey generation queries on (ID;,1D;)”.

IDjtatk _ gy
- )

The challenger B chooses a randomly U € Z; and sets —5——

he also computes

1 ID;-U—ID;+(U—1)(aw;—ab)
(h (y+u1j ) Ti—a
w =
U—-1)-
RCE

ok
we can see w = h'Pit**7i¥  because the following:

IDj+z+k

(WPX)V = (WP X)ThE = P X

1D U
BE — (7X)° RUDi+)U—(ID;+2)
- hiD’' X -
& (ID;+x)U—(IDj+x)
w = hIDj+z+rjy — h (rj—a)(atwy)
(ID;-U—ID;)+(U—1)(—a(a+b))

=h (rj—a)(atw;)
(ID,i-Ulej)+(U71)(7a(a+b))+(U71) w (ID;-U—ID;)+(U—1)(—a(a+b))+(U—1)a(atw;)
h (rj—a)(atwy) ri—e — | (rj—a)(atw;)
(ID;-U—ID;)+(U—1)(—aa—abtaataw,)
— h (rj—a)(atw;)
(IDi~U71Dj)+(U71)(7ab+awj)
—h Gr; —a)(atw;)
1 IDi~U7]Dj+(U71)(awj7ab)
— (hu+wj ) rj—a
1 ID;-U—ID;+(U—1)(aw; —ab)
(h atw; ) rj—a
w= U-1) =
h rj—a

thus our simulation is a perfect simulation. Because U is uniformly
in Z;, the adversary (including delegator and proxy colluding or
delegatee and proxy colluding) can not get any useful information
from it.

o “A issues up to rekey generation queries on (ID*,ID)”.
Same as the above.

o “A issues up to re-encryption queries on (Crp,,1D;,ID;)”.
The challenge B runs ReEnc(rkrp,—1p;,Cip,, 1 D;) and returns the
results



5. Challenge. A outputs two messages My, M; € G. Algorithm B picks
a random bit b € {0,1} and a random [ € Z;. It responds with the
ciphertext CT = (h=% h!,T} - My). Define s = I/a. On the one hand, if
T = e(h, h)"/* we have

p-al — pac(l/a) _ p(a+ab)(l/a)=h*"P".x*°

hl _ Yl/a —Ys
T} = e(h, h)"/* = e(h, h)*

It follows that C'T is a valid encryption of M, under ID* | with the
uniformly distributed randomization value s = [/«. On the other hand,
when T is uniform in G ,then, in the adversary’s view C'T is independent
of the bit b.

6. Phase2. A issues more private key queries, for a total of at most ¢s < q.
Algorithm B responds as before. A issues more other queries like in
Phasel except natural constraints and Algorithm B responds as before.

7. Guess. Finally, A outputs a guess b’ € {0,1}. If b = &’ then B outputs 1
meaning T = e(g, g)"/* . Otherwise,it outputs 0 meaning 7' # e(g, g)*/

When T = e(g,g)"/® then A’s advantage for breaking the scheme is same as
B’s advantage for solving q-BDHI problem. This completes the proof. |

Theorem 10. Suppose the q-BDHI assumption holds, then our scheme 1is
Delegatee-IBE-IND-sID-CPA secure for the proxy and delegator’s colluding.

Proof. The security proof is same as the above theorem except that it does
not allow “A issues up to rekey generation queries on (1D, ID*)”, for B does
not know the private key corresponding to ID*. |

Theorem 11. Suppose the ¢-BDHI assumption holds, then our scheme is
KGC-OW secure for the proxy, delegatee and delegator’s colluding.

Proof. We just the the intuition for this theorem. The master-key is (z,y),
1
and delegator’s private key is (r;, g7 Di”“ﬂ/), the delegatee’s private key is

1
DAY ' g 1D/ +atk
(rj,g'Pit=*tmive the proxy re-encryption key is ﬁ

Because the proxy re-encryption key is uniformly distributed in Z7, and the
original BB2 IBE is secure, we can conclude that (x,y) can not be disclosed
by the proxy, delegatee and delegator’s colluding. |

k
, W = gID’+m+T’y,

3.6 Conclusion

In 2007, Matsuo proposed the concept of four types of re-encryption schemes:
CBE to CBE, IBE to CBE, CBE to IBE and IBE to IBE [29]. Now CBE
to IBE and IBE to IBE proxy re-encryption schemes are being standardized
by IEEEP1363.3 working group [31]. In this paper, we further extend their
research. One feature of their schemes is that they are all based on BB1



identity based encryption [6].We ask question like this: can we construct
proxy re-encryption schemes based on BB2 identity based encryption [6]?
We give affirmative answer to this question. We construct an IBE to IBE
proxy re-encryption scheme based on BB2 with the help of KGC and prove
its security in the standard model.



4 Proxy Re-encryption Scheme Based on SK Identity
Based Encryption

4.1 Introduction

The concept of proxy re-cryptography comes from the work of Blaze, Bleumer,
and Strauss in 1998 [3]. The goal of proxy re-encryption is to securely enable
the re-encryption of ciphertexts from one key to another, without relying on
trusted parties.In 2007, Matsuo proposed the concept of four types of proxy
re-encryption schemes: CBE to CBE, IBE to CBE, CBE to IBE and IBE
to IBE [29]. Now CBE to IBE and IBE to IBE proxy re-encryption schemes
are being standardized by IEEEP1363.3 working group [31]. One feature of
their schemes is that they are all based on BB1 identity based encryption [6].
We reconsider the problem of constructing proxy re-encryption based on SK
identity based encryption. Surprisingly, if we consider the help of KGC, then
it is easy to construct proxy re-encryption based on SK identity based en-
cryption. Interestingly , our proxy re-encryption scheme even can achieve
CCA2 secure, which makes it is unique.

We organize our paper as following. In section 2,we revisit the SK identity
based encryption in [9,13,35]. In section 3, we propose our new proxy re-
encryption scheme from IBE to IBE based on SK identity based encryption.
In section 4, we give the security models for our scheme and prove its security
in the model. We give our conclusion in section 5.

4.2 Revisit the SK Identity Based Encryption

SK-IBE is specified by four polynomial time algorithms:
1. Setup. Given a security parameter k, the parameter generator follows
the steps.
e Generate three cyclic groups G1,G2 and G of prime order ¢, an
isomorphism ¢ from G5 to G, and a bilinear pairing map e : Gy X
Go — Grp. Pick a random generator P, € G* and set P; = ¢(P).
e Pick a random s € Z; and compute Ppyyup = sP;.
e Pick four cryptographic hash functions Hy : {0,1}* — Z;, Hy :
Gr — {0,1}",Hz : {0,1}" x {0,1}" — Z7 and Hy : {0,1}" —
{0,1}™ for some integer n > 0.
The message space is M = {0,1}". The ciphertext space is C = GF X
{0,1}"x{0, 1}™. The master public key is Mp, = (¢, G1, G2, Gr, p,e,n, P,
Py, Py, Hi, Ha, H3, Hy), and the master secret key is Mgy, = s.
2. Extract. Given an identifier string ID4 € {0,1}* of identity A, My
and Mgy, the algorithm returns d4 = mPQ.
3. Encrypt. Given a plaintext m € M, ID 4 and My, the following steps
are performed.
e Pick a random o € {0,1}"™ and compute r = Hs(o,m).
o Compute Qa = Hi(IDa)P1 + Ppup, §" = e(P1, P2)".



4.

e Set the ciphertext to C' = (rQa,oc ® Ha(g"),m & Ha(0o)).
Decrypt. Given a ciphertext C' = (U,V,W) € C,ID4,d4 and My
follows the steps:

e Compute ¢’ = e(U,da) and o’ =V @ Ha(g').

e Compute m’ =W @ Hy(o) and v’ = Hs(o’,m’).

o if U #r'(Hi(IDA)P: + Ppyp), output L, else return m’ as the plain-

text.

4.3 Our Proposed Proxy Re-encryption Scheme Based On SK
Identity Based Encryption

We modify the underlying SK identity based encryption for the proxy re-
encryption purpose, our proposed proxy re-encryption scheme based on SK
identity based encryption are as following:

1.
2.
3.

7.

Setup. Same as the original scheme.

Extract. Same as the original scheme.

ReKeyGen;p_.rp: The KGC chooses a collision resistent hash func-
tion Hj : {0, 1}3‘?" — Z, and a random seed ¢ € Z7, and computes k =

+H, (ID")+k
Hs(ID,ID’,t). He computes rkrp_rpr = (%,w = #(ID,)PQ)
and s = kP;. He sends rk;p_.;p+ to the proxy as the proxy re-encryption
key via authenticated channel. He also sends s = kP; to the delegatee
via authenticated channel for “Verify” purpose. We note that the KGC

chooses a different k for every different user pair (ID,ID").

. Encryptl. Given a plaintext m € M, ID 4 and M, the following steps

are performed.
e Pick a random o € {0,1}" and compute r = Hz(o, m).
L] Compute QID = Hl(ID)Pl + Ppub7 gr = e(Pl,Pg)r.
o Set the ciphertext to C = (rP1,7Qp,0 & Ha(g"), m & Hy(0)).

. ReEnc (rk;p—ip/,parms,Crp,ID’):. On input the ciphertext Crp =

(C1,C5,C5,Cyq) = (rP1,7Qrp,0 @ Ha(g"),m @& Hy(o)), the proxy com-
putes Crpr = (C1,C%,C%,Cy) = (rkip—1pCe,e(C1,w),Cs,Cy), and
sends it to the delegatee.
Decryptl. Given a ciphertext Crp = (Cf, C4, C4, C}), follows the steps:
e Compute ¢’ = %ﬁzw') and o' = C5 & Ha(¢').
e Compute m’ = C} ® Hy(o) and ' = Hs(o',m').
Verify. If C{ # r'(Hi(ID')P1 + Ppup + s), output L, else return m' as
the plaintext.

First we verify our scheme’s correctness as following.

’ G(Ci, d[D/) o e(rkID_,ID'CQ7 S+H11(1D’)P2)
N (@ N e(Cr,w)
e(rkrp—1pC2, mpﬂ

k
e(Ch, s+H1(ID/)P2)
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s+H1(ID')+k 1
6( SJ,.;—[l([D) rQIDaS+H1(ID/)P2)

e(Cl, #(ID/)PQ)

s+H,(ID")+k
(b r(H(ID) + )Py, oy Po)

k
6(7’P1, s+H1(ID’)P2)

e(rPy, Py)e(rkPy, srrp P2)

k
6(7’P1, s+H1(ID’)P2)
= 6(P17P2)r

T

=g
o' =Cy® Ha(g') =0 @ Ha(g") ® Hag") = 0
/

m =m,r’ =r
Ci =rkip_ipCo = ’I”(Hl(ID,) +k+ S)P1 = T‘I(Hl(ID/)Pl + Ppub + S)

Thus our scheme is a correct proxy re-encryption scheme. Note that in our
scheme, the delegatee must receive s for every delegation pair (ID, ID’), the
purpose of this step is for “Verify” the ciphertext.

4.4 Security Models and Security Analysis

The security models are same as in Section 3.4, they follow the security
model for proxy re-encryption scheme from IBE to IBE.
Interestingly, our proxy re-encryption scheme even can achieve IND-ID-

CCA2 secure while all the above proxy re-encryption scheme can only
achieve IND-sID-CPA secure. We also note this scheme is the most effi-
cient scheme for proxy re-encryption with pairing which can achieve CCA2
secure in literature, which makes it is so unique! But unfortunately, this
scheme cannot resist DDos attack introduced in [38].

In this section, we will give our scheme’s security results:

e For delegatee’s IBE-IND-ID-CCA2 security, KGC alone can break it,
while the proxy and delegator’s colluding can not.

e For delegator’s IBE-IND-ID-CCA2 security, KGC alone can break it,
while the proxy and delegatee’s colluding can not.

e For KGC’s OW security, even if allowing the proxy, delegator and dele-
gatee collude any way, they can not break the KGC’s OW security, that
is, they can not get the master — key.

Theorem 12. Suppose ¢-BDHI assumption holds in G, then our scheme is
Delegator-IBE-IND-ID-CCA2 secure for the proxy and delegatee’s colluding.

Proof. The proof combines the following three lemmas.



Lemma 1. Suppose that H is a random oracle and that there exists an IND-
ID-CCA adversary A against PRE-SK-IBE with advantage (k) which makes
at most g1 distinct queries to H (note that H can be queried directly by
A or indirectly by an extraction query,a decryption query or the challenge
operation). Then there exists an IND-CCA adversary B which runs in time
O(time(A)+qp - (T +11)) against the following PRE — BasicPub™ scheme
with advantage at least (k) /q1 where T is the time of computing pairing and
Iy is the time of a multiplication operation 1 in G;.

PRE— BasicPub™ is specified by seven algorithms: KeyGen, ReKeyGen,
Encrypt, ReEnc, Decryptl, Decrypt2, Verify.

KeyGen: Given a security parameter k, the parameter generator follows the
steps.

1. Identical with step 1 in Setup algorithm of SK — PRE — IBE.

2. The KGC pick a random s € Z; and compute Py = sP. Randomly
choose different elements h; € Z;‘ and compute %ﬂP for 0 < i < q.
Randomly choose different elements hy € Z; and compute ﬁp.

3. Pick three cryptographic hash functions: Hy : Gr — {0,1}"™ , Hj
{0,1}" x {0,1}" — Z¥ and Hy : {0,1}" — {0,1}" for some integer
n > 0.

The message space is M = {0,1}™. The ciphertext space is C = G x{0,1}"x

{0,1}™. The public key for delegator is Kpua = (g, Gl, Ga,Gr,p,e,n, P, Ps,

pub7h07 (hl, ﬁpg) ,(h“ ; +SP2) (hth 1 Fray 1+3P2) H27H37H4) and

the private key is da = 5= P. Note that e(hoPy —|—Ppub, da) = e(Py, Py). The
public key for delegatee 25 KpubB = (g, G’l, G2, Gr,p,e,n, P1, Py, Py, b, (ha,
h1+sP2) ,(hl, > +5P2) o (hgy—1, s Pg) HQ,H3,H4) and the private

key is dg = h, -P. Note that e(hy Py + Ppub, dp) =e(P1, P).
ReKeyGen: The KGC chooses a collision resistent hash function Hs :
{0,1}3IP — Zy and a random seed t € Z;, and computes k = Hjs(ho, hy, t).

He computes rka_p = (S:}f}zk,w = S+H, Py) and s = kP,. He sends

rka_p to the proxy as the proxy re-encryption key via authenticated chan-

nel. He also sends s = kP; to the delegatee via authenticated channel for

“Verify” purpose.

Encrypt: Given a plaintext m € M and the public key Kpupa and Kpupp,
1. Pick a random o € {0,1}" and computer = H(o,m),and g" = e(Py, P2)".
2. For the delegator, set the ciphertest to C = (rPy,r(hoP1 + Ppup), 0 ®

H(g"),m ® H(0)).
3. For the delegatee, set the ciphertext to C' = (rPy,r(hyP1 + Ppup), 0 &
Hy(g"),m & H(o).

ReEnc:. On input the ciphertext Ca = (C1,Ca,C5,C4) = (rP1,7Qip,0 &

Hy(g"),m@®H4(0)), the proxy computes Cp = (C1,C%, C%, C}) = (rka—pCa,
e(Cy,w),Cs,Cy), and sends it to the delegatee.

Decryptl:For the delegator, given a ciphertext Ca = (U, V,W), Kpupa, and

the private key d a,

1. Compute ¢’ = e(U,da) and o’ =V @ H(¢'),




2. Compute m' =W @ Hy(o') and r' = Hz(o',m'),
3. If U # v'(ho Py + Pyup),reject the ciphertext, else return m’ as the plain-
text.

Decrypt2.For the delegatee, given a ciphertext Cp = (C1,C%,C%, C)):

o Compute ¢’ % and o’ = 03 ® Hy(g').

o Compute m’ = C} EBH4( ) and v’ = H3(o',m/).
Verify. For the delegatee, if Ci # r'(h{P1 + Ppup + ), output L, else return
m’ as the plaintext.

Proof. The proof for this lemma is similar as lemmal in [13].

Lemma 2. Let Hs, Hy be random oracles. Let A be an IND-CCA adversary
against PRE— BasicPub™ defined in Lemmal with advantage e(k). Suppose
A has running time t(k), makes at most gpdecryptionqueries, andmakesqs
and qq queries to Hsy and Hy respectively. Then there exists an IND-CPA
adversary B against the following PRE-BasicPub scheme,which is specified
by siz algorithms: KeyGen, ReKeyGen, Encrypt, ReEnc, Decryptl,
Decrypt2.

keygen: Given a security parameter k, the parameter generator follows the
steps.

1. Identical with step 1 in algorithm keygen of PRE — BasicPub™.

2. Identical with step 2 in algorithm keygen of PRE — BasicPub™ .

3. Pick a cryptographic hash function Hy : Gr — {0,1}™ for some integer

n > 0.

The message space is M = {0,1}". The ciphertext space is C = G7x{0,1}"x
{0, 1}™. The public key for delegator is Kpupa = (g, Gl, Go,Gp,p,e,n, Py, Py,
Ppub,ho,(hl,ﬁPQ) ,(hz, h+sP2) (hq1 1, h PQ) HQ,Hg,H4) and

the private key is da = n +SP Note that e(ho P +Ppub7d,4) =e(Py, Py). The
public key for delegatee is K pubB = (q,Gl,Gg,GT,tp,e n, Py, Py, Pyup, b, (Ra,
h1+sP2) 7(hl, > +SP2) s (hgy—1, o 1+SP2) Hs, H3, Hy) and the private

key is dg = h, -P. Note that e(hy Py + Py, dp) = e(Pr, Py).

ReKeyGen: Identzcal with ReKeyGen of PRE — BasicPub™ except no
s generation.

Encrypt: Given a plaintext m € M and the public key Kp,p, choose a ran-
dom r € Z; and compute ciphertext C = (rPy,r(hoP1 + Ppup), m @ Ha(g"))
where g" = e(Py, P2)".

ReEnc:Identical with ReEnc of PRE — BasicPub™.

Decryptl: Given a ciphertext C = (U1,Us, V'), Kpup, and the private key
da, compute ¢ = e(Ua,da) and plaintext m =V & Ha(g').
Decrypt2:Identical with Decrypt2 of PRE — BasicPub™.

with advantage €1(k) and running time t1(k) where

1 2vap _
e1(k) > m[(d@ +1)(1 - 5) 1]

ta(k) < t(k) + O((g3 + q4) - (n + logq)).



Proof. The proof for this lemma is similar as lemma2 in [13], actually this
is the Fujisaki-Okamoto transformation [16].

Lemma 3. Let H be a random oracle. Suppose there exists an IND-CPA
adversary Adv against the PRE-BasicPub defined in Lemma2 which has
advantage €(k) and queries H at most qo times. Then there exists an algo-
rithm C' to solve the ¢ —BDH I problem with advantage at least 2¢(k) /g2 and
running time O(time(Adv) + g3 - To) where Ty is the time of a multiplication
operation in Gs.

Proof. Algorithm C is given as input a random g; —BDH I instance (¢, G1, Ga,
Gr,p, P, Py, 2Py, 2% Py, ..., 2% P,) where x is a random element from Zy. Al-

gorithm C finds e(Py, Pg)% by interacting with Adv as follows: Algorithm C
first simulates algorithm keygen of BasicPub, which was defined in Lemma
2, to create the public key as below.

1. Randomly choose different hq, ..., hg;—1 € Z and let f(2) be the polyno-
mial f(z) = [1%," (2 +h;). Reformulate f to get f(z) = [[%," iz The
constant term ¢ is non-zero because h; # 0 and ¢; are computable from
h;.

2. Compute Qs = Zg;gl ¢t Py = f(2)Py and 1Qo == Z?;Bl TPy =
xf(z)Ps.

3. Check that Q2 € G5. If Q2 = 1g,, then there must exist an h; = —z
which can be easily identified, and so, C solves the ¢ — BDH I problem
directly. Otherwise C' computes Q1 = ¢(Q2) and continues.

1. Compute fi(2) = f(2)/(z+ hi) = 200 dyz and —4-Qa = filw)Py =
25-1:62 djzI Py for 1 <i < qj.

5. Set T" = 23;61 c;x' 1Py and compute Ty = e(p(T"), Qa2 + coPs)

6. Now C passes Adv the public key Kpupa = (¢, G1, G2, Gr, 0, e,m, Q1, Q2,
Q1 — hoQ1, ho, (h1 + ho, ﬁcb)v ey (hi + ho, hiﬁ@z), vy (g1 + ho
,ﬁ@g), Hs)(ie. setting Ppup = Q1 — hoQ1), and the private key

isdy = %Qg, which C' does not know. Hs is a random oracle controlled
by C. Note that e((h; + ho)Q1 + Ppub, da) = e(Q1, Q2). Hence Kpypa is
a valid public key of A in BasicPub.

7. Now C passes Adv the public key K5 = (¢, G1, G2, Gr, ¢, e,n,Q1, Q2,
xQ1 — hoQ1, hy = h1 + ho, ..., (hi + ho, ﬁ@z% oy (hgi—1 + ho

; ﬁ@g), Hs)(ie. setting Pyup = Q1 — hoQ1), and the private key is
-

dp = ﬁQQ, which C knows. Hs is a random oracle controlled by C.
Note that e((h; + ho)Q1 + Ppus, dB) = €(Q1,Q2). Hence K, is a valid
public key of B inBasicPub.

Now B starts to respond to queries as follows.

1. Phasel
Hs-query(X;). At any time algorithm Adv can issue queries to the ran-
dom oracle Hy. To respond to these queries C' maintains a list of tuples
called HY** .Each entry in the list is a tuple of the form (X, ¢;) indexed
by X;. To respond to a query on X;, C does the following operations:



(a) If on the list there is a tuple indexed by X;, then B responds with
G-

(b) Otherwise, C' randomly chooses a string ¢; € {0,1}"™ and inserts a
new tuple (X;, ;) to the list. It responds to A with ¢;.

ReKeyGenration query. C' Choose a randomly a € Z7, set Stﬁégk =

a. C computes w = a(hg — h{)dp + (a — 1)Q2. He sets rka_p = (a,w)

is of the right form. Because the following

s+hi+k
STl TR _
s+ hg
s=x—ho
e(a((ho + 5)Q1 — (hy + 5)Q1,dp) = e(w, Q1)
(aho + as — hy — s)

w = s+ hh Q2
aho +as —hyy — s — (a—1)(s + hy)
—(a—-1)0, =
w—(a—-1)Q; s+ hp Q2
ahg — h{y — (a — 1)k
= / Q2
s+ hg
_a(ho—h6)
s+ h) @

= a(ho — hy)dp
w = a(ho — ho)dp + (a — 1)Q2

ReEncryption query. The challenge C runs ReEnc(rka—p,Ca, B)
and returns the results.

. Challenge.Algorithm Adv outputs two messages (mg, m1) of equal length
on which it wants to be challenged. C' chooses a random string R €
{0,1}" and a random element r € Z;, and defines Cop, = (U, V) =
(r@Q1, R). B gives C¢, as the challenge to Adv. Observe that the decryp-
tion of Cyy, is

V @ Hy(e(U,da)) = R® Ha(e(rQr, éQz))

. Phase2. Adv issues more queries like in Phasel except natural con-
straints and Algorithm C' responds as before.

. Guess. After algorithm Adv outputs its guess, C picks a random tuple(X;, ¢;)
from Holist. C first computes T' = Xl-l/r , and then returns (T/To)l/cg.
Note that e(Py, P)Y/* = (T/Tp)Y% if T = e(Q1,Q2)"/*. Let H be the
event that algorithm Adv issues a query for Hy(e(r@q, %Qg)) at some
point during the simulation above. Using the same methods in [5], we
can prove the following two claims:

Claiml: Pr[H|in the simulation above is equal to Pr[H]| in the real
attack.



Claim?2: In the real attack we have Pr[H| > 2¢(k). Following from the
above two claims, we have that C' produces the correct answer with prob-
ability at least 2e(k)/qa .

This completes the proof of this theorem. |

Theorem 13. Suppose ¢-BDHI assumption holds in G, then our scheme is
Delegatee-IBE-IND-ID-CCA2 secure for the proxy and delegator’s colluding.

Proof. Same as the above theorem except in the simulation the role of A
and B exchanged. |

Theorem 14. Suppose the q-BDHI assumption holds, then our scheme is
KGC-OW secure for the prozy, delegatee and delegator’s colluding.

Proof. We just the the intuition for this theorem. The master-key is s, and
delegator’s private key is m, the delegatee’s private key is L

s+HL(ID')
s+H(ID')+k _ k
STH (D) W= HHl(ID,)Pg.Because the

proxy re-encryption key is uniformly distributed in Z7, and the original SK
IBE is secure, we can conclude that s can not be disclosed by the proxy,
delegatee and delegator’s colluding. |

, the proxy re-encryption key is

4.5 Conclusion

In 2007, Matsuo proposed the concept of four types of proxy re-encryption
schemes: CBE to CBE, IBE to CBE, CBE to IBE and IBE to IBE [29].
Now CBE to IBE and IBE to IBE proxy re-encryption schemes are be-
ing standardized by IEEEP1363.3 working group [31]. One feature of their
schemes is that they are all based on BB1 identity based encryption [6]. They
excluded constructing proxy re-encryption schemes based on SK identity
based encryption [6] for technique reasons [30]. We reconsider the problem
of constructing proxy re-encryption based on SK identity based encryption.
Surprisingly, if we consider the help of KGC, then it is easy to construct
proxy re-encryption based on SK identity based encryption. Interestingly ,
our proxy re-encryption scheme even can achieve CCA2 secure, which makes
it is unique.



5 Some Observation on Constructing Proxy
Re-encryption Scheme Based on BF Identity Based
Encryption

5.1 Revisit BF Identity Based Encryption

We now revisit the BF identity based encryption scheme.
We assume that recipient identities are represented as bit strings of arbitrary
length, and that the messages to be encrypted are bit strings of some fixed
length .
Let g be the respective generator of a bilinear group G of prime order p, and
let e : GxG — Gy be a bilinear map taking its arguments in G. Additionally,
we require the availability of four cryptographic hash functions viewed as
random oracles:
1. a function H; : {0,1}* — G for hashing the recipient identity;
2. a function Hy : Gy — {0,1}! for xor-ing with the session key;
3. a function Hj : {0,1} x {0,1}} — Z, for deriving a blinding coefficient;
4. a function Hy : {0, 1} — {0, 1} for xor-ing with the plaintext.
The BF-IBE system then consists of the following algorithms:
1. Setup: To generate IBE system parameters, select a random integer
w € Z, , and set gpup = g* . The public system parameters params and
the master secret key masterk are given by:

params = (g, gpup) € G*, masterk = w € Z,,.

2. Extract To generate a private key d;p for an identity ID € {0,1}*,
using the master key w, the trusted authority computes hyp = H;(ID)
and then d;p = (hyp)™ in G. The private key is the group element:

d]DEG

3. Encrypt: To encrypt a message M € {0,1}' for a recipient of iden-
tity ID € {0,1}* , the sender picks a random s € {0,1}' ,derives
r = H3(s, M), computes hjp = Hi1(ID) and y;p = e(hip, gpup), and
outputs:

C=(g",s®Hy(y5p), M ® Hy(s)) € G x {0,1} x {0, 1}

4. Decrypt: To decrypt a given ciphertext C' = (u, v, w) using the private
key drp , the recipient successively computes:

v® Ha(e(u,drp)) = s, w P Hy(s) = M, Hs(s, M) =r

Then, it verifies that g" = u, and rejects the ciphertext if the equality is
not satisfied. Otherwise, it outputs M € {0,1}! as the decryption of C.



5.2 Our Observation

We note that the ciphertexts for ID and I D’ are

C=(9",s® Ha(yrp), M © Hy(s))
C=(g",s® Hay(yip), M @ Hy(s))

We must at least construct the re-encryption ciphertext of the form C =
(X.g", (s ® Ha(y}p)) & Ha(yjp) & Ha(yf ) & Y, M & Hy(s)) But we note
Hy(yip) ® Ha(yip) Y = Ha(e(hip,g") ® Ha(e(hip,g") @Y. and it is
impossible to transform e(h¥p,g") to e(h¥y/,g") - Z for hip and h;p: are
two different points on the elliptic curve. That means, our technique can no
longer apply. But there are maybe existing other ways to construct proxy
re-encryption based on BF identity based encryption, we leave it as an open
problem.
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