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Abstract. In 1998, Blaze, Bleumer, and Strauss proposed a kind of cryptographic primitive called
proxy re-encryption[3d]. In proxy re-encryption, a proxy can transform a ciphertext computed under
Alice’s public key into one that can be opened under Bob’s decryption key. They predicated that
proxy re-encryption and re-signature will play an important role in our life. In 2007, Matsuo pro-
posed the concept of four types of re-encryption schemes: CBE to IBE(type 1), IBE to IBE(type
2), IBE to CBE (type 3), CBE to CBE (type 4)[27]. Now CBE to IBE and IBE to IBE proxy
re-encryption schemes are being standardized by IEEEP1363.3 working group[29]. In this paper,
based on [27] we pay attention to the role of KGC for proxy re-encryption in identity based setting.
We find that if we can introduce the KGC in the process of generating re-encryption key for proxy
re-encryption in identity based setting, many open problems can be solved. Our main results are as
following;:

1. One feature of proxy re-encryption from CBE to IBE scheme in [27] is that it inherits the key
escrow problem from IBE, that is, KGC can decrypt every re-encrypted ciphertext for IBE
users. We ask question like this: is it possible that the malicious KGC can not decrypt the
re-encryption ciphertext? Surprisingly, the answer is affirmative.We construct such a scheme
and prove its security in the standard model.

2. We propose a proxy re-encryption scheme from IBE to CBE. To the best of our knowledge,
this is the first type 3 scheme. We give the security model for proxy re-encryption scheme from
IBE to CBE and prove our scheme’s security in this model without random oracle.

3. In [28] there was a conclusion that it is hard to construct proxy re-encryption scheme based
on BF and SK IBE. When considering KGC in the proxy key generation, we can construct
a proxy re-encryption scheme based on SK IBE. Interestingly, this proxy re-encryption even
can achieve IND-Pr-ID-CCA2 secure, which makes it is a relative efficient proxy re-encryption
scheme using pairing which can achieve CCA2 secure in the literature.

1 Introduction

The concept of proxy re-cryptography comes from the work of Blaze, Bleumer, and Strauss in
1998[3]. The goal of proxy re-encryption is to securely enable the re-encryption of ciphertexts
from one key to another, without relying on trusted parties. In 2005, Ateniese et al proposed
a few new re-encryption schemes and discussed its several potential applications such as e-mail
forwarding, law enforcement, performing cryptographic operations on storage-limited devices,
distributed secure file systems and outsourced filtering of encrypted spam [2]. Since then, many
excellent schemes have been proposed[11J25/2226/T6/27/T2J30]. In Pairing’07, Matsuo proposed
new proxy re-encryption schemes in identity based setting [27]. Interestingly, they proposed the
concept of four types of proxy re-encryption: IBE to IBE, IBE to CBE, CBE to CBE and CBE
to IBE, which can help the ciphertext circulate smoothly in the network. They constructed two
proxy re-encryption schemes: one is the hybrid proxy re-encryption from CBE to IBE, the other
is the proxy re-encryption from IBE to IBE. Meanwhile, both of the schemes are now being
standardized by P1363.3 workgroup [29).
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1.1 Owur Motivation

We extend Matsuo’s research on proxy re-encryption in identity based setting [27]. We observe
that:

1. One feature of proxy re-encryption from CBE to IBE scheme in [27] is that it inherits the
key escrow problem from IBE, that is, KGC can decrypt every re-encrypted ciphertext for
IBE users. We ask question like this: is it possible that the malicious KGC can not decrypt
the re-encryption ciphertext?

2. Can we construct a proxy re-encryption from IBE to CBE scheme?

3. In [28] there was a conclusion that it is hard to construct proxy re-encryption scheme based
on BF and SK IBE. But we know that in P1363.3/D1[29] there are three IBE schemes have
been standardized. They are BF, BBy, SK IBE[29]. Naturally we ask question like this: can
we construct proxy re-encryption schemes based on SK IBE?

1.2 Ouwur Contribution
Our contributions are mainly as following:

1. Like the idea in certificateless public encryption[IJIg], the IBE users can have their own
secret key during the re-encryption process. Depending on this secret key, the delegatee can
decrypt the re-encrypted ciphertext while KGC no longer can! Thus we give positive answer
for the above problem 1.

2. If we follow the principal that all the work KGC can do is just generating private keys for
IBE wusesers, it is indeed difficult for constructing proxy re-encryption from IBE to CBE,
proxy re-encryption based on SK IBE. But if we allow KGC generating proxy re-encryption
key for PRE, then we can easily construct proxy re-encryption from IBE to CBE and proxy
re-encryption based on SK IBE. Thus we give positive answer for the above problem 2 and
3.

1.3 Roadmap

We organize our paper as following. In Section [2lwe show how to solve the key escrow problem
for proxy re-encryption scheme from CBE to IBE in [27]. In Section |3 we propose our new proxy
re-encryption scheme from IBE to CBE and prove its security. In Section [4] we propose our new
proxy re-encryption scheme based on SK IBE and prove its security. We give our conclusions in
Section [Bl

2 How to Solve Key Escrow Problem from CBE to IBE

2.1 Review the Proxy Re-encryption Scheme from CBE to IBE

The hybrid proxy re-encryption scheme involving the ElGamal-type CBE scheme and the BB-
IBE scheme.

— The underlying IBE scheme (BB-IBE scheme):
1. SetUpipg(k).Given a security parameter k, select a random generator g € G and random
elements g2,h € G. Pick a random a € Z7. Set g1 = g%mk = g5, and parms =
(9,91, 92, h). Let mk be the master- secret key and let parms be the public parameters.
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2. KeyGenigg(mk, parms,ID). Given mk = g% and ID with parms, pick a random
u e Z%. Set skip = (do,d1) = (95 (g1 h)", g*).

3. Encigg(ID, parms, M). To encrypt a message M € G under the public key ID € Zj,
pick a random 7 € Z; and compute Cip = (g, (gIPh)", Me(g1, g2)").

4. Decipg(skip, parms, Cip). Given ciphertext Crp = (C1,C2,C3) and the secret key
skip = (dp, dy) with prams, compute M = %.

— The underlying CBE scheme (ElGamal-type CBE séheme):

1. KeyGencgg(k, parms). Given a security parameter k , parms, pick a random 6, 3,9 €
Zp. Set g3 = g%, g4 = glﬁ,g5 = h9. The public key is pk = (93, 94, g5). The secret random
key is sk = (0, 3,9).

2. Enccpe(pk, parms, M). Given pk = (g3, 94,95) and a message M with parms, pick a
random r € Z; and compute Cpr = (95, 94, 95, Me(g1, g2)")-

3. Deccpg(sk, parms, Cpk). Given Cpg = (C1,C2,C3,C4) and the secret key sk =
(0, 3,6) with parms, compute M = 04/6(021/B,g2).

— The delegation scheme:

1. EGen(skip, parms). Given sk;p = (do,d1) = (g5(giPh)%, g*) for ID with parms, set
erp = di = g*.

2. KeyGenpro (sk, eip, parms). Given sk = (6,3,6) and e;p = g* for ID with parms,
set rkrp = (6,¢%/5,6).

3. ReEnc(rkip, parms, Cpk, ID). Given a CBE ciphertext Cpg = (Cy,Co,C3,Cy), the
re-encryption key rkrp = (6, qv/8, 0) and I D with parms, re-encrypt the ciphertext Cpg
into C;pas follows. Cp = (C}, Ch, C4) = (C1/?,C3"°, Cue(g/8, CIPY).

4. Check(parms, Cpk,pk). Given Cpg = (Cy,Co,C3,Cy) and pk = (g3,94,95) with
parms, set v1 = e(C1,g4), va = €(C2,93), vs = e(Ca,g5) and vy = e(Cs3,94). If v1 =
v9, V3 = v4 then output 1, otherwise output 0.

In this scheme,KGC knows everything about the delegatee,the private key skrp = (do,d1) =
(95(gfPh)¥, g*), the ephemeral key e;p for re-key generation, he certainly can decrypt the re-
encryption ciphertext if the delegatee can!

2.2 Owur New Proxy Re-encryption Scheme from CBE to IBE Which Can Resist
Malicious KGC Attack

We construct our scheme based on proxy re-encryption from CBE to IBE scheme [27]. Our
scheme shares the same underlying CBE scheme (ElGamal-type CBE scheme) as [27] scheme.
The difference lies in the underlying IBE scheme (BB-IBE scheme) and delegation scheme.

— The underlying IBE scheme (BB-IBE scheme):

1. SetUpipg(k).Given a security parameter k, select a random generator g € G and random
elements g2,h € G. Pick a random a € Z7. Set g1 = g%;mk = gy, and parms =
(9,91, 92, h). Let mk be the master- secret key and let parms be the public parameters.

2. KeyGenigg(mk, parms, ID). Given mk = ¢$ and ID with parms, pick a random
u € Z,. Set skip = (do,d1) = (95(giPh)¥, g%).

3. Encigg(ID, parms, M). To encrypt a message M € G under the public key ID € Zj,
pick a random r € Z; and compute Cip = (g, (gIPR)", Me(g1,g2)").

4. Declipg(skip, parms, Cip). Given normal ciphertext C;p = (Cy,Co,C3) and the se-

. Cse(dy,C
cret key skrp = (do,d1) with prams, compute M = %.
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5. Dec21pg(skip, parms, Cip). Given re-encryption ciphertext Crp = (C, Co,C3), skip =

C3Cke(d1,CE)\ 1
(do,dy, k), prams, compute M = (W)k'

— The underlying CBE scheme (ElGamal-type CBE scheme):

1. KeyGencgg(k, parms). Given a security parameter k, parms, pick a random 6, 3,9 €
Zp. Set g3 = ¢%,g1 = glﬁ and g5 = h?. The public key is pk = (g3,94,95). The secret
random key is sk = (0, 3,9).

2. Enccpi(pk, parms, M). Given pk = (g3, 94,95) and a message M with parms, pick a
random r € Z* and compute Cpx = (g5, 94, g5, Me(g1,92)") € G* x G1.

3. Deccri(sk, parms, Cpk). Given Cpg = (C1,C9,C3,Cy) and the secret key sk =
(0, 3,6) with parms, compute M = C’4/€(C’;T/B,gz).

— The delegation scheme:

1. EGen(skip, parms). Given sk;p = (do,d1) = (g5 (giPh)%, g*) for ID with parms, the
delegatee chooses a collision resistent hash function H : {0,1}3Pl — Z, and a random
seed r € Z3, and computes k = H(pk, ID,r) set (dy, d;) = (do, db) = (g5(gfPh)", g*v) set
erp = dj = g".The user’s real private key is sk;p = (dj), d}, k).

2. KeyGenpro(sk, eip, parms). The delegator given input e;p = g%, sk = (6, 3,6), parms,
he set the trankey as rkip = (1/0, g**/5,1/6).

3. ReEnc(rkip, parms, Cpk,ID). Given a CBE ciphertext C%; = (C1,C2, Cs,Cy), the
re-encryption key 7krp = (1/6, ¢**/#,1/8) and I D with parms, re-encrypt the ciphertext
Cpxinto Crp as follows. Crp = (C1,C%,C4,CY)) = (011/0’ C';/&,e(gk“/ﬂ,CQID), Cy).

4. Check(parms, Cpk,pk). Given Cpg = (C1,Co,C3,Cy) and pk = (g3,94,95) with
parms, set v1 = e(C1,94), v2 = e(Ca,g3), v3 = e(Ca,g5) and vy = e(Cs,g4). If v1 = vy
and vz = vy then output 1, otherwise output 0.

We verify correctness of our scheme. Following the Dec2;pg(skrp, parms,Crp) scheme, we
have

C5Cke(dy, C)
e(do, C{c)

e(g"/B, CIP)MF¥e(gy, ga)Fe(g", hET)
e(g5 (91" )", g7*)
MP¥e(g1, g2)*
e(95,9™)

MP¥e(g1, g2)*e(g"*, (g1Ph)")
(g8 (giPh)v, g*)

el

)k = )k = ( )

= )k = M)k =M
Although our scheme can resolve the key escrow problem in proxy re-encryption from CBE to
IBE, there are still some issues we must consider.

Remark 1 In our scheme, the decryption algorithm has two different procedure for two level
ciphertext. But how can the decryption algorithm distinguish them? We give a very simple so-
lution. The proxy can sign the re-encryption ciphertext. Assuming the proxy has private ,public
key and signature algorithm(sk, vk, X'),then the proxy can sign the re-encryption ciphertext as
Yk (c), thus everyone can verify the ciphertext and distinguish it from normal ciphertext.

Remark 2 In our scheme, every IBE user has a self generated private key k.It’s this k£ that can
make our scheme resist KGC decrypting every user’s ciphertext.We can see that even if KGC
and proxy collude, he yet still can not decrypt the ciphertext.
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2.3 Security Models for Proxy Re-encryption from CBE to IBE Which Can
Resist Malicious KGC Attack

In this section,we first give our security model for proxy re-encryption schemes from CBE to
IBE. We then give the security proof for our scheme in this new model.As [27], we just prove
our scheme’s IND-ID-CPA security. For achieving CCA2 security, we can fellow the technique
in [16].

We can see the proxy re-encryption scheme from CBE to IBE in figure

Parms KG C

CBE . IBE

Joebajaq
991e09)3(

Fig. 1. Proxy re-encryption from CBE to IBE

First we define the following oracles, which can be invoked multiple times in any order,
subject to the constraints list in the various definition:

— Uncorrupted user’s key generation (Opeygen): Obtain a new key pair as (pk, sk) «
KeyGencpp(1F). Ais given pk .

— Corrupted user’s key generation (Ocorieygen): Obtain a new key pair as (pk, sk) «
KeyGencpgp(1¥). Obtain sk;p «— KeyGenrgg(mk, parms, ID).A is given (pk, sk), skip.

— Re-encryption key generation (O,ckeygen): On input (pk, ID) by the adversary, where pk
was generated before by KeyGen and ID is a user in IBE setting, return the re-encryption
key rkip = KeyGenpro(sk,erp, parms) where sk is the secret keys that correspond to pk
and ejp is the delegatee’s input for re-encryption key generation purpose.

— Encryption oracle (Ocne;pp.encepp): For IBE users, to encrypt a message M € G under
the public key ID € Z7, return Encipep(ID,parms, M). For CBE users, given pk and a
message M with parms, return Encopg(pk, parms, M).

— Re-encryption (O,¢n.): Output the re-encrypted ciphertext ReEnc(rkrp, parms, Cpg,ID).
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Internal and External Security. Our security model protects users from two types of attacks:
those launched from parties outside the system (External Security), and those launched from
parties inside the system, such as the proxy, another delegation partner, KGC, or some collusion
between them (Internal Security). Generally speaking, internal adversaries are more powerful
than external adversaries. And our scheme can achieve reasonable internal security. We just
provide formalization of internal security notions.

Delegatee Security.

Because in proxy re-encryption from CBE to IBE, KGC knows every IBE’s normal secret key, so
for every level 1 normal ciphertext, KGC can decrypt every normal ciphertext. Thus we consider
the case that proxy and/or delegator are corrupted. We can see the intuition from the top left
corner in figure In this case, we consider the case that malicious CBE users and malicious
proxy colludes.

Definition 1. (IBE-Levell-IND-ID-CPA) A PRE scheme from CBE to IBE is levell-IND-
ID-CPA secure if the probability

PT[SkID* — Okeygen(A)v {(pkacy Skx) — Ocorkeygen()\)}y {SkIDI — Ocork:eygen(A)}a

{(pk?h, Skh) — Okeygen()‘)}a {SkIDh — Okeygen()\)}a

{th — Orekeygen(Skh; IDx)}v {Rxh — Orekeygen(Skacv I-Dh)};

{Rh* — Orekeygen(skh,ID*)}a

(m07 mi, St) - Ag:zgg};anE (ID*v {(pkxv Skl‘)}? {SkIDz}7 {<pkh7 Skh)}v {Rwh}7 {RhZ})7

d* £ {0,1},C* = encrpp(mgs, ID*),d’ « AOrenc:Oencipp Ocncopr (C*, St) : d' = d¥]

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is a state information
maintained by A while I1D* is the target user’s pubic and private key pair, the challenger also
chooses other keys for corrupt and honest parties. For other honest parties, keys are subscripted
by h or h' and we subscript corrupt keys by x or x’. In the game, A is said to have advantage €
if this probability, taken over random choices of A and all oracles, is at least 1/2 + €.

In proxy re-encryption from CBE to IBE, even KGC knows every IBE’s normal secret key, but
he does not the local secret key k, so malicious may no longer learn the re-encryption ciphertext.
But for the delegator, he certainly can decrypt the ciphertext which will be re-encrypted. Thus
we consider only the case that proxy and/or KGC are corrupted, We must point out this model
is not considered in the previous literature.

We can see the intuition from the top right corner in figure [2lIn this case, we consider the
malicious KGC and malicious proxy colluding. The goal of this paper is to construct such a
scheme resisting malicious KGC attack.

Definition 2. (IBE-Level2-IND-ID-CPA) A PRE scheme from CBE to IBE is level2-IND-
ID-CPA secure if the probability

Pr(parms, master — key) < Ogacsetup(N), Skrp+ < Opeygen(N), (DE*, 8k*) <= Oreygen (),
{(pkma Skm) — Ocorkeygen()\)}a {SkIDgc — Ocorkeygen()‘)}a

{(kn, skp) < Okeygen()‘)}v {skip, < Okeygen()‘)}v

{R*h — Orekeygen(sk*,IDh)}v {R*:L" — Orekeygen(sk*,IDm)L

{th — Orek:eygen(Skh: IDJ:)}; {Rwh — Orekeygen(Skan IDh)}y

OTenC7O€7LC *
(m07 my, St) — A 1BE (ID ) {(pkxv Skit)}? {SkIDz}7 {pkh}v {Rxh}7 {th}v

Ocnccpp
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{Rsn}, {Ruz}, {(parms, master — key)}),

d* & 10,1}, C* = renc(mg-, pk*, ID*), d’ — Ag;;gg;w (C*, St) : d' = d*]

is negligibly close to 1/2 for any PPT adversary A. In the above game, any query to oracle
Orene which makes the output is C* is returned with L.In our notation, St is a state information
maintained by A while ID* is the target IBE user, the challenger also chooses other keys for
corrupt and honest parties. For other honest parties, keys are subscripted by h or h' and we
subscript corrupt keys by x or x'. In the game, A is said to have advantage € if this probability,
taken over random choices of A and all oracles, is at least 1/2 + €.

Delegator Security.

In proxy re-encryption from CBE and IBE, the delegator is a CBE user. The proxy re-encryption
scheme can not influence CBE ’s security. In this case, we consider the delegatee, proxy and KGC
are all colluding. We must point out this model is not considered in previous literature. We can
see the intuition from the down left corner in figure

Definition 3. (CBE-IND-CPA) A PRE scheme from CBE to IBE is IND-CPA secure for
CBE if the probability

Pr[(parms, master — key) < OgGcsetup(N), (PK*, SE*) < Okeygen(N),

{(pk;:ca Skx) A Ocorkeygen(A)}a {SkIDI — Ocorkeygen()\)}v

{(pk'h, Skh) — Okzeygen()‘)}v {SkIDh — Ok’eygen()‘)}v

{R*h — Orekeygen(sk*,IDh)}7 {R*x — Orekeygen(sk*,IDz)}a

{th — Orekeygen(Skhy ID&E)}’ {Rwh — Orekeygen(Skm7 IDh)}7

(o, ma. 1) — AG" M8 (o {(phy. ki) shrp, ). {(okn, sk} {Ran).

{Rhz}s {Rur}, { Ruz }, {(parms, master — key)}),

@ £ {0,1},0* = encopp(me, pk*),d — Ag’ ;j;’j;"”BE (C*,St) : d' = d¥]

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is a state information
maintained by A while (pk*, sk*) is the target user’s pubic and private key pair, the challenger
also chooses other keys for corrupt and honest parties. For other honest parties, keys are sub-
scripted by h or h' and we subscript corrupt keys by x or x'. In the game, A is said to have
advantage € if this probability, taken over random choices of A and all oracles, is at least 1/2+e¢.

KGC Security.

In proxy re-encryption from CBE and IBE, KGC’s master secret key can not leverage even the
delegator, the delegatee and proxy colludes.We must point out this model is not considered in
previous literature. We can see the intuition from the down right corner in figure

Definition 4. (KGC-OW) A PRE scheme from CBE to IBE is secure for KGC if the output
Ewp[{(pkm, Skz) — Ocorkeygen<)\)}a {SkIDx — Ocorkeygen()\)}7

{(pkn, skp) Okeygen()‘)}v {SkIDh — Okeygen()‘)}a

{Rxm/ N Orekeygen(skm,[Dz/)}a {Rm/m N Orekeygen(skI/,IDI)}a

{th — Orekeygen(Skm I-D$)}7 {Rxh A Orekeygen(Skxy IDh)}7

mk «— AenCCBEOTenaoencIBE ({(pkim Skfﬂ)}v {SkIDx}v {(pk‘h, Skh)}> {Rxh}v {th}7 {R:m:’}y {Rx/x}a {parms})
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s not the real master — key for any PPT adversary A.The challenger also chooses other keys
for corrupt and honest parties. For other honest parties, keys are subscripted by h or h' and we
subscript corrupt keys by x or x’.

2.4 Security Analysis

Theorem 1. Suppose the DBDH assumption holds, then our scheme is IBE-Levell-IND-sID-
CPA secure for the proxy and delegator’s colluding.

Proof. See appendix.

Theorem 2. Our scheme is IBE-Level2-IND-ID-CPA secure for the proxy and KGC’s collud-
mg.

Proof. See appendix.

Theorem 3. Our scheme is CBE-IND-CPA secure for the prozy, KGC and delegatee’s colluding
except the case of the target CBE ciphertext has been re-encrypted by the proxy.

Proof. See appendix.

Theorem 4. Our scheme is not CBE-IND-CPA secure for the proxy, KGC and delegatee’s
colluding in the case of the target CBE ciphertext has been re-encrypted by the prozy.

Proof. See appendix.

Theorem 5. Suppose the DBDH assumption holds, then our scheme is KGC-OW secure for all
of the proxy, delegatee and delegator’s colluding.

Proof. See appendix.

3 Proxy Re-encryption Scheme from IBE to CBE

3.1 Owur Proposed Proxy Re-encryption Scheme from IBE to CBE

The proxy re-encryption scheme from IBE to CBE involving the ElGamal-type CBE scheme
and the BB1-IBE scheme.

— The underlying IBE scheme (BB1-IBE scheme):

1. SetUpigg(k).Given a security parameter k, select a random generator g € G, choose
randomly ?1,f2 € Z; and computes g2 = g, h = g¢g*2. Pick a random o € Z,. Set
g1 = g*,mk = (99, a, t1,t2), and parms = (g, g1, g2, h). Let (mk, «) be the master-secret
key and let parms be the public parameters.

2. KeyGenigg(mk, parms,ID). Given mk = ¢% and ID with parms, pick a random
u e Z%. Set skip = (do,d1) = (95 (g1 h)", g*).

3. Encipg(ID, parms, M). To encrypt a message M € G under the public key ID € Zy,
pick a random r € Z; and compute Crp = (g, (gIPh)", Me(g1, g2)").

4. Decipg(skip, parms, Cip). Given ciphertext Crp = (C1,C2,C3) and the secret key
skrp = (do,d1) with prams, compute M = Cse(dy, Ca)/e(dy, C1).
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— The underlying CBE scheme (ElGamal-type CBE scheme):
1. KeyGencgg(k, parms). Given a security parameter k , parms, pick a random 6 € Z,,.
Set g3 = g1%. The public key is pk = g3. The secret random key is sk = 6.
2. Enccpi(pk, parms, M). Given pk = g3 and a message M with parms, pick a random
r € Z; and compute Cpx = (g5, Me(g1, g2)").
3. Declcpg(sk, parms, Cpk). Given Cpg = (C1,C2) and the secret key sk = 6 with
parms, compute M = Cg/e(Cll/e,gg).
4. Dec2¢BE(sk, parms, Cpk). Given a normal ciphertext Cpx = (C7,C%) and the secret
key sk = ko6 with parms, compute M = C’é/e(Cf/lﬁe,gg).
— The delegation scheme:

1. ReKeyGenpro(ID, pk). The KGC chooses a collision resistent hash function H :
{0,113l — Z; and a random seed n € Z7, and computes k1 = H(ID,pk,n). The

KGC computes I%Ziltsz = g’2ﬂl and sends it to the proxy. The delegatee choose a ran-
domly ko, computes kof and sends it to the proxy. He preserves ko for decryption. The
proxy sets the re-encryption key rk = ( Igj;ilm , k20, w). We note that the KGC chooses a
different k for every different user pair (1D, pk).

2. ReEnc(rkip pk, parms, Cip, pk). Given a IBE ciphertext Crp = (C1,C2,C3) = (¢, (gIPh)r,
Me(gi,g2)"), first run “Check” algorithm, if return “invalid” then “Abort”, otherwise,

do the following: Given re-encryption key rk = ( 1%5.?@ , k26, w), the proxy re-encrypt the
a+ky

ciphertext Crp into Cpy as following. Cpr = (C}, Ch) = (Cy 72 ’ ,C3e(Ch,w)).
3. Check(parms, Cip). Given Cp = (Cy,Cy, C3) with parms, set vy = e(C1, g1 Ph), vy =
e(Cs,g). If v1 = vy then output “Valid”, otherwise output “Invalid”.

We can verify its correctness as the following

Cse(Ch,w) _ Me(g1, 92)"e(g", w) _ Me(g1,92)"e(g", g5")
TaEELkof 1 D)\ Tomtre= k20 155 1D\ T
e((CP 2 TYRA o) e(((gr7h) TPett2 ) k0 go)e((g17h) TP, go)

_ Me(g1,92)"e(g”, g5") _ Me(g1,92)"e(g", gb") _ Me(g1,92)"e(g", g5*) _
e(glethr, go) e(9°, 92)e(g7,92)  e(gr,g2)7e(g”, 95")

Remark 1. In our scheme, we must note that the KGC computes a different & for every different

user pair (ID,pk). Otherwise, if the adversary know [gj;ilb for three different I Dy, 1Ds, D3

but one k and pk, he can compute «, t9, which is not secure of course.

3.2 Security Models for Proxy Re-encryption from IBE to CBE

First we define the following oracles, which can be invoked multiple times in any order, subject
to the constraints list in the various definition:

— Uncorrupted user’s key generation (Opeygen): Obtain a new key pair as (pk, sk) «—
KeyGencpp(1F). A is given pk.

— Corrupted user’s key generation (Ocorkeygen): Obtain skip «— KeyGenipr(mk, parms, ID).
Obtain a new key pair as (pk, sk) « KeyGencpr(1¥). A is given skrp, (pk, sk).
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— Re-encryption key generation (O;ckeygen):On input (1D, pk) by the adversary, where pk
was generated before by KeyGen and ID is a user in IBE setting, return the re-encryption
key ReKeyGenpro(ID,pk).

— Encryption oracle (Ocne,pp.encepp): For IBE users, to encrypt a message M € G under
the public key ID € Z7, return Encipep(ID,parms, M). For CBE users, given pk and a
message M with parms, return Enccpp(pk, parms, M).

— Re-encryption (Oycpn.): Output the re-encrypted ciphertext ReEnc(rkrp pi, parms, Crp, pk).

Internal and External Security. Our security model protects users from two types of attacks:
those launched from parties outside the system (External Security), and those launched from
parties inside the system, such as the proxy, another delegation partner, KGC, or some collusion
between them (Internal Security). Generally speaking, internal adversaries are more powerful
than external adversaries.

Delegator Security.

Definition 5. (IBE-IND-ID-CPA) A PRE scheme from IBE to CBE is IBE-IND-ID-CPA
secure if the probability

PT[SICID* — Okeygen()‘)7 {(pkmy Skm) — Ocorkeygen()\)}y {SkIDm — Ocorkeygen(A)}a

{(pk?h, Skh) — Okeygen()‘)}v {SkIDh — Okeygen()\)}a

{th — Orekeygen(IDhy Skr)}a {Rxh — Orekeygen(ID:Ba 3kh)}7

{R*h — Orekeygen(ID*,skh)}v {R*l‘ — Orekeygen(ID*,skI)}

<m07 may, St) — Ag:z;g;anE (ID*v {(pkﬂh Skr)}7 {SkIDac}7 {(pkhv Skh)}v {Rwh}7

{Rhw}7 {R*h}7 {R*w})’

d* xil {0,1},C* = encipp(mgs, ID*),d — AOrenc.Ocncipp:Oencopp (C*,St) : d' = d¥]

is negligibly close to 1/2 for any PPT adversary A. In the above game, any query to oracle Opene
which makes the output is C* is returned with 1. In our notation, St is a state information
maintained by A while sk* is the target user’s pubic and private key pair, the challenger also
chooses other keys for corrupt and honest parties. For other honest parties, keys are subscripted
by h or h' and we subscript corrupt keys by x or x’. In the game, A is said to have advantage €
if this probability, taken over random choices of A and all oracles, is at least 1/2 + €.

Delegatee Security.

Definition 6. (CBE-IND-CPA) A PRE scheme from IBE to CBE is CBE-IND-CPA secure
for CBE if the probability

Pr(parms, master — key) < Oggcsetup(N), (PK*, k™) < Ogeygen(N),

{(pkza Skac) — Ocorkeygen()\)}a {SkID;I; — Ocorkeygen()‘)}a

{(pkn, skn) Okeyyen()‘)}v {SkID;L — Okeyyen()‘)}v

{Rh* — Orekeyyen(th,sk*)}v {RUE* — OTekeygen(IDx,sk*)}7

{th — Orekeygen(IDha Skx)}; {Rwh — Orekeygen(IDm Skh)}7

<m07 mi, St) - ASZZZEZCIBE (pk*7 {(pk:m Skx)}v {Sk[Dz }7 {(pkfw Skh)}7 {Rxh}7

{Rhz}, {Rur}, { Ruz }, {(parms, master — key)}),

dr & {0,1},C* = encepp(mgs, pk*),d « ACrencOcncipp Ocnccpp (C* St) : d' = d*]

is negligibly close to 1/2 for any PPT adversary A. In the above game, any query to oracle
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Orene which makes the output is C* is returned with L. In our notation, St is a state infor-
mation maintained by A while (pk*,sk*) is the target user’s pubic and private key pair, the
challenger also chooses other keys for corrupt and honest parties. For other honest parties, keys
are subscripted by h or h' and we subscript corrupt keys by x or x'. In the game, A is said to
have advantage € if this probability, taken over random choices of A and all oracles, is at least
1/2+e.

KGC Security.

In proxy re-encryption from IBE to CBE, KGC’s master key can not leverage even if the dele-
gator, the delegatee and proxy collude.

Definition 7. (KGC-OW) A PRE scheme from IBE to CBE is secure for KGC if the
P?“[{(pkr’ Skx) — Ocorkeygen(A)}a {SkIDx — Ocorkeygen()\)}a

{(Pkn, skn) < Okeygen(M)}: {skiD,, — Okeygen(N)},

{Rl”m/ — Orek‘eygen([DI/,skw)}7 {Rm/m A Orekeygen(IDI,skI/)}a

{th — Orekeygen(IDfu Skx)}a {Rxh — Orekeygen(IDzy Skh)}y

mk" AenCCBEOTe"C’OenCIBE (St’ {(pkm, Skib)}v {SkIDx}’ {(pkhv Skh)}v {Rxh}v {th}a {Rmc’}z {Rz/z}v
{parms}) : mk = mk']

1s is negligibly close to 0 for any PPT adversary A. In our notation, St is a state information
maintained by A, For the honest parties, keys are subscripted by h or h' and we subscript corrupt
keys by x or x'.

3.3 Security Analysis

Theorem 6. Suppose the mDBDH assumption holds, then our scheme is IBE-IND-sID-CPA
secure for the proxy and delegatee’s colluding.

Proof. See appendix.

Theorem 7. QOur scheme is CBE-IND-CPA secure for the prozy, delegator and KGC’s collud-
mng.

Proof. See appendix.

Theorem 8. Suppose the mDBDH assumption holds, then our scheme is KGC-OW secure for
the proxy, delegatee and delegator’s colluding.

Proof. See appendix.

4 Proxy Re-encryption Scheme from IBE to IBE Based on SK IBE

4.1 Review the SK Identity Based Encryption
SK-IBE is specified by four polynomial time algorithms:

1. Setup. Given a security parameter k, the parameter generator follows the steps.
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— Generate three cyclic groups G1, Gy and G of prime order ¢, an isomorphism ¢ from Gs
to G1, and a bilinear pairing map e : G; X Gy — Gr. Pick a random generator P, € G*
and set P} = ¢(Ps).
— Pick a random s € Z; and compute P, = sP.
— Pick four cryptographic hash functions Hy : {0,1}* — Z7, Hy : Gy — {0,1}", H3 :
{0, 13" x {0,1}" — Z7 and Hy : {0,1}" — {0,1}" for some integer n > 0.
The message space is M = {0, 1}". The ciphertext space is C' = G} x {0,1}" x {0,1}". The
master public key is My, = (¢, G1, G2, G, ¢,e,n, Py,
Py, Py, Hi, Ho, Hs, Hy), and the master secret key is My, = s.
2. Extract. Given an identifier string D4 € {0,1}* of identity A, My, and Mgy, the algorithm
returns dy4 = mPQ.
3. Encrypt. Given a plaintext m € M, ID4 and My, the following steps are performed.
— Pick a random o € {0,1}" and compute r = Hs(o, m).
— Compute Q4 = Hi(IDA)P1 + Ppup, g" = e(Pr, P2)".
— Set the ciphertext to C' = (rQa, o @& Ha(g"), m & Hy(0)).
4. Decrypt. Given a ciphertext C' = (U, V,W) € C,1Dy4,d4 and My, follows the steps:
— Compute ¢’ = e(U,d4) and o' =V @& Ha(g').
— Compute m' =W @ Hy(o) and v’ = Hs(o',m’).
—if U # 7" (Hi(IDA)P1 + Ppy), output L, else return m’ as the plaintext.

4.2 Our Proposed Proxy Re-encryption Scheme Based On SK Identity Based
Encryption

We modify the underlying SK identity based encryption for the proxy re-encryption purpose, our
proposed proxy re-encryption scheme based on SK identity based encryption are as following:

1. Setup. Same as the original scheme.

2. Extract. Same as the original scheme.

3. ReKeyGen;p_.;p: The KGC chooses a collision resistent hash function Hs : {0, 1}3|p| — Z
and a random seed ¢ € Z;, and computes k = Hs(ID,ID’ t). He computes rk;p_p =
(%,w = #(ID,)PQ) and t = kP;. He sends rk;p_p to the proxy as the proxy
re-encryption key via authenticated channel. He also sends ¢t = kP, to the delegatee via
authenticated channel for “Verify” purpose. We note that the KGC chooses a different k for
every different user pair (ID,1D’).

4. Encrypt;. Given a plaintext m € M, ID 4 and M, the following steps are performed.

— Pick a random o € {0,1}" and compute r = Hs(o, m).
— Compute Qrp = Hi(ID)P1 + Ppup, 9" = e(P1, P»)".
— Set the ciphertext to C = (rP1,7Qrp, 0 @ Ha(g"),m & Ha(o)).

5. Encrypt,. Same as the original scheme.

6. ReEnc (rk;p_rp/,parms,Crp,ID"):. On input the ciphertext C;p = (C1,C3,C5,Cy) =

(rP1,rQrp,c®Hs(g"), m®Hy (o)), the proxy computes Crpr = (C}, CY, C%, C)) = (rkip—1pCa,

e(Cy,w),Cs,Cy), and sends it to the delegatee.
7. Decrypt;. Given a re-encrypted ciphertext Crp = (C}, Ch, C5, CY), follows the steps:
— Compute ¢’ = 6(016762113/) and o’ = C5 ® Ha(g').
— Compute m’ = Cj ® Hy(o) and v’ = Hz(o',m’).
8. Decrypty. Same as the original scheme.
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9. Verify. If C| # ' (H(ID")Py + Py, + t), output L, else return m’ as the plaintext.

First we verify our scheme’s correctness as following.

o B(Ci,dID/) _ €(TkID—>ID/CQ, mPQ) B G(Tk]D_,[D/CQ7 mp2)
C’ e(Claw) 6(017 #(II)’)P2)
s+Hi(ID")+k
(%T@ID»WP ) G(T‘Pl,Pg)e(Tk:Pl,mPZ) . i
= = =e(P,R) =g
(Cl,mpﬂ (TPI’WPZ)
0' = Cg ) HQ( ) =0® HQ(QT) @HQ(QT) =0
m =m,r =r
C) = rkip—ipCo = r(H\(ID") + k + s)Py = r'(H (ID") Py + Ppup + 5)

Thus our scheme is a correct proxy re-encryption scheme. Note that in our scheme, the delegatee
must receive s for every delegation pair (ID,ID’), the purpose of this step is for “Verify” the
ciphertext.

4.3 Security Models for Proxy Re-encryption from IBE to IBE

First we define the following oracles, which can be invoked multiple times in any order, subject
to the constraints list in the various definition:

- Corrupted user’s key generation (Ocorkeygen): Obtain skip <+ KeyGenrpe(mk, parms,
ID). A is given skrp.

— Re-encryption key generation (Oyekeygen):On input (ID,ID’) by the adversary, where
pk was generated before by KeyGen and 1D is a user in IBE setting, return the re-encryption
key rkrp—rpr = KeyGenpro(sk,erp,parms) where sk is the secret keys that correspond
to pk and ejp is the delegatee’s input for re-encryption key generation purpose.

— Encryption oracle (O¢pc,,): For IBE users, to encrypt a message M € G; under the
public key ID € Z, return Encypr(ID,parms, M).

— Re-encryption (Oyepc): Output the re-encrypted ciphertext ReEnc(rkrp—pr, parms, Crp,
D).

Internal and External Security. Our security model protects users from two types of attacks:
those launched from parties outside the system (External Security), and those launched from
parties inside the system, such as the proxy, another delegation partner, KGC, or some collusion
between them (Internal Security). Generally speaking, internal adversaries are more powerful
than external adversaries. And our scheme can achieve reasonable internal security. We just
provide formalization of internal security notions.

Delegatee Security.

We consider the case that proxy and delegator are corrupted.

Definition 8. (Delegatee-IBE-IND-ID-CPA) A PRE scheme from IBE to IBE is Delegatee-
IBE-IND-ID-CPA secure if the probability

PT[SkID* — Okeygen(/\)7 {SkIDx — Ocork’eygen()‘)}a

{SkID;L — Ok:eygen(A)}a
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{Rhw — Orekeygen(SkIth IDI)}7 {R.th — OTekeygen(SkIDzu IDh)}a
{Rh* — Orekeygen(skIDhJD*)}? {Rl"* — Orekeygen(sk]DmJD*)}a
(mo,my, St) « AOreneOcrernp (ID*, {skip, }, {Run}, {Rha}, {Rix}, {Rax}),

d* &£ 10,1}, C* = encipp(mae, ID*),d’ «— ACreneOcncrpr (C*, St) : d' = d¥]

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is a state information
maintained by A while skrp~ is the target user’s private key, the challenger also chooses other
keys for corrupt and honest parties. For other honest parties, keys are subscripted by h or h/
and we subscript corrupt keys by x or x'. In the game, A is said to have advantage € if this
probability, taken over random choices of A and all oracles, is at least 1/2 + e.

Delegator Security. We consider the case that proxy and delegatee are corrupted.

Definition 9. (Delegator-IBE-IND-ID-CPA) A PRE scheme from IBE to IBE is Delegator-
IBE-IND-ID-CPA secure if the probability

PT[SkID* — Okeygen(A)y {SkIDz — Ocorkeygen()\)}a {SkIDh — Okeygen()\)}a

{th — Orekeygen(Sleh; IDm)}a {R:ch — Orekeygen(SkIDxa IDh)}a

{R*h — Orekeygen(skID*,IDh)}a {R*ac — Orekeygen(skID*,IDz)}a
(mo, m, St) — AOrene:Ocnernn (ID* {skrp, },{Ran}, {Rha}, {Ran} { Rua}),

d* £ {0,1},C* = encrpp(mgs, ID*),d’ « AOrencOencipn (C*, St) : d' = d*|

is negligibly close to 1/2 for any PPT adversary A. In our notation, St is a state information
maintained by A while skrp~ is the target user’s private key, the challenger also chooses other
keys for corrupt and honest parties. For other honest parties, keys are subscripted by h or I
and we subscript corrupt keys by x or x'. In the game, A is said to have advantage € if this
probability, taken over random choices of A and all oracles, is at least 1/2 + .

KGC Security.

In proxy re-encryption from IBE and IBE, KGC’s master key can not leverage even if the
delegator, the delegatee and proxy collude.

Definition 10. (KGC-OW) A PRE scheme from CBE to IBE is KGC-OW secure if the
output

ETCPHSI‘?IDI — Ocorkeygen(A)}a

{Sk]Dh — Ok:eygen()\)}a

{RJJLE’ — Orekeygen(skjpx ,IDac/)}v {Rl"l‘ N Orekeygen(skIDé,IDz)}a

{Rhw — Orekeygen(Sleha ID:L“)}a {Rxh — Orekeygen(SkIDmIDh)})

mk « AOreneOnernn ({skip, }, {Run}, { Rha}s { Raar}, {Rara}, {parms})

s not the real master — key for any PPT adversary A.The challenger also chooses other keys
for corrupt and honest parties. For other honest parties, keys are subscripted by h or h' and we
subscript corrupt keys by x or x’.

4.4 Security Analysis

Interestingly, our proxy re-encryption scheme even can achieve IND-ID-CCAZ2 secure while
all the above proxy re-encryption scheme can only achieve IND-sID-CPA secure. We also
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note this scheme is the most efficient scheme for proxy re-encryption with pairing which can
achieve CCA2 secure in literature, which makes it is so unique!

Theorem 9. Suppose ¢-BDHI assumption holds in G, then our scheme is Delegator-IBE-IND-
ID-CCA2 secure for the proxy and delegatee’s colluding.

Proof. See appendix.

Theorem 10. Suppose ¢-BDHI assumption holds in G, then our scheme is Delegatee-IBE-IND-
ID-CCA2 secure for the proxy and delegator’s colluding.

Proof. See appendix.

Theorem 11. Suppose the q-BDHI assumption holds, then our scheme is KGC-OW secure for
the proxy, delegatee and delegator’s colluding.

Proof. See appendix.

5 Conclusions

In 2007, Matsuo proposed the concept of four types of proxy re-encryption schemes: CBE to
CBE, IBE to CBE, CBE to IBE and IBE to IBE [27]. Now CBE to IBE and IBE to IBE
proxy re-encryption schemes are being standardized by IEEEP1363.3 working group[29]. We
extend their research, we solved the key escrow problem of their proxy re-encryption scheme
from CBE to IBE. In Matsuo’s scheme, they allow the KGC involving the re-encryption key
generation process. We explore this feature further, if we allow KGC itself only generating
proxy re-encryption keys, many open problems can be solved, such as constructing proxy re-
encryption from IBE to CBE, proxy re-encryption based on SK IBE. We will explore the problem
of constructing proxy re-encryption based on BBy IBE in the near future.
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A Proof for Theorem 1

Proof. Suppose A can attack our scheme, we construct an algorithm B solves the DBDH problem
in G. On input (g, g%, ¢°, g¢, T), algorithm B’s goal is to output 1 if T = e(g, g)*¢ and 0 otherwise.
Let g1 = g% g2 = g%, g3 = ¢°.Algorithm B works by interacting with A in a selective identity
game as follows:
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. Initialization. The selective identity game begins with A first outputting an identity ID*

that it intends to attack.

Setup.To generate the system’s parameters, algorithm B picks o/ € Z, at random and
defines h = gl_ID*g"‘/ € G. It gives A the parameters params = (g, g1, g2, h). Note that the
corresponding master — key, which is unknown to B, is g§ = g™ € G*. B picks random
Ti,Yi, 2 € Zp, computes g, = ¢, g, = g%, gi; = h*. it gives A the public key pk; =
(Gir» G Gis)-

Phase 1

— “A issues up to private key queries on ID;.” B selects randomly r; € Z,* and k' € Z,,,
! —1

- * P * 1 Ti - E3

sets skrp, = (do,d1,d2) = (g2ID1 w (g§1D1 D )ga ) ,gQIDZ w g"i, k"). We claim skyp, is

a valid random private key for ID;. To see this, let 7; = r; — ﬁ. Then we have that
—a' b
15, 1p* , (ID;—ID* Ti ID;—1D* T~ Tb-ID= ID; 1 \F;
do=g5""" (g ') = g5(g\ Jge)" TP = gs(g Py,
dl = géDi_ID* gri e g”:vl

— “A issues up to private key queries on pk;”. B returns (z;, y;, 2;).

— “A issues up to rekey generation queries on (pkj,ID;)”. The challenge B computes
1 &

rhpk—ia = (K Jzj, (g5 " g")% ,K'/2j) and returns it to A.

— “A issues up to rekey generation queries on (pk;,ID*)”. The challenge B randomly
choose a k' € Z,, and computes rkpx; .1p+ = (k'/z;, (g“)¥' /% K'/2;) where o' is a ran-
domly choose from Z7 and returns it to A.

— “A issues up to re-encryption queries on (C,pk;,I1D;) or (C,pkj,I1D*)” The challenge
B runs ReEnc(rkpk, —1p,, C, pkj, ID;) or ReEnc(rkpy,; —.1p+, C,pkj, ID*) and return the
results.

Challenge When A decides that Phasel is over, it outputs two messages My, M1 € G.
Algorithm B picks a random bit b and responds with the ciphertext C' = (¢¢, (¢9%)¢, My - T').
Hence if T = (g, 9)%° = e(g1, g2)¢, then C is a valid encryption of M;, under I D*. Otherwise,
C is independent of b in the adversary’s view.

Phase2 A issues queries as he does in Phase 1 excepts natural constraints.

Guess Finally, A outputs a guess & € {0,1}. Algorithm B concludes its own game by
outputting a guess as follows. If b = ¥', then B outputs 1 meaning T = e(g, g)?°. Otherwise
it outputs 0 meaning 7' # e(g, g)®*°.

When T = e(g, g)®° then A’s advantage for breaking the scheme is same as B’s advantage for
solving DBDH problem.

B

Proof for Theorem [2]

Proof. The security proof follows the principle of symmetrical encryption.

1.

Setup.To generate the system’s parameters, the challenger B picks a € Z,, , it randomly
choose = € Z;, computes h = g* and computes g1 = ¢¢, it randomly choose y € Z7 and
computes g = ¢¥, it also computes master — key = ¢§. It gives params = (g, g1, g2, h) to A.
Phase 1

— “A issues up to master-key query ”. The challenger B returns (c, ¢5).
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— “A issues up to private key queries on ID”. Given mk = ¢g§ and ID with parms, pick a
random u, k' € Z¥. Set skrp = (do, dy, d2) = (95(g{”h)", g*, k).
— “A issues up to private key queries on pk”. B returns (6, 3,9).
— “A issues up to rekey generation queries on (pk,ID)”. The challenge B chooses randomly
k' € Z; and computes rkpi_iq = (K'/0, g""/B k' /5) and returns it to A.
— “A issues up to re-encryption queries on (C,pk,1D)”. The challenge B runs Re Enc(rkpr—1p,
C,pk,ID) and return the results.
3. Challenge When A decides that Phasel is over, it outputs two messages My, M1 € G and the
attack identity I.D*, Algorithm B picks g* as the I D*’s second item of its private key, he picks
a random bit b and 7, k* € Z; responds with the ciphertext C' = (g", 1", e(gh v, glPr), My, -
e(ge, (g"%)). Hence if k* is the real secret key of ID*, then C is a valid encryption of M,
under ID*. Otherwise, C is independent of b in the adversary’s view.
4. Phase2 A issues queries as he does in Phase 1 except natural constraints.
5. Guess Finally, A outputs a guess b € {0,1}. Algorithm B concludes its own game by
outputting a guess as follows. If b = b/, then B outputs 1. Otherwise it outputs 0.

Thus the maximal probability of A successes is 1/p , which is negligible.

C Proof for Theorem [3

Proof. In this case, the KGC and delegatee’s colluding just likes [27]’s proxy re-encryption
scheme from CBE to IBE, the proof is the same as [27].

D Proof for Theorem 4

Proof. Suppose the target CBE ciphertext is C'p ;. = (C1, Co, C3, C) and has been re-encrypted
by proxy to be Crp = (C1, C5, C5,C)) = (Ch, C’é/é, e(g®/? CIP)Y, Cy), the KGC can decrypt the
ciphertext as following. Because C] = ¢", he can compute w = ¢"*, so he can get the plaintext
by

Cy  Me(g1,92)"  Me(g1,92)"

e(w,gg) e(gravg2) e(glng)T

E Proof for Theorem [5l

Proof. We just give the intuition for this theorem. When considering the proxy, delegatee and
delegator’s colluding, the KGC only interact with delegatee, that is, its IBE users. And we know
the BB identity based encryption is secure under DBDH assumption. That’s imply the attacker
can not recover the KGC’s master — key.

F Proof for Theorem

Proof. Suppose A can attack our scheme, we construct an algorithm B solves the mDBDH
problem in G. On input (g, ga,g‘IZ,gb, g%, T), algorithm B’s goal is to output 1 if T = e(g, g)*°
and 0 otherwise. Let g1 = g%, g2 = ¢°, g3 = ¢°.Algorithm B works by interacting with A in a
selective identity game as follows:
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. Initialization. The selective identity game begins with A first outputting an identity ID*

that it intends to attack.

. Setup.To generate the system’s parameters, algorithm B picks o/ € Z, at random and

defines h = gl_ID*ga/ € G. It gives A the parameters params = (g, 91,92, h). Note that the

corresponding master — key, which is unknown to B, is g§ = ¢* € G*. B picks random
xi, Yi, 2 € Zp, computes g;; = g”i. it gives A the public key pk; = g;, .
Phase 1

— “A issues up to private key queries on ID;”. B selects randomly r; € Z,* and k' € Z,,,

i/* L * Ti B —iD*
sets skrp, = (do,d1) = (g5 " " (g%IDZ b )ga) ,Go 177 g"). We claim skrp, is a valid
random private key for I.D;. To see this, let r; = r; — ﬁ. Then we have that

do = glei_—aID* ( (IDi—ID*)ga)ri

b
ID;—ID* T~ T5—TDx IDi 7
91 ( )ga) I = 95(g1 "h)".

= g5 (91

D, —ID* . 7
di = gy gi=g"
— “A issues up to private key queries on pk;”. B returns x;.
— “A issues up to rekey generation queries on (ID,pk;)”. The challenge B chooses a ran-
domly x € Z; , sets rkrp pr; = x and returns it to A. he computes TKIDpkg = W =
(ID—ID®z o/
94 '— and rkrp pr, = k'xz; where k' chosen randomly from Z;, sends them to the

g
proxy. We have

(g{D_ID*ga/)CKE

IDh T
(gl ) )a: — = w

g1 91

(gFPh)® = gig", g = (

For the delegatee and the proxy, they can verify e(¢*', g1) = e(w, g) is always satisfied.
Thus our simulation is a perfect simulation. But the delegator and delegatee cannot get
any useful information from .

— “A issues up to re-encryption queries on (Crp, 1D, pk;)”. Challenge B runs ReEnc(rkrp—pk,

C1p,ID,pk;) and returns the results.
Challenge When A decides that Phasel is over, it outputs two messages Mgy, M1 € G.
Algorithm B picks a random bit b and responds with the ciphertext C' = (g¢, (¢*')¢, My, - T).
Hence if T = e(g, 9)% = e(g1, g2)¢, then C is a valid encryption of M, under I D*. Otherwise,
C is independent of b in the adversary’s view.
Phase2 A issues queries as he does in Phase 1 except natural constraints.
Guess Finally, A outputs a guess & € {0,1}. Algorithm B concludes its own game by
outputting a guess as follows. If b = ¥', then B outputs 1 meaning T = e(g, ¢)?*°. Otherwise
it outputs 0 meaning T # e(g, g)™*.

When T = e(g, g)®° then A’s advantage for breaking the scheme is same as B’s advantage for
solving mDBDH problem.

G Proof for Theorem

Proof. We just give the intuition for this theorem. The security proof follows the principle of
symmetrical encryption. The only information about CBE user’s private key just lies in k2.
But even if the proxy, delegator and KGC'’s colluding, they can only get k20 where ko blinding
the private key 6 perfectly. Thus they can only guess 8, the adversaries’ success probability is at
most 1/p which is negligible, whether for CBE levell ciphertext or for CBE level2 ciphertext.
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H Proof for Theorem

Proof. We just give the intuition for this theorem. When considering the proxy, delegatee and
delegator’s colluding, the KGC only interact with delegator and proxy. The re-encryption key

(ID=ID")z _ofg
rk = ( I%‘glfw ,kof,w) is distributed same as (z, k, %) where = and k are randomly

choose from Z7, that is to say, the adversaries can not get any information about a except
randomly guessing. And we know the BB; identity based encryption is secure under DBDH
assumption. That’s imply the attacker can not recover the KGC’s master — key. Thus our
scheme is KGC-OW secure for the proxy, delegatee and delegator’s colluding.

I Proof for Theorem

Proof. The proof combines the following three lemmas.

Lemma 1. Suppose that H is a random oracle and that there exists an IND-ID-CCA adversary
A against PRE-SK-IBE with advantage (k) which makes at most q distinct queries to H
(note that H can be queried directly by A or indirectly by an extraction query,a decryption query
or the challenge operation). Then there ezists an IND-CCA adversary B which runs in time
O(time(A) + qp - (T + I')) against the following PRE — BasicPub™ scheme with advantage
at least €(k)/q1 where T is the time of computing pairing and I'y is the time of a multiplication
operation 1 in G1. PRE — BasicPub™ is specified by seven algorithms: KeyGen, ReKeyGen,
Encrypt, ReEnc, Decrypt;, Decrypts, Verify, KeyGen: Given a security parameter k,
the parameter generator follows the steps.

1. Identical with step 1 in Setup algorithm of SK — PRE — IBE.
2. The KGC pick a random s € Z and compute Py = sP. Randomly choose different elements
h; € Z; and compule Yoy + P for 0 < i < q1. Randomly choose different elements h{, € Zy

and compute JFSP.
0
3. Pick three cryptographic hash functions: Hy : Gp — {0,1}" , Hy : {0,1}" x {0,1}" — Z7

and Hy : {0,1}" — {0,1}" for some integer n > 0.

The message space is M = {0,1}". The ciphertext space is C = G7 x {0,1}" x {0,1}". The

pUbhc k’@y fOT’ delegator s K, pubA — (Q7 Gl) G2a GT7 Y, e,n, Pl) P27 pub> hO) (hl7 h 1+5P2) (h’ 79

i +SP2) (hgi -1, Fon 1+SP2) Hy, H3, Hy) and the private key is da = - + P. Note that e(hoP1+
Ppub, da) = e(Pr, P2) The public key for delegatee is Kpwp = (¢, G1,Ga, G, 9, ¢,n, P1, Pa, Ppup, hp,

(h1, ﬁPg), ceey (i, > +5P2) o (hg—1, o 1_~_SP ), Ha, Hs, Hy) and the private key is dp = pP.

Note that e(ho Py + Py, dp) = e( P, Pg)

ReKeyGen: The KGC chooses a collision resistent hash function Hs : {0,1}3“" — Z, and

(s+h’0+k
s+hg

P,) and s = kPy. He sends rka_p to the proxy as the proxry re-encryption key via authen-

_1
hy+s

a mndom seed t € Z,, and computes k = Hy(ho, hy,t). He computes rka_p = w =

s+H’
tzcated channel. He also sends s = kPy to the delegatee via authenticated channel for “Verify”

pUrpose.
Encrypt: Given a plaintext m € M and the public key Kpupa and Kpupp,

1. Pick a random o € {0,1}" and compute r = H(o,m),and g" = e(Py, P2)".
2. For the delegator, set the ciphertext to C = (rPy,r(hoP1 + Ppup), 0 @ Ha(g"),m & H(o)).
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3. For the delegatee, set the ciphertext to C' = (rPy,r(hoPy + Ppu), 0 @ Ha(g"),m & H(0)).

ReEnc:. On input the ciphertext Cy = (C1,Co,C3,Cy) = (rP1,7rQrp,0 ® Ha(g"), m & Hy(o)),
the proxzy computes Cp = (C1,C%, C%,CY) = (rka—pCs,e(C1,w),Cs,Cy), and sends it to the
delegatee.

Decrypti: For the delegator, given a ciphertext Cy = (U,V,W), Kpupa, and the private key
da,

1. Compute ¢' = e(U,d4) and o' =V @& H(q'),

2. Compute m' =W & Hy(c') and r' = H3(o',m’),

3. If U # r'(hoP1 + Pyup),reject the ciphertext, else return m' as the plaintext.

Decrypty: For the delegatee, given a ciphertext Cp = (C1,C5, C5,CY):

1. Compute g = e(Cé’,dB) and o' = C4 @ Ha(q').

2. Compute m' = C) o Hy(o) and r' = Hz(o',m’).
Verify: For the delegatee, if C| # 1/ (hi, Py + Ppyp + ), output L, else return m’ as the plaintext.

Proof. The proof for this lemma is similar as lemmal in [13].

Lemma 2. Let Hs, Hy be random oracles. Let A be an IND-CCA adversary against PRE —
BasicPub™ defined in Lemmal with advantage (k). Suppose A has running time t(k), makes
at most qp decryption queries, and makes q3 and qq queries to Hs and Hy respectively. Then
there exists an IND-CPA adversary B against the following PRE-BasicPub scheme,which is
specified by six algorithms: KeyGen, ReKeyGen, Encrypt, ReEnc, Decrypt;, Decrypts,
KeyGen: Given a security parameter k, the parameter generator follows the steps.

1. Identical with step 1 in algorithm KeyGen of PRE — BasicPub™.
2. Identical with step 2 in algorithm KeyGen of PRE — BasicPub™.
3. Pick a cryptographic hash function Hy : Gy — {0,1}" for some integer n > 0.

The message space is M = {0,1}". The ciphertext space is C = G7 x {0,1}" x {0,1}". The
public key for delegator is Kpupa = (q,G1,G2, G, @, e,n, P1, Py, Py, ho, (hi, ﬁPz), eory (D,
ﬁPQ), coey (Pgy =1, ﬁPQ), Hs, Hs, Hy) and the private key is dg = h01+SP. Note that e(ho P1+
Poub,da) = e(Pr, P2). The public key for delegatee is Kpypp = (¢, G1, G2, Gr, ¢, €e,n, P, Py, Py, hy,
(h1, ﬁPg), coey (i,

ﬁfb), voey (Pgy—1, ﬁPQ), H,, Hs, Hy) and the private key is dp = ﬁP. Note that e(h{ P+
Ppuba dB) = €(P1, PQ)

ReKeyGen: Identical with ReKeyGen of PRE — BasicPub™ except no s generation.
Encrypt: Given a plaintext m € M and the public key Kyup, choose a random r € Zj and
compute ciphertext C = (rPy,r(hoP1 4+ Ppu), m © Ha(g")) where g" = e(Py, P2)".
ReEnc:Identical with ReEnc of PRE — BasicPub™.

Decrypti: Given a ciphertext C = (U1,Us, V'), Kpup, and the private key da, compute g =
e(Us,da) and plaintext m =V & Ha(g').

Decrypts:Identical with Decrypt2 of PRE — BasicPub™.

with advantage €1(k) and running time t1(k) where

e1(k) >

2 4D __
m[(f(k) +1)(1 - 5) 1]
t1(k) <t(k) +O((g3 + q4) - (n +logq)).
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Proof. The proof for this lemma is similar as lemma2 in [I3], actually this is the Fujisaki-
Okamoto transformation[15].

Lemma 3. Let H be a random oracle. Suppose there exists an IND-CPA adversary Adv against
the PRE-BasicPub defined in Lemma2 which has advantage (k) and queries H at most qo
times. Then there exists an algorithm C to solve the qg — BDHI problem with advantage at
least 2¢(k)/qa and running time O(time(Adv) + ¢} - To) where Ty is the time of a multiplication
operation in Ga.

Proof. Algorithm C' is given as input a random ¢; — BDH I instance (¢,G1, G2,Gr, ¢, Pi, P>,
Py, 22Py, ..., 29 Py) where x is a random element from Zy. Algorithm C' finds €(P17P2)% by
interacting with Adv as follows: Algorithm C first simulates algorithm keygen of BasicPub,
which was defined in Lemma 2, to create the public key as below.

1. Randomly choose different hy, ..., hg,—1 € Z and let f(z) be the polynomial f(z) = [/ Y2+
h;). Reformulate f to get f(z) = [[& 01 ¢iz;. The constant term ¢ is non-zero because h; # 0
and ¢; are computable from h;.

2. Compute Qo = Y"1 iz’ Py = f(x) Py and 2Qq == Y"1  cia®™ Py = a f () P

3. Check that Q2 € G5. If Q2 = 1¢,, then there must exist an h; = —z which can be easily
identified, and so, C' solves the ¢y — BDHI problem directly. Otherwise C' computes ()1 =
©(Q2) and continues.

4. Compute fi(z) = f(z)/(z + h;) = > 0L 02 djz’ and m+h Q2 = filz)Py = 3755, ® d;zi Py for
1<i<q.

5. Set TV =1t 01 c;z' "1 Py and compute Ty = e(p(T"), Qo + coP)

6. Now C passes Adv the public key Kppa = (¢, G1, G2, Gr, 0, e,1n, Q1,Q2, Q1—hoQ1, ho, (h1+
ho, TIJFIQQ), . (hl + ho, ﬁQQ), (hq1 1+ ho, Fray 1+:1:Q2) Hz)(le setting Ppub = xzQ1 —
hoQ1), and the private key is d4 = 5@2, which C does not know. Hy is a random oracle
controlled by C. Note that e((h; + ho)Q1 + Ppub, da) = e(Q1,Q2). Hence Kpypa is a valid
public key of A in BasicPub.

7. Now C passes Adv the public key Kpupp = (q, Gl, G2, Gr,0,e,n,Q1,Q2, Q1 — hoQ1, h{y =
h1+h07-~-7(hi+h07hiﬁQ2)y (hlh 1+ ho, Fog: 1+$Q2) Hj)(ie. setting Py = Q1 —hoQ1),
and the private key is dp = h1 2 @2, which C knows. Hs is a random oracle controlled by
C. Note that e((h; + ho)Q1 + Ppub, dB) = e(Q1,Q2). Hence Ky, is a valid public key of B
inBasicPub.

Now B starts to respond to queries as follows.

1. Phasel

Hs-query(X;). At any time algorithm Adv can issue queries to the random oracle Hs. To
respond to these queries C' maintains a list of tuples called Hém .Each entry in the list is a
tuple of the form (Xj, ;) indexed by X;. To respond to a query on X;, C' does the following
operations:

(a) If on the list there is a tuple indexed by X;, then B responds with (;.

(b) Otherwise, C' randomly chooses a string ¢; € {0,1}" and inserts a new tuple (X;, ;) to

the list. It responds to A with (.
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ReKeyGenration query. C' Choose a randomly a € Z, set stﬁ(l’gk = a. C' computes

w = a(hy — h{)dp + (a — 1)Q2. He sets rka_p = (a,w) is of the right form. Because the

following
s+hi+k

ﬁ =a,5=T — h07e(a((h0 + S)Ql - (hlo + S)QladB) - e(w7 Ql)

(aho + as — h{ — s) aho + as — hiy — s — (a — 1)(s + hy)

— —_ —_ 1 —

w S+h6 Q2aw (CL )Q2 S+h6 QQ

ahy — hy — (a — 1)hy a(ho — h{) ,
s+ hf Q== Q2 = alho = ho)ds

w = a(ho — hy)dp + (a — 1)Q2

ReEncryption query. The challenge C runs ReEnc(rka— g, Ca, B) and returns the results.

2. Challenge.Algorithm Adv outputs two messages (mg, m1) of equal length on which it wants
to be challenged. C' chooses a random string R € {0,1}" and a random element r € Z,, and
defines Cy, = (U,V) = (rQ1, R). B gives C¢, as the challenge to Adv. Observe that the
decryption of Cyp, is

V & Ha(e(U,da)) = R ® Ha(e(rQ, iQQ))

3. Phase2. Adv issues more queries like in Phasel except natural constraints and Algorithm
C responds as before.

4. Guess. After algorithm Adv outputs its guess, C picks a random tuple(X;, ;) from Haslist. C
first computes T' = Xil/r , and then returns (T/Tp)Y/%. Note that e(Py, Py)Y/* = (T/Tp)'/ if
T = e(Q1,Q2)"/*. Let H be the event that algorithm Adv issues a query for Hy(e(rQ1, %Qg))
at some point during the simulation above. Using the same methods in [5], we can prove the
following two claims:
Claim1: Pr[H]in the simulation above is equal to Pr[H] in the real attack.
Claim2: In the real attack we have Pr[H| > 2¢(k). Following from the above two claims,
we have that C' produces the correct answer with probability at least 2e(k)/qa .

Thus we prove Lemma 3.

From the above three Lemma, we prove Theorem 1.

J Proof for Theorem [10|

Proof. Same as the above theorem except in the simulation the role of A and B exchanged.

K Proof for Theorem [11]

Proof. We just the the intuition for this theorem. The master-key is s, and delegator’s private key

1 s+Hi(ID")+k

is Wl(ID)’ the delegatee’s private key is 07 the proxy re-encryption key is

S+H1( 8+H1(ID) ?
w = #(ID/)PQ. Because the proxy re-encryption key is uniformly distributed in Z;, and the

original SK IBE is secure, we can conclude that s can not be disclosed by the proxy, delegatee
and delegator’s colluding.
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