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Abstract

In this paper, we presented fast point multiplication formulae for
two different families elliptic curve of Weierstrass form y? = x2 +az? +
br and y? = 2% + ax? + 2atz + at®>. The costs of doubling and tripling
formulae are 55+2M+3C and 65+6M +4C respectively, even 5S+2M
and 65 + 6 M with the parameter of the curve suitably chosen.
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1 Introduction

Efficient elliptic curve arithmetic is crucial for cryptosystems based on el-
liptic curves. Such cryptosystems often require computing kP for a given
integer k£ and a curve point P. For example, if k is a secret key and P
is another user’s public key then kP is a Diffie-Hellman secret shared be-
tween the two users. So a main operation for elliptic curve cryptosystems
is the point multiplication: ) = kP, where the multiplier k£ is generally a
secret (or private) parameter. Many methods to speed up this operation
have been actively studied. See [1] for the compared result for all kinds of
elliptic curves. In particular, Doche, Icart and Kohel introduced the fastest
doubling and tripling in two different families of curves [5]. They focus on
two families curves Ey : y? = 23 +uz?+16ur and E3 : y? = 22+ 3u(z+1)2.
For the curves Eo, The doubling formula costs is 45 + 3M + 2C', and if u is
chosen such that a multiplication by w is negligible, the costs for doubling
drop to 45 + 3M, where S, M and C denote the costs of one squaring, one
multiplication and one multiplication by a constant respectively. For the
curves F3, The tripling formula costs is 65 + 6M + 2C, and if u is chosen



such that a multiplication by w is negligible, the costs for doubling drop to
65 4 6M.

In this paper, we consider point multiplication formulae for two different
families of Weierstrass form elliptic curves, E(ﬁt form elliptic curve y? =
2% + az? + 2atz + at® and Eib form elliptic curve y? = 2 + az? + bz. New
doubling formula for E(f p costs 5S + 2M + 2C. If constant multiplications
is negligible, costs drop to 55 +2M. We get the fast tripling formulae when
curve satisfy Eﬁt form. The costs of tripling formulae is 65 + 6 M + 4C
even 65 + 6M when the parameter of the curve suitably chosen.

This paper is organized as follows. We shower faster tripling formulae
in Section 3, introduce new doubling formulae in Section 4, and draw our
conclusions in Section 5.

2 Elliptic Curves with Weierstrass Form

Definition 1 An elliptic curve E over a field K is defined by an equation

E: y? 4+ aizy + asy = z° + agx? + asx + ag (1)

where ai,as,as,aq,as,a € K,and AN # 0, where A is the discriminant of
E.

The set E(K) of rational points on an elliptic curve E defined over a field
K is an abelian group, where the operation is defined by the well-known law
of chord and tangent, and the identity element is the special point O called
point at infinity.
In practice, the Weierstrass equation (1) can be greatly simplified by apply-
ing admissible changes of variables. If the characteristic of K is not equal
to 2 and 3, we can define n < y + (a1x + a3)/2, then (1) rewrites
E:n2:x3+%x2+b§4x+% (2)
where by = a% + 4as, by = arasz + 2a4,bg = ag + 4ag. In this paper we focus
on the elliptic curves of the following form.

E: y? =%+ a® + asx + ag (3)

In the following, we will use I, S M to denote the costs of one inversion,
one squaring and one multiplication respectively. The symbols C' stands for
the costs of multiplication by a constant. We shall always leave out the costs
of field additions.



We start by recalling the explicit group law on elliptic curves. Let P =
(z1,91), Q = (22,92), P+ Q = (23,y3). let

2L PAQ,
L2 — 21

A=
31:% + 2a9x1 + a4
2y

Vit P=Q.

then 23 = A2 — 21 — 22 — ag, y3 = M(z1 — 23) — ¥1.
Setting P = (x1,y1), 2P = (x3,y3), we obtain the following proposition
immediately by a few algebraic computation

Proposition 1

N x‘ll — 2a4x% — 8agxr1 — 4agag + a?l
4y% ’

228 + 4agx} + 10a4x + 4agr? + (40azas — 10a3)z} + bry + d
16y} '

Yys =

where b = 16a3a¢ — 4aga? — 8asas, d = 2a4(dasas — a3) — 16aZ.

3 Two Families of Elliptic Curves

In the following sections, we suppose p > 3 be a prime and K be the finite

field of characteristic p. For the elliptic curve E/K : y? = 23+ asx® + agx +
a4 2&6

ag, if ai = 4asag, then 2, = P so there exist t € K, t # 0 such that
a4 = 2tas, ag = t2as. We rewrite the equation
B/K : y* =23 + ax® + 2tax + t?a, a,t € K.
Definition 2 An elliptic curve defined by
y2 = 23 + az? + 2atz + at?

is called EL, form elliptic curve. where a,t € K and a(16a+27t* —72at?) #
0. A simple E,it form elliptic curve is a Eﬁt form elliptic curve with pa-
rameter t = 1, in other word, it is given by the equation

E[ﬁl s y? =2 +ar? + 20z +a
where a(27 — 56a) # 0.



Any Elﬁt form elliptic curve given by y? = 2® + az?® + 2atz + at? is
birationally equivalent to short Weierstrass form elliptic curve Eg : y? =

a® 2a°t  2a°
3+ <2at—3>x—|— (at2—3+27>.

Definition 3 An elliptic curve defined by
y? = 2% + ax? + bx = 2® + a2 + atx

1s called Eib form or E(it form elliptic curve, where a,b,t € K, b(a®>—4b) =
a’t(a — 4t) #0.

a? — 3b)3 .
M. By applying
2

admissible changes of variables, Esjt can be put in the form F : y° =

5 16a* —48b  64a® — 288ab

z° — T+
48 864
To ES,, if t is a quadric element, say that ¢t = r2, r € K, then it can be

a,t’
(y>2 (x)3 a(x>2 a(x)
) T \,2 r2 \ 2 2 \,p2)"

transformed to
Therefore, if b/a be a quadric element, then Ef ; form elliptic curves can be

Then A(ES,) = 16(a*t? — 4at3), j = 167

transformed to E;f . form curves. Since the probability of b € K being a
quadric element for any finite field K is 1/2, we can conchcltde that about
half of all the Ef ¢ form elliptic curves can be transformed to Ef o form. If b
being a quartic element, then E(f , can be transformed to Ef 1 form curves.
We can conclude that about quarter of all the E(‘? , form elliptic curves can
be transformed to Ef ; form elliptic curves.

4 Efficient Point Multiplication on ch’t

4.1 Doubling and Addition

In this subsection, we show the doubling and addition formulae on elliptic
curve of ch’t : y? = 2% + az? + 2atz + at®>. In Jacobian coordinates, the
elliptic curve EZ; has the form EL;;Y? = X? + aX?2% 4 2atX Z* + at*Z°.

a,ty
Let P = (Xl,Yl, Z1)72P == (Xg,Yg, Zg), then
X3 = (3X?+2aX172 +2atZ})? —8X1YE — aZ2,
Vs = (3X?+2aX172% 4 2atZ})(4X1YE — X3) — 8Y},
Z3s = 2Y17;.



let P=(X1,Y1,21), Q = (X2,Y2,Z2), P+ Q = (X3,Y3, Z3) then

X3 = (W2} —W7Z3)? — (XoZ} — X123)2(X 123 + XoZ3 + aZ3273),
Yz = (VNLZ} —YV1Z3)(X123(XeZ7 — X173)? — X3) — 1 Z3(XoZ7 — X173)3,
Zs = 1 Zo(X2Z% — X173).

Therefore, we have the following efficient algorithms.

Doubling. Here are explicit formulae to compute 2(X1, Y1, Z1) = (X3, Y3, Z3).

A = 3X? B=272 W =2aB(X; +tB),

D = A+W,E=Y? F=D% G=2((X1+E)? - A-F),
Zs = M1+ Z1)?-D - B,

X3 = F—-2G—aZ? Y;=D(G— X3)—8F.

These formulae cost 7.5 +2M + 3C. The 3C are multiplications by a and t.

Mixed Doubling. The following formulae, given P = (X1,Y1,1) compute
the doubling 2P = (X3, Y3, Z3).

A = X B=2aX,+t), D=3A+ B,
E = Y2 F=D%G=2(X1+E?-A-F),
X3 = F—2G —4aE, Y3=D(G — X3) —8F, Z3 =2Y;

The formulae cost 55 + M + 2C. The 2C are both multiplications by a.

Addition The following formulae, given P = (Xl,Yl,Zl,Z%) and Q =
(X2, Ya, Z, Z2), compute the sum P + Q = (X3, Y3, Z3, Z3).

M = Z? N=2Z3 R=7ZM, S= 27N, A= XoM — XiN,

B = YoR-Y1S, W=A%2 D=(A+7)>~-W — N, H=D?
E = 8HXy, Z3s=(Z1+D)*-~M—H, F =173,

Xs = 16(B2~A-W)—E—a-F,Ys=2B(E—-2X3)-Y,-D-E.

The formulae cost 65 4+ 11M + C. The C is multiplications by a.

Mixed-Addition let P = (X1,Y1,71,2%), Q = (X2,Y2,1,12), P+ Q =
(X3,Y3, Z3, Z3), then the operations can be organized as follows.

V = Z} A=XoM, R=7Z,M, B=Y;-R,

D = X,—-A E=2Y1,-B), G=D? H=4D -G,
M = 4A-G, Z3=(Z1+D)?* -V -G, F =73

X3 = E2-H—-ay-F—-2M,Y3s=E-(M—X3)—B-H.

b}



The formulae cost 45 + 7M + C. The C' is multiplications by a.

Affine-Jacobian Addition Given P = (X3,Y],1) and Q = (Xo,Y>,1),
The following formulae compute the sum P + Q = (X3, Y3, Z3).

A = Xo—-X1, B=2(Yo-Yy), D= A% E=4D,
F = AE,G=X,-E, X3=B>-2G—-F —a-FE,
Y3 = B-(G—X3)—2Yy-F, Z3=2A.

The formulae cost 25 + 4M + C. The C' is multiplications by a.

4.2 Tripling Formula on E,

In this subsection, we show the tripling formulae on elliptic curve of Ecﬁt :
y? = 2% + ax® + 2atx + at®. In Jacobian coordinates, the elliptic curve
EL, has the form El;;Y? = X® + aX?2% + 2atXZ* + at?Z5. Let P =

(X1,Y1,721),3P = (X3,Ys,Z3). Then

X3 = 8YZ(8Y{ - BE)+ X|F?
Y; = Y1[4(BE —8Y{)(16Y* — BE) — E?],
Zys = Z,E.

where

= 3X2+2a2 X172 + as 74,

B
E = 12X1Y{ +4aY3?Z} — B% .

Theorem 1 Let P = (X1,Y1,71), 3P = (X3,Y3,Z3), defining

U = Y (Y2—aX2Z1% - 6atX, Z} — 9at2Z5) ,

4 2
V = —aX?7} <(3a - 9t> X373 — (Yf + %X%Z% + 2at X1 Z} + 3at2Z§)) :
W = 3YP2+aZ}(X?+6tX 1722 + 92 7}).
then

X3 = U247V,
Yz = U(X3—4V),
Zs = X1Z\W.



Proof:

Since
E = 12X3Y? +4aV1Y3?Z; — B2

= 12X} 4 12aX3 7% + 24at X321 + 12at5 X1 Z9 + 4a X3 7% + 4a*> X3 7]
+8a*t X179 + 4a*? Z1x — 9X{ — 4a? X327} — 40?2 Z§ — 120X 73
—12at X327} — 8a*t X, Z¢

= 3X1(X3 +aX?Z? +2at X1 Z1 + at*Z8) + a X373 + 6at X2 71
+9at? X, Z¢

= 3X1Y? +aX1Z3(X, + 3tZ3)?

Therefore X1Z\W = ZE = Z3. We compute U? + V and X3.

U2+V

= X9 —24atX"Z* — 96at2 X676 — 964212 X578 — 484243 X* 710
+48a%t1 X372 — 16a%t X575 + 64a313X32'2 + 192431 X2 214
+192a3t° X Z16 + 640316 218,

and

X3 ’

= 8YZ(8Y{ - BE) + X, E?

= X% —24atX"Z* — 96at> X626 — 96a°t> X578 — 48a%t3 X4 Z10
+48a2t* X3 712 — 1642t X076 + 64a3t3 X3 212 4+ 19243t X2 714
+192a3t° X Z16 4 64436218

So X3 = U? + V. We compute U(X3 — 4V) and Y.

U(X3—4V

= Y1(44atX10Z2% — 1056623 X7 Z10 + 220at2 X926 — 177at* X6 Z12
—2496a3t* X5 71 — 83233 X6 712 — 1920035 X1 216 — 3204316 X3 718
—512a*8 2% + X112 — 1280a*t* X4 210 — 256a*t3 X521 — 2560a*t> X3 Z18
—2816a*t5X2 720 —1792a*" X7 Z%2 + 4a X1, Z?),

and

Y3

= Yi[4(BE — 8Y})(16Y;* — BE) — E3]

= Y1(44atX°7Z* —1056a*t3 X7 210 + 220at2 X925 — 1771 X6 712
—2496a3t* X571 — 832033 X6 712 — 19200315 X1 216 — 3204316 X3 718
—512a*8 2% + X12 — 1280a*t* X2 216 — 25603 X5 Z™ — 2560a*t> X3 218
—2816a*t5X27%0 — 1792a*t" X" Z?? + 4aX11 2?),

So Y3 = U(X3 —4V). The Theorem 1 follows.



From Theorem 1, we have the following formula,
X3 =U?4V, Ys=U(X3—4V), Z3 =3E.J.
where A = Z2, B = %A, D =3tA, E = X121, F = E2, G = (X1 + D)2,

H:BG,J:Y12+H,M:3H,R:%F,S:gtRU:yl(yl?_M)’

V =3R(12R - S — J)2.
The cost is 65 + 6M + 4C. The 4C' are multiplications by a/3, a/3, 3t and
9¢. It is the same as [5] when t = 1.

5 [Efficient Point Multiplication on Eit

By the proposition 1, we have

Proposition 2 let P = (x1,y1) € E(it, then

op — <l’% - b>2 (23 — b) (@] 4 2ax3 + 6ba? + 2abay + b?)
2y, ’ 8y} '

Using Lépez-Dahab coordinates, a point (x1,y1) in affine coordinates on
elliptic curve E will be represented by (X1, Y1, Z1), where z; = X;/Z; and
y1 = Y1/Z%. In Lépez-Dahab coordinates, the elliptic curve E has the form
E:Y?=X37+4aX?Z?+bXZ3.

Doubling Formula Let P = (X;,Y1, Z;) and 2P = (X3,Y3, Z3), then

X3 = (X12 - bZl2)2’
Yz = 2Y1(X? —bZ3)(X{ +2aX37Z) + 6bX2Z2 + 2ab X1 Z3 + b2 Z1),
Z3 = 4Y2

For

X{+2aX32Z) + 6bX2ZE + 2ab X1 Z3 + b2 73
= X3+ 2a(Y?+ (8t —a)X32Z?)

we have the following algorithm.
X3 = (A-D),

Y; = F(X3+2a(E+ 8t—a)X?-Z%)),
Zy = AE.

where A = X2, B= 72, D =bB = atZ}, E = Y? F =2Y;(A—- D) =
(Vi + (A= D))? = Y2~ Xs.



The formulae cost 55 + 2M + 3C. The 3C are multiplications by b = ta, a
and 8t — a.

Mixed Doubling. Given P = (X1,Y),1) compute the doubling 2P =
(X3a}/37Z3)'

X3 = (A - at)Qa

Ys = F(X3+2a(E+ (8t —a)A)),

Zs = A4E.

where A= X7, E=Y?, F= (Y1 + (A—at))’ - Y? - X3 .
The formulae cost 45+ M +2C. The 2C are multiplications by a and 8t —a.

Addition Formula Let P = (X1,Y1,71), Q = (X2,Y2,Z2), P+ Q =
(XBaYE’nZ?))a then

X3 = (YaZ? —V122)* — Z1Zo(X1Z2 + X2 Z1)(X2Z1 — X122)? — aZs,

Ys = Z1Zo(XoZi — X120)(YaZ? — 1 Z2)(X1 21 Z2(Xa Z1 — X122)? — X;3)
~Y1(X2Z1 — X12:)3 21 Z3),

Ty = (212:)2(XaZ1 — X170)?.

So we have the following algorithm

X3 = A?’—D — XoZN —aZs,
Y3 = MA(D - X3)—Y1Z3NB,
Zs = M?>.

where A = Y222 — Y172, B = X971 — X172, M = Z1Z3-B, N = MB, D =
X1Z5 - N, the cost is 45 + 13M + C . If we use coordinates (X1,Y1, Z1, Z?)
then the cost is 354+13M +C'. By expand Y3, we have the following algorithm

X3 = A’—D—X2Z,-N —aZs,
Y; = MA(D - X3)—Y1Z2- N2,
Zs = M?2.
where A = Y2Z12 — YiZ%, B = XQZl — X1Z2, M = leg . B, N = MB,

D = X Z5 - N, the cost is 5S + 12M + C, If we use the coordinates
(X1,Y1, Z1, Z?) then the cost will drop to 45 + 12M + C.

Mixed-Addition let P = (X1,Y7,721), Q = (X2,Y2, 1), P+Q = (X3,Y3, Z3),
then the operations can be organized as follows.

A = Y9Z? -V, B=X37, - X1, M=27,-B, N=MB,
D = X1Zy-N, X3=A?>—-D — XyZ;-N — aZs,
Y; = MA(D - X3)—Y1Z%-N?% Z3 = M>.

9



The formulae cost 45 + 9M + C. The C' is multiplications by a.

5.1 Conclusion

In this paper, we considered fast point multiplication formulae for two dif-
ferent families elliptic curve of Weierstrass form y? = 22 4+ az? + bx and
y? = 23 + ax? + 2atx + at®. The cost of doubling and tripling formulae are
55 +2M 4 3C and 65 + 6 M + 4C respectively, even 55 +2M and 65 + 6 M
with the parameter of the curve suitably chosen. We would expect further
results in the future. For example, designing direct formulae for 2P + @) and
3P + @ would lead to further improvements. It is also an interesting to find
fast quintupling formula for E(f,t form elliptic curve.
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