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Abstract. As a recently proposed public key primitive, attribute-based encryption (ABE) (in-
cluding Ciphertext-policy ABE (CP-ABE) and Key-policy ABE (KP-ABE)) is a highly promis-
ing tool for secure access control. In this paper, the issue of key abuse in ABE is formulated
and addressed. Two kinds of key abuse problems are considered, i) illegal key sharing among
colluding users and ii) misbehavior of the semi-trusted attribute authority including illegal key
(re-)distribution. Both problems are extremely important as in an ABE-based access control
system, the attribute private keys directly imply users’ privileges to the protected resources. To
the best knowledge of ours, such key abuse problems exist in all current ABE schemes as the
attribute private keys assigned to the users are never designed to be linked to any user specific
information except the commonly shared user attributes.
To be concrete, we focus on the prevention of key abuse in CP-ABE in this paper 3. The notion of
accountable CP-ABE (CP-A2BE, in short) is first proposed to prevent illegal key sharing among
colluding users. The accountability for user is achieved by embedding additional user specific
information in the attribute private key issued to the user. To further obtain accountability
for the attribute authority as well, the notion of strong CP-A2BE is proposed, allowing each
attribute private key to be linked to the corresponding user’s secret that is unknown to the
attribute authority. We show how to construct such a strong CP-A2BE and prove its security
based on the computational Diffie-Hellman assumption. Finally, we show how to utilize the
new technique to solve some open problems existed in the previous accountable identity-based
encryption schemes.
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1 Introduction

Nowadays, more and more sensitive data is shared and stored by third-party sites on the
Internet. So, how to define secure and efficient access control for these data is important.
Attribute-based encryption (ABE) [27] was proposed by Sahai and Waters. Recently, much
attention has been attracted because ABE has been found an important application to design
access control system. In ABE system, users’ keys and/or ciphertexts are labeled with sets
of descriptive attributes and a particular key can decrypt a particular ciphertext only if they
are matched.

There are two methods for access control based on ABE: Key-policy ABE (KP-ABE) and
ciphertext-policy ABE (CP-ABE). These two notions are both proposed in [21] by Goyal et
3 Our technique can easily be extended to KP-ABE as well.



al. In KP-ABE, each ciphertext is labeled with sets of attributes. Each attribute private key
is associated with an access structure that specifies which type of ciphertexts the key is able
to decrypt. The first KP-ABE construction [21] can realize the monotonic access structures
for key policies. To enable more flexible access policy, Ostrovsky et al. [25] presented the
first KP-ABE system that supports the expression of non-monotone formulas in key policies.
In a CP-ABE system, a user’s key is associated with a set of attributes and an encrypted
ciphertext will specify an access policy over attributes. CP-ABE is different from KP-ABE
in the sense that the encryptor assigns certain access policy for the ciphertext. When a
message is being encrypted, it will be associated with an access structure over a predefined
set of attributes. Consequently, a user will only be able to decrypt a given ciphertext if that
user’s attributes pass through the corresponding access structure. Later, Bethencourt et al.
[4] proposed the first CP-ABE construction. However, the construction [4] is only proved
under the generic group model. In view of this weakness, Cheung and Newport [12] presented
another construction that is proved to be secure under the standard model. The construction
supports the types of access structures that are represented by AND of different attributes.
Later, in [19], the authors gave another construction for more advanced access structures based
on number theoretic assumption. To better protect user privacy, anonymous CP-ABE was
constructed in [22] and further improved in [24]. Boneh and Waters [8] proposed a predicate
encryption scheme based on the primitive called Hidden Vector Encryption. The scheme
in [8] can also realize the anonymous CP-ABE by using the opposite semantics of subset
predicates. Recently, Katz, Sahai, and Waters [23] proposed a novel predicate encryption
scheme supporting inner product predicates and their scheme is very general and can realize
both KP-ABE and hidden CP-ABE schemes. To reduce the trust of attribute authority in
ABE, Chase [10] proposed a multi-authority ABE scheme, where each authority controls
a subset of the attributes. If one wants to decrypt a ciphertext, he/she has to get enough
attributes from every attribute authority.

Since its inaugural, ABE is envisioned as a highly promising public key primitive for
realizing scalable and flexible access control systems as for the first time ABE enables public
key based one-to-many encryption. It assigns differential access rights to a set of users and
allow flexibility in specifying the access rights of individual users. A user has an access only
if there is a match between the attributes of the ciphertext and the user’s key.

However, before ABE (including both CP-ABE and KP-ABE) can be widely deployed
for the purpose of providing secure access control, one important security aspect has to be
properly addressed, that is, the problem of key abuse, including i) illegal key sharing among
users and ii) misbehavior of attribute authority including illegal key (re-)distribution. Both
problems are extremely important as in an ABE-based access control system, the attribute
private keys directly imply users’ privileges to the protected resources. In more details, at-
tributes private key issued to user means the user’s privileges in ABE-based access control,
for example, the privilege whether the user is allowed to access to the database or not. The
dishonest users may share their attribute private keys with other users without these privi-
leges. They can just give directly away their keys, or, generate a transformed attribute private
key such that nobody can tell who has distributed this. The users can even only distribute
part of their privileges. If they share or give away their attribute private keys, it will make the
system useless. Furthermore, we also need take the accountability of semi-trusted attribute
authority into account. The attribute authority may misbehave to generate and distribute
attribute private keys to users without such privileges. These problems are by far not con-
sidered in existing ABE-based access control schemes. To apply ABE for access control, we



should guarantee that, 1) key issued to user cannot be shared because the key means the
privilege of user; 2) attribute authority’s misbehavior that distributing decryption keys or
decrypting ciphertext arbitrary for users should be prevented. To the best knowledge of ours,
such key abuse problems exist in all current access control schemes constructed from ABE
as the attribute private keys assigned to users are never designed to be linked to any user
specific information except the commonly shared user attributes. This is the reason that at-
tribute private key can be abused by users or semi-trusted attribute authority without being
detected. As a result, these protocols will be meaningless when used in access control. In this
paper, we make study the problem of abuse free CP-ABE and have following contributions:

The notion of accountable CP-ABE (CP-A2BE) is proposed, by inserting user specific
information in the attribute private key. In CP-A2BE, the accountability only for users is
taken into account. To obtain further accountability for both users and attribute authority,
the strong CP-A2BE is proposed. To get such constructions, the technique of identity-based
encryption (IBE) with wildcard [1] is utilized here.

Main Idea. The key point of the constructions is to keep the property of ABE, i.e., one-to-
many encryption, even if there is personal information embedded in the user’s attribute private
key. There are two parts in the ciphertext, 1). One part is computed through the specified
attributes required in the ciphertext; 2). The other part is computed for all users with the
specified attributes. The technique of IBE with wildcard is used here [1] to realize one-to-many
encryption, i.e., all users with the satisfied attributes could decrypt the ciphertext.

– In CP-A2BE, the user’s identity is embedded in the attribute private key issued to him or
her from the attribute authority. The CP-A2BE can be used to prevent the key sharing
among users based on the following observation. In CP-A2BE, the user’s decryption key
consists of the attribute private key and the user’s identity. If the user shares its decryption
key, the user’s identity will be detected from the pirate device embedded with the shared
decryption key, and the user will be punished.

– In strong CP-A2BE, the accountability of attribute authority is achieved, apart from
the accountability for users. The strong CP-A2BE requires the assumption that the user
should have a higher level secret than attribute private key, such as a valid public key
certificate (We just consider the public key certificate for simple in this work). That is to
say, the user should get a certificate for his/her public key in advance. With this public
key certificate, the user could be issued attribute private key from the attribute authority,
where the user’s public key is embedded. Finally, define that the user’s decryption key
consists of the attribute private key and user’s secret key corresponding to the public key
certificate. If the user shares his/her decryption key, his/her secret key in the public key
certificate will be leaked to others. So, this method can be utilized to prevent key sharing
based on the assumption that the user would not share its secret key in the public key
certificate. Moreover, the accountability of semi-trusted attribute authority can also be
obtained because the user’s decryption key contains some user’s secret unknown to the
attribute authority.

Organization. Some preliminaries are given in Section 2. We also show how to unify the def-
initions and security models for CP-ABE and KP-ABE. In Section 3, we propose the notion
of CP-A2BE and strong CP-A2BE to prevent key abuse. In Section 4, the implementation



and efficiency analysis are given for the strong CP-A2BE. In Section 5, we show two inter-
esting applications from the techniques used in the construction of (strong) CP-A2BE. As
the first application, a new accountable IBE is proposed to solve some open problems in [18].
The second application is the construction of conditional IBE. This paper ends with some
concluding remarks.

2 Preliminaries

We now give a brief revision on the property of pairings and some candidates of hard problem
from pairings.

Let G1, G2 be cyclic groups of prime order p, writing the group action multiplicatively.
Let g be a generator of G1, and ê : G1 × G1 → G2 be a map with the following properties.
Bilinearity : ê(ga

1 , gb
2) = ê(g1, g2)ab for all g1, g2 ∈ G1, and a, b ∈R Zp; Non-degeneracy : There

exist g1, g2 ∈ G1 such that ê(g1, g2) 6= 1, in other words, the map does not send all pairs
in G1 × G1 to the identity in G2; Computability : There is an efficient algorithm to compute
ê(g1, g2) for all g1, g2 ∈ G1. And, we also give the definitions of the following problems and
assumptions based on the bilinear groups.

CDH Problem. The Computational Diffie-Hellman (CDH) problem is that, given g, gx, gy

∈ G1 for unknown random x, y ∈ Z∗
p, to compute gxy.

We say that the (t, ε)-CDH assumption holds in G1 if no t-time algorithm has the proba-
bility at least ε in solving the CDH problem for non-negligible ε.

DBDH Problem. The Decision Bilinear Diffie-Hellman (DBDH) problem is that, given g,
gx, gy, gz ∈ G1 for unknown random x, y, z ∈ Z∗

p, T ∈ G2, to decide if T = ê(g, g)xyz.
We say that a polynomial-time adversary A has advantage ε in solving the DBDH problem

in groups (G1, G2) if | Pr[A(g, gx, gy, gz, ê(g, g)xyz) = 1] − Pr[A(g, gx, gy, gz, ê(g, g)r) = 1] |
≥ 2ε, where the probability is taken over the randomly chosen x, y, z, r and the random bits
consumed by A. (t, ε)-DBDH assumption holds in (G1, G2) if no t-time algorithm has the
probability at least ε in solving the DBDH problem for non-negligible ε.

2.1 Syntax

Next, we show the definitions for CP-ABE and KP-ABE can be unified as X-ABE, where
X means CP or KP here. A binary relation R is also defined here according to concrete
requirements to unify CP-ABE and KP-ABE. Denote by R(L,W ) = 1 if L and W satisfy the
relation R. Here L and R represent general access structure (key-policy) and ciphertext-policy,
respectively.

Definition 1. An X-ABE system consists of four algorithms, namely, Setup, KeyGen, Enc,
and Dec, which are defined as follows:

Setup(1λ). The setup algorithm, on input security parameter 1λ, outputs a master secret key
sk and public key pk.

KeyGen(L, sk). The key generation algorithm, takes as input key-policy L and sk, outputs
skL as the attribute private key for L.



Enc(M , W , pk). The encryption algorithm, on input a message M together with ciphertext-
policy W , outputs C, which is the encryption of M for W .

Dec(W , C, skL). The decryption algorithm, takes as input the ciphertext C for ciphertext-
policy W and the attribute private key skL. If R(L,W ) = 1 for some relation R, it outputs
M . Otherwise, it returns ⊥.

Definitions for KP-ABE and CP-ABE can be derived from the above generalized definition.

1. It is the definition for CP-ABE, if the key-policy L is just a set of attributes (or, at-
tribute list), W denotes general ciphertext-policy, and R(L,W ) = 1 (i.e., L satisfies W ).

2. It is the definition for KP-ABE, if L is defined as an access structure (key-policy), W
is a set of attributes, and R(L,W ) = 1 (W matches L).

As defined in [4, 12, 21], the security requirement for X-ABE is indistinguishability against
chosen message attack (IND-CPA). The formal definition is given based on the following IND-
CPA game involving an adversary A.

Game IND-CPA

– Setup. Choose a sufficiently large security parameter 1λ, and run Setup to get a master
secret key sk and public key pk. Retain sk and give pk to A;

– Phase 1 . A can perform a polynomially bounded number of queries to key generation oracle
on key-policy L;

– Challenge. A outputs challenge W ∗ and two messages M0, M1 on which it wishes to be
challenged. The challenger randomly chooses a bit b ∈ {0, 1}, computes C = Enc(Mb,W

∗, pk)
and sends C to A;

– Phase 2 . A continues to issue queries to the key generation oracle;
– Guess. Finally, A outputs a guess bit b′.

A wins the game if b = b′ and L that satisfies R(L,W ∗)=1 has not been submitted to key
generation oracle. The advantage of A in Game IND-CPA is defined as the probability that A
wins the game minus 1/2.

As described above, if the key-policy L is just a set of attributes (or, attribute list) and
W denotes general ciphertext-policy, it is the security definition for CP-ABE. If L is defined
as general access structure (key-policy) and W is defined as a set of attributes, then it is the
security definition for KP-ABE.

Definition 2. An X-ABE satisfies IND-CPA if no polynomial time adversary can break the
above game.

In this work, we will also use another weaker security model, called selective-IND-CPA in
X-ABE. This model can be considered to be analogous to the selective-ID model [5] utilized
in IBE protocols. In this security model, the adversary should commit to the challenge W ∗

before Setup phase.



3 Strong CP-A2BE

3.1 The CP-A2BE

In CP-A2BE, as explained, we consider how to obtain accountability for users. The definition
for CP-A2BE is almost the same with CP-ABE, except here the algorithm for tracing is added.

Trace. This algorithm is used to trace a decryption key to its original holder. It takes as
input a well-formed decryption key, and outputs identity associated with this decryption key.

Because the CP-A2BE is still one kind of CP-ABE, the security requirement of IND-CPA
is also necessary here. The definition of IND-CPA is almost the same with its definition in
CP-ABE. To trace the identity who shares the decryption key, security requirement of ac-
countability for users is defined here additionally. This kind of security means that if a user
has decryption key for identity ID on some attributes, it cannot output new decryption key
for a different identity. The accountability is defined through the following game of Key Un-
forgeability. This security definition is reasonable because the user has to share a decryption
key with different identity from its own, to escape to be traced. In this work, we will con-
sider a weaker security notion called selective-key unforgeability. In CP-A2BE, it specifically
assumes that the decryption key is well-formed because the user has to share it with others.
This assumption also has been used by Goyal in [18] to reduce the trust of PKG in IBE. As
mentioned in [18], like PKG in IBE, the user here could also construct a malformed decryp-
tion key which, when used in conjunction with some other decryption process, is still able
to decrypt ciphertexts. So, we also need to consider the extreme case of black box which is
able to decrypt the ciphertexts in practice. It is very similar to the technique of black-box
traitor tracing [13]. To fix this problem and realize the identification in access control, we can
transform the non-interactive to interactive, which can be easily ensure the decryption key is
well-formed. So, in this paper, we only assume the decryption key is well-formed, that is, it is
able to pass the key-sanity check by user. The formal definition for selective-Key Unforgeability
is based on the following game involving an adversary A.

Game selective-Key Unforgeability

– Initial . The adversary outputs the target identity ID∗ before setup;
– Setup. Choose a sufficiently large security parameter 1λ, and run Setup to get a master

secret key sk and public key pk. Retain sk and give pk to A;
– Query . A can perform a polynomially bounded number of queries to key generation oracle

for private key on (ID,L);
– Forge. Finally, A outputs a decryption key skID∗,L∗ for identity ID∗ on attributes L∗.

The challenger runs a sanity check on skID∗,L∗ to ensure that it is well-formed. It aborts
if the check fails.

A wins the game if ID∗ has not been submitted to key generation oracle. The advantage
of A in Game selective-Key Unforgeability is defined as the probability that A wins the game.
The CP-A2BE is accountable if there is no adversary wins the above game with non-negligible
probability.

Next, we give a CP-A2BE construction, which has the same access structure (ciphertext-
policy) with CP-ABE scheme [12]. Details of the access structure in [12] are described below.



Assume that the total number of attributes in the system is n and the universal attributes
set is U = {w1, w2, · · · , wn}. To encrypt a message, it specifies the ciphertext-policy W =
[W1,W2, · · · ,Wn]. The notion of wildcard ∗ in the ciphtertext policies means the value of
“don’t care”. For example, when n = 4 and let the ciphertext-policy W = [1, 0, 1, ∗]. This
ciphertext policy means that the recipient who wants to decrypt must have the value 1 for W1

and W3, the value 0 for W2, and the value for W4 can be any possible value for this attribute.
So, if the receiver has the attribute private keys for list [1, 0, 1, 0], it can decrypt the ciphertext,
because the first three values for W1, W2 and W3 are equal to the corresponding values in
ciphertext policy. Moreover, the fourth value 0 for W4 satisfies the ciphertext-policy in the
ciphertext because it is ∗. But if an attribute private key is associated with list [1, 1, 1, 0],
then, it can not decrypt because the value for the second attribute is not the same with 0
in W2. To be more generalized, given an attribute list L = [L1, L2, · · · , Ln] and a ciphertext-
policy W = [W1,W2, · · · ,Wn], we say L matches W if for all i = [1, n], Li = Wi or Wi = ∗.
We also use the notation R(L,W ) = 1 to indicate that L matches W . In [12], each attribute
can take two values 1 and 0. In this construction, we generalize the access structures such
that each attribute can take two or more values and each wi in U can be any subset of
possible values. More formally, let Si = {vi,1, vi,2, · · · , vi,ni} be a set of possible values for wi

where ni is the number of the possible values for wi. Then the attribute list L for a user is
L = [L1, L2, · · · , Ln] where Li ∈ Si for 1 ≤ i ≤ n, and the generalized ciphertext policy W is
W = [W1,W2, · · · ,Wn]. The attribute list L satisfies the ciphertext policy W if Li = Wi or
Wi = ∗ for 1 ≤ i ≤ n. The construction is similar to IBE with wildcard [1] to some extend.
However, the hierarchical property is not required here, which allows the construction to be
more efficient and, even does not rely on random oracle model.

Let G1, G2 be cyclic groups of prime order p, and ê : G1×G1 → G2 be a pairing defined in
Section 2. Assume there are n attributes in universe. That is, let the universal attributes set
be U = {ω1, ω2, · · · , ωn}. And, each attribute has multiple values, where Si is the multi-value
set for ωi. The CP-A2BE construction is as follows:

Setup. To generate system parameters, a trusted authority selects random generators g, g2, g3,
u0, u1, . . ., un ∈ G1, picks a random α ∈ Zp, and sets g1 = gα. Define a cryptographic hash
function H : {0, 1}∗ → Z∗

p. The system parameter is param = (g, g1, g2, g3, u0, u1, · · · , un,H)
and the master secret key for attribute authority is gα

2 .

KeyGen. Let L = [L1, L2, · · · , Ln] be the attribute list for the user with identity ID ∈ Zp. The
attribute authority picks up a random r ∈ Zp and computes the attribute private key for ID

on L as (d0, d1), where d0 = gα
2 (uID

0 u
H(L1)
1 · · ·uH(Ln)

n ·g3)r, d1 = gr. The validity of (d0, d1) can
be verified through the following equation: ê(d0, g) = ê(g1, g2)ê(uID

0 u
H(L1)
1 · · ·uH(Ln)

n · g3, d1).
Finally, the user retains the decryption key skID,L = (d0, d1, d2, d3) on decryption device,
where d2 = ID and d3 = L.

Enc. To encrypt a message M ∈ G2 under ciphertext-policy W = [W1,W2, · · · , Wn], pick up
a random value s ∈ Zp and set C0 = Mê(g1, g2)s, C1 = gs, C2 = (

∏
Wi 6=∗ u

H(Wi)
i · g3)s, Ti =

{us
i}Wi=∗, E = us

0. The ciphertext for M with respect to W is C = (C0, C1, C2, {Ti}Wi=∗, E).

Dec. To decrypt the ciphertext C = (C0, C1, C2, {Ti}Wi=∗, E), the recipient with identity
ID and attribute list L can check W to know whether R(L,W ) = 1. If R(L,W ) = 1, proceed



as follows: Let skID,L = (d0, d1, d2, d3) be the decryption key deposited in decryption device,
where d2 = ID and d3 = L. The recipient first computes

C ′
2 = C2

∏
Wi=∗

T
H(Li)
i EID

and decrypts the ciphertext by using skID,L as M = C0
ê(d1,C′

2)
ê(d0,C1) .

Trace. Let skID,L = (d0, d1, d2, d3) be a well-formed decryption key in illegal decryption
device shared by some user, where d3 =[L1, L2, · · · , Ln]. It means that ê(d0, g) = ê(g2, g1)
ê(ud2

0 u
H(L1)
1 · · · u

H(Ln)
n g3, d1). Then, just reveal d2 as the identity of the dishonest user.

We have the following security result for the above construction:

Theorem 1. The CP-A2BE construction is secure in selective-IND-CPA and selective-Key
Unforgeability models, under the DBDH and CDH assumptions, respectively.

Proof. See Appendix A.

Actually, if the hash function H is viewed as random oracle in proof, the scheme can
achieve the security of full Key Unforgeability. To get IND-CCA from IND-CPA encryption, one
of the most efficient transformations is Fujisaki-Okamoto technique [15], which adds only a
little computation on the original CP-A2BE scheme. So, the resulted IND-CCA construction
is very efficient.

3.2 The Strong CP-A2BE

In CP-A2BE, the accountability only for users is achieved. To further reduce the trust and get
accountability for attribute authority, the notion of strong CP-A2BE is given in this section.
This also solves partly an open question given by Goyal [18] on how to design an ABE scheme
with accountability for attribute authority. To construct such a strong CP-A2BE scheme,
the assumption that users in this system should have a higher level secret information is
required. We will just focus on the example of public key certificate as a higher level secret
information in this work for simple. This assumption is reasonable because, before the user is
issued attribute private key, the attribute authority should know it is the right user as allege.
To authenticate, the user should give proof it is the holder of a public key certificate.

The construction is based on the scheme in Section 3.1. The advantage of this method is
the tracing algorithm is not required here to construct the CP-A2BE. Here, however, another
trace algorithm will be required to detect the misbehavior of attribute authority. We will
analyze these in more detail later in this section. As explained, it assumes the user requesting
attributes has public certificate. And, the user’s secret key for its corresponding public key is
viewed as another default attribute in the construction.

The accountability for users is described through the following game Key Unforgeability.
The game of Key Unforgeability has some difference from the same game for prevention of
key sharing in Section 3.1. In that game in Section 3.1, sharing can be prevented because the
identity of the user will be detected if the user shares his/her decryption key. And, the user
will be punished if such sharing was found. In this game, as explained, we know the users
will not share the secret key in the public key certificate. Moreover, the decryption key in



this definition includes the attribute private key and secret key. Based on this, in the game
of Key Unforgeability, we only need to guarantee the user can not change the secret key in
his/her decryption key. Because we use the public key certificate here, before issued attribute
private key, the user has to prove it knows the secret key in public key certificate by using
proof of knowledge technique. In Key Unforgeability game, the adversary will try to output
a decryption key with some secret key without relation to its own public key. We will also
define a weaker security notion called selective-Key Unforgeability as Section 3.1. That is to
say, the adversary should output the key that it will use in the forged decryption key.

Game selective-Key Unforgeability

– Initial . The adversary outputs value sk∗, corresponding to some public key pk∗ that will
be shared as part of the decryption key.

– Setup. The challenger chooses a sufficiently large security parameter 1λ, and runs Setup
to get master key sk and public key pk. Retain the secret key sk and give pk to A.

– Query . A can perform a polynomially bounded number of queries to key generation oracle
for private key on attribute list W with valid proof of knowledge to public key pk.

– Forge. Finally, A outputs a decryption key skpk∗,W ∗ on attributes W ∗ with respect to pk∗.

A wins the game if skpk∗,W ∗ is a well-formed valid decryption key, and the public key pk∗

has not been submitted to attribute private key generation oracle (There is no requirement
of certificate for this public key). The advantage of A in Game selective-Key Unforgeability is
defined as the probability that A wins the game. A strong CP-A2BE satisfies accountability
for users if there is no adversary wins the above game with non-negligible probability. One
may argue in case that, after a user get an attribute private key on attributes W with respect
to pk∗ (Here, to query attribute private key on pk∗, pk∗ should be valid public key), the user
forges and shares another valid decryption key on attributes W ∗ with respect to pk∗. In this
case, from the decryption key, we know the pk∗ and, trace the identity of the public key pk∗.

From the above two games, it can achieve the security of CP-A2BE. To define the strong
CP-A2BE, the game FindKey should be defined additionally. The accountability for attribute
authority can be guaranteed based on the following game FindKey. This game is utilized to
detect the misbehavior of attribute authority.

Game FindKey

– Initial . The challenger runs Setup to get master key sk and public key pk. It gives pk, sk
to the adversary A (A plays the role of semi-trused attribute authority in this game).

– Detect . Finally, A outputs a well-formed decryption key skpk∗,W ∗ on some attributes W ∗

with respect to pk∗.

The advantage of A in Game Findkey is defined as the probability that A outputs a well-
formed decryption key with respect to some user’s valid public key pk∗. A strong CP-A2BE
satisfies accountability for attribute authority if there is no adversary wins the above game
with non-negligible probability. In case that the adversary outputs some decryption key with
respect to an invalid public key, we define it loses the game according to the above definition.
And, from this kind of forgery, we say that the attribute authority misbehaves. In the follow-
ing construction, we assume the attribute authority uses the same group as the users’ public
keys in public key certificate.



Setup. This algorithm is the same with Section 3.1. The system parameter is param = (g, g1,
g2, g3, u0, u1, · · · , un, H) and the master key is gα

2 .

KeyGen. Let L = [L1, L2, · · · , Ln] be the attribute list for the user with public key u = ux
0 .

First, the user should prove it is the holder of public key u by using proof of knowledge tech-
nique. If the proof passes, the attribute authority picks up a random r ∈ Zp and computes
d0 = gα

2 · (uu
H(L1)
1 · · ·uH(Ln)

n g3)r, d1 = gr. Then, (d0, d1) is sent to the user as the attribute
private key. Finally, the user retains the decryption key sku,L = (d0, d1, d2, d3) in decryp-
tion device, where d2 = x, d3 = [L1, L2, · · · , Ln]. The correctness of sku,L can be verified if
ê(d0, g) = ê(g1, g2)ê(ud2

0 u
H(L1)
1 · · ·uH(Ln)

n · g3, d1).

Enc. To encrypt a message M ∈ G2 under a ciphertext-policy W = [W1,W2, · · · ,Wn], it
proceeds as the algorithm Enc in Section 3.1. Finally, it outputs the ciphertext for M with
respect to W as C = (C0, C1, C2, {Ti}Wi=∗, E).

Dec. To decrypt the ciphertext C = (C0, C1, C2, {Ti}Wi=∗, E), the recipient with public key
u and attribute list L can check W to know whether L |= W . If L |= W , it can proceed as
follows: Let sku,L = (d0, d1, d2, d3) be the decryption key. The recipient computes

C ′
2 = C2

∏
Wi=∗

T
H(Li)
i Ed2

and decrypts the ciphertext by using sku,L as M = C0
ê(d1,C′

2)
ê(d0,C1) .

The above construction can be proved to be a secure CP-A2BE scheme, without the re-
quirement of Trace algorithm. However, to achieve strong CP-A2BE, it is also necessary to
detect the misbehavior of the attribute authority. So, the algorithm Trace will be also given
here for accountability of attribute authority.

Trace. Let sku,L = (d0, d1, d2, d3) be a well-formed decryption key in illegal decryption device,
where d3 =[L1, L2, · · · , Ln]. It means that ê(d0, g) = ê(g2, g1) ê(ud2

0 u
H(L1)
1 · · · u

H(Ln)
n g3, d1).

Then, compute ud2
0 and check if ud2

0 is a valid public key. If not, then, it is the attribute
authority who generates and distributes this decryption key.

Note that in KeyGen algorithm, the user with public key u should prove he is the holder
of this public key by proving the knowledge of x. The secret key x can be viewed as another
attribute issued in the attribute private key though the attribute authority does not know
the attribute. So, the proof can be easily get from the proof in Section 3.1.

Theorem 2. The strong CP-A2BE construction is secure in selective-IND-CPA model, and
has accountability for users and attribute authority, under the DBDH assumption and CDH
assumption, respectively.

Proof. We only prove that it achieves accountability for users under selective-Key Unforgeability
model. First, the adversary outputs some value sk∗ in private key it wants to share. Then,
the simulator sets the public parameters and simulate the private key generation oracle. It



is the same as in proof of Theorem 1. Notice here sk∗ is viewed as ID∗. The simulator only
needs to simulate the key generation oracle. The challenge ciphertext oracle is not required
here because the goal of adversary is to output private key for any attributes that is not for
its own public key pk. The adversary could ask private key for any W with respect to valid
public key pku. During key generation queries, the user will not give simulator the secret key
sku. However, as mentioned in KeyGen, the user has to use some proof of knowledge to show
he/she is the holder of public key pku. By using the knowledge extractor, the simulator can
extract sku and simulate key generation oracle the same as in Theorem 1, where ID is viewed
as sku here. The accountability of attribute authority can be easily proved from the definition
of game FindKey. In the decryption key, it includes the secret key sku with respect to pku. To
avoid detecting, the attribute authority has to output a valid decryption key on user’s public
key. This implies the attribute authority has to compute the user’s secret key corresponding
to the public key in his/her public key certificate. Of course, based on the security of public
key system, we can get that the above CP-A2BE has accountability for attribute authority.

4 Implementation for Access Control

Assume there is some database for the storage of information. User could be allowed to
access the database according to its privilege. In the access control system based on ABE,
the privilege is categorized through the users’ attributes.

First, each user in this system should have a public key certificate, which function as a
higher level private information compared to the attribute-based system. The user chooses
some secret key and computes its corresponding public key. Then, the user proves to the
certificate authority that it knows the corresponding secret key in the public key by using
proof of knowledge method. After the registration of public key, the user could be issued
private keys for its attributes. The attribute authority is in charge of the attributes issue,
including the check for privilege authentication and public key authentication. In the above
construction, the group used by the attribute authority should be the same with the one used
in the public key certificate. After the check passes, the user can get private key for some
attributes for the corresponding privileges from the attribute authority.

To encrypt the message such that only users with special attributes can decrypt, just com-
pute the ciphertext according to the required policy, for example, using the given ciphertext-
policy above. This only allows the users, with attributes that matches the ciphertext, can
decrypt the ciphertext. When the above CP-ABE is used for access control, the access policy
is defined as AND, that is, the ciphertext-policy is AND of attributes. The user with some
attributes would not share its key with other users because there is user’s secret key, which
is corresponding to public key certificate, in the attribute private key. And, the user cannot
compute a new private key with a different invalid public key (This property can be achieved
based on the security game of FindKey). So, if a valid attribute private key with respect
to some invalid public key was found, then, we can tell it is the misbehavior of attribute
authority.

We achieved the same access structure as in [12]. In our scheme, the private key size for
user consists of only two group elements, which is constant with the number of user’s attribute.
However, in [12], there are 2n group elements in the private key for user. In the key generation
algorithm, it performs two exponentiations in group G1 for the attribute authority to generate
private key for any user. However, 2n exponentiations in G1 are required in key generation
algorithms in [12], where n is the number of attributes in universe. The computational cost [12]



is linear with the number of universal attributes. In our construction, ciphertext consists of
3+k group elements and the encryption algorithm needs 3+k exponentiations in G1, where k
denotes the number of wildcards in ciphertext. Decryption requires two pairing computation.
However, in [12], there are 3n group elements in ciphertext and encryption algorithm performs
n+1 exponentiations in group G1. For decryption, it performs n+1 pairings. So, overall, the
above construction is more efficient than [12].

5 Other Applications of The New Techniques

In this section, we show how to use the above technique to solve some open problems existed
in accountable IBE. Then, we propose another notion called conditional IBE.

5.1 Accountable IBE

Identity-based cryptosystem [29] is a public key cryptosystem where the public key can be
an arbitrary string such as an email address. It was proposed to simplify key management
procedures of certificate-based public key infrastructures. In identity-based cryptosystem, a
private key generator (PKG) uses a master secret key to issue private keys to identities that
request them. Until 2001, Boneh and Franklin [7] proposed the first practical IBE scheme
based on pairing, which is provably secure in the random oracle model. The first IBE without
random oracles was proposed by Waters [30]. Later, this construction was further generalized
and analyzed in [11]. To reduce the trust of PKG in IBE, Goyal [18] proposed another notion
called accountable IBE and strengthened by [2, 20]. These IBE can only be used to encrypt
message to a single user. To encrypt a message for a group, the notion of IBE with wildcard
[1] was proposed. In this kind of IBE, one can encrypt a message for a group of users with
some common properties, in which the different parts are viewed as “don’t care” components.
Recently, Goyal [18] proposed the first method on how to reduce the trust of PKG in IBE.
Though later construction with black-box accountability based on DBDH assumption was
proposed [20], it is very inefficient.

An open question was left in [18]: How to construct a more efficient IBE with minimum
trust to PKG based on standard assumption such as DBDH assumption? In this section, we
solve this open question by using the technique used in above sections. Our construction
is more efficient than [18] and, based on DBDH assumption. We combine user’s public key
certificate with IBE system, while keeping all the properties of IBE. Actually, to construct
some identity-based cryptosystem with special properties, [16] has proposed to use the public
key certificate.

Another open problem can also be solved by using our method: In case of some user loses
private key for its identity ID, then, how to achieve accountability? The papers [18, 20] cannot
solve this problem because they require the user’s decryption key to detect the misbehavior
of PKG. In our method, even with only one private key for ID in pirate device, this kind of
key abuse can be detected because the value in the forged decryption key is different from
the public key in the public key certificate for ID.

Setup. This algorithm is almost the same with Section 3.1, except only part of parameters
from it is required here. The system parameter is param = (g, g1, g2, g3, u0, u1,H) and the
master key is gα

2 .



KeyGen. Let identity be ID for the user with public key u = ux
0 . First, the user should

prove he is the holder of public key u by using the technique proof of knowledge. If the
proof passes, the attribute authority picks up a random r ∈ Zp and computes (d0, d1), where
d0 = gα

2 · (uuID
1 g3)r, d1 = gr. Finally, the user retains the decryption key skID = (d0, d1, d2)

for decryption, where d2 = x. The correctness of (d0, d1, d2) can be verified by checking if the
following equation holds: ê(d0, g) = ê(g1, g2)ê(ud2

0 uID
1 g3, d1).

Enc. To encrypt a message M ∈ G2 for user ID, pick up a random value s ∈ Zp and set
C0 = Mê(g1, g2)s, C1 = gs, C2 = (uID

1 g3)s, E = us
0. Then, the cipertext for M with respect

to ID is C = (C0, C1, C2, E).

Dec. To decrypt the ciphertext C = (C0, C1, C2, E), the user ID with public key u pro-
ceeds as follows: Let skID = (d0, d1, d2) be the decryption key for ID. The user computes
C ′

2 = C2E
x and decrypts the ciphertext as M = C0

ê(d1,C′
2)

ê(d0,C1) .

Trace. Take as input a well-formed decryption key skID =(d0, d1, d2). It means that ê(d0, g) =
ê(g1, g2)ê(ud2

0 uID
1 g3, d1). Then, output ud2

0 and check if ud2
0 is equal to u in public key certifi-

cate for ID. It means the PKG forges and distributes the decryption key for user ID if ud2
0 6= u.

We describe briefly why this technique can prevent PKG from generating private key and
decrypting ciphertext on behalf of user. If PKG outputs a forged valid decryption key for ID,
then, in the well-formed decryption key, another different value ux′

0 will be inserted. From the
public certificate, we know the public key ux

0 and identity ID is connected to the same user.
So, from these two valid decryption keys, it can tell that PKG forges the decryption key for
user with identity ID. In our system, even the user with identity ID has not requested private
key, from the forged decryption key for ID, we can tell PKG behaves illegally because there
is no certificate for public key u′ and ID. But in [18], it can not prevent such forgery because
we can only tell that PKG forges the decryption key if we have two different decryption keys
for the same identity ID. And, fully-secure accountable IBE can be constructed, based on the
Waters IBE without random oracles [30]. The technique is similar to the above construction.

5.2 Conditional IBE

Consider the following scenario: If one wants to encrypt a message to some identity ID.
Moreover, apart from identity, the encryptor wants to ensure that not only the identity of
the user is ID, but also the user satisfies some additional conditions. For example, the user
with identity ID can decrypt the ciphertext for him if he also has attributes “Ph.D degree”
and “Staff in University A”. However, in traditional IBE, the private key is only related to
identity information. From the above CP-A2BE scheme, such kind of IBE with additional
conditions could be derived.

The Setup and KeyGen algorithms, including the definition for ciphertext-policy, are the
same as the scheme in Section 3.1.

Enc. To encrypt a message M ∈ G2 for identity ID with ciphertext policy W = [W1,W2, · · · ,Wn],
pick up a random value s ∈ Zp and set C0 = Mê(g1, g2)s, C1 = gs, C2 = (

∏
Wi 6=∗ u

H(ID)
0 u

H(Wi)
i g3)s,

Ti = {us
i}Wi=∗. Then, the cipertext to identity ID for M with respect to W is C =

(C0, C1, C2, {Ti}Wi=∗).



Dec. To decrypt the ciphertext C = (C0, C1, C2, {Ti}Wi=∗) for ID on W , the recipient
with identity ID and attribute list L = [L1, L2, · · · , Ln] can check W to know whether
R(L,W ) = 1. If R(L,W ) = 1, proceed as follows: Let skID,L = (d0, d1) be the secret key for
L. The recipient computes

C ′
2 = C2

∏
Wi=∗

T
H(Li)
i

and decrypts the ciphertext by using skID,L as M = C0
ê(d1,C′

2)
ê(d0,C1) .

6 Conclusion

In this paper, we discussed the problem of key abuse existed in access control that is based
on CP-ABE. Two kinds of accountability are considered in this work: The accountability for
users and accountability for the semi-trusted attribute authority. First, we showed how to
construct CP-A2BE to achieve accountability for users, by inserting user’s specific informa-
tion, such as the user’s identity. To obtain accountability for both users and the semi-trusted
attribute authority, we proposed and formulated the notion of strong CP-A2BE by letting the
decryption key contain user’s secret unknown to the attribute authority. A strong CP-A2BE
scheme was also constructed based on the assumption that each user has a public key certifi-
cate. The key point to these constructions is that the user’s personal information or secret
could be viewed as another default attribute.

Finally, we solved some open problems in accountable IBE by utilizing the new technique.
Another application is to design the conditional IBE scheme.
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Appendix A: Proof of Theorem 1

The proof of Theorem 1 can be derived from the following two Lemmas.

Lemma 1. The CP-A2BE is selective-IND-CPA secure under the DBDH assumption.

Proof. Assume that an attacker A breaks selective-IND-CPA with probability greater than
ε within time t making qd private key extraction queries. We show that using A, one can
construct a DBDH attacker A′ with almost the same probability with ε.

Initial stage. First, A outputs the target ciphertext-policy W ∗=(W ∗
1 , · · · ,W ∗

n).

Setup. Suppose that A′ is given (g, ê, G1, G2, A = gx, B = gy, C = gz, T ), where T is
either ê(g, g)xyz or ê(g, g)γ for random γ ∈ Zp, as an instance of the DBDH problem. By
ε′ and t′, we denote the winning probability and running time of A′, respectively. A′ can
simulate the challenger’s execution of each phase of selective-IND-CPA game for A as follows:
A′ sets g1 = gx and g2 = gy. For 1 ≤ i ≤ n and W ∗

i 6= ∗, let ui = gai
1 gbi by choosing



ai, bi ∈ Z∗
p . For 1 ≤ i ≤ n and W ∗

i = ∗, ui = gbi by choosing bi ∈ Z∗
p . Then, choose a random

b0 ∈ Z∗
p and let u0 = gb0 . Assign g3 = g

−
∑

1≤i≤n∧W∗
i
6=∗ aiH(W ∗

i )

1 gb′ . The system parameters
para= (g, g1, g2, g3, (ui)0≤i≤n) are sent to A.

Phase 1. A′ answers A’s key generation queries as follows. Upon receiving a key genera-
tion query for L=(L1, · · · , Ln) with respect to ID, A′ checks if L |= W ∗. If L |= W ∗, A′

aborts.
Otherwise, A′ chooses r = −y∑

1≤i≤n aiH(Li)−
∑

W∗
i
6=∗ aiH(W ∗

i ) + r′.

Let R =
∑

1≤i≤n aiH(Li)−
∑

W ∗
i 6=∗

aiH(W ∗
i ) and R′ =

−b0ID−
∑

1≤i≤n biH(Li)+b′

R .
It outputs the simulated private key as

skID,L=(a0, a1)=((uID
0 u

H(L1)
1 · · ·uH(Ln)

n g3)r′gR′
2 , g

−1
R

2 gr′).

First, we need to check if a0 = gx
2 (uID

0 u
H(L1)
1 · · ·uH(Ln)

n · g3)r and a1 = gr.

Because R′ =
−b0ID−

∑
1≤i≤n biH(Li)+b′

R and r = −y
R + r′, we have,

gx
2 (uID

0 u
H(L1)
1 · · ·uH(Ln)

n · g3)r = gx
2 (gR

1 gb0ID+
∑

1≤i≤n biH(Li)+b′)r

= gx
2 (gR

1 gb0ID+
∑

1≤i≤n biH(Li)+b′)
−y
R

+r′

= gx
2 (gR

1 gb0ID+
∑

1≤i≤n biH(Li)+b′)r′g−xygR′
2

= (gR
1 gb0ID+

∑
1≤i≤n biH(Li)+b′)r′gR′

2

= (uID
0 u

H(L1)
1 · · ·uH(Ln)

n g3)r′gR′
2

And, gr=g
−y
R

+r′ =g
−1
R

2 gr′ .

Challenge. A outputs two equal length messages M0, M1, identity ID∗, and the challenge
ciphertext-policy W ∗=(W ∗

1 , · · · ,W ∗
n). It chooses randomly b ∈ {0, 1}, and outputs the cipher-

text as (TMb, C, C
∑

W∗
i
6=∗ biH(W ∗

i )+b′
, {Cbi}W ∗

i ∗, Cb0). It could be verified the ciphertext is cor-

rect if T = ê(g, g)xyz, because (TMb, C, C
∑

1≤i≤n,W∗
i
6=∗ biH(W ∗

i )+b′
, {Cbi}W ∗

i ∗, Cb0)=(e(g1, g2)sMb,

gs, C2=(
∏n

i=1,W ∗
i 6=∗

u
H(W ∗

i )
i · g3)s, Ti = {us

i}Wi=∗, us
0) by just letting s = z.

Phase 2.A can still query key generation. A′ answers key generation queries as above.

Guess Finally, A outputs a bit b′. Then, A′ also outputs b′ as the answer to the DBDH
problem. For the simulation to complete without aborting. It is easy to verify that we can
get the probability of breaking the DBDH problem as ε′ ≈ ε if the adversary successes with
probability ε.

Lemma 2. The CP-A2BE is selective-Key Unforgeability under the CDH assumption.

Proof. Assume that an attacker A breaks selective-Key Unforgeability with probability greater
than ε within time t making qd private key generation queries. We show that using A, one can
break the CDH problem by constructing another attacker A′ with approximately the same
success probability.



Initial. First, A outputs the target identity ID∗.

Setup. Suppose that A′ is given g, ê, G1, G2, A = gx, B = gy and asked to compute gxy.
A′ can simulate the challenger’s execution of each phase for A as follows: A′ sets g1 = A

and g2 = B. It chooses r0, r
′
0, r1, r2, · · · , rn ∈ Z∗

p. Let u0 = Ar0 and g3 = A−ID∗r0gr′0 . For
1 ≤ i ≤ n, let ui = gri . The system parameters para= (g, g1, g2, g3, u0, (ui)1≤i≤n) are sent to
A.

Query. A′ answers A’s key generation queries as Lemma 1. Upon receiving a key gen-
eration query for ID with attributes L = [L1, L2, · · · , Ln], A′ chooses r′ ∈ Z∗

p and lets
r = y

(ID∗−ID)r0
+ r′. The private key can be simulated private key as

(gr0(ID−ID∗)
1 g

∑n
i=1 riH(Li))r′g

r′0+
∑n

i=1 riH(Li)/(ID−ID∗)r0

2 , g
1

(ID−ID∗)r0
2 gr′).

The correctness can be verified as the same way in Lemma 1.

Forgery. Finally, A outputs a forged decryption key skID∗,L∗ = (d0, d1, d2, d3) that A will
share for attribute list d3 = L∗ = [L∗

1, L
∗
2, · · · , L∗

n] on identity d2 = ID∗. Because the decryp-
tion is valid and well-formed, then, we have d0 = gx

2 (uH(d∗2)
0 u

H(L∗1)
1 · · ·uH(L∗n)

n ·g3)r and d1 = gr

for some r.
Because the select of public parameter in setup, we could have that d0 = gx

2 (gr′0g
∑n

i=1 riH(L∗i ))r.
Then, A′ can compute gx

2 = d0/(d1)r′0+
∑n

i=1 riH(L∗i ) and output it as the solution to the CDH
problem.


