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O�¸�9�NC9<; G ?�9 r

-;2
g mod f

46;2N 7:NC9<;]?R7³K�2
r
^o7J?RA>?RA29g9T9H)<? G 0 r ∈ Qn

G KØ7J?�PÅ) G 9,TU)<7:9<;]?�PCO�¸�9[NC9,[2;29 rotf (r) ∈ Qn×n 4YP ?RA29�5ï46?30R7ZMI^oA G P�9g0 G ^$PV450�9�?RA29 xir(x) mod f(x)
Y�P E

K G 0 i ∈ [0, n − 1]
O�¸�989,ML?�9<;2N ?RAX46?V; G ?�46?R7 G ;ã? G ?RA29[5ï46?30R7*)q9qP A G 9T910 Q[x]/f

Â�-�2°0�914CB×4)<7J;C\ß9_4)�A
Ai,j-;2

rotf (Ai,j)
E-G ;29 G -C?�467J;2P rotf (A)

O�� G ?�9Ì?RAX46? rotf (g1)rotf (g2) = rotf (g1g2)
K G 0o46;;2 g1, g2 ∈ Q[x]/f

O
U1A29$PR?30�9<;C\�?RA2P G K G Q�0#)1032�4C? G \�0�454CAC7*)R) G ;2PR?30RQ=)<?R7 G ;2P`NC914�9<;2N G ; ?RA29c)�A G 7*)q9 G K f O���?�P6]@QX46BJ7J?&287:P6]@QX46;]?R7Z[X9qN-;207J?�P$9,M�4X46;2PR7 G ;0Kn4)<? G 0fV�^�9�4YN2454C?H?RA29ËNC9,[2;C7J?R7 G ; G KaE8@CB
G�? G ?RA29Lâ¸Q=)<BJ7:NC9_46;ß; G 0R5/\,Â

EF(f, k) = max

{‖g mod f‖
‖g‖ | g ∈ Z[x] \ 0

46;2N
deg(g) ≤ k (deg(f) − 1)

}
,

^oA2910�9
^`9
7:NC9<;]?R7Z[X9qN!?RA29!4 G B82-; G 587×46B g mod f
VQ0�9qP34xO

g
\�^o7J?RA!?RA296) G 9,TU)<7:9<;@?�Px9T9H)<? G 0COC� G ?�9
?RAX46?´7³K deg(g) <

n E ?RA29<; ‖rotf (g)‖ ≤ EF(f, 2) · ‖g‖ O=¸�9Ë^o7JBJB') G ;=)q9<;@?30�46?�9 G ;/?RA29L4 G B82-; G 587×46B:P x2k
+ 1 E 46BJ?RA G QC\�AI5 G PR?

G K G Q�0<0�9qPRQCBJ?�P$450�9 5 G 0�9 \T9<;2910�46B.O�¸�9Å0�9H)_46BJB´P G 5 9¥-X4YP�7*)¥4�0 G 4s910R?R7:9qP G K x2k
+ 1

V�P�9q9gE�B
GÚK G 0`?RA29 B×4YPR? G ;29s\,O

þ ù�ÿ¯ÿ¯ú¯ð�ñ���ñ È'�H�
k ≥ 0

¶Éz�
n = 2k �! Ì��,É f(x) = xn +1

 ��Q�����3����1#",¬*�^QÉ
Q[x] ��$ �Q�R�&%,Ð�¶É��,�ÎÉ('1¶��C�.Î�

EF(f, 2) ≤
√

2 �*) ¬½�HÎ � 'HÎ�À¶É=« g =
∑

i<n gix
i ∈ Q[x]/f �+� �IÌ�¶��5� rotf (g)T = rotf (ḡ) � Ì��,�3� ḡ =

g0 −∑1≤i<n gn−ix
i � � ���1�QÌ��,�,Ò7Î��3� �  ' q

 �U¶UÐ��,QÒ����,���,Ì¯�QÌ�¶��
2n|(q − 1) � �QÌ��,É f(x)

Ì�¶5�
n
���µÊ�����

1'H¶��H�.Î���L�É
Zq[x] � � �É�¶�¬�¬®« �  ' k ≥ 2

¶É��
q
��f¶ÅÐz��QÒU� � ��QÌ q ≡ 3 mod 8 � �QÌ��1É f = f1f2 mod q � Ì��,��� �'HÎ�f¶É=«

i ∈ {1, 2} �,� �NÌ�¶��5�g�QÌ�¶�� fi
 �LQ�����3����1#",¬*�FQÉ

Zq[x]
¶É��J��¶É-"q� � ����µ�&�,É fi = xn/2 + tix

n/4 − 1
� ��QÌ ti ∈ Zq

�
(´9<?

I
-�9�46;I7:NC9_46B G K¸?RA29N0R7J;C\ Z[x]/f E 7.O�9�O E 4ïPRQ�-2P�9<? G K Z[x]/f

?RAX46?�7:P¥)<B G P�9qNßQC;2NC910Ë4YNCNL7J?R7 G ; E 46;2N
5!QCBJ?R784CBJ7*)_46?R7 G ;�-;2 4503-C7J?30�45032 9<B:9<5 9<;@?�P G K Z[x]/f

OÚU1A29[7:NC9_46B
I
) G 030�9qP34 G ;2NCPV? G 4ÜP�Q�-CB×46?R?R7*)q9 G K Zn Oz>�;

f
+�����3¶¬x¬8¶��µ��µ�q�!7:PH4[PRQ�-CB×46?R?R7*)q9 G K Zn ?RAX46?c) G 030�9qP34 G ;2NCPo? G 46;ÿ7:NC9_46B I ⊆ Z[x]/f

O

ð�ñ�� .Àú0/
ø¹ö�ú�üHüs÷Qõ�ù213/5476�öQù�ÿ¯ý
U1A29[5 G PR?ÌKn465 G Q2PËB×46?R?R7*)q9F4�0 G -CB:9<5�7:P

SVP
O'ÖÌ789T9<;ã4/-X4YPR7:P G K14ÜB×46?R?R7*)q9 L E 7J?!467J5 PV46?Å[2;2NL7J;C\ß4ÞPRA G 0R?K+9qPR?^9T9H)<? G 0V7J; L \ 0

O��~?�PVNC9H)<7:P�7 G ;S9T910�PR7 G ;�7:PL�Rbj+nAX450�N QC;2NC910N0�46;2N G 5878e_9qNS0�9qNLQ=)<?R7 G ;2PIE��
G&O SVP
)_46;S-�9

0�9<B×4
MC9qN�-�2I4YPRS-7J;C\ K G 0Ì4ï; G ;�+.e_910 G 9T9H)<? G 0 ?RAX46?H7:P�; G B G ;C\T910�?RAX46; γ(n)
?R7J5 9qPË4ïP G BJQC?R7 G ;I? G SVP E K G 0Ì44�0�9qP�)10R78-s9qN8K�QC;=)<?R7 G ; γ(·) O]U1A29c-�9qP�?!4 G B82-; G 587×46BX?R7J5 9H46BJ\ G 0R7J?RAC5 E�� E ��D
G"P G B89T9qP γ

+
SVP G ;CB82�K G 0Ø4ËPRBJ7J\�A]?RB82PRQ�-s9,M�4 G ;29<;]?R7×46B γ O�¸(A29<; γ

7:P#4 G B82-; G 587×46B"7J; n E ?RA29<;Ü?RA29�5 G PR?`9,TU)<7:9<;]?$46BJ\ G 0R7J?RAC5 E��
G�AX4YP146;Ü9,M�4 G ;29<;�+
?R7×46B¸^ G 0�PR?K+&)_4YP�9U) G 574CB:9,ML7J?&2P- G ?RA�7J;�?R7J5 9Ü46;2N�P34X4)q9�O'�~K�^`9�0�9qPR?30R7*)<?!?RA29 P�9<? G K17J;�4CQC?!B×46?R?R7*)q9qP!? G 7:NC9_46B
B×46?R?R7*)q9qP E ^�9 G -C?�467J;ð?RA29�4�0 G -CB:9<5 Ideal-SVP

VQ0�9qP34xO
γ
+
Ideal-SVP

\ E ^oAC7*)�Aã7:PV7J574CBJ7*)<7J?RB82¯4X450�465 9<?�910R78e_9qN
-;2ã4ßP�9H]@Q29<;=)q9 G K�4 G B82@; G 587×46B:P f G K$\�0 G ^o7J;C\ NC9<\�0�9q9qPCOWU1A29U) G 574CQC?�46?R7 G ;X46BoAX450�NL;29qP�P G K Ideal-SVP

7:P
QC;CS-; G ^o; E -CQC?Ø? G ?RA29c-�9qP�? G K G Q�0ØS-; G ^oB:9qNL\T9 E ; G 46BJ\ G 0R7J?RAC5 7:P¸S-; G ^o;Þ? G 4s910iK G 0R5 ; G ;�+n;29<\�BJ7J\�78-CB82�-s9<?R?�910
K G 0 Ideal-SVP

?RAX46;�K G 0 SVP
Ox��?V7:PL-s9<BJ7:919T9qN�?RAX46?!; G PRQ�-s9,M�4 G ;29<;]?R7×46B�]]QX46;@?RQC5�46BJ\ G 0R7J?RAC5 P G B89T9qPV?RA29

) G 574CQC?�46?R7 G ;X46B'9�450R7×46;]?�P G K SVP G 0 Ideal-SVP
7J;/?RA29 ^ G 0�PR?�)_4YP�9�O�¸�9V450�9 7J;]?�910�9qPR?�9qNß7J;/?RA29 ^ G 0�PR?K+&)_4YP�9

7J;2PR?�46;=)q9qP G K´?RA29qP�9c4�0 G -CB:9<5 PCOLU1A29<780�^ G 0�PR?K+&)_4YP�9ÌAX450�NL;29qP�P�)_46;/-s9�0�9qNLQ=)q9qNÞ? G ?RA29 4H9T910�46\T9,+&)_4YP�9�AX450�NL;29qP�P
G K�?RA29 K G BJB G ^o7J;C\�4�0 G -CB:9<5 P E 7J;]?30 G NLQ=)q9qNÿ7J;SE����
GW46;2NSE8@C�
G&O

8 ù:9!û�÷ üs÷�4zûWð�ñ�ò�ñ  Ì��<;�Ò7¶�¬�¬ $ É��&�.Ê;�,�=;�Î¬ ����µÎÉSÐz�KÎ>"1¬8�,Ò � ��QÌ·Ð�¶�K¶�Ò��H�&�,�q� q(·) � m(·) � β(·) ? SISq,m,β @��À¶�A'1Î¬Q¬8Î � �CB � ��5�,É n
¶Éz��¶�Ò�¶����,D%

G
�1¶Ò¥Ð�¬*�3����É= 'HÎ�,ÒF¬ «SQÉ

Z
m(n)×n
q(n) �!E É�� e ∈ Zm(n) \ 0

�,���,Ì
�QÌ�¶��

eT G = 0 mod q(n) ? �QÌ��LÒ�ÎC����¬®�;�F"q�,�É�ÊJ�.¶HG�,ÉS��ÎÒ¥Ð�Î�Éz�,É�� �I�  �C� @ ¶É�� ‖e‖ ≤ β(n) �
�



 Ì�� $ ���3¶¬�;�Ò7¶�¬�¬ $ É��&�µÊ;�,�J;zÎ¬®����µÎÉgÐ��3Î>",¬*�,Ò � Q�QÌRÐ�¶�3¶ÒU�1�&�,��� q(·) � m(·) � β(·) ¶É�� f ? Ideal-SISf
q,m,β @��a¶5�K'HÎ¬�¬8Î � �LB � ��5�,É n

¶É��
m
Ð�Î¬®«É�ÎÒFµ¶¬½�

g1, . . . , gm
�1Ì�Î5�H�1É/��É= '1Î�,ÒF¬ «L¶Éz�LQÉ��;�&Ð=�,É��;�,É���¬ «LQÉ

Zq[x]/f �
E É�� e1, . . . , em ∈ Z[x]

ÉzÎ���¶�¬�¬7M
�,�KÎU�,���,Ì��QÌ�¶�� ∑
i≤m eigi = 0

QÉ
Zq[x]/f

¶É�� ‖e‖ ≤ β ��� Ì��,��� e
 �L�QÌ��

�5�3�C�.Î�gÎ>"H�.¶�É��3�=",«/��Î�É���¶��&�,Éz¶����É�ÊJ�QÌ��g��Îs��N³�1.�,É��Q�FÎO'L�QÌ��
ei P � �

U1A29qP�9 ?�^ G 4H9T910�46\T9,+&)_4YP�9S4�0 G -CB:9<5 PA)_46;W-s9ß7J;@?�91034�0�9<?�9qN�4YPÞB×46?R?R7*)q9X4�0 G -CB:9<5 PCO<�~;2NC9q9qN E ) G ;2PR7:NC910ÿ4
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G ∈ Zm×n
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OXU1A29�P�9<?
G⊥ = {b ∈ Zm : bT G = 0 mod q} 7:P 46; m

+~NL7J5 9<;2PR7 G ;X46BWB×46?R?R7*)q9�Os= G B89-7J;C\
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) G 030�9qP34 G ;2NCPØ? G [2;2NL7J;C\

4 PR5ï46BJBË; G ;�+.e_910 G 9<B:9<5 9<;@?ÿ7J;ñ?RA29 Z[x]/f
+n5 G NLQCB:9 M⊥(g) = {b ∈ (Z[x]/f)m, 〈b, g〉 = 0 mod q} E^oA2910�9

g = (g1, . . . , gm)
O
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O
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+&��NC9_46BZ+�=�`Rb ? G ?RA29
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q,m,β

46BJ\ G 0R7J?RAC5 AX4YP�4ËP�Q�-�9,M�4 G ;29<;@?R7×46B
PRQ=)H)q9qP�P©4�0 G -X45-C7JBJ7J?&2 E 46?`?RA29c) G P�? G K�46;/4YNCNL7J?R7 G ;X46B�KM4)<? G 0 G K Õ(

√
n)
7J;Þ?RA29

SVP
454�4�0 G ML7J5ï46?R7 G ;0KM4)<? G 0 γV�?RAC7:P`7J;;9 G B89T9qP1Q2PR7J;C\ 4!B×450R\T910cÖË46Q2P�PR7×46;0P�)_46BJ7J;C\g4X450�465 9<?�910o? G 7J574�0 G 9T9 ?RA29(QzPR5 G-G ?RAC7J;C\=Y�4�0�9H)<7:PR7 G ;�\,OLU1A29

NC9<?�467JB:P$^o7JBJB'-�9 \�789T9<;ÿ7J;/?RA29ËK�QCBJB�9T910�PR7 G ;xO
R(S ù>47/
ù�ÿ ð�ñQò�ñ ;��CÐ;Ð�Î5�H���QÌ�¶��

f
 �I��,�3������HT",¬*�°Î��5�1�

Q � ËF�·��ÎÉ��,����,��¶É³QÉ��&�µÊ��,� m = Poly(n)
¶Éz�

¶�Ð��,QÒ��
q = Ω̃(EF(f, 3)βm2n) �U) Ð�Î¬®«É�ÎÒFµ¶¬ � ���ÒU� ? �3�,�.Ð � ����"��&%�Ð�Î�Éz�,É���µ¶¬ � ��QÒ�� @ ¶�¬ Ê�Î�����QÌ;Ò �1Î¬V� �QÉ�Ê

Ideal-SISf
q,m,β � ��QÌ·Ð��KÎ�"3¶>",Q¬ ���« 1/Poly(n) ? �����.Ð � 2−o(n) @ ��¶ÉW"��·���H���:�.ÎP�HÎ¬V�5� γ � Ideal-SVP

QÉ
Ð�Î¬®«É�ÎÒFµ¶¬ � ���ÒU� ? �����&Ð � �,�0"��X%�Ð�ÎÉz�1É����¶�¬ � ���ÒU� @ � Q�QÌ γ = Õ(EF2(f, 2)βmn1/2) ? �����&Ð � γ = Õ(EF2(f, 2)βmn) @ �

U1A29
LWE

4�0 G -CB:9<5�7:P�NLQX46BX? G SIS
7J;Ü?RA29$P�9<;2P�9o?RAX46?�7³K

G ∈ Zm×n
q

7:P¸?RA29
SIS
+n5ï46?30R7ZM E 7J?Ø7J;�9 G B89T9qPØ?RA29

NLQX46B G K�?RA29ËB×46?R?R7*)q9 G⊥ O�¸�9 AX4C9T9 Ĝ⊥ = 1
qL(G)

^oA2910�9
L(G) = {b ∈ Zm : ∃s ∈ Zn

q , Gs = b mod q} O
8 ù:9!û�÷ üs÷�4zûWð�ñ ð�ñ  Ì��PÈ'�3¶�,É=QÉ�Ê ËJ��QÌ¹Í��,�KÎ���ÀÐz�KÎ>"1¬8�,Ò � ��QÌ�Ð�¶�3¶ÒU�1�&�,��� q(·),m(·) ¶É���¶Ô�� �1����#",� ���µÎÉ

χ(·) Î�É R/[1, q(·)] ? LWEq,m;χ @ ��¥¶5�Y'HÎ¬Q¬ZÎ � �CB � ��5�,É n � ¶gÒ�¶������% G ∈ Z
m(n)×n
q(n)

�1¶Ò¥Ð�¬*�3�g��É= '1Î�,ÒF¬ «
¶��¥�K¶�É���ÎÒ ¶É��

Gs + e ∈ (R/[1, q(n)])n �J� Ì��,��� s ∈ Zn
q(n)

��/�,Ì�Î5�C�,É:��É= 'HÎ�,ÒF¬ «·¶��¥�3¶É��;ÎÒ ¶Éz�·�QÌ��
��ÎCÎ��K�QÉ�¶��&�,�gÎO'

e ∈ (R/q(n))m(n) ¶���LQÉ��;��Ð��,É��;�1É���¬ «U�1¶Ò¥Ð�¬*�3�Z',�KÎ�Ò χ(n) ��E É�� s � Ì�� $ �;��¶¬È��3¶�,É=�É�ÊJËJQ�QÌ¥Í��,�KÎ��q��Ð��3Î>",¬*�,Ò � ��QÌ©Ð�¶�K¶�Ò��H�&�,�q� q(·),m(·) � ¶Å���,���,T",����µÎÉ χ(·) Î�É R/[1, q(·)]¶É��
f ? Ideal-LWEf

m,q;χ @ ����QÌ����1¶�Ò���¶5�a¶�"3Î��5� � �X%��q�&Ðz���QÌ�¶�� G  �aÎO'��QÌ��K'HÎ��Ò
G = rotf (g) � Q�QÌ g

�,Ì�Î�H�,É
��É= 'HÎ�,ÒF¬ «7QÉ

(Zq[x]/f)m �
Ç G ;@?30�45032�? G Ideal-SIS E 4�0 G -CB:9<5 Ideal-LWE

N G 9qP!; G ?VAX4H9T9Þ40;X46?RQ�0�46B#4 G B82-; G 587×46BØ7J;]?�91034�0�9<?�46?R7 G ;
K G 0 4ï\T9<;2910�46B f E 4YPH^`98450�9!5�QCBJ?R784CB82@7J;C\ rotf (g) G ;I?RA29g0R7J\�A]?CO�» G ^`919T910 E 7³K G ;29�Q2P�9qP f = xn + 1 E ?RA29<;(´9<585ï4^��O��Ì46BJB G ^$P
? G 7J;]?�91034�0�9<? Ideal-LWE

4YP
m
4 G B82-; G 587×46BL5!QCBJ?R784CBJ7*)_46?R7 G ;2PCO�¸�9`^o7JBJBLQ2P�9�?RA29¸K G BJB G ^o7J;C\

0�9qPRQCBJ?�Po? G - G QC;2N/?RA29ËP�5 G@G ?RAC7J;C\�4X450�465 9<?�910�P G K�B×46?R?R7*)q9qP G⊥ OCU1A29VP�9H) G ;2N G ;29Ë7:Pa4�0 G 9T9qNÿ7J;I454�4�9<;2NL7ZM�O
þ ù�ÿ¯ÿ¯ú¯ð�ñ�[\���Qò�ð]� þ ù�ÿ¯ÿ¯ú_^�ñ��0
�Cñ È��1�

n,m
¶�É��

q
"��ÅQÉ��&�µÊ;�1�q� � Q�QÌ q

Ð��,�ÒU�^¶�É��
m ≥ 2n log q �` Ì��,É'HÎ�N¶¬Q¬a",���<¶b'��3¶��H��µÎÉ ≤ q−n ÎO'L�QÌ�� G P �^QÉ Zm×n

q �!� �ÅÌ�¶c�5� λ∞
1 (L(G)) ≥ q/4 �

þ ù�ÿ¯ÿ¯ú¯ð�ñd^�ñ È'�H�
n,m

¶É��
q
"��7�É��&�µÊ;�,��� � ��QÌ q = 3 mod 4

Ð���QÒU�7¶É��
m ≥ 9 log q

¶É��
n = 2k '1Î�

�1Î�Ò��
k ≥ 2 �* Ì��,É('HÎ�L¶¬Q¬]",���©¶e'��3¶��H��µÎÉ ≤ q−n Î&'Å�QÌ�� g P �Å�É (Zq[x]/f)m ��� �ÅÌ�¶��5� λ∞

1 (L(rotf (g))) ≥
q/4 �

D
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G�P�A G ^�9qNãA G ^�? G PR7J5!QCBJ?�46;29 G Q2P�B82 \T9<;2910�46?�9Ü4SV SIS
\�5ï46?30R7ZM

G ∈ Zm×n
q
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+
PR7:P
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��OCU1A29^-X4YPR7:P�9T9H)<? G 0�P b1, . . . , bm
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√

m) E ^oA2910�9 m = Ω̃(n)
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ù�ÿl�xñQò�ñ  Ì��,���L�&%��,�Q�R¶RÐ��KÎ�"3¶>",Q¬ ��,��µ�©Ð�Î�¬ «É�ÎÒFµ¶¬���QÒU�Å¶¬ Ê�Î�,Q�QÌ;Ò � ��QÌ��QÌ��3'HÎ¬�¬8Î � QÉ�ÊcÐ��3Î�Ð��,�1��.��� �$ �^�.¶HG�,�A¶5�JQÉÐ����Q� n, σ, r > 0 � ¶ÉWÎC�;�IÐ��,�ÒU� q � ¶É��¯¶ÉªQÉ��&�µÊ;�,� m ≥ (dlog qe + 1)(σ + r) �*$ �L¶¬ �1Î�.¶HG�,�A¶5�JQÉÐ����L¶¯�;�µÊ��3���
n
Ð�Î¬®«É�ÎÒFµ¶¬

f ∈ Z[x] � Ë7�J¬*�1� f =
∏

i≤t fi
"��J��Q�b'H¶��H�.Î�,�MC¶���µÎÉWÎ���,�

Zq
�

 Ì��g¶¬ Ê�Î�,Q�QÌ�Ò �������q�q�3�5� � Q�QÌfÐ��3Î>"3¶>"1�¬®Q��« ≥ 1 − p � ��QÌ p = 1 −∏i≤t(1 − q−deg fi·σ) � ËIÌ��,É°Q�<��Îs�,� � �����1�����,É��
g ∈ (Zq[x]/f)m ¶�É���¶,',��¬Q¬ � �3¶É0Gg�H�1� S Î&'¥¬®�É��3¶�,¬ «FQÉ��;�&Ð��1É��;�,É��`�5�3�H�.Î��q�^QÉ��QÌ��R¬8¶��µ��µ�q�

rotf (g)⊥ ������,ÌÀ�QÌ�¶��mB
n �o Ì��g���,�.¶�É��q�f�.Î���É= '1Î���ÒF���«UÎO' g

 �N¶��#Ò7Î�,�
p + m

2

(∏
i≤t

(
1 +

( q
3r

)deg fi

)
− 1
)1/2 �

p � Ë7�LÌ�¶��5� ‖S‖ ≤ EF(f, 2) ·
√

(9r + σ) · √n �

��ñ�ò qIù>rzô�öQú0/÷�üts
��;I?RA29g>6?i?�467W46;2N°>�BJ^�9<;�+&bW9<7JST910R?N) G ;2PR?30RQ=)<?R7 G ;2P E 4 K�9<^ QC;C7³K G 0R58B82 NL7:PR?30R78-CQC?�9qNX0�46;2N G 5 9T9H)<? G 0�P (gi)i≤σ450�9g[=0�PR?Ë\T9<;2910�46?�9qNã46;2N�?RA29<;ã450�9[Q2P�9qN�4YP!40P�9q9qN ? G 4�0 G NLQ=)q9 G ?RA2910L0�46;2N G 5 9T9H)<? G 0�P (gi)i>σ
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P�9q9qN�9T9H)<? G 0�P E ?RA]Q2PF)10�9_46?R7J;C\�PRA G 0R?g9T9H)<? G 0�P�7J; ?RA29ÜB×46?R?R7*)q9 G⊥ 4YPg-�2;+.4�0 G NLQ=)<?�PCO�U1A290P G QC;2NL;29qP�P G K$?RA29
4�0 G )q9qNLQ�0�907:P�\�QX450�46;@?�9q9qN:-;2 4 P G +&)_46BJB:9qN�0�9<\�QCB×450R7J?&2 B:9<585ï4�O!�~; ?RA29J)_4YP�9 G K¥0R7J;C\ 9<B:9<5 9<;]?�P87J;2P�?�9_4YN G K
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Zq[x]/(xn − 1)
-CQC?o7J?�Pa4�0 G-G Kj)_46;À-s9Ë9_4YPR7JB82/4YN2454C?�9qNÿ? G8G -C?�467J;I?RA29ÌK G BJB G ^o7J;C\=O

R(S ù>47/
ù�ÿl�xñ*ðu�&vFø�ú01�üCù;øxwI/54zÿy�8ð�ò�� R(S ñz[xñ ð{
�Cñ È'�1�
F
"��F¶ E É=��&� E �,¬8�I¶�É�� f ∈ F[x]

"��fÒ�ÎÉ=µ�g¶É��
ÎO'U�;�.Ê�3�q�

n > 0 � È'�H� R
"��I�QÌ��/�,�É�Ê

F[x]/f � È'�H� D ⊆ F
¶Éz�

r > 0 � � Î�� g1, . . . , gr ∈ R �e� �I�;�,É�Î��&�",«
H(g1, . . . , gr)

�QÌ��f�3¶É���ÎÒ|�
¶�,�¶>"1¬8� ∑
i≤r bigi ∈ R � Ì��,���g�QÌ�� bi P �f¶���f���µÊ����� < n

Ð�Î¬®«É�ÎÒF�¶�¬½� � ��QÌ��Îs�}N³�1µ�1É��Q�c�,Ì�Î5�C�,ÉUQÉ��;�&Ð=�,É��;�,É���¬ «f¶�É��Å��É= 'HÎ�,ÒF¬ «ÅQÉ
D ��$ ' U1, . . . , Ur

¶�����É����&Ð��,É����,É�����É= '1Î�,ÒÝ�K¶�É���ÎÒ
¼
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R � �QÌ��,É°�QÌ��L�,�.¶�����,��µ��¶¬�� �1�.¶É��q�f�.ÎU��É� 'HÎ�,Òg���«UÎO' (U1, . . . , Ur,H(U1, . . . , Ur))

��("q�,¬ZÎ � B

1

2

√√√√∏

i≤t

(
1 +

( |F|
|D|r

)deg fi

)
− 1,

� Ì��,��� f =
∏

i≤t fi
��^�QÌ��z'H¶��H�.Î�,�MC¶���µÎÉPÎO'

f
Î��5�1�

F �
´�0 G 5�; G ^ G ; E ^�9Ì^o7JBJBx)�A G-G P�9 F = Zq

^o7J?RA
q
46; G NCNI4�0R7J5 9 E 46;2N D = {−1, 0, 1} O=(´9<?1Q2Pa) G 585 9<;]?

G ;ñ?~^ GÝG 4�4 G PR7J?�9�PR7J?RQX46?R7 G ;2PCOa�~K�?RA29°4 G B82-; G 587×46B f
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hi + H(hm−r+1, . . . , hm), ∀i ∈ [σ + 1,m − r],
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∑m

j=m−r+1 yi,jhj
E ^oA2910�9�9_4)�A yi,j

7:P�4ïNC9<\�0�9q9
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46;2N

[A | B · C] · (g1, . . . , gm)T = (0, . . . , 0)T .
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∑
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CVPD L

R
,s � ��QÌ7Ð��3Î>"3¶�",�¬®���« ε = 2−o(n) �3$ '

ÎÉz�7�3��Ð�¬Z¶;�q���U�QÌ�� � Î���,� � �q¶5�H� CVP
�1Î¬V�5�,��",«�¬Z¶��µ�&�1�cÐz�KÎ>"�¶>",Q¬ ��,��µ�/Î��K¶��H¬8� � �QÌ��,É��c�µÊ;��� P �U¶¬ Ê�Î�,Q�QÌ;Ò ?m� Q�QÌÐ�¶�3¶ÒU�1�&�,�

d =
√

2ns @ Î��� Ð����Q�^¶��5�3�C�.Î� b̂ ∈ L̂ � Ì�Î5�H�N� �1����#",�����Î�É��� � ��QÌ;QÉ·���,�.¶É���� 1− ε2/2 + O(ε4)ÎO'
DbL, 1

2s

�k$ � E É=��qÌ��,�ÅQÉ°���ÒU�<Ð�Î¬®«5ÉzÎÒF�¶¬�QÉ log R �
���3ÎCÎO' � ¸�9R?�Q2PR?VP|4q^ ?RAX46?V7³K`?RA29 CVPD L

R
,s
G 0�4)<B:98^`4YP�PRQ=)H)q9q9qNL7J;C\ÿ^o7J?RAP4�0 G -X45-C7JBJ7J?&2 1 − 2−Ω(n) E ?RA29<;

?RA29 G QC?34CQC?©9T9H)<? G 0 b̂
^ G QCB:N8K G BJB G ^ 4ËNL7:PR?30R78-CQC?R7 G ;Þ^oA G P�9$PR?�46?R7:P�?R7*)_46B"NL7:PR?�46;=)q9o? G DbL, 1

2s

^ G QCB:N�-s9 2−Ω(n) O
U G ^ G 0RS 450 G QC;2Nð?RA29U0�9H]]QC780�9<5 9<;@?8?RAX46?!?RA29 G 0�4)<B:9ÜP�Q=)H)q9q9qNCP�^o7J?RA G 9T910R^oA29<BJ587J;C\P4�0 G -X45-C7JBJ7J?�2 E ^�9ÜQ2P�9
?RA29Ü; G ?R7 G ; G K$?30�4)q9ÞNL7:PR?�46;=)q9/-�9<?�^�9q9<; ?~^ G ]@QX46;]?RQC5�PR?�46?�9qP E ^oAC7*)�A 7:P[46; 4YN2454C?�46?R7 G ; G K$?RA29ÞPR?�46?R7:PR?R7Z+
)_46B
NL7:PR?�46;=)q9AV�P�9q9JE���D E Ç�AxO�B
GQ\,OsU1A29�?30�4)q98NL7:PR?�46;=)q9g-s9<?~^�9q9<;ã?~^ G VQ4CQ�0�9s\¥]@QX46;]?RQC5�PR?�46?�9qP |t1〉

46;2N |t2〉7:P
δ(|t1〉 , |t2〉) =

√
1 − | 〈t1|t2〉 |2

O���?�P$5 G PR?�7J574 G 0R?�46;@?R4�0 G 4s910R?&2/7:P�?RAX46?$K G 0Ì46;�2/\T9<;2910�46BJ78e_9qN 5 9_4YPRQ�0�9,+
5 9<;]?�V�b�Ã<`Å¨°\ E 7³K D1

VQ0�9qP34xO
D2
\Ë7:P�?RA29I0�9qPRQCBJ?R7J;C\°4�0 G -X45-C7JBJ7J?&2 NL7:PR?30R78-CQC?R7 G ;�^oA29<;�PR?�450R?R7J;C\>K�0 G 5 |t1〉VQ0�9qP34xO |t2〉

\$?RA29<;
∆(D1, D2) ≤ δ(|t1〉 , |t2〉)

Oz� G ^ E 7³K�^�9F)_46BJB |t1〉
?RA29!7:NC9_46B
PR?�46?�9[46? ?RA29�9<;2N G K1=@?�914S�

G K F 9<\T919�Y�PH46BJ\ G 0R7J?RAC5 E 46;2Nß7³K |t2〉
7:Po?RA29VP�?�46?�9Ë?RAX46?H^`9 G -C?�467J;�-�2ÞQ2P�7J;C\ G Q�0$7J574s910iK�9H)<? G 0�4)<B:9 E ?RA29<;ÿ^`9

@C�



AX4H9T9 | 〈t1|t2〉 | ≥ ε − 2−Ω(n) O�U1A2910�9�K G 0�9 E ^`9ïAX4C9T9Þ?RAX46?�?RA29 G QC?34CQC?[NL7:P�?30R78-CQC?R7 G ;ð7:P�^o7J?RAC7J; P�?�46?R7:PR?R7*)_46B
NL7:PR?�46;=)q9 √

1 − ε2 + 2−Ω(n) G K DbL, 1
2s

O ut
U G 4�0 G 9T9�U1A29 G 0�9<5Ä�=O8@ E ^�9[454�4CB82A(´9<585ï4U�=O��8? G ?RA29!B×46?R?R7*)q9qP L(G)

K G 0 G ∈ S E ^o7J?RA 46BJ\ G 0R7J?RAC5 B O´ G 0Ë?RAX46? E ^`9[;29q9qN>? G 9<;2P�Q�0�9[?RAX46?Ì?RA29[A�2�4 G ?RA29qPR7:P αq < λ1(L(G))

2
√

2m

7:P P�46?R7:PK[X9qN�O�´=0 G 5_(´9<585ï4À��O �SVM46;2N
(´9<585ï4·��O��/7J;�?RA29�)_4YP�9 G K Ideal-LWE

\ E ^�9ïS@; G ^ ?RAX46?V^o7J?RA�4�0 G -X45-C7JBJ7J?&2 1 − 2−Ω(n) G 9T910!?RA29�)�A G 7*)q9
G K G

7J;
Zm×n

q
E ^`9/AX4H9T9 λ∞

1 (L(G)) ≥ q
4

O!¸�9À) G ;2PR7:NC910 ?RA29IP�9<? S ′ G K ?RA29 G
Y�P 7J; S K G 08^oAC7*)�A(?RAX46?

) G ;2NL7J?R7 G ; 7:P[P�46?R7:PK[X9qN�OWU1A29ÜP�9<? S ′ 0�914�0�9qP�9<;]?�P 4�4�0 G 4 G 0R?R7 G ; ≥ ε/2 − 2−Ω(n) G K Zm×n
q

O
=@Q�4�4 G P�9ï; G ^
?RAX46?

G ∈ S ′ O5(�9<585ï4Å�=O�� PRA G ^$P�?RAX46?
^`9a)_46;F[2;2N 4R9T9H)<? G 0 s ∈ G⊥ = qL̂(G)
?RAX46?�K G BJB G ^$PØ4ÌNL7:PR?30R78-CQC?R7 G ;

^oA G P�98NL7:PR?�46;=)q9 ? G DG⊥, 1
2α

7:P
1 − ε2/8 + O(ε4)

OÚU1AX46;CSLPË? G (´9<585ï4YPf��O8@ 46;2NS��O��PV�P�7J;=)q9 G ∈ S ′ E ^`9
AX4H9T9 1

2α ≥ η2−n(G⊥)
\ E ^�9 AX4H9T9 ?RAX46?o^o7J?RAJ4�0 G -X45-C7JBJ7J?�2 1− 2−Ω(n) ?RA29¥0�9<?RQ�0R;29qN s

7:P$4�; G ;�+.e_910 G 9T9H)<? G 0
G K G⊥ ^oA G P�9 ; G 0R5 7:P ≤

√
n

2α

O

� �/�c�zj6���xìx�;èkj*�#%�$���j`j�î&%�$�è���%&�'�#ç
¸�9 ; G ^�Q2P�9Ì?RA29Å0�9qPRQCBJ?�P G K
=-9H)<?R7 G ;2P¥�846;2NJ�8? G ) G ;2PR?30RQ=)<?$9,TU)<7:9<;]?R)1032�4C? G \�0�454CAC7*)^4�0R7J587J?R789T9qPc-X4YP�9qN G ;
7:NC9_46B2B×46?R?R7*)q9qPCO]U1AC7:P¸7J;=)<BJQ2NC9qP¸?RA29a[=0�PR?
B×46?R?R7*)q9,+.-X4YP�9qN�4CQ�-CBJ7*),+nST912 9<;=)1032�4C?R7 G ;ïP�)�A29<5 9$^o7J?RAÜ4YP�2@574C? G ?R7*)_46BJB82
G 4C?R7J5ï46B19<;=)1032�4C?R7 G ;Ý46;2N NC9H)1032�4C?R7 G ;�) G 574CQC?�46?R7 G ;:) G PR?�P G K Õ(1)

-C7J? G 4�910�46?R7 G ;2Pg4s910!5 9qP�P�46\T9U-C7J? E 4YP
^�9<BJBW4YPo?30�454�N G-G 0HPR7J\�;X46?RQ�0�9qPÌ46;2NÀ��3c+.-X4YP�9qN07:NC9<;]?R7Z[�)_46?R7 G ;>P�)�A29<5 9qPCO

^�ñ�ò ób��õ�÷�ù�ûzü~1�ôa6jöQ÷Qõ��t��ù:s�ù�û�õ:/5s	1'üs÷�4�û³ýCõ S ù�ÿSù
Ã�Q�0�4CQ�-CBJ7*)/ST912 9<;=)1032�4C?R7 G ;(P�)�A29<5 9/7:PU) G ;2PR?30RQ=)<?�9qNÝ7J;Ý?~^ G PR?�9142PCO!´W780�PR? E ^`9/Q2P�9/?RA29�(�¸¹â 5ï454�4C7J;C\
(s, e) → G · s + e mod q

4YP�46;�7J;?R9H)<?R789T9 ?30�454sN G@G 0 G ;29,+n^`4H2>K�QC;=)<?R7 G ; E ^o7J?RAð?RA298?30�454sN G@G 0L-s9<7J;C\ÿ?RA29
K�QCBJBZ+~NL7J5 9<;2PR7 G ;X46B"P�9<? G K�9T9H)<? G 0�P¸7J; G⊥ KQ0 G 5�=-9H)<?R7 G ;J� E 46;2N8?RA29 G ;29,+n^`4C2@;29qP�P©-s9<7J;C\�4YP
AX450�N 4YP Ideal-SISVM46;2NÜA29<;=)q9

Ideal-SVP
\6-;2ÜU1A29 G 0�9<5Æ�=O8@�O-U1AC7:P`?30�454�N G-G 0�K�QC;=)<?R7 G ;Þ7:P`46;09,TU)<7:9<;]?o7:NC9_46B�B×46?R?R7*)q9 46;X46B G \�Q29

G K
P G 5 9Ë?30�454sN G@G 0oK�QC;=)<?R7 G ;2P�4�0�9qP�9<;]?�9qNÿ7J;�E8@C� E ��B
G�K G 0H4503-C7J?30�45032/B×46?R?R7*)q9qPCO=��;/?RA29VP�9H) G ;2NÿPR?�914 E ^�9�454�4CB82
?RA29IÖ G B:N�0�9<7*)�A�+&(´919-7J;�AX450�N¯) G 0�9ïK�QC;=)<?R7 G ;�-X4YP�9qN G ;ðU G 914CBJ7J?3eÞ5ï46?30R7*)q9qPIE8@C� E =-9H)�O���O��
G`? GßG Q�0�?30�454�N G-G 0
K�QC;=)<?R7 G ; E 46;2NÞZ¥Ã F ?RA29Ì5 9qP�P�46\T9�^o7J?RA0?RA29HAX450�NJ) G 0�9R-C7J?�P`? G[G -C?�467J;/4�P�9<5ï46;@?R7*)_46BJB82ÞP�9H)<Q�0�9 9<;=)1032�4C?R7 G ;xO

Ã�Q�0Ë?30�454sN G@G 0ÌK�QC;=)<?R7 G ;>KM46587JB82 Id − Trap
7:PËNC9,[2;29qN>7J;P´�7J\�Q�0�9A@�O�´ G 0VP�9H)<Q�0R7J?&2X4X450�465 9<?�910 n = 2k E

^�9U[�M
f(x) = xn + 1

46;2N
q = O(Poly(n))

4À4�0R7J5 9ÞP�46?R7:PiK�2@7J;C\
q ≡ 3 mod 8

O�´=0 G 5¾(´9<585ï4°��O�� E 7J?
K G BJB G ^$P[?RAX46? f

P34CBJ7J?�P�5 G NLQCB G q
7J;]? G 9,M24)<?RB82�?~^ G 78030�9qNLQ=)<78-CB:9ÞKn4)<? G 0�P G KHNC9<\�0�9q9 n/2

O�¸�90P�9<?
σ = 1 E

r = 1 + log3 q = Õ(1)
46;2N

m = (dlog qe + 1)σ + r = Õ(1)
Oj¸�90B:9<? R NC9<; G ?�9/?RA29I0R7J;C\ Zq[x]/f

O
U1A29ïK G BJB G ^o7J;C\IB:9<585ï4�V�^oA G P�9/4�0 G@G K$7:P�7J; 454�4s9<;2NL7ZM=\!9<;2PRQ�0�9qP�?RA29U) G 030�9H)<?R;29qP�P G K$?RA29ÞP�)�A29<5 9XV�?RAC7:P�7:P
9qP�P�9<;@?R7×46BJB82ï7:NC9<;@?R7*)_46BÚ? G E���B E =-9H)�O��=O8@,GQ\`46;2N/4YP�P�910R?�P`?RAX46?�?RA29 919�46BJQX46?R7 G ;ß46;2NÞ7J;;9T910�PR7 G ;ÞK�QC;=)<?R7 G ;2Pa)_46;I-s9
7J574CB:9<5 9<;]?�9qN 9,TU)<7:9<;]?RB82�O

þ ù�ÿ¯ÿ¯ú�^�ñ�ò�ñ È'�H�
q > 2

√
mnL

¶Éz�
α < 1

ω(
√

log n)L
�� Ì��,Éb'1Î�a¶É=« s ∈ R ¶�É��z'HÎ�

e
�1¶�ÒcÐz¬8�3�!'��3ÎÒ

Ψαq ��QÌ��RQÉ��5�1�q�,�ÎÉÀ¶¬ Ê�Î�,��QÌ;Ò �3�3�qÎ��5�,���
(s, e) � Q�QÌRÐ��3Î>"3¶�",�¬®���« 1−n−ω(1) Îc�5�,�Å�QÌ��^�,Ì�Î���q�NÎO' e � � ���,�QÌ��1��Ò�Î��� ��QÌ��F���
¶�¬ ��¶���µÎÉS¶É��U�É���,�q�,�Î�É°¶¬ Ê�Î�,��QÌ;Òg�!'1Î�

hg

�q¶É�"��N�Ò¥Ð�¬*�,ÒU�,É��&�3� � ��QÌI�,��É � ��QÒU� Õ(n) �
U1A29 G ;29,+n^`4C2@;29qP�P G K Id − Trap

7:P�9H]]QC789�46B:9<;]?�? G LWEm,q,Ψαq

O'´CQ�0R?RA2910R5 G 0�9 E 46; 7J;2PR?�46;=)q9 (G,y =

Gs+e mod q) G K LWEm,q,Ψαq

)_46;F-s9`9,TU)<7:9<;@?RB82g) G ;�9T910R?�9qNF-;2f0 G QC;2NL7J;C\Ë? G 46;[7J;2PR?�46;=)q9 G K LWEm,q,Ψαq

E
;X465 9<B82

(G, dyc) = (G,Gs + dec mod q)
OCU1AC7:P�4�0 G 9T9qPR(´9<585ï4���O���O
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�x  ó
�@ó Ñ�Ò6ÐRü �;� Ò¢¡�ú � Ó�Ðiü ö��!õ üåÐ � ÐiÑ�Ò � ÷ öTö ÑqÔ c��wp¸lnvwg�j��zµ�r|knx�lnvwm>tåknr�m>Àsv6gir�kngim�£_��º|���w{Mxzp6µ f = xn+1, n, q, r, σ j�pY} mj|{�xzp6h6��ln{i��d_�6hwh�r�{Mg
x�lW{M�wyiyigigi}w{i�YÂ×l�µ�xz�<gi{�j`�<giy�lnr|k g ∈ (Zq [x]/f)m �³t³�wp6y�lnxzr�pËxzp6}wg�á6�sj|p6} j`lMk~j|hT}�rqr|k�t³�w����¶:k~j|pwÁ�{Mg�l Sr|t@�zx�pwgRj�kn���oxzp6}wgih�gip6}wgipqlX�<giy�lnr|kn{�xzp rotf (g)⊥ ⊆ Zmn×mn
q

Ù´xzlnv ‖S‖ ≤ 2
p

(9r + σ) ·√n =: L �³Ùsg�vYjR�<g L = eO(
√

n) ����¥¤ ú � Ó|ÐRü ö��ÿós	 ÒYû³ú@Ò6ÐRü ö�� Ô éWxz�<gipËt³�wp6y�lnxzr|p�xzpY}�g�á g ��Ù�go}wg�Û6p6g¸lnv6g¸lMk~j|hT}�rqr|k
t³�wp6y�lnxzr|p hg : Zn
q × Zmn

q
j�{�t³r|���zrRÙ´{i�2èWp

xzp6h6��l s �wp6x�t³r�knmo�z�Ìk~j|pY}�r�m(x�p Zn
q
j|p6} e ∈ Zmn

q
{nj|mohw��gi}Ët�knr�m Ψαq

�:}wg�Û6p6gR}Vj�{ Ψαq
j�tålng�k
knr��6p6}wxzp6µolnr$lnv6g�yi�zr�{Mgi{�l

xzp_lng�µ�g�k��<giy�lnr|k�����Ùsg
yir|moh6�wlngWj|p6}�kng�ln�wknp]æ

c = hg(s, e) := rotf (g) · s + e mod q.

�¥¤ ú � Ó|ÐRü ö�� ü ��	�ó Ñ�ÏRü ö�� Ô éWxz�<g�p c = hg(s, e) j�pY} lMk~j|hT}�rqr|k S �Yyir�mohw�wlng d = ST · c mod q j�pY} e′ = S−T · d �Jxzp Q ���a�r�mohw�wlng u = c − e′ mod q j|p6} s′ = (rotf (g1))
−1 · u1 mod q �YÙ´v6g�kng u1

yir|p6{Mxz{�ln{�r|t2lnvwg¸Ûwkn{�l n yirqr|k~}�x�p6j�lngi{Wr|t u �c�g�ln�wknp (s′, e′) �

¤ ü � Ô�¦YÔ Àsv6g�lMk~j�hT}wrqr�k�tå�6pwy�lnxzr�p�t³j|moxz��� Id − Trap �

þ ù�ÿ¯ÿ¯ú�^�ñ ð�ñ ;��sÐ�Ð�Î5�C�F�QÌ�¶��<�QÌ��1�3�/�&%��,�Q�g¶É¯¶��µ�.¶���G�,�7¶CÊ�¶��É��1�<�QÌ��FÎÉz� �I� ¶«Éz�����FÎO' Id − Trap ?m� Q�QÌgÐ�¶ ��3¶ÒU�1�&�,���
m,α, q @ � Q�QÌ�����É � ��QÒU� T

¶�É��°�,���������q�gÐ��3Î>"3¶>"1�¬®Q��«
ε �� Ì��,É³�QÌ��1�3�X�&%��,�Q�À¶ÉW¶¬ Ê�Î�,��QÌ;Ò �QÌ�¶��

�1Î�¬��5�,�
LWEm,q;Ψαq � ��QÌI�,��É � ��QÒ�� T

¶É����������q�����aÐ��3Î>"3¶>",Q¬®Q��«
ε �

×�2°) G 5N-C7J;C7J;C\ G Q�0!?30�454�N G-G 0ËK�QC;=)<?R7 G ;�^o7J?RA�?RA29UÖÅ( AX450�NS) G 0�9�K�QC;=)<?R7 G ;WE8@C� E =-9H)�O'��O��
GØ^`98\T9<?Ë?RA29
9<;=)1032�4C?R7 G ;>Pq)�A29<5 9 G K#´W7J\�Q�0�9g��O�U1A29[P�9<5ï46;]?R7*)[P�9H)<Q�0R7J?�2�V�7J;I?RA29�P�9<;2P�9 G K#�º��3¥+ºÇ�bz>Å\oK G BJB G ^$PÌKQ0 G 5 ?RA29
G ;29,+n^`4C2@;29qP�P G K Id − Trap

V�7.O�9�O E KQ0 G 5 ?RA29`AX450�NL;29qP�P G K Ideal-LWE
\�46;2N�K�0 G 5 ?RA29aÖ^(0AX450�N7) G 0�9ØK�QC;=)<?R7 G ;xO

� òÌó_ô7�Yó
�@ó Ñ�Ò6ÐRü ö�� Ô �6r|k´{Mg�yi�wknx�l��$h6j�k~j�mog�lng�k n �_kn�6p$lnv6g�Á<g��$µ�g�p6g�k~j�lnx�r|p j���µ|r|knx�lnv6m�r�t Id − Trap lnr`µ|g�l�j|pHxzpY}wg�á g t³r�k
hg : Zn

q × (Zq)
nm j|p6}oj�lMk~j|hT}wrqr�k S �<��g�yij|po�_xzg�ÙÞlnvwg�}�r�m$j�x�por�t hg

j�{sj�{M�wÖ6{Mg�l�r|t Z`i

2
tår|k `i = O((n+1)m log q) =

eO(n) �YÀsvwg
h6�6Öw�zx�yWÁ<g��Hxz{ g j�pY}$lnv6g�{Mgiy�kng�lWÁ�g��$xz{ S �� þj� Ó|Ñ ô�� ÐRü ö�� Ô éWxz�<gip `m
¶×Ö6x�l�mogi{M{nj|µ|g m j|p6} hw�6Öw��xzy$Á<g�� g �2{nj|mohw��g (s, e) Ù´x�lnv s �6pwx�t³r|knm xzp Zn

q
j�pY} e {nj|moh6�zgR}

tåknr|m Ψαq
�2j�pY}[gi�|j|�z�6j�lng c1 = hg(s, e) �CéWgip6g�k~j�lngÌjË�wp6x�t³r�knmo�z��k~j|p6}wr�m �<g�y�lnr|k r ∈ Z`m+`i

2
�Xa�r|moh6�wlng c2 = m ⊕

(MGL · (s, e)) �qÙ´vwg�kng�lnvwg�h�knr_}w�wy�l MGL · (s, e) xz{Úyir�mohw�wlngR}1r��<g�k Z2
��j|p6} (s, e) xz{s�_xzg�Ù�gR}�j�{Új¸{�lMknx�pwµ�r��<g�k Z`i

2
��Àsvwg

é�ë[m$j�lMknx�á MGL ∈ Z`m×`i

2
xz{�À-rqg�h6�zx�lnç��³lnv_�6{�j����zrRÙ´xzp6µ$tJj�{�lWm��6��lnxzh6�zxzyRj�lnxzr�p�§ �|�X¨å�Wj|p6}Ìx�ln{ i lnv knrRÙ>xz{ [ri, . . . , r`i+i−1]

�
c�g�ln�wknp�lnvwg�yixzh6vwg�kMlng�á_l (c1, c2, r) ��¥© ó Ó�Ñ ô�� ÐRü ö�� Ô éWxz�<gipVyixzh6vwg�kMlng�á_l (c1, c2, r) j|p6} {Mgiy�kng�l
Á�g�� S �Txzp_�<g�kMl c1

lnrHy�r�moh6��lng (s, e) {M�6y~v lnvYj�l hg(s, e) = c1
�

j|p6}Hkng�ln��knp m = c2 ⊕ (MGL · (s, e)) �

¤ ü � Ô«ª]Ô Àsvwg
{Mgim$j|pqlnxzyRj|�z����{Mgiyi�wkng
g�p6y�kM��hwlnxzr|pÌ{My~v6gimog Id − Enc �

R(S ù>47/
ù�ÿ¬^�ñQò�ñ ;��CÐ;Ð�Î5�H�^�QÌ�¶��!�QÌ��,���N�X% �1�Q�Å¶É $&b® ��¯ � ) ¶��µ�.¶���G�,�L¶CÊ�¶QÉ��1�
Id − Enc

����É=É=QÉ�ÊgQÉÀ���ÒU�
T¶É���Ì�¶c�C�É�Ê·�������q�����NÐ��3Î>"3¶�",�¬®���«

1/2 + ε �U Ì��,É:�QÌ��,���À�&%� �1�Q�I¶Éª¶¬ Ê�Î�,Q�QÌ;Ò°'HÎ�
Ideal-LWEf

m,q;Ψαq
� ��QÌ�,��É � ���ÒU� T ′ = O(23`mn3ε−3 · T )

¶�É��7�,���q�q���q�cÐ��3Î>"3¶>",Q¬®Q��«
ε′ = Ω(2−`mn−1 · ε) �

���3ÎCÎO' � U1A29�\�789T9<;��º�Ì3c+ºÇ�bz>(46?R?�4)�ST9106)_46;F-�9<) G ;;9T910R?�9qN ? G 4ÅÖÅ(0AX450�N7) G 0�9�K�QC;=)<?R7 G ;[NL7:P�?R7J;C\�QC7:PRA2910
?RAX46? E
\�789T9<;

c1 = hg(s, e) E MGL
E 46;2N `m

-C7J?oPR?30R7J;C\
z E K G 0 s

P�46574CB:9qNÞQC;C7³K G 0R58B82Þ7J; Zn
q
E e P�46574CB:9qNÜKQ0 G 5 Ψαq

E
46;2N

MGL
) G ;2PR?30RQ=)<?�9qNñ4YPÜ7J;(?RA29IST912�\T9<;2910�46?R7 G ;�4�0 G )q9qNLQ�0�9 E NL7:PR?R7J;C\�QC7:P�A29qP0^oA29<?RA2910 z

7:PïQC;C7³K G 0R58B82
0�46;2N G 5ÄV�7J;2NC914s9<;2NC9<;]? G K s 46;2N e

\ G 0 z = MGL · (s, e)
O��~?
AX4YP#0RQC;�+n?R7J5 9

T
46;2NÞ4YN�9Y46;@?�46\T9

ε
O]U1A29�0�9qPRQCBJ?

K G BJB G ^$Pf-;2ã454�4CB82-7J;C\I? G ?RA298K�QC;=)<?R7 G ; hg

?RA29U(�9<585ï4·��O���O�¿ E b!0 G 4 G PR7J?R7 G ;���O���O½¼ß46;2N¯b!0 G 4 G PR7J?R7 G ;:��O���O��
7J;SE8@C�
G&O ut

×�2ÞQ2PR7J;C\U(´9<585ï4���O8@�46;2NÿU1A29 G 0�9<5 P¥��O8@ E �=O8@ E 46;2N·��O8@ E ^�9Ë\T9<? G Q�0o5ï467J;À0�9qPRQCBJ?CO
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± 4�/H4�ö�öQú0/5s�^�ñ�ò�ñ ;��sÐ�Ð�Î5�C���QÌ�¶��z�QÌ��,�����&%��,�Q�©¶É $&b® ��¯ � ) ¶��µ�.¶���G�,�a¶CÊ�¶��É��1���QÌ����1É��1�,«qÐ����ÎÉg�H�,Ì��,ÒU� Id − Enc

� ��QÌ³ÒU���q�H¶CÊ;�S¬8�,É�Ê��QÌ `m = n/ log n = o(n) � �,��É�É=�É�Ê��ÉÜ���ÒU� 2o(n) ¶É���Ì�¶��CQÉ�Ê��,���q�q���q�JÐz�KÎ>"�¶>",Q¬ ����«
1/2 + 2−o(n) �~ Ì��,É��QÌ��,���S�&%��,�Q�·¶�Ñ1��¶É�����ÒÕ¶�¬ Ê�Î�����QÌ;Ò|'HÎ�

Õ(n2) � Ideal-SVP � Q�QÌ f = xn + 1¶É��
n = 2k ��$ �aÌ�¶5�F�,��É � ���ÒU� 2o(n) ¶�É���Î���,� � Ì��,¬ ÒFQÉ�Ê��������q�����^Ð��3Î>"3¶>"1�¬®Q��« � � ���1�QÌ��,�,Ò�Î��� � �QÌ��7�1�,Ì��,ÒU�

Id − Enc
Ì�¶5�À�1É��1�,«qÐ����ÎÉ¹¶É��S�;���1��«�Ðz��µÎÉ���Î5�,�Q�

Õ(1)
",��NÎ�Ð��,�3¶���µÎÉ��fÐ��,���,É��H��«�Ðz�&�3�¯ÒU���q�H¶CÊ;�_",Q� � ¶É��G�,«5�fÎO'

Õ(n)
",��Q� �

^�ñ ð R /5ú016øa4]47/�ýs÷�r�û�ú�üsôa/
ù·ýCõ S ù�ÿ¯ù
Ö 9<;@?3032/�1� � ¶�¬ � E8@C�
G-P�A G ^�9qN�A G ^ã? G NC910R789T914a4�0 G -X45-C7JBJ7:P�?R7*)¸K�QCBJB@N G 5ï467J;�AX4YPRA!?30�454sN G@G 0WPR7J\�;X46?RQ�0�9�) G ;2PR?30RQ=),+
?R7 G ; PFDHS

^o7J?RAßST9120\T9<;2910�46?R7 G ; E PR7J\�;C7J;C\Ü46;2N�9T910R7Z[�)_46?R7 G ;>46BJ\ G 0R7J?RAC5 P E KQ0 G 5 46;;2ÿUx0�454sN G-G 0ÅÇ G BJBJ7:PR7 G ;
F 9qP�7:PR?�46;]?N» 4YPRAS´X46587JB82>^o7J?RA�b!0�9<7J5ï46\T9Þ=L46574CBJ7J;C\�V�UcÇ F b�=�\,O��~;LK G 0R5ï46BJB82 E 40UcÇ F b`= fa

7:P!4À) G BJBJ7:PR7 G ;
0�9qPR7:PR?�46;@?$K�QC;=)<?R7 G ;�V²Kn46587JB82=\`K G 0$^oAC7*)�A ?RA2910�9V7:P 4ÀV�P�9H)10�9<?�\o?30�454�N G-G 0 t

?RAX46?Ì46BJB G ^$PH? G 9,TU)<7:9<;]?RB82ßP|46574CB:9
4�Q 0�46;2N G 5ÀY�4�0�9<7J5ï46\T9ÜQC;2NC910 fa

G K�4/\�789T9<; ?�450R\T9<? y
O�U1A29Ü?30�454sN G@G 0 t

7:PV?RA29ÞPR7J\�;2910CY�P�P�9H)10�9<?�ST912 E 46;2N
?RA29[PR7J\�;X46?RQ�0�9 G ;>4Ü5 9qP�P|46\T9 m

AX4YP�?RA29�K G 0R5 (f−1
a (H(m, r)), r) E K G 0Ë4 AX4YPRA K�QC;=)<?R7 G ; H

46;2N·0�46;2N G 5QzP�46BJ?CY
r
O=��?o7:PHPRA G ^o;ß7J;¯E8@C�
G�A G ^�? G 4�910iK G 0R5¹PRQ=)�A�4�0�9<7J5ï46\T9!P|46574CBJ7J;C\ K G 0$?RA29 K�QC;=)<?R7 G ; fG(x) = xT G E^oA2910�9
G ∈ Zm×n

q
E Q2PR7J;C\04 ?30�454�N G-G 0c-X4YP�7:P G K G⊥ ^o7J?RA PR5ï46BJB!ÖV=�Ã ; G 0R5ÀO�×�2ÿ454�4CB82@7J;C\Þ?RAC7:P¥4�0�9<7J5ï46\T9

P�46574CBJ7J;C\Ü46BJ\ G 0R7J?RAC5¹? G 4�P�?30RQ=)<?RQ�0�9qN G = rotf (g)
46;2N0Q2PR7J;C\8?RA29 ?30�454sN G@G 0o\T9<;2910�46?R7 G ; 46BJ\ G 0R7J?RAC5 K�0 G 5

=-9H)<?R7 G ;�� E ^�9 G -C?�467J;ÿ4�UcÇ F b�=°V�^oA G P�9R) G BJBJ7:P�7 G ;A0�9qPR7:PR?�46;=)q9R0�9<BJ7:9qP G ; Ideal-SIS
46;2NÞA29<;=)q9

Ideal-SVP
\

46;2N0?RA]Q2PÌ4[PR?30RQ=)<?RQ�0�9qNA9�450R7×46;]? G K�?RA29 ?30�454sN G@G 0$PR7J\�;X46?RQ�0�9!P�)�A29<5 9 G KaE8@C�
G E ^o7J?RA Õ(n)
9T910R7Z[�)_46?R7 G ;ß?R7J5 9

46;2NÿPR7J\�;X46?RQ�0�9VB:9<;C\�?RAxO=¨ G 0�9!NC9<?�467JB:P$^o7JBJB�-s9 \�789T9<;ß7J;/?RA29 K�QCBJB�9T910�PR7 G ;xO

^�ñ�� �1ø�ù�ûzüs÷�ütsK�t6�ú�ýCù�ø¹÷Qø�ù�ûzüs÷�9�õ;ú�üs÷�4zûªýCõ S ù�ÿSù�ý
´�0 G 5�B×46?R?R7*)q9,+.-X4YP�9qNÜP�7J\�;X46?RQ�0�9qP E ^`9HNC910R789T9c��3¥+.-X4YP�9qN 7:NC9<;@?R7Z[�)_46?R7 G ;SV���×<�3\�46;2NU��3c+.-X4YP�9qNïPR7J\�;X46?RQ�0�9gV���×$=�\
P�)�A29<5 9qP#-X4YP�9qN G ;ïB×46?R?R7*)q9�4�0 G -CB:9<5 PsO�¸�9a[=0�P�? G -2P�91039T9$?RAX46?�?RA29c¨I7*)H)<7×46;=)<7 G +.`Ø4YNLAX46;°V�¨·`L\�4�0 G ? G ) G B�E����
G
K G 0 O(

√
n)
+
CVP

? G \T9<?RA2910/^o7J?RA ?RA29 B×46?R?R7*)q9,+.-X4YP�9qN AX4YPRA K�QC;=)<?R7 G ;2PPE8@ E @CB
GL2@7:9<B:N�) G ;=)<Q�030�9<;]?RB82 P�9H)<Q�0�9
7:NC9<;]?R7Z[�)_46?R7 G ;ÿPq)�A29<5 9qPCO�×�0R7:9,à=2ïP34s9_46S@7J;C\ E 7J;ï?RA29ÌP�)�A29<5 9qP E ?RA29ÌP�9H)10�9<?ØST912 7:P14VP�A G 0R?#9T9H)<? G 0 e ∈ Zm 46;2N
?RA29L4CQ�-CBJ7*)!ST91207:P�4[?RQ�4CB:9 G K G ∈ Zm×n

q

46;2N
y = eT G mod q

O2U1A29N4CQ�-CBJ7*)VST912/7:P$7J;@?�91034�0�9<?�9qN�-�2A- G ?RA
?RA29L9T910R7Z[X910 46;2Nÿ?RA29N4�0 G 9T910Ë4YP�4F4X46780 G K¸48B×46?R?R7*)q9 G⊥ 46;2N 479T9H)<? G 0 t

PRQ=)�Aß?RAX46?
y = tT G mod q

O2U1A29
4�0 G 9T910VP�A G ^$P ?RAX46? 7J? AX4YP ?RA29�B×46?R?R7*)q9F9T9H)<? G 0 s = t − e ∈ G⊥ O"U1A29�AX450�NL;29qP�P G K SIS

VQ0�9qP34xO
Ideal-SIS

\
2-7:9<B:NCPo?RA29L) G ;=)<Q�030�9<;]?ÌP�9H)<Q�0R7J?&2�O

>¥4�4CB82@7J;C\Ü?RA29�P�?�46;2N2450�NßPR?30�46?�9<\�2 E ^�9g) G ;2PR?30RQ=)<?ÌB×46?R?R7*)q9,+.-X4YP�9qN·�º×<�1P�)�A29<5 9qPË4YPoK G BJB G ^$PsÂ"U1A29!5ï4YPR?�910
\T9<;2910�46?�9qP 4ßST912¯4X46780 G KÌ4ÿB×46?R?R7*)q9,+.-X4YP�9qN�PR7J\�;X46?RQ�0�90P�)�A29<5 9 E P�4C2 (G,S) � âØ4)�A�Q2P�910 G -C?�467J;2P�K�0 G 5 ?RA29
5ï4YPR?�910!40PRA G 0R?^9T9H)<? G 0 e

P�Q=)�A ?RAX46?
eT G = H(id) E ^oA2910�9 H

7:P!4I0�46;2N G 5 G 0�4)<B:9 � U1A2974�0 G 9T910L4�0 G 9T9qP? G ?RA29N9T910R7Z[X910�?RAX46?�A29s�6PRA29VAX4YP 4 P�A G 0R?c9T9H)<? G 0 e
?RA�0 G QC\�AI?RA29f¨�`Ý4�0 G ? G ) G B.O"U1AC7:PR) G 5N-C7J;X46?R7 G ;°2-7:9<B:NCP

) G ;=)<Q�030�9<;]?RB82 P�9H)<Q�0�97�º×<�$P�)�A29<5 9qP^-X4YP�9qN G ; Õ(n2)
+
SVP

46;2N
Õ(n2)

+
Ideal-SVP

7J;>?RA29F0�46;2N G 5 G 0�4)<B:9
5 G NC9<B.O�>ÌPH?RA29g¨·`í4�0 G ? G ) G B�7:PH^o7J?R;29qP�PH7J;2NL7:PR?R7J;C\�QC7:P�AX45-CB:9 E ^�9g)_46;IQ2P�9!?RA29f´W7×46?K+�=@AX4658780 A29<Q�0R7:PR?R7*)IE8@�@,G
46;2N G -C?�467J;P��×$=ßP�)�A29<5 9qPÅ-X4YP�9qN G ; B×46?R?R7*)q9F4�0 G -CB:9<5 PCOsU1A29�NC9<?�467JB:PV46;2NX0R7J\ G 0 G Q2PÅ4�0 G-G K�P�^o7JBJB¸454�4�9_450 7J;
?RA29 K�QCBJB�4X454�910CO
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âXg�kn��j|µ���������»_�

�q�*ã��Y�´knÖ6x�lnm$j|p]�Yé��wf�r|µ�r�p]�YâØ�YëT�w�wÖYj�{Mv6gi�_{MÁq�q�_f`�YuÌx�y�yix�j|p6y�x�r��@a���àLgixzÁ<g�kMlR�Yj�pY} �¸�6c�r�{Mgip]�Údq�/Â��C�CÀKäØæYj1h�knr�h�r|{nj|�@tår|k
lnvwg¸dÆåW��¶�£Ø{�l~j�pY}wj�k~}]�"d_�6Öwmox�{M{Mxzr|p�lnr1b�ÂMdwÀW�6������ê_�

ê_�oë2�Hæ�j|ÖYj�xJ�ÚèWpÌë@r��Æç|{Mç�îw��j�lMlnxzyig
kngR}w�wy�lnxzr�pÌj|pY}Hlnv6g�pwgRj�kngi{�l���j�lMlnxzyig¸h�r|x�pql´h�knr�Ö6�zgim �zÉ�µtÄ¢è¹Dº�Õ«¾dµ«´m¹�¶#Õ|���_æ�º ª ºO£��Lºi»�ê��_�
»_�1Â~�T���:æ���j|Á�g��@dT�]é�j�rw�@j|p6}ËcØ�]a��TuÌ�6�z�zx�p]�¸ìCáwhw�zx�y�xzl�tJj�y�lnr|knxzçRj�lnx�r|p[r|t x2k
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5�QCBJ?R784CBJ7*)_46?R7 G ;2P
gi · s mod q

7J; R O�¸�9U) G 574CQC?�9 gi · s ∈ R -;2°[=0�PR?F) G 574CQC?R7J;C\ gi · s
7J;

Z[x]/f
V�^o7J?RA G QC?g0�9qNLQ=)<?R7 G ;

5 G NLQCB G q
\�46;2N ?RA29<;U0�9qNLQ=)<7J;C\V5 G NLQCB G q

OTU1A29�) G 574CQC?�46?R7 G ; G K gi ·s
)_46;U-�9oN G ;29H7J; Õ(n)
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