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Abstract. Signcryption is a cryptographic primitive which offers authentication and confidentiality
simultaneously with a very low cost when compared to signing and encryption a message independently.
Certificateless cryptography (CLC) is a relatively new filed where the public key of the user is not
certified by a central authority, which overcomes the cumbersome certificate verification which is an ill
fate in public key infrastructure (PKI). Certificateless systems provide a natural way to reduce the key
escrow in identity based cryptosystems (IBC). In the literature there are four certificateless signcryption
schemes and in this paper, we show that three out of them are insecure.
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1 Introduction

Signcryption is a cryptographic primitive, proposed by Zheng [7] that provides both authenticity and confi-
dentiality with a very low computational cost when compared to signing and encrypting a message indepen-
dently. The conventional public key cryptography employs a central authority that issues certificates for the
public key of a user and manages a public key infrastructure. The PKI requires significant processing and
storage capabilities inorder to maintain the certificates. An improvement proposed by Shamir [5] to reduce
the overhead on PKI is identity based cryptosystem. In an IBC, the public key of a user in extracted from
user identity, which is an unique string that identifies a user in the system. This eliminates the certificates
required to link the public key with a user. In IBC, the private key corresponding to a user’s public key is
derived by a trusted authority called the private key generator (PKG), which leads to the key escrow problem
in IBC. Certificateless cryptosystem was introduced by Al-Riyami and Paterson [1] inorder to reduce the
trust on the PKG. In CLC, the private key of a user is a combination of a partial private key generated by
the trusted authority, namely the key generation center (KGC) and a user secret value chosen by the user.
Thus the KGC has access to the partial private key alone, which leaves it with a partial knowledge of the
private key of any user in the system.

There are almost four certificateless signcryption (CLSC) schemes in the literature [3], [2], [6] and [4].
Three of them are totally pairing based [3], [2], [6] and one among them is a pairing-free system [4]. The
scheme in [4] uses pairing only for the verification of public keys and may be considered as pairing-free. In
this paper we show that the certificateless signcryption schemes in [3], [2] and [6] are insecure.

2 Preliminaries

In this section, we introduce the preliminary concepts used the the papers.
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2.1 Bilinear Pairing

Let G1 be an additive cyclic group generated by P , with prime order q, and G2 be a multiplicative cyclic
group of the same order q. A bilinear pairing is a map ê : G1 ×G1 → G2 with the following properties.

– Bilinearity. For all P, Q, R ∈ G1,

• ê(P + Q,R) = ê(P, R)ê(Q,R)

• ê(P,Q + R) = ê(P,Q)ê(P, R)

• ê(aP, bQ) = ê(P, Q)ab

– Non-Degeneracy. There exist P, Q ∈ G1 such that ê(P,Q) 6= IG2 , where IG2 is the identity element of
G2.

– Computability. There exists an efficient algorithm to compute ê(P,Q) for all P, Q ∈ G1.

3 Certificateless Signcryption (CLSC) Scheme of Barbosa et al.

3.1 Review of the scheme

The certificateless signcryption scheme uses an Encrypt-then-Sign approach. The randomness is shared
between signature and encryption schemes. This scheme uses a symmetric bilinear group description Γ is
defined as follows. The four cryptographic hash functions used are : H1 : {0, 1}∗ → G1, H2 : {0, 1}∗ → {0, 1}κ,
H3 : {0, 1}∗ → G1, H4 : {0, 1}∗ → G1.
The master secret key Msk is selected uniformly at random from Zp, and the master public key Mpk =
Msk.P . The public parameters of the system are = (Γ, Mpk). The partial private key extraction algorithm
on input (ID,Msk) returns D = Msk.H1(ID). The user key generation algorithm returns a random element
x ∈ Zp as the secret value, and PK = x.P as the public key of user with identity ID. The full private key of
user with identity ID is S = (x,D). Message, ciphertext and randomness spaces are {0, 1}κ, G1×{0, 1}κ×G1

and Zp respectively
Signcrypt(m,SS = (xS , DS), IDS , PKS , IDR, PKR,Mpk)

– Choose r ∈ Zp.
– Compute U = rP and T = ê(Mpk,QR)r

– Compute h = H2(U, T, rPKR, IDR, PKR)
– Compute V = m⊕ h

– Compute H = H3(U, V, IDS , PKS) and H ′ = H4(U, V, IDS , PKS)
– Compute W = DS + rH + xSH ′

– Set c = (U, V, W )
– Return the signcryption c of message m from IDS to IDR.

Unsigncrypt(c, SR = (xR, DR), IDR, PKR, IDS , PKS ,Mpk)

– The ciphertext c is of the form (U, V,W ).
– H = H3(U, V, IDS , PKS) and H ′ = H4(U, V, IDS , PKS)

– Check if e(Mpk, QS)e(U,H)e(PKS ,H ′) ?= e(P,W ), else return ⊥.
– Compute T = ê(DR, U)
– Compute h = H2(U, T, xRU, IDR, PKR)
– Retrieve m = V ⊕ h

– Return the message m
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3.2 Analysis of the CLSC Scheme by Barbosa et al.

The scheme proposed by Barbosa et al. in [3] is liable to existential forgery. The scheme uses the Encrypt-then-
Sign approach with public verifiability of ciphertext. The intuition behind the attack: for any signcryption
scheme following the Encrypt-then-Sign approach, the identity of the sender should be bound to the encryp-
tion and the identity of the receiver should be bound to the signature. In [3], the authors have achieved this
binding by using a common randomness for encryption and signature independently but they failed to bind
the receiver to the signature. This led to the attack on existential unforgeability of [3]. The attack is shown
below.

– During the unforgeability game(both type-1 and type-2), the forger requests a signcryption on a message
m from ID∗

S to a arbitrary user with identity IDA.
– Let the signcryption of m from ID∗

S to IDA be c = (U, V, W ).
– Now, the forger submits c∗ = (U, V,W ) as a signcryption from user ID∗

S to ID∗
R where ID∗

S and ID∗
R are

the target identities for which the forger is restricted from knowing the private keys (partial private key for
type-1 and private key for type-2). Note that c∗ is a valid signcryption of some random message m∗ = m⊕
h⊕ h∗ where h∗ = H2(U, T ∗, x∗RU, ID∗

R, PK∗
R) and T ∗ = ê(D∗

R, U). Here h = H2(U, T, xAU, IDA, PKA)
is the key used for encrypting the message m from ID∗

S to IDA during signcryption.
– The signature W will pass the verification because none of the components of the H and H ′ are altered.

The correctness of the signcryption is straight forward as follows.

e(Mpk, QS)e(U,H)e(PKS ,H ′) = e(P,W )

where H = H3(U, V, IDS , PKS) and H ′ = H4(U, V, IDS , PKS)

So the challenger will accept c∗ as a valid forgery on message m∗ = m⊕ h⊕ h∗.

4 Certificateless Signcryption (CLSC) Scheme of Diego et al.

In this section we give the review and attack of the certificateless signcryption scheme by Diego et al. given
in [2].

4.1 Overview of the Scheme

Diego et al.’s CLSC scheme [2] consists of five algorithms namely: Setup, Extract, Keygen, Signcrypt and
Unsigncrypt, which we describe below.

– Setup. Let κ be the security parameter. The KGC performs the following to set up the system.
• The KGC selects cyclic groups G1, G2 and GT of same order q with generators P ∈R G1 and Q ∈R G2

.
• Selects the master secret key s ∈R Z∗q and the master public key is set to be Ppub = sP .
• Selects an admissible pairing ê : G1 ×G2 → GT .
• Computes g = ê(P, Q).
• Selects three hash functions H1 : {0, 1}∗ → Z∗q ,H2 : GT → {0, 1}n,H3 : {0, 1}n × G1 × G1 → Z∗q ,

Here n is the length of the message.
• The public parameters of the scheme are set to be params=(q, G1, G2, GT , ê, g, P , Q, Ppub, H1,

H2, H3).

– Extract. Here, IDA is the identity of the user UA, the KGC computes the partial private key of user
UA as follows.
• Computes the hash value yA = H1(IDi) and the partial private key DA = (yA + s)−1Q ∈ G2.
• The KGC sends DA to the user Ui via a secure authenticated channel.

– Keygen. User UA computes the full private key by performing the following steps:
• UA chooses xA ∈R Z∗q as the secret value.
• Computes the full private key SA = x−1

A DA ∈ G2.
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• Computes the public key as PA = xA(yAP + Ppub) ∈ G1.
• It is to be noted that ê(PA, SA) = g.

– Signcrypt. Inorder to signcrypt the message m to the receiver UB , the sender UA does the following:
• Chooses r ∈R Z∗q , computes u = r−1 and U = gu.
• Computes c = m⊕H2(U), R = rPA and S = uPB .
• Computes h = H3(c,R, S) and T = (r + h)−1SA.

Finally, the sender outputs the signcryption on message m as σ = (c,R, S, T ).

– Unsigncrypt. Inorder to unsigncrypt a ciphertext σ, the receiver UB does the following:
• Computes h′ = H3(c, R, S).
• Computes U ′ = ê(S, SB).
• Recovers the message as m′ = c⊕H2(U ′).
• Checks whether ê(R + h′PA, T ) ?= g.

If the check holds, then accepts m′ as the message, otherwise outputs Invalid.

4.2 Analysis of the CLSC Scheme by Diego et al.

Type-I Forgeability: The Type-I adversary who is capable of replacing the public keys of all users and is
restricted from knowing the master private key can forge a valid signcryption on any message m, from any
legitimate user UA to UB by performing the following:

– Let IDA be the identity of user UA.
– The adversary chooses r ∈R Z∗q , computes u = r(−1).
– Computes U = gu and sets c = m⊕H2(U).
– Set T = r−1Q, R = rP − P and S = uPB .
– Compute h = H3(c,R, S).
– Set PA = h−1P .

Finally, the forger outputs the signcryption on message m as σ = (c,R, S, T ) which is a valid signcryption
on m from UA to UB .
Correctness: The correctness of the scheme with respect to the verification test is given below,

ê(R + hPA, T )= ê(rP − P + hh−1P, r−1Q)
= ê(rP, r−1Q)ê(−P + P, r−1Q)
= ê(P, Q)ê(−P, r−1Q)ê(P, r−1Q)
= ê(P, Q)
= g

This proves that the forgery generated is valid.

Type-I and Type-II Attacks on Confidentiality:

– Let σ∗ = (c∗, R∗, S∗, T ∗) be the challenge signcryption on message mb, b ∈ {0, 1} with IDA as the sender
and IDB as the receiver.

– The adversary is capable of generating a new signcryption σ′ on the message mb (The message is same
as in σ∗) with IDC as sender and IDB as receiver (Note that the adversary knows the private key of
IDC).

– σ′ is computed by performing the following:
• Sets c′ = c∗.
• Computes R′ = r′PC , where r′ ∈R Z∗q .
• Set S′ = S∗.
• Computes h′ = H3(c′, R′, S′)
• Set T ′ = (r′ + h′)−1SC

• The signcryption corresponding to this change is σ′ = (c′, R′, S′, T ′).
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– Now, the adversary can query the unsigncryption oracle for the unsigncryption of σ′ (Note that this
query is valid because σ′ is different from the challenge signcryption σ∗).

– The unsigncryption oracle will give back the message mb since the key used in both σ∗ and σ′ are the same
i.e., U ′ = ê(S′, SB) = ê(S∗, SB) = U∗ and note that S′ = S∗. Hence , c′ ⊕H2(U ′) = c∗ ⊕H2(U∗) = mb.

– Therefore, designcryption of σ′ outputs the message mb, which is used for generating the challenge
ciphertext σ∗. Thus the adversary can completely determine whether mb=m0 or m1. Hence, breaking
the indistinguishability.

5 Certificateless Signcryption (CLSC) Scheme of Chen-Huang et al.

In this section we give the review and attack of the certificateless signcryption scheme by Chen-Huang et al.
given in [6].

5.1 Overview of the Scheme

The CLSC scheme of Chen-Huang et al. [6] consists of the following four algorithms.

– Setup. Given κ as the security parameter, the KGC does the following to setup the system parameters.
• The KGC selects G1, G2 of same order q with a generator P ∈R G1.
• Selects the master secret key s ∈R Z∗q and the master public key is set to be Ppub = sP .
• Selects an admissible pairing ê : G1 ×G1 → G2.
• Selects three cryptographic hash functions H1 : {0, 1}∗ → G1,H2 : {0, 1}∗ → Z∗q ,H3 : {0, 1}∗ →
{0, 1}n.

• Computes T = ê(P, P ).
• The public parameters of the scheme are set to be params=(q, G1, G2, ê, n, P , Ppub, T , H1, H2,

H3).

– Keygen. Let, IDA is the identity of the user UA. The KGC computes the partial private key of user UA

as follows.
• Computes QA = H1(IDA) and the partial private key DA = sQA ∈ G2.
• The KGC sends DA to the user Ui via a secure authenticated channel.

On receiving the partial private key DA, user UA computes his full private key by performing the following
steps:
• UA chooses xA ∈R Z∗q as the secret value.
• Sets the full private key SA = 〈xA, DA〉.
• The corresponding public key is PA = T xA ∈ G2.

– Signcrypt. Inorder to signcrypt the message m of length n to the receiver UB , the sender UA does the
following:
• Chooses r, r1, r2 ∈R Z∗q , computes R1 = T r1 and R2 = T r2 .
• Computes h = H2(m‖R1‖R2‖PA‖PB).
• Computes U = r1P − hSA and u = r2 − xAh.
• Computes K = ê(SA, QB)rT xA

B and W = rQA.
• Sets c = H3(K)⊕m

Finally, the sender outputs the signcryption on message m as σ = (c, u, h, U,W ).

– Unsigncrypt. Inorder to unsigncrypt a ciphertext σ, the receiver UB does the following:
• Computes K ′ = ê(SB ,W )T xB

A .
• Retrieves the message as m′ = c⊕H3(K ′).
• Checks whether h

?= H2(m′‖ê(U,P )ê(QA, Ppub)h)‖TuPh
A‖PA‖PB).

If the check holds, then accepts m′ as the message, otherwise outputs Invalid.

5.2 Analysis of the CLSC Scheme by Chen-Huang et al.

In this section we show that the certificateless signcryption scheme by Chen-Huang et al. does not provide
confidentiality as well as unforgeability with respect to both Type-I and Type-II attacks.
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Attack on Type-I and Type-II Confidentiality: On getting the challenge signcryption σ∗ = 〈c∗, u∗, h∗,
U∗, W ∗〉,(σ∗ is the encryption of either message m0 or m1 from user UA to UB) the adversary (Type-I and
Type-II) is capable of generating a new ciphertext σ′ = 〈c′, u′, h′, U ′, W ′〉 (signcryption of m0 from user UC

to UB) as follows:

– Replace the public key of user UC with the public key of user UA.
– Sets c′ = c∗ and W ′ = W ∗.
– Chooses r1, r2 ∈R Z∗q , computes R1 = T r1 and R2 = T r2 .
– Computes h′ = H2(m0‖R1‖R2‖PC‖PB).
– Computes U ′ = r1P − h′SC and u = r2 − xCh′.
– Gets the unsigncryption of σ′.
– If Unsigncrypt(σ′) = m0 then the adversary outputs that σ∗ is the signcryption of m0.
– If Unsigncrypt(σ′) = Invalid then the adversary outputs m1.

Note that this attack can be done by both Type-I and Type-II adversaries.

6 Conclusion

In this paper, we have shown the weaknesses in three existing certificateless signcryption schemes, all the
three are pairing based schemes.
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