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Abstract

In 2004 and 2005, Tsaur et al. proposed a smart card based password authentication
schemes for multi-server environments, respectively. They claimed that their
protocols are safe and can withstand various kinds of attacks. However, after analysis,
we found their schemes each have some secure loopholes. In this article, we will show
the security flaws in these two protocols.
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lagrange interpolating polynomial.

1. Introduction

In 1974, Roland Moreno invented integrated circuits card (IC card or smart card).
At that time, it was used as the debit card by the bank. Recenlly, the smart card
applications have got rapid progress not only for its promotion in the aspects of
security and processing speed but also for its significant reduction in cost. It has
widely accepted as an important tool in human’s life for its capablity of achieving the
goals of integrity, privacy, authentication, etc.

In a traditional identity authentication mechanism, the user must first use his
identity ID and password PW to registrate at the remote server. The remote server
then establishes the verification table for recording this pair of ID and PW. Thereafter,
when the legitimate user wants to login the system, he must first transmit his ID and
the protected PW to the remote server. The server then looks up the verification table
to see whether or not the user has existed in the table. If it has, the server considers
that the user is valid. He then provides the required resources to the uesr. However
this framework is too simple to be secure. It is easy to suffer from a passive or active
attacker over the Internet. In 1981, Lamport [7] proposed a remote password
authentication scheme. It emphasizes that it can prevent the replay attack. However, it
needs to establish a password verification table in the remote server to authenticate the
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user. Although, it uses an one-way hash function to protect the password, the attacker
still might be able to find out the password for the fact that the password itself is weak
or it may suffer the stolen verifier attack. To address this problem, some researchers
proposed methods for authenticating the remote user by using the non-verification
table way.

In 1990, Hwang et al. [5] first proposed a smart card based non-verification table
mechanism for authentication. Thereafter, many schemes [1, 2, 3, 6, 8, 11] were
proposed based on this non-verification-table type. These authentication mechanisms
protect the transmitted information either by the discrete logarithm problem (DLP) or
by the asymmetric encryption method. In 2004 and 2005, Tsaur et al. proposed two
smart card based password authentication schemes [12, 13] for multi-server
environments based on the non-verification-table type. They took the RSA
asymmetric encryption and Lagrange interpolating polynomial as the foundation of
the research. They claimed that their scheme is safe and can withstand various kinds
of attacks. However, after analysis, we found that their schemes each have some
security loopholes. In this article, we will demonstrate the security flaws.

The rest of this paper is organized as follows. In Section 2, we describe the
background concepts of RSA cryptosystem and some related concept of mathematical
problems. In Section 3, we review and show the attacks on Tsaur et al.'s two protocols.
Finally, a conclusion is given in Section 4.

2.Background concepts

In this section, we briefly review the basic concept of RSA cryptosystem [9],
threshold scheme, and lagrange interpolating polynomial.

2.1 RSA cryptosystem

Since 1976, Diffie and Hellman proposed the concept of public key cryptography
(PKC) [4], a new era of cryptology research has been opened. PKC belongs to the
asymmetric cryptographic system. In this type of encryption, whenever a sender wants
to transmit information to the receiver, he uses the receiver’s public to encrypt the
information. Conversely, when the receiver receives the message from the sender, he
uses his private key to decrypt the encryption, obtaining the plaintext of the
information. It is infeasible for an attacker to obtain the receiver’s private key only
with using the receiver’s public key and some public information in the system.
Although, it is time-consuming in the encryption and decryption computation process
for its using the modular exponentiation operations, it is suitable for short message
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encryption, e.g., the session key encryption, and can be applied in many situations
such as signing and key exchange. Its security is based on the difficulty of
factorization. The factorization problem is now still a NP-complete problem.

2.2 Threshold scheme and Lagrange interpolating polynomial

In 1979, Shamir [10] proposed the first (t,n) threshold secret sharing scheme based
on lagrange interpolating polynomial. In it, a secret K can be shared among n
participants. The secret dealer must distribute every participant’s a secret shadow.
Only at least t or more participants can reconstruct the secret K. Conversely, if the
number of participants is less than t, the participants can obtain nothing about the
secret K. This method is mainly used in a plane containing t points to decide the
polynomial with degree t-1. Takeing t as the threshold value and appling the Lagrange
interpolating polynomial, we can obtain the polynomial. In the Following, we roughly
describe the formation of the polynomial:

˙The dealer chooses a secret K and a prime number p which and satisfies p ≧ K.
˙The dealer randomly chooses t-1 degree polynomial of F(x) = at-1xt-1 + at-2xt-2

+ ….+ a2x2 + a1x1 + K (mod p), where at-1, at-2,…., a2, and a1 are all random
integer, with rang in [1, p-1].

˙Let each participant’s identity be xi, 1 ≤i ≤n. The dealer rests on xi deduce the

subkey yi = F(xi) for each participant.
˙When the number of subkeys is greater than t, they (the participants) can contruct

the polynomial to obtain the shared secret K by letting xi = 0. In the following, we
roughly describe the Lagrange interpolating polynomial.

Let  ),(,),,(),,( 2211 nn yxyxyx  be n distinct points. Then, the t-1 degree

polynomial F(x) can be F formed by the following formula.
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3. Review and attack on two Tsaur et al.’sprotocols

In this section, we will review and attack on Tsaur et al.’s first protocol in Section
3.1 and on second protocol in Section 3.2. Before that, the notations used throughout
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this paper are first defined as follows.

CA : the central authority
Sj : a legal server j
Ui : a legal user i
ATTe : a malicious attacker
p1, p2 : two distinct large primes
N, P, e : CA’s public keys
d : CA’s secret key
S_SKj : the secret key of Sj

S_IDj : the identity of Sj

E_Tij : Sj’s service period for Ui

U_IDi : the identity of Ui

U_PWi : the password of Ui

U_Ri,U_Si : Ui’s two secret keys
U_SCi : Ui’s smart card
fi(X) : a lagrange interpolating polynomial that CA constructs for Ui

M : an authentication message
h(X,Y) : an one-way hash function with two parameters X and Y
g : a primitive element in a Galois field GF(p), where p is a large prime

number
t : a timestamp
ΔT : endurable transmission delay time

=> : a secure channel
→ : a common channel

3.1 Review and attack onTsaur et al.’s first protocol
(A) Review of Tsaur et al.’s first protocol

Tsaur et al.’s firstprotocol [12] consists of four stages. They are: (1)The system
setup stage, (2)The user registration stage, (3)The log-in stage, and (4)The server
authentication stage. We depict their scheme in figure 1 and also describe it as
follows.

(1) The system setup stage
In this phase, CA selects the server’s private key and computes its identity. CA‘s

operations are described as follows:
˙ According to RSA cryptographic algorithm, CA first selects two large prime

numbers p1, p2, computes N = p1 × p2, randomly chooses the encryption key e
satisfying gcd(e,ψ(N)) = 1, where ψ(N) = (p1 - 1) × (p2 - 1) as his public key,
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and then uses the Extended Euclean Algorithm to compute his corresponding
private key as d = e-1 modψ(N).

˙ For each server Sj, CA selects S_SKj and computes S_IDj = jSKSg _ (mod N) as

Sj’s private key and identity respectively, where j = 1,2, ..., m.
˙ In addition, it also chooses an one-way hash function h(X,Y) for the system.

(2) The user registration stage

Assume that a new user Ui wants to register at m servers S1, S2, …,and Sm in a
multi-server system. The entire registration process is described as follows (also
shown in Fig. 1):

˙ Ui chooses his identity U_IDi and password U_PWi and transmits them to CA.
˙ CA randomly chooses a number rui for Ui, and computes Ui’s two secret keys as

follows:

)(mod NgR_U uii r_PWU
i



)(mod Ng_SU dr
i

ui

˙ CA assumes that Ui wants to obtain server Sj’s service, 1 ≤j ≤r < m. The

service periods provided by the servers for Ui are E_Ti1, E_Ti2, …,and E_Tir

respectively. The other periods for the other servers Sr+1, Sr+2,…,and Sm are all
set to zeros. CA then constructs a Lagrange interpolating polynomial function
fi(X) for Ui as follows:


 








m

jkk kj

k

ij

i
ij

m

j
ii SKSSKS

SKSX
IDUSKS

IDUX
TEIDUXf

,11 )__(
)_(

)__(
)_(

)__()(

)(mod
)__(

)_(
_

1
N

SKSIDU

SKSX
RU

m

y yi

y
i 

 




)(mod01
1

1 NaXaXaXa m
m

m
m  

 

˙ CA stores fi(X), Ui’s identity U_IDi, secret keys U_Si and U_Ri, and the one-way

function h(X,Y) in Ui’s smart card U_SCi. Then CA sends the card to Ui via a secure
channel.

(3) The log-in stage

In this phase, when a registered user Ui wants to login to server Sj, it inserts his
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smart card U_SCi to the reader and keys in his U_PWi. Then, Ui performs following
steps by using U_SCi:

˙ U_SCi gets a timestamp t from the system. Then, it generates a secret random

number r1, and computes C1, C2, and P as follows:

)(mod1
1 NgC re

)(mod

)_(
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tChrPWU
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˙ Given 1, 2,…,m, and P, U_SCi computes fi(1), fi(2),…,fi(m), and fi(P). Then, it

constructs an authentication message M = {U_IDi, t, C1, C2, fi(1), fi(2),…,fi(m),
fi(P)} and sends it to Sj, one of the m servers for, 1≤j≤m.

(4) The server authentication stage

In this phase, after receiving the authentication message from Ui, Sj requires his
system to obtain current timestamp tnow and performs the following steps to verify the
login message from Ui:

˙Checks Ui's identity U_IDi and whether or not tnow - t >ΔT, if Ui's identity U_IDi

is invalid or tnow - t >ΔT, Sj rejects; otherwise, it continues.
˙It uses the value C1 and its secret key S_SKj to derive the value P shown as

below.

)(mod)(mod)()(mod)( ___
1

11 NgNgNCP jjj SKSreSKSreSKS  

Then, it uses these m + 1 points {(1, fi(1)), (2, fi(2)),…,(m, fi(m)), (P, fi(P))} to
reconstruct the interpolating polynomial
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The system setup stage

CA

1. chooses prime numbers p1 and p2

computes N = p1 × p2

computesψ(N) = (p1 - 1) * (p2 - 1)
chooses random public key e satisfying gcd(e,ψ(N)) = 1
computes secret key d = e-1 mod ψ(N)

2. (For each server Sj, j=1, 2, ..., m):
chooses private key S_SKj

computes Sj’s identity as S_IDj = jSKSg _
(mod N)

3. chooses one-way hash function h(X,Y)

The user registration stage

Ui CA

1. chooses U_IDi, U_PWi

U_IDi, U_PWi

2. chooses a random number rui

computes )(mod NgR_U uii r_PWU
i


computes )(mod Ng_SU dr

i
ui 

assumes that Ui wants to obtain the service of
server Si, 1≤i≤r < m. The periods which the r
servers provide for Ui are E_Ti1, E_Ti2,…,and
E_Tir respectively. The other periods for the
other servers Sr+1, Sr+2,…,and Sm are all set to
zeros.
constructs
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3.stores fi(X), U_IDi, U_Si, and an one-way
function h(X,Y) to Ui’s smart card U_SCi

U_SCi

Fig. 1. Review ofTsaur et al.’s first protocol
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The log-in stage

Ui Sj

1. inserts smart card U_SCi to a reader
keys in U_PWi

U_SCi

1. gets a timestamp t
generates a secret random number r1

computes
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2. given 1, 2, …, m, and P,

computes fi(1), fi(2), …, fi(m), and fi(P)

3. constructs an authentication message:

M = {U_IDi, t, C1, C2, fi(1), fi(2), …, fi(m), fi(P)}

M

The server authentication stage
Sj

1. tnow is current timestamp
checks Ui's identity U_IDi and whether or not
tnow - t >ΔT

if U_IDi is invalid or tnow - t >ΔT, rejects;

otherwise, continues

2. computes
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3 uses points {(1, fi(1)), (2, fi(2)),…,(m, fi(m)),
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if it holds, user Ui is qualified. Otherwise, Ui is

rejected.

Fig. 1-continued Review ofTsaur et al.’s first protocol
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(B) Attack on Tsaur et al.’s first protocol

Tsaur et al. claimed that their protocol is safe and can withstand various kinds of
attacks. In this section, we will show that their protocol is vulnerable (as shown in Fig.
2). In the following, we will describe that there exists a weakness inTsaur et al.’s first 
protocol. Since that a malicious adversary ATTe can successfully launch an attack
shown as follows:

(1) Assume that there is a malicious attacker ATTe who wants to disguise as user Ui, a
legal user in the system, to login to Sj. Before the login stage, ATTe purchases a
smart card and pretends to be CA by preparing the needed parameters stored in the
card for the login stage. ATTe performs as follows.

˙ Enters U_IDi, randomly chooses a password U_PWi, selects a number rui, and

calculates Ui’s two secrets as follows.

)(mod NgR_U er_PWU
i

uii 

)(mod Ng_SU uir
i 

˙ Then, it acts as CA. Though, ATTe does not know each server’s private key, it

knows these servers’identities. Therefore, it can use each server’s identity to
replace the original corresponding private key in the computation of fi(X) as
shown in Equation (1).
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  …………Equation (1)

(2) In log-in stage, when ATTe wants to login to server Sj, It performs the follows
steps:

˙ ATTe gets a timestamp t from the system. Then it generates a secret random
number r1' , and computes C1, C2, and P as follows:

)(mod1
1 NgC re  ,

),(_
12

11)_( tChrPWU gSUC i 
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)(mod),(_ 11 Ngg tChrrPWU uii   ,

)(mod)(mod)()(mod)_( 111 __ NgNgNIDSP reSKSreSKSre
j
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˙ Then, ATTe computes fi(1), fi(2),…,fi(m), and fi(P) and sends an authentication

message M = {U_IDi, t, C1, C2, fi(1), fi(2),…,fi(m), fi(P)} to server Sj.

(3) The server authentication stage

When receiving the authentication message from ATTe, Sj records the current
timestamp in tnow. He then performs the following verification steps to authenticate
ATTe.

˙checks ATTe's identity U_IDi and whether or not tnow - t >ΔT, if the identity
U_IDi is invalid or tnow - t >ΔT, Sj rejects; otherwise, it continues.

˙Sj uses the transmitted value C1 and his secret key S_SKj to derive the value P

(shown as below in Equation (2)),

)(mod)()(mod)( __
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1 NgNCP jj SKSreSKS 

)(mod_1 Ng jSKSre  ……………Equation (2),

then uses these m + 1 points {(1, fi(1)), (2, fi(2)),…,(m, fi(m)), (P, fi(P))} to
reconstruct the interpolating polynomial
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authentic . Obviously, ATTe can pretend as Ui successfully since the computation
result is equal to 1 as shown below in Equation (3).
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The system setup stage

CA

1. chooses prime numbers p1 and p2

computes N = p1 × p2

computesψ(N) = (p1 - 1) * (p2 - 1)
chooses random public key e satisfying gcd(e,ψ(N)) = 1
computes secret key d = e-1 mod ψ(N)

2. (For each server Sj, j=1, 2, ..., m):
chooses private key S_SKj

computes Sj’s identity S_IDj = jSKSg _
(mod N)

3. chooses one-way hash function h(X,Y)

The user registration stage

ATTe

1. chooses U_IDi, U_PWi

2. chooses random number rui

computes )(mod NgR_U er_PWU
i

uii 

computes )(mod Ng_SU uir
i 

uses Sj’s identity to replace the original corresponding private key
constructs
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3.stores fi(X), U_IDi, U_Si, and an one-way function h(X,Y) to
ATTe’s storage device

The log-in stage

ATTe Sj

1. keys in U_PWi

2. gets a timestamp t
generates a secret random number r1'
computes
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Fig. 2. Attack onTsaur et al.’s first protocol
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3. computes fi(1), fi(2), …, fi(m), and fi(P)

4. constructs an authentication message:

M = {U_IDi, t, C1, C2, fi(1), fi(2), …, fi(m), fi(P)}

M

The server authentication stage

Sj

1. tnow is current timestamp, checks the validity of

identity U_IDi and whether or not tnow - t >ΔT

if U_IDi is invalid or tnow - t >ΔT, Sj rejects ;

otherwise, it continues

2.computes
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3 uses points {(1, fi(1)), (2, fi(2)),…,(m, fi(m)),

(P, fi(P))} to reconstruct
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4. checks whether 1
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C or not ,

if it holds, ATTe is verified. ATTe can pretend as

Ui successfully.

Fig. 2-continued Attack onTsaur et al.’s first protocol

3.2 Review and attack onTsaur et al.’s second protocol
(A) Review of Tsaur et al.’s second protocol

Tsaur et al.’s second protocol [13] consists of four stages. They are: (1)The system
setup stage, (2)The user registration stage, (3)The login stage, and (4)The server
authentication stage. We describe them as follows and also depict it in Fig.3.

(1) The system setup stage

The CA selects a large number P, publishes a generator g of *
PZ , and an one-way
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hash function h(X,Y), then it selects a secret key S_SKj for server Sj and computes Sj’s

identity as S_IDj = jSKSg _ (mod P), 1≤j≤m.

(2)The user registration stage

In this phase, assume that a new user Ui wants to register at the m servers S1, S2,…,
and Sm in a multi-server system. The entire registration process is described as follows
(also shown in Fig. 3):

˙ Ui chooses his identity U_IDi and password U_PWi and transmits them to CA.
˙ CA randomly chooses a number r, larger than 160 bits for Ui, and computes Ui’s

two secret keys as follows:

)(mod PgR_U r
i 

)(mod_S _ PrU iPWU
i



˙ CA supposes that Ui wants to obtain the service of one server Si among all of the

servers, 1 ≤i ≤r < m. Assume that the service periods which serves for Ui is
E_Ti1, E_Ti2, …,and E_Tir respectively. The other periods for the other servers
Sr+1, Sr+2, …,and Sm are all set to zeros. CA then uses Sj’s secret key S_SKj to
construct a Lagrange interpolating polynomial function fi(X) for Ui as follows:
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˙ CA then stores U_Si and fi(X) in Ui’s smart card U_SCi secret data space, and

sends it to Ui via a secure channel.

(3)The login stage

In this phase, when a registered user Ui wants to login to server Sj, it inserts his
smart card U_SCi to the reader and keys in his U_PWi. Then, Ui performs the
following steps by using U_SCi:
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˙ U_SCi gets a timestamp t from the system, and computes iPWUSiUr _)_( . Then,

it generates a secret random number r1 and computes C1, C2 and p as follows.

)(mod1
1 PgC r

)(mod),( 112 PtChrrC 

)(mod)_( 1 PIDSp r
j

˙ Given 1, 2,…,m, and p, U_SCi computes fi(1), fi(2),…, fi(m), and fi(p). Then, it

constructs an authentication message M = {U_IDi, t, C1, C2, fi(1), fi(2),…, fi(m),
fi(p)} and sends it to Sj, 1≤j≤m.

(4)The server authentication stage

In this phase, When Sj receives the authentication message from Ui, Sj obtains a
current timestamp tnow from his system and performs the following steps to verify the
login message from Ui:
˙Checks Ui's identity U_IDi and whether or not tnow - t >ΔT. If both hold, Sj

computes

)(mod)( _
1 PCp jSKS

˙uses the received m + 1 points {(1, fi(1)), (2, fi(2)),…,(m, fi(m)), (P, fi(P))} from

U_IDi to reconstruct the interpolating polynomial
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)_()( ),(

1
1

2


 tCh

i

C

RUC

g , if it holds, user Ui is qualified.

Otherwise, Ui is rejected. The verification formula is shown as follows.
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The system setup stage

CA

1. chooses prime numbers P

chooses an one-way hash function h(X,Y)

g  *
PZ

2. (For each server Sj, 1≤j≤m ):

chooses secret key S_SKj

computes Sj’s identity S_IDj = jSKSg _ (mod P)

The user registration stage

Ui CA

1. chooses U_IDi, U_PWi

U_IDi, U_PWi

2. chooses random number r

computes )(mod PgR_U r
i 

computes )(mod_ Pr_SU iPWU
i



assumes that Ui wants to obtain the servers Si, 1

≤i≤r < m, service. The service periods which

servers serve for Ui are E_Ti1, E_Ti2,…,and

E_Tir respectively, the other periods for the

other servers Sr+1, Sr+2,…,and Sm are all set to

zeros.

constructs

)__(

)_(
)__()(

1 ij

i
ij

m

j
ii

IDUSKS

IDUX
TEIDUXf









 




m

jkk kj

k

SKSSKS

SKSX

,1 )__(

)_(

)(mod
)__(

)_(
_

1
P

SKSIDU

SKSX
RU

m

y yi

y
i 

 




)(mod01
1

1 PaXaXaXa m
m

m
m  

 

3.stores U_Si, fi(X) to Ui’s smart card U_SCi

U_SCi

The login stage

Ui Sj

1. inserts smart card U_SCi to a reader

keys in U_PWi

Fig. 3. Review ofTsaur et al.’s second protocol
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U_SCi

1. gets a timestamp t
generates a secret random number r1

computes

)(mod1
1 PgC r

)(mod),( 112 PtChrrC 

)(mod)_( 1 PIDSp r
j

2. given 1, 2, …, m, and p;

computes fi(1), fi(2), …, fi(m), and fi(p)

3. constructs an authentication message:

M = {U_IDi, t, C1, C2, fi(1), fi(2), …, fi(m), fi(p)}

M

The server authentication stage

Sj

1. tnow is current timestamp
checks Ui's identity U_IDi and whether or not
tnow - t >ΔT

if U_IDi is invalid or tnow - t >ΔT, rejects;

otherwise, continues

2. computes

)(mod)( _
1 PCp jSKS

3. uses points {(1, fi(1)), (2, fi(2)),…,(m, fi(m)),

(p, fi(p))} to reconstruct

)(mod)( 01
1

1 PaXaXaXaXf m
m

m
mi  

 

4.Verifies whether or not 1
)_()( ),(

1
1

2


 tCh

i

C

RUC

g ,

if it holds, user Ui is qualified. Otherwise, Ui is

rejected.

Fig. 3-continued Review ofTsaur et al.’s second protocol

(B) Attack on Tsaur et al.’s second protocol

Tsaur et al. claimed that their protocol is safe and can withstand various kinds of
attacks. In this section, we will show that their protocol is vulnerable (as shown in
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Fig.4). In the following, we will describe that there exists a weakness inTsaur et al.’s 
second protocol. Since that a malicious adversary ATTe can successfully launch an
attack shown as follows.

(1) Assume that there is a malicious attacker ATTe wants to disguise as user Ui, who
is a legal user recorded in the system, to login to Sj. Before the login stage, ATTe

purchases a smart card and pretends to be CA to prepare the needed parameters for
being stored in his card for the login stage. ATTe performs as follows.

˙ Enters U_IDi, randomly chooses a password U_PWi and a number r larger than

160 bits, and computes Ui’s two secrets as follows.

)(mod PgR_U r
i 

)(mod_ Pr_SU iPWU
i



˙ Then, it acts as CA. Though, ATTe does not know each server’s private key, it

knows these servers’identities. Therefore, it can use each server’s identity to
replace the original corresponding private key in the computation of fi(X) as
shown in the following equation, Equation (4).
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m
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TEIDUXf
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IDSIDU

IDSX
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m

y yi

y
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)(mod01
1

1 PaXaXaXa m
m

m
m  

  …………Equation (4)

(2) In login stage, when ATTe wants to login to server Sj, it performs the following
steps:

˙ ATTe gets a timestamp t from the system, then it generates a secret random

number r1’, and computes C1, C2, and p as follows:

)(mod1
1 PgC r 


)(mod),( 112 PtChrrC 
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)(mod)_( 1 PIDSp r
j




˙ Then, ATTe computes fi(1), fi(2), …,fi(m), and fi(p) and sends an authentication

message M = {U_IDi, t, C1, C2, fi(1), fi(2),…,fi(m), fi(p)} to the server Sj.

(3)The server authentication stage

When receiving the authentication message from ATTe, Sj records the current
timesatamp in tnow. He then performs following verification steps to authenticate
ATTe.

˙checks ATTe's inentity U_IDi and whether or not tnow - t >ΔT. If both hold, Sj

computes

)(mod)( _
1 PCp jSKS .

˙uses the received m + 1 points {(1, fi(1)), (2, fi(2)),…,(m, fi(m)), (p, fi(p))} from

ATTe to reconstruct the interpolating polynomial

)(mod)( 01
1

1 PaXaXaXaXf m
m

m
mi  

  .

˙verifies whether or not 1
)_()( ),(

1
1

2


 tCh

i

C

RUC

g , if it holds, ATTe is

authentic.

Obviously, ATTe can pretend as Ui successfully. Since the computation result of
the verification is doomed to equal 1 as shown in the following equation,
Equation (5).
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The system setup stage

CA

1. chooses prime numbers P

Chooses an one-way hash function h(X,Y)

g  *
PZ

2. (For each server Sj, 1≤j≤m ):

chooses secret key S_SKj

computes Sj’s identity S_IDj = jSKSg _ (mod P)

The user registration stage

ATTe

1. chooses U_IDi, U_PWi

2. chooses random number r

computes )(mod PgR_U r
i 

computes )(mod_ Pr_SU iPWU
i



uses Sj’s identity to replace the original corresponding private key

constructs

)__(

)_(
)__()(

1 ij

i
ij

m

j
ii

IDUIDS
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TEIDUXf
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1
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SKSIDU

SKSX
RU

m

y yi

y
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)(mod01
1

1 PaXaXaXa m
m

m
m  

 

3.stores U_Si, fi(X) to ATTe’s storage device

The login stage

ATTe Sj

1. keys in U_PWi

2. gets a timestamp t
generates a secret random number r1'
computes

)(mod1
1 PgC r 

)(mod),( 112 PtChrrC 

)(mod)_( 1 PIDSp r
j




3. computes fi(1), fi(2), …, fi(m), and fi(p)

4. constructs an authentication message:

M = {U_IDi, t, C1, C2, fi(1), fi(2), …, fi(m), fi(p)}

M

Fig. 4. Attack onTsaur et al.’s second protocol
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The server authentication stage

Sj

1. tnow is current timestamp, checks the identity

of U_IDi and whether or not tnow - t >ΔT

if U_IDi is invalid or tnow - t >ΔT, Sj rejects ;

otherwise, it continues

2.computes

)(mod)( _
1 PCp jSKS

2. uses points {(1, fi(1)), (2, fi(2)), …,(m, fi(m)),

(p, fi(p))} to reconstruct

)(mod)( 01
1

1 PaXaXaXaXf m
m

m
mi  

 

3. checks whether 1
)_()( ),(

1
1

2


 tCh

i

C

RUC

g ,

if it holds, ATTe is verified. ATTe can pretend as

Ui successfully.

Fig. 4-continued Attack onTsaur et al.’s second protocol

4. Conclusion

In this paper, we present the security analysis of Tsaur et al.’s two smart card
based password authentication protocols in multi-server environments. Our results
show that they are both vulnerable and suffer from the impersenation attack which we
have described in this article.
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