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Abstract. In this paper, we show the security weakness of an identity based online offline
encryption scheme proposed in ACNS 09 by Liu et al. [1]. The scheme in [1] is the first identity
based online offline encryption scheme in the random oracle model, in which the message and
recipient are not known during the offline phase. We have shown that this scheme is not CCA
secure.
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1 Identity Based Online/Offline Encryption
Schemes(IBOOE)

1.1 Generic Model
An identity based online/offline encryption scheme consists of the following algorithms.

Setup(1®) : Given a security parameter x, the Private Key Generator(PKG) gener-
ates a master private key msk and public parameters Params. Params is made
public while msk is kept secret by the PKG.

Extract(ID) : Given an identity 1D, the PKG executes this algorithm to generate
the private key D;p corresponding to ID and transmits D;p to the user with
identity I D via. secure channel.

Off-Encrypt (Params) : To generate the offline share of the encryption, this al-
gorithm is executed without the knowledge of message to be encrypted and the
receiver of the encryption. The offline ciphertext is represented as ¢.

On-Encrypt (m,ID 4, ¢) : For encrypting a message m to user with identity 1D,
any sender can run this algorithm to generate the encryption o of message m. This
algorithm uses a new offline ciphertext ¢ and generates the full encryption o.

Decrypt(o,1D, D4) : For decryption of o, the receiver D, uses his private key
D 4 and run this algorithm to get back the message m.



1.2 Security Model

Definition 1. An ID-Based online/offline encryption scheme is said to be indistin-
guishable against adaptive chosen ciphertext attacks (IND-IBOOE-CCAZ2) if no poly-
nomually bounded adversary has a non-negligible advantage in the following game.

1. Setup : The challenger C runs the Setup algorithm with a security parameter x
and obtains public parameters Params and the master private key msk. C sends
Params to the adversary A and keeps msk secret.

2. Phase I : The adversary A performs a polynomially bounded number of queries.
These queries may be adaptive, i.e. current query may depend on the answers to
the previous queries.

— Key extraction queries(Oracle Opyiract(ID)) : A produces an identity D
and receives the private key Dyp.

— Decryption queries(Oracle Opecrypi(0,1D4)) : A produces the receiver
identity I D, and the ciphertext o. C generates the private key D4 and sends
the result of Decrypt(o, D4, Dp) to A. This result will be “Invalid” if o is
not a valid ciphertext or the message m if ¢ is a valid encryption of message m
to ID A-

3. Challenge : A chooses two plaintexts, mg and m; and the receiver identity I Dy,
on which A wishes to be challenged. A should not have queried for the private key
corresponding to I Dy in Phase I. C chooses randomly a bit b € {0, 1}, computes o
= Encrypt(my, IDg) and sends it to A.

4. Phase II : Ais now allowed to get training as in Phase—I. During this interaction,
A is not allowed to extract the private key corresponding to I Dg. Also, A cannot
query the decryption oracle with o, I Dg as input, i.e. Opecrypt (0, IDg).

5. Guess : Finally, A produces a bit b and wins the game if b = b.

A’ s advantage is defined as Adv(A) = 2|Pr[b =b] — 1| where Pr[b’ = b] denotes
the probability that b = b.

2 Review and Attack of Liu et al. Identity Based
Online/Offline Encryption Scheme(L-IBOOE)[1]

2.1 Review of L-IBOOE Scheme [1]

Let G and G7 be groups of prime order ¢ , and let ¢ : G X Gy — G be the bilinear
pairing. We use a multiplicative notation for the operation in G and Gr.



Setup: The PKG selects a generator P € G and randomly chooses s, w € Z7. It sets
Py = sP, Pz;ub = §*P and W= (w+s)"'P. Define M to be the message space. Let
ny = | M |. Also Let Hy:{0,1}* x Gy — Z; and H3:{0,1}* — {0,1}"¥ be some cryp-
tographic hash functions. The public parameters Params and master private key msk
are given by,

Params= (G, Gr, q, Py, P, W, w, M, Hy, Hy, H3) msk= s.

pub?
Extract(ID) : On-Encrypt(m, D4, ¢ ) :
— qip = H1(ID) — t = B7YH (IDy4)- a) mod ¢
—Dyp= 1 P. — = 87 (H(IDa)- v) mod ¢
qip+ s — t = Hy(m, R)z+u mod ¢
—c=H;(R)® m
Off-Encrypt(Params) : — Output the ciphertext o =
—u, x, @, 8,7, 0 €g L (U, Ty, Ty, Ty, t,t1, 2, ¢)
— U= W-uP
— R = é(wP+ Ppub7p>a: Decrypt(a,IDA, DA ) :
_ TO — :r(w aP + (w+ V)Ppub_‘_P;lmb) — R = é(T()‘l— t T1 + 1 TQ, DA )
— Ty = zwlP. — m = c ®H3(R)
— Ty = 26P,y, — and checks for RE2(mB) L 5(tp +
— Output the offline ciphertext ¢ = U, wP + P,y ) é(P,P)™*
(u,z,, 8,7,0,U, R, Ty, Th, Tz). — outputs m if equal. Otherwise out-

puts L

2.2 Attack on confidentiality

During the confidentiality game, after the completion of Phase-1 of training, the ad-
versary A picks two messages, (mg, m;) of equal length and an identity I Dg(Dp is not
known to A), and submits to C. C chooses a bit b €r {0,1} generates the challenge
ciphertext o* = (U, Ty, Ty, Ty, t;,ty,t, c) of message m;, and gives o* to A. Now, A can
cook up another ciphertext d= (U*, T¢, T, Ts, t;, &, t*, ¢* ) as given below:

— Chooses 7%, 1], &5 €g Zy.

— ComputesU* = U - r*P = W- (u+ r)P.

— Chooses 17, T5 €r G.

~ Computes Ty = Ty- (£ Ti+ T3 ) +(h Tyt bT) = w(w 5)(qat s)P-(6 T+5T5)
(since To+ t1 Th+ o T = x(w+ s)(ga+ s)P).

— Computes t*=t + r mod ¢



— Sets ¢*= ¢

— Now, A queries the decrypt oracle with ¢ as input during Phase — 2 of training.

Here for both ¢* and §, R = R* = é(P,P)*9® and c= ¢*. Hence, the decryption
of § will give the message my= ¢ & H3(R) = ¢*@® H3(R*). So, A can obtain m; by
constructing ¢ from ¢* and querying the decrypt oracle with ¢ as input(which is
allowed in the model). Also, it should be noted that the check R*2(me:R") < ée(t*pP
+ U, wP + P,y ) é(P,P)~! will hold.

Proof of Correctness :

The equality of R and R* can be shown by,

R* = &(Ty + 6T} + 65T, Dg)
x(w + s)(qR + )P — (BT + t5T3) + 2T + 515, Dg)
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Also, the derived ciphertext ¢ will pass the verification test, which can be shown
by,

et*P+U* wP+ P,y)ée(P,P) ™' = é((t+r*)P+U — r*P,wP + P,y)é(P, P)™!

= é((xHy(mp, R*) +u+1*)P,wP + P,,;)
e(W — (u+r*)P,wP + P,u)é(P, P)~!

= é(ng(mb, R)P + W, wP + Ppub)é(P, P)_l
(Since R* = R)

= é(zHy(mp, R)P,wP + Pyy)e(W,wP + Ppub)

= é(xHy(my, R)P,wP + P,,)é(P, P)é(P, P)~*

= ¢(wP + Py, P)*H2(mo.F)

— RH2(my,R)

— RrHa(mp,RY)



Conclusion

In this paper, we have showed the scheme in [1] is not CCA secure. We have also pro-

posed a new online/Offline IBOOE which does not require the knowledge of message
and receiver during the offline phase and is efficient than [1].

Encrypt
Offline Online Decrypt
Scheme
BP | SPM | Exp | BP |SPM | Exp | BP | SP | Exp
M
L-IBOOE 1 7 1 - - - 3 4 1
New-IBOOE - 4 1 - - - 2 2 1

Fig. 1. Efficiency Comparison

SPM : Scalar Point Multiplication
BP : Bilinear Pairing
Exp : Exponentiation in G
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