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Abstract

This paper presents a construction for a class of 1-resilient Boolean functions with optimal
algebraic immunity on an even number of variables by dividing them into two correlation classes,
i.e. equivalence classes. From which, a nontrivial pair of functions has been found by applying
the generating matrix. Apart from their good nonlinearity, the functions reach Siegenthaler’s
[16] upper bound of algebraic degree. Furthermore, a class of 1-resilient functions on any number
n > 2 of variables with at least sub-optimal algebraic immunity is provided.

Keywords: Stream ciphers, Boolean functions, 1-Resilient, Algebraic immunity, Algebraic
degree.

1 Introduction

Boolean functions are used as nonlinear combiners or nonlinear filters in certain models of stream
cipher systems. Nowadays, a mounting number of attacks (Berlekamp-Massey attack, correlation
attack, fast algebraic attack, i.e. FAA, etc.) has come out. This reality makes people have to revise
old methods or design new ones to resist as many attacks as possible at the same time. Balance,
a high nonlinearity, a high algebraic immunity, and in the case of the combiner model, a high
correlation immunity (in the case of the filter model, a correlation immunity of order 1 is commonly
considered as sufficient) are the cryptographic characteristic of good stream ciphers. The interaction
of them is so complex that some properties are contrary to others to some extend. For instance,
Maiorana-McFarland construction together with its variations is a popular and favorable approach
for a number of well-behaved functions so far. Being constructed by affine subfunctions, M-M
construction, however, has an evident drawback against FAA [4]. Finding the functions expected
for by a trial and error method is unfeasible or at least harder and harder. It seems that in [4], a
class of 1-resilient and optimal algebraic immunity functions was first obtained through a doubly
indexed recursive relation. But its low nonlinearity impedes the utilization in cryptographic models.
The construction employing symmetric functions present a risk if attacks using this peculiarity can
be found in the future. Recently, [18] has provided 1-resilient functions with maximum degree and
optimal algebraic immunity by a primary construction, when the number of variables n only equals
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to 6,8,10,12. Bars and Viola in [1] are trying to find a complete combinatorial characterization
and thence to good random generation algorithms for well-behaved functions. Being a first step
towards their extremely tough direction, the work of [1] is interesting and admiring.

In this paper we propose a construction method to design 1-resilient Boolean functions on even
number variables (n > 3), where it retain the maximum degree and optimal algebraic immunity as
[20]. The constructions provided here reveal a good adaptability: a function with higher nonlin-
earity can be obtained merely by finding the base function with improved nonlinearity without of
the change of generating methods. Besides, we have improved the lower bound of nonlinearity by
using the best example in [20].

The organization of this paper is as follows. In Section 2, the basic concepts and notions are
presented. In Section 3, we present a secondary construction (i.e. Siegenthaler’s construction) by
concatenating two balanced Boolean functions f, g with odd variables n, where deg(f) = n — 1,
AI(f) = (n+1)/2, g € Hy (cf. section 2). Our concrete realization is given in Section 4 by
introducing the functions in [20]. In Section 5, a larger class of functions with sub-optimal algebraic
immunity on any number (> 2) of variables. Finally, section 6 concludes the paper.

2 Preliminary

A Boolean function f(z) is a function from F§ to Fy, where x = (x1,---,z) € Fy and [} is the
vector space of tuples of elements from Fs. To avoid confusion with the additions of integers in R,
denoted by + and ¥;, we deliberately denote the additions over Fy by @ and €, for the purpose
of arousing readers’ attention. f(x) is generally represented by its algebraic normal form (ANF):

f@) =P x( =) (1)

uelFy =1

where A\, € Fo, u = (uy,- - ,uy,). The algebraic degree of f(x), denoted by deg(f), is the maximal
value of wt(u) such that A\, # 0, where wt(u) denotes the Hamming weight of u. We denote
LT(f) = ct as the leading term of f, LM (f) =t the leading monomial and LC(f) = ¢ the leading
coefficient, where ¢ € Fo and ¢ is a monomial of Fo[x1, -+ ,z,]/ (22 + 21, -+ ,22 +1,). Apparently,
LC(f)=1and LT(f) = LM(f) =t as f € Fy. f is called an affine function when deg(f) = 1. An
affine function with constant term equal to zero is called a linear function. Any linear function on
I is denoted by:

W-Tr=wix1 P D wpTy,

where w = (w1, ,wp), = (z1,---,2,) € F§. The Walsh spectrum of f € B, in point w is
denoted by Wy(w) and calculated by

Wiw) =) (1)), (2)

z€FY

f € B, is said to be balanced if its output column in the truth table contains equal number of 0’s
and 1’s (i.e. W(0) =0).
In [19], a spectral characterization of resilient functions has been presented.



Lemma 1: A n-variable Boolean function is m-resilient if and only if its Walsh transform
satisfies

Wi(w) =0, for 0 < wt(w) < m, w e Fy. (3)
The Hamming distance between two n-variable Boolean functions f and p is denoted by

d(f,p) ={x € Fy : f(x) # p(x)}.

The set of all affine functions on FY is denoted by A(n). The nonlinearity of a Boolean function
f € B, is its distance to the set of all affine functions and is defined as

Ny = min (d(f.p).

In term of Walsh spectra, the nonlinearity of f is given by [10]
1

Np=2o""1_—. W i 4
f 5 gggl (W)l (4)

Parseval’s equation [9] states that

> (Wyw)? =2 ()

wely
So any Boolean function f with n variables satisfies

W > 9n/2.
gééﬁgl Flw)| > 2™

the functions for which equality holds are called bent functions. Obviously, the nonlinearity of bent
functions is 2"~ — 27/2-1 where n is even.

Let Supp(f) = {bi = (bir,--- ,bin)|f(bi) = 1,1 < i < wt(f)}. Then f can be represented as
follows:

wt(f) n
i=1 j=1

Clearly, deg(f) < n if and only if wt(f) is even. Moveover, deg(f) = n — 1 if and only if wt(f)
is even and

wi(f)

EB (bi1, -+, bin) # 0. (6)

i=1

Definition 1: Let n be the number of variables, a Boolean function with n variables f belongs
to the correlation class My defined by

< wt(f),deg(f), AI(f)a 5n75n—17 o 761 >,

where wt(f) is its Hamming weight, deg(f) is the algebraic degree of f, AI(f) algebraic immunity
and 6; = wt(f|z,=0) — wWt(f|z,=1), for any 1 <i < n.



Definition 2: Let f,g are two Boolean functions with n variables. The equivalence relation R
is defined by

fRg <= My = M,.

Generally,< wt(f),deg(f); 0n, -+ ,01 > (< wt(f);0n, -+ ,01 >) is the correlation class without
of the consideration on algebraic immunity (algebraic immunity and degree).Notice that, for 1 <
j < mn, we can get 0; = Zggf)(—l)bii = wt(f) — 2b,;, where by; = Z;U:tgf) bij. Thus a simple
conclusion can be reached as follows:

Proposition 1: For two Boolean functions f and g, deg(f) > n — 1. If g € My, then
LT(g) = LT(f), i.e. the leading term are the same between f and g.

Definition 3: Let p,q € 0,---,2" (O =<p;8%,--- 60 > ¢! =< ¢;6%, -+ ,6F >. The operator
class * is defined by

¢t =g,
where ( =< p+ q;0p41 =D — ¢, 0n = 60 + 65, -+ ;61 = 0¥ + 51 >. Let ¢¥ and ¢* denotes the set
n+1
{he {013 |h=fllg= (1 +znt1)f +ans1g.f €’ g €Y

The following Lemma in [1] enable to decompose correlation classes recursively.
Lemma 2 (Decomposition):

(= |J ¢Ox¢
¢Ox¢1=C
Definition 4: Let { =< m,d,ai;dy,dp—1, - ,01 >. The mirror class of { is the class
C=<m,d,ai;—8p, —Op_1, -+ ,—01 > . (7)

An r*" order Reed-Muller code R(r,n) is the set of all binary strings(vectors) of length 2"
associated with the Boolean polynomials f(z1,z2, - ,2,) of degree at most r. The collection of
the Boolean functions with the leading term LT'(f) consists of the coset f 4+ R(deg(f) —1,n).

Notation 1:

Hy = M;((f+ R(deg(f) — 1,n)),
Hy = Mg \(f + R(deg(f) —1,n)),

where n is the number of variables of f.

So, Proposition 1 can be written as g € Hy, if deg(f) >n —1 and g € Mj.

Definition 5: Let f be a Boolean function with n variables and Hamming weight 2m. Then,
f is first-order correlation-immune when wt(f|z,=0) = wt(f|z,=1) =m, for any 1 <i <mn.

It is easily seen that ( = f if and only if Vf € ( is a first-order correlation-immune. Besides,
fec < f € ﬁ , where f = f(x @ 1) denotes the reverse of the string f. As a consequence, we have
¢ = I¢l.

Proposition 2: The algebraic degree, algebraic immunity and nonlinearity of a Boolean func-

tion f are invariant under an affine transformation towards its input (i.e. g(z) = f(Ax @ b), where
A e GL,(F2) and b € F ).



3 Degree Optimized 1-Resilient Functions with Optimal Algebraic
Immunity

Proposition 3 [4]: Let f, g be two Boolean functions on the variables x1, xo, - - - , x, with AI(f) =
dy and AI(g) = dy. Let h= (14 xpt1)f + Tnt19 € FS‘H. Then

1) If dy # ds, then AIn+1(h) = mindy, ds + 1.

2) If d = do = d, then d < Al,+1(h) < d+ 1, and Al,41(h) = d if and only if there exists
f1,91 € FY of algebraic degree d such that f* fi =0,g%xg1 =0o0r (1+ f)*xf1=0,(1+9g)*xg1 =0
and deg(f1 +g1) <d— 1.

Construction 1: Let n be any odd integer such that n > 3 and f is a balanced Boolean
function with maximum degree n — 1 and optimal algebraic immunity (n+41)/2,ie. f €< 2" ! n—
1,(n+1)/2;6,, -0, >. Let

h=1+xp1)f +Tnt19 € Fg“,

where g € fIf.

Notice H ¢ is not empty for any Boolean function f aforementioned because of f=f+1¢ H i
Besides, there is another trivial element fin H [

Theorem 1: h € Fg“ in Construction 1 is 1-resilient Boolean function with maximum degree
and optimal algebraic immunity, if g € M [

Proof: If g € Mf, due to Proposition 1, f and g have the same leading term of degree n—1 (i.e.
g e ﬁf) and h is the concatenation of f and g, deg(h) < n — 1. Besides, h contains the monomial
LT(f), so we have h €< 2" n — 1, AI(h);0,0,---,0 >, which is 1-resilient function of optimized
degree. Using Proposition 3, (n +1)/2 < AI(h) < (n+ 3)/2 for AI(f) = Al(g) = (n+1)/2.
However, AI(h) is upper bounded by (n+ 1)/2, so h has maximum algebraic immunity (n + 1)/2.
Thus h €< 2”,n—1,(n+1)/2;0,0,---,0 >.

Theorem 2: The nonlinearity of i in Construction 1 is N, > Ny + N,.

Proof: Let x = (¢, 2p41),w = (W, wpy1) € FOTL

Wh(w) — Z (_1)0.)-2@11(33)

n—+1
z€F,

= § (_1)w/.x/egw"+15’3n+1@(1+mn+1)f(I/)EanJrlg(fB/)

a:EIF;H'l
— Z (_]_)f(z/)@w/.g;/ n (_1)wn+1 Z (_1)g(x/)@w’-:cl
/ey ' eFy
= W) (1) ©

By(4), we have
Ny, > Ny + N,

In particular,for g = f, Ny = 2Ny.

Next, we want to figure out whether there is an nontrivial function in H r (e g# f, f). This
can convert to proofing whether there is a third element in H; besides f and f + 1. The answer
seems yes, but it has not been proofed yet. However, another property is enough:



Proposition 4: A pair of Boolean functions with n variables (f*, ¢*) deduced from a given
f € F} can always be found, where deg(f*) =n — 1, AI(f*) = (n+1)/2, Ny« = Ny and g* € Hy-,
g # I f

Proof: Let us consider the affine transformations: f(z) — f(Axz@b), where A € GL, (F2)
and b € F5.

Recall Supp(f) = {bi = (bi1,- -+ ,bin)|f (b)) = 1,1 < i < wt(f) =271}, where b; < b; means

bik < bjk, bik1 = bjry1, bikr2 = bjgg2, -+, bin = bjpn, 31 < k < n.
Let (n,2"" 1) matrix Sy = (b1,ba, -+ ,bgn—1). rank(Sy) < n, and any two columns of Sy are distinct.
Therefore, its rank is n, or else there must be a k, s.t. by = bog, = - -+ = bgn—1}, which indicates fy =

0,fi=1or fo=1, f1 =0 for f = (1+xx)fo+ zxf1, where fo, f1 € Falwy, -, Tp—1, Tpy1, -, Tn).
But the latter case is contrary to deg(f) =n — 1, where n > 3. Sy can be regarded as a generating
matrix and all of its codewords consist of the space of dimension n. Therefore, there are 2™ distinct
codewords. The weight distribution of them denotes {wg, w1, -+ ,wqn-1}, so at least 2"~ 1 pairs of
codewords has the same weight.

It can be seen that

<5n(f)7751(f) >7é<07"'70>

because of Siegenthaler’s upper bound.

1) If there is a t, s.t. 1 <t < mn, 0 =0, then f(x@1;) € Hy and f(x @ 1;) # f(x), where
1; € F5 denotes all of its coordinates are 0 except t'". Because there 3k, 1 < k < n and k # t,
Z;U:t(lf) bk is odd from (6),

Supp(f(z D 11)) # Supp(f).
Clearly, f(x@1;) # f + 1. Thus (f*,¢*) = (f(z), f(z P 1) + 1).

2) If all § # 0. If there exists 05 = d;, where 1 < s < t < n. st row differs from t*" row.
A permutation matrix A can be used to swap zs and x;. Although Sy(4,) # Sy, a special case,
Supp(f(Ax)) = Supp(f) may be happen. In case of that situation, we can perform an invertible
transformation to alter the rows of Sy except st and " rows. Thus an nontrivial pair of (f*,g*)
can be obtained. If no two ds are the same, a invertible matrix A of dimension n may be employed
to renew the generating matrix to Sy 4.), which has two different codewords of the same weight.
Similarly, we can obtain a required (f*, g*).

4 Concrete Realization

This section presents a concrete realization using Boolean functions in [20] as f, which construction
is as follows:

Construction 2 [20]: f(x) denotes a Boolean function on F3 and Supp(f) = {A%|0 <
i < 2771}, where 0 # by € F§, A is the companion matrix of a primitive polynomial p(z) =
2" + cp_12" L+ .-+ c1x + 1 over the field Fo, i.e.

0 0 0 1
A= 1 0 0 C1
0 0 1 cp1



Theorem 3[20]: f has maximum degree n-1 and optimal algebraic immunity [n/2]. Besides,it
reaches a high nonlinearity, which is better than [5].

Now, a class of 1-resilient Boolean functions which is still degree maximized and algebraic
immunity optimized has been possessed by using f aforementioned.

Exzample 1: Let f € F) be a Boolean function from Construction 2, where its nonlinearity is
236 [20]. We can get 1-resilient function h, where the lower bound is 472.

5 1-Resilient Functions with Sub-Optimal Algebraic Immunity

Generally, we can get a extended version of Construction 1 for any n > 2. This class of Boolean
functions can achieve sub-optimized algebraic immunity.

Construction 3: let n be any integer such that n > 2 and f is a balanced Boolean function
with maximum degree n — 1 and optimal algebraic immunity [(n+1)/2],i.e. f €< 2" ! n—1,(n+
1)/2;0p, -+ ,01 >. Let

h = (1 + xn-i—l)f + Tnt19 € FS—Ha

where g € H i

Theorem 4: h € IFZ'H in Construction 3 is 1-resilient Boolean function with maximum degree
and algebraic immunity at least [(n +1)/2], if g € M.

Exzample 2: We use the function f € Fi% where N § = 32556 [20], then h is 1-resilient function
with sub-optimal algebraic immunity and N > 65112.

6 Conclusion

In this paper, we have described a technique for constructing 1-resilient functions with maximum
degree and optimal algebraic immunity on even number variables. Unfortunately, this construction
only results a part of the entire functions belong to < 2",n —1,(n+1)/2;0,0,--- ,0 >. Because it
has two subsets

<2l n—1,(n+1)/2;8,, 010 >x <2 L n—1,(n—1)/2;—6n,---, =061 >,
<2l n—2 (n4+1)/2:6n,-,01>x <2V d, (n4+1)/2;—6n, -, —01 >,

where n > 3 is odd, d < n — 2. The characteristic of those classes are so far hard to predict. The
best nonlinearity of Construction 1 is unknown. Maybe by lowering the algebraic degree of one
correlation class, we can get the functions with a higher nonlinearity. In the end, we present a
larger class of 1-resilient Boolean functions with sub-optimal Algebraic immunity.
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