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Abstract
We demonstrate a relay attack on Passive Keyless Entry and Start (PKES) systems used

in modern cars. We build two efficient and inexpensive attack realizations, wired and wireless
physical-layer relays, that allow the attacker to enter and start a car by relaying messages
between the car and the smart key. We perform an extensive evaluation on 10 car models from
8 manufacturers. Our results show that relaying the signal in one direction only (from the car
to the key) is sufficient to perform the attack while the true distance between the key and car
remains large (tested up to 50 meters, non line-of-sight). We also show that, with our setup, the
smart key can be excited from a distance of a few meters (up to 8 meters on certain systems),
thus removing the need for the attacker to get close to the key in order to establish the relay.
As the signals are relayed at the physical layer, our attack realization is completely independent
of the modulation scheme, protocols, or the presence of strong authentication and encryption.
Given the generality of the relay attack and the number of evaluated systems, it is likely that
all PKES systems based on similar designs are also vulnerable to the same attack.

In this work, we further analyze critical time characteristics of the evaluated systems and
discuss those results. We propose simple countermeasures that minimize the risk of relay attacks
and that can be immediately deployed by the car owners; however, these countermeasures would
also disable the operation of the PKES systems. Finally, we discuss recent solutions that may
prevent relay attacks while preserving the convenience of use, for which PKES systems were
initially introduced.

1 Introduction

Modern cars embed complex electronic systems in order to improve driver safety and convenience.
Areas of significant public and manufacturer interest include access to the car (i.e., entry in the
car) and authorization to drive (i.e., start the car). Traditionally, access and authorization have
been achieved using physical key and lock systems, where by inserting a correct key into the door
and ignition locks, the user was able to enter and drive the car. In the last decade, this system has
been augmented with remote access in which users are able to open their car remotely by pressing
a button on their key fobs. In these systems, the authorization to drive was still mainly enforced
by a physical key and lock system. Physical keys also often embedded immobilizer chips to prevent
key copying.

Recently, car manufacturers have introduced Passive Keyless Entry and Start (PKES) systems
that allow users to open and start their cars while having their car keys ’in their pockets’. This
feature is very convenient for the users since they don’t have to search for their keys when ap-
proaching or preparing to start the car. The Smart Key system was introduced in 1999 [1]. Since
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then, similar systems have been developed by a number of manufacturers under different names; a
full list of systems can be found in [2].

In this work, we analyze the security of PKES systems and show that they are vulnerable to
relay attacks. In a relay attack, the attacker places one of her devices in the proximity of the key,
and the other device in the proximity of the car. The attacker then relays messages between the key
and the car, enabling the car to be opened and started even if the key is physically far from the car.
This corresponds to the scenario where the key is e.g., in the owner’s pocket in the supermarket,
and the car is at the supermarket parking lot. We tested 10 recent car models from 8 manufacturers
and show that their PKES systems are vulnerable to certain types of relay attacks 1. Our attack
allowed to open and start the car while the true distance between the key and car remained large
(tested up to 50 meters, non line-of-sight). It worked without physically compromising the key
or raising any suspicion of the owner. We also show that, with our setup, the smart key can be
excited from a distance of a few meters (up to 8 meters on certain systems), thus removing the
need for the attacker to get close to the key in order to establish a relay. Still, the relay device at
the car side in our setup should be close to the car (≤ 30 cm). We realized both wired and wireless
physical-layer relay setups with different antennas and amplifiers. The cost of our relay setups was
between 100 and 1000 USD, depending on the choice of components. This shows that relay attacks
on PKES systems are both inexpensive and practical. Although the possibility of such attacks on
PKES systems has been discussed in the open literature [3], it was not clear if these attacks are
feasible on modern cars; in this paper, we demonstrate that these attacks are both feasible and
practical.

Besides demonstrating relay attacks on PKES systems, we further analyze critical time charac-
teristics of these systems and discuss the results. We also propose simple countermeasures that can
be immediately deployed by the car owners in order to minimize the risk of relay attacks; however,
these countermeasures also disable the operation of the PKES systems. Finally, we review recent
solutions against relay attacks and discuss their effectiveness and appropriateness for car PKES
systems.

We note that the main reason why relay attacks are possible on PKES systems is that, to open
and start the car, instead of verifying that the correct key is in its physical proximity, the car
verifies if it can communicate with the correct key, assuming that the ability to communicate (i.e.,
communication neighborhood) implies proximity (i.e., physical neighborhood). This is only true for
non-adversarial settings. In adversarial settings communication neighborhood cannot be taken as
a proof of physical proximity. Given this, any secure PKES system needs to enable the car and the
key to securely verify their physical proximity. This is only natural since the car should open only
when the legitimate user (holding the key) is physically close to the car. We outline a new PKES
system, based on distance bounding, that achieves this goal, and preserves user convenience for
which PKES systems were initially introduced. We note that relay attacks have been similarly used
in other scenarios, e.g., in [14] as mafia-fraud attacks, in [22] as wormhole attacks. Similarly, the
relationship between secure communication and physical neighborhood notions has been previously
studied in [32, 34, 38].

The rest of the paper is organized as follows. In Section 2 we first describe the evolution of car
key systems from physical keys to Passive Keyless Entry Systems. In Section 3 we describe the
design and implementation of our wired and wireless physical-layer relay attacks. Section 4 presents
the results of the experiments we conducted on 10 different PKES models. Section 5 describes the
consequences and implications of these attacks, countermeasures are presented in Section 6 and

1Instead of providing names of car models and manufacturers that we tested, we describe the operation of the
PKES system that the tested models use. We leave it to the readers to verify with the manufacturers if the described
or similar PKES system is used in specific car models.
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Table 1: Key system types
Denomination Entry Start engine
Physical key Physical key Physical key

Physical key with RFID immobilizer Physical key Physical key + RFID
Keyless entry with RFID immobilizer Remote active (press button) Physical key + RFID

Passive Keyless Entry and Start (PKES) Remote passive Remote passive

related work is discussed in Section 7.

2 Car Entry Systems

Car key systems have passed through several generations, evolving from the simple physical keys
to more sophisticated keyless entry systems. Table 1 presents the existing key systems in cars.

2.1 Remote Open and Close

Physical keys were enhanced with capabilities for remote opening and closing the car for conve-
nience. Such keys have a button on the key fob to open or close the car remotely. This functionality
usually requires the presence of a battery and relies on UHF (315 or 433 MHz) communication.
The communication is energy efficient in order to save key battery life with typical transmission
range from 10 to 100 meters.

2.2 Keys with Immobilizers

In a key with an immobilizer (also known as transponder key), RFID chips are embedded in the key
bow. When the key blade is inserted in the ignition lock, the RFID tag will be queried by the car to
verify if the key is authorized. These immobilizer systems are designed to prevent physically coping
the key as well as stealing the car by bypassing the lock. Only a key with a previously paired RFID
tag would be authorized to start the engine. The RFID technology involved typically relies on LF
technology (from 120 to 135 KHz). It can operate in both passive and active modes depending on
the scenario. The active mode of operation is commonly used with PKES (see Section 2.3).

In the passive mode of operation, the RFID tag in the key is powered by the car via inductive
coupling before sending a challenge to the key. With the power transferred from the car, the key
wakes up the microcontroller, demodulates the challenge, computes a response message and replies
back on the LF channel. This mode of operation requires close proximity between key and car
because the key has to harvest energy from the car to function and the decrease of intensity of the
magnetic field is inversely proportional to the cube of the distance.

2.3 Passive Keyless Entry Systems

The first proposal that describes Passive Keyless Entry Systems (PKES) appeared in [46]. In
that work, the authors proposed a system that automatically unlocks the vehicle when the user
carrying the key approaches the vehicle and locks the vehicle when the user moves away from the
vehicle. The system is referred to as ’Passive’ as it does not require any action from the user. The
communication between the key and car is characterized by a magnetically coupled radio frequency
signal. In this system, the car concludes that the key is in the close proximity when it is ’in the
car’s communication range’.
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Figure 1: Examples of Passive Keyless Entry System protocol realizations. a) In a typical real-
ization, the car periodically probes the channel for the presence of the key with short beacons.
If the key is in range, a challenge-response protocol between the car and key follows to grant or
deny access. This is energy efficient given that key detection relies on very short beacons. b) In a
second realization, the car periodically probes the channel directly with larger challenge beacons
that contain the car identifier. If the key is in range, it directly responds to the challenge.

A PKES car key uses an LF RFID tag that provides short range communication (within 1-2 m
in active and a few centimeters in passive mode) and a fully-fledged UHF transceiver for longer
range communication (within 10 to 100 m). The LF channel is used to detect if the key fob is
within regions Inside and Outside of the car. Figure 2(b) shows the areas in proximity of the car
that must be detected in order to allow a safe and convenient use of the PKES system. The regions
are as follows.

• Remote distance to the car (typically up to 100 m). Only open/close the car by pushing a
button on the key fob is allowed.

• Outside the car, but at a distance of approximately 1 - 2 m from the door handle. Open/close
the car by using the door handle is allowed.

• Inside the car. Starting the engine is allowed.

The PKES protocols vary depending on the manufacturer. Typically two modes of operation
are supported, namely normal and backup mode. The normal mode relies on a charged and
working battery, while the backup mode operates without a battery (e.g., when the key’s battery
is exhausted). The locations and authorizations of the two modes are summarized in Table 2.

Figure 1 shows two example realizations of car opening in a normal mode. The car sends
beacons on the LF channel either periodically or when the door handle is operated. These beacons
could be either short wake-up messages or larger challenge messages that contain the car identifier.
When the key detects the signal on the LF channel, it wakes up the microcontroller, demodulates
the signal and interprets it. After computing a response to the challenge, the key replies on the
UHF channel. This response is received and verified by the car. In the case of a valid response
the car unlocks the doors. Subsequently, in order to start the car engine, the key must be present
within the car (region Inside in Figure 2(b)). In this region, the key receives different types of
messages that when replied will inform the car that the correct key is within the car itself. The car
will then allow starting the engine. It should be noted that in normal mode the LF channel is only
used to communicate from the car to the key as such operation requires a large amount of energy.

In backup mode, e.g., when the battery is exhausted, the user is still able to open and start his
car. The manufacturers usually embed a backup physical key within the key fob to open the car
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(a) A PKES Key and it’s backup
physical key.

Outside

Outside

Outside  InsideTrunk Front

(b) Car LF coverage.

Figure 2: Backup key and LF coverage regions.

Table 2: PKES Access Control Summary
Key position Authorization Medium used

Car ⇒ Key Key ⇒ Car
Normal mode: when the internal battery is present

Remote Active open/close None UHF
Outside Passive open/close LF UHF
Inside Passive start LF UHF
Backup mode: when the internal battery is exhausted

Remote Open/close Impossible
Outside Open/close With physical key
Inside Start LF LF

doors. These are shown in Figure 2(a). In order to start the engine the system uses the passive LF
RFID capabilities of the key. Given the very short communication range as discussed before, the
user is required to place the key in the close proximity of some predefined location in the car (e.g.,
the car Start button). We discuss the security implications of that mode of operation in Section 6.

3 Relay Attack on Smart Key Systems

In this section we first describe generic relay attacks, and then we present the attacks that we
implemented and tested on PKES systems of several cars from different manufacturers. In our
experiments, we relayed the LF communication between the car and the key; the relay of the UHF
communication (from the key to the car) was not needed since this communication is ’long’ range
(approx. 100 m) and is not used in PKES systems for proximity detection. However, similar relay
attacks could also be mounted on UHF communication if a longer relay than 100 m would be
required.

3.1 Relay Attacks

The relay attack is a well known attack against communication systems [21]. In a basic relay attack,
messages are relayed from one location to another in order to make one entity appear closer to the
other. Examples of relay attacks have been shown on credit card transactions [15] and between
nodes in wireless sensor networks, known as a wormhole attack [22]. An example of relay attack on
RFID 2 has been shown in [19]. The attack consists of first demodulating the signal, transmitting

2Although for a different RFID technology namely ISO 14443 at 13.56 MHz.
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it as digital information using RF and then modulating it near the victim tag. In this experimental
setup, the relay adds 15 to 20 µseconds of delay. This delay would be detected by a suitable key/car
pair as the delay of signal propagation is in the order of nanoseconds for a short distance.

In this work, we design and implement a relay attack in the analog domain at the physical layer.
Our attack does not need to interpret, nor to modify the signal, i.e., our attack only introduces the
delays typical for analog RF components. It is completely transparent to most security protocols
designed to provide authentication or secrecy of the messages. Although some attacks have been
reported on key entry systems [23, 31, 11, 8], our attack is independent of those. Even if a passive
keyless entry system uses strong cryptography (e.g., AES, RSA), it would still be vulnerable to our
proposed relay attack.

It should be noted that many relay attacks previously presented are modulating and demodu-
lating the signal, in other words they often rely on fake reader and a fake RFID tag. An obvious
advantage of such attacks is that they can be performed with commercial off-the-shelf (COTS)
hardware. The same setup can also be used to perform replay or message forging. However, this
approach has several drawbacks. First, modulation and demodulation significantly increases the
response time of the attack; this extra time could be detected and used as a proof of the presence
of a relay. Second, such a realization is dependent on the modulation and encoding of the signal,
which makes the relay specific to some key model. Both drawbacks are avoided in our design and
implementation of the relay attack.

LF Signal Relayed

UHF Signal (Direct)

Car to Key Distance from 10 to 100 meters

Amplifier

Figure 3: The relay with antennas, cables and an (optional) amplifier.

3.2 Relay Over-Cable Attack

In order to perform this attack, we used a relay (Figure 3) composed of two loop antennas connected
together with a cable that relays the LF signal between those two antennas. An optional amplifier
can be placed in the middle to improve the signal power. When the loop antenna is presented close
to the door handle, it captures the car beacon signal as a local magnetic field. This field excites
the first antenna of the relay, which creates by induction an alternating signal at the output of
the antenna. This electric signal is then transmitted over the coaxial cable and reaches the second
antenna via an optional amplifier. The need for an amplifier depends on several parameters such
as the quality of the antennas, the length of the cable, the strength of the original signal and the
proximity of the relaying antenna from the car’s antenna. When the relayed signal reaches the
second antenna of the cable it creates a current in the antenna which in turn generates a magnetic
field in the proximity of the second antenna. Finally, this magnetic field excites the antenna of
the key which demodulates this signal and recovers the original message from the car. In all the
passive keyless entry systems we evaluated, this is sufficient to make the key sending the open or
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the start authorization message over the UHF channel. The message sent by the key will depend on
what was originally sent by the car. The car will send open command to the key from the outside
antennas and the start command form the inside antennas. Therefore, the attacker (e.g., car thief)
first needs to present the relaying antenna in front of the door handle such that the key will send
the open signal. Once the door is unlocked, the attacker brings the relaying antenna inside the car
and after he pushes the brakes pedal or the start engine button the car will send the start message
to the key. In both cases the key answers on UHF and the action (open or start) is performed.

3.3 Relay Over-The-Air Attack

< 30 cm

Down-mixing

R

L

I

up to 8 m

R

L

I

Amplification 
and filtering

Up-mixing
130 KHz 
signal

2.5 GHz antenna

2.5 GHz Signal 
Generator

2.5 GHz Signal 
Generator

~ 100 m

Amplification 
and Filtering

Amplification 
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Amplification 
and filtering
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Figure 4: Simplified view of the attack relaying LF (130 KHz) signals over the air by upconversion
and downconversion. The relay is realized in analog to limit processing time.

Relaying over a cable might be inconvenient or raise suspicion. For example, the presence of
walls or doors could prevent it. We therefore design and realize a physical layer relay attack over
the air. Our attack relays the LF signals from the car over a purpose-built RF link with minimal
delays. The link is composed of two parts, the emitter and the receiver. The emitter captures
the LF signal and up-converts it to 2.5 GHz. The obtained 2.5 GHz signal is then amplified and
transmitted over the air. The receiver part of the link receives this signal and down-converts it to
obtain the original LF signal. This LF signal is then amplified again and sent to a loop LF antenna
which reproduces the signal that was emitted by the car in its integrity. The procedure for opening
and starting the engine of the car remains the same as discussed above.

Using the concept of analog up and down conversion allows the attacker to reach larger trans-
mission/reception relay distances, while at the same time it keeps the size, the power consumption
and the price of the attack very low (see Section 3.4) 3.

3.4 Experimental Relays Results

Some measurement results on the delay versus distance are reported in Table 3 for both relay
attacks.

3It could be possible to transmit in the LF band over a large distance. However this would require large antennas
and a significant amount of power.
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In the cable LF relay, the delay is primarily introduced by the wave propagation speed in solid
coaxial cables which is approximately 66% of that speed in the air. The delay of our amplifier is
of the order of a few nanoseconds. In the wireless LF relay, our measurements show a delay of
approximately 15 - 20 ns in both emitter and receiver circuitries, the remaining delay being due
to the distance between the antennas, i.e., approximately 100 ns for 30 m. Therefore for larger
distances, using the over-the-air relay should be preferred in order to keep the delay as low as
possible. In order to compute the total delay of the relay attack, i.e., including both the LF and
UHF links, we should add the UHF car-key communication which assumes wave propagation with
the speed of light and will only depend on the distance 4.

Figure 5(b) shows the part of the wireless relay that receives messages from the car. Signals are
received using the white loop antenna (right in the picture). This antenna must be positioned near
to the car emitting antennas, for example at the door handle or the start button (Figure 6) in order
to obtain a good signal from the car. This signal is amplified, up-converted and retransmitted at
2.5 GHz with a dipole antenna (black in front of the image).

Figure (a) shows the receiver side of the over-the-air relay which should be placed in the prox-
imity of the key. The antenna (in front) receives the relayed 2.5 GHz signal, and a down conversion
setup extract the original car signal which is then relayed to the key using a loop antenna. While
the setup on those pictures is made of experimental equipment, it could easily be reduced to two
small and portable devices.

Table 3: Distance vs. Relay link delay: The measured delays are for the LF channel only. The
UHF link delay is based on direct car-key communication and assumes wave propagation with the
speed of light. The latter should be added to obtain the total relay delay.

Attack Distance Delay Comments
(m) (ns)

Relay over cable
30 160 (±20) Opening and starting the engine works reliably
601 350 (±20) With some cars signal amplification is not required

Wireless relay 302 120 (±20) Opening of the car is reliable, starting of the engine
works

1 With an amplifier between two 30 m cables.
2 Tested distance. Longer distances can be achieved.

4 Experimental Evaluation on Different Car Models

Both above presented setups were initially successfully tested on a few different car models. To
further evaluate the generality of the attack we tested the attack on 10 cars 5 on which we ran
several experiments. The cars were either rented on purpose or the experiments were performed
with the agreement of the car owners. In one case, a car manufacturer representative proposed
us to evaluate the attack on a car he made available to us. In another case, a car owner, who
recently had a similar car stolen asked us to evaluate his second car’s PKES. The aftermarket
PKES system was bought and analyzed for the purpose of our experiments for about 200$. Finding
other car models for testing was not always easy. In some cases, we were able to rent cars or found
volunteers through personal relationships. The tested cars models cover a wide range of types

4The processing delays at the car and the key do not need to be added as they do not change from the non
adversarial setup.

5including one after-market PKES
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(a) Key side. (b) Car side.

Figure 5: Experimental wireless relay setup.

(a) Loop antenna placed next to the door handle. (b) Starting the engine using the relay.

Figure 6: The relay attack in practice: (a) opening the door with the relay. (b) starting the car with
the relay, in the foreground the attacker with the loop antenna starts the car, in the background
the table (about 10 meters away) with the receiver side (Figure 5(a)) of the wireless relay and the
key. Emitter side (Figure 5(b)) of the wireless relay is not shown on this picture.
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and price as follows: 2 models in SUV class, 4 executive or luxury class (>50K$) cars, 1 minivan
and 2 cars in the compact class (<30K$). We had two different models for only two of the tested
manufacturers. During the evaluation of the 10 different PKES systems, we observed that all of
them differ in their implementation. We also noticed that even if they rely on the same general idea
and similar chips the overall system behaves differently for each model 6. The differences were found
in timings (as shown below), modulation and protocol details (e.g., number of exchanged messages,
message length). Only the aftermarket system was obviously not using any secure authentication
mechanisms.

When possible, on each car we measured the distances for the relay, the maximum acceptable
delay and the key response time and spread.

4.1 Distance Measurements

In order to validate the feasibility of the attack in practice, we tested several distances for the cable
relay. This allows to evaluate the possible attack setup, a longer relay distance over the cable will
allow the thief to act when the car owner is relatively far from his car, reducing chances of detection.
We further measured the distance form the relaying antenna to the key, a longer distance will make
the attack easier (e.g., avoid suspicion from the user).

The cable relay was performed with off-the-shelf coaxial cables. We built two 30 m cables that
we combined for the 60 m relay tests. We used a set of antennas, two small simple home made
antennas, and a large antenna 7 for an improved antenna-key range. We performed the attacks
with these antennas both with and without amplification. If the LF signal near the car was weak
we used a 10 mW low-noise amplifier to increase the signal level. To further improve key to antenna
range we used a power amplifier with a nominal power of 2 to 5 W.

The results of those experiments are shown in Table 4. The relays over the 3 cable lengths were
always successful when we were able to test them. Furthermore, only in few cases we had to use
an amplifier, in most of the cases the signal received on the collecting antenna was strong enough
to perform the relay over the cable without any amplification.

However, without amplification at the key-side relay antenna, the key could only be excited from
a few centimeters up to 2 m. With a power amplifier, we were able to achieve a range between 2
and 8 m, (with the key fob in the person’s pocket which corresponds to the typical key placement).
We note that the distance achieved between the relay antenna and the key depends on the strength
of the collected signal from the car side and the sensitivity of the key. On the car side, the signal
strength depends on the sensitivity of our antenna and its placement as close as possible to the
car’s antennas. The differences in the distances between the vehicles for the open or start actions
are likely to depend on the signal level at which the key accepts the messages 8. Finally, the values
reported here show that the attack is practical as the key can be activated up to 8 meters away
from the antenna and the distance from the key to the car can be extended up to 60 meters. It is
likely that using more powerful amplifiers would only further increase these distances.

4.2 Maximum Acceptable Delay

In order to know the maximum theoretical distance of a physical layer relay we computed for each
tested PKES the maximum acceptable delay by relaying LF messages with a variable delay. For
this purpose we used a USRP1 from Ettus Research [5] with LFRX and LFTX boards. This allowed

6This remains true for the models from the same manufacturers.
7Antenna size 1.0 x 0.5 m Texas Instruments RI-ANT-G04E
8This level can be set by a configuration parameter on some chips [42].
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Table 4: Experimental results distances summary. Legend: ’X’ relay works without amplification,
’A’ with amplification, ’-’ not tested, ’*’ value will be updated

Car model Relay cable Key to antenna distance (m)
7 m 30 m 60 m No Amplifier With Amplifier

open go open go open go open go open go
Model 1 X X X X X X 2 0.4 * *
Model 2 X X A A A A 0.1 0.1 2.4 2.4
Model 3 X X X X X X - - - -
Model 4 X X - - - - - - - -
Model 5 X X X X X X 2.5 1.5 6 5.5
Model 6 X X A A A A 0.6 0.2 3.5 3.5
Model 7 X X A A - - 0.1 0.1 6 6
Model 8 X A X A - - 1.5 0.2 4 3.5
Model 9 X X X X X X 2.4 2.4 8 8
Model 10 X X X X - - - - - -

us to receive and send messages at 135 KHz. However, we found that the minimal processing delay
achievable by this software radio platform was between 10 and 20 ms. This proved to be too slow
on all but one PKES we tested.

The delay in a software defined radio device is mainly due to buffering and sending data over
the USB to (resp. from) the computer for processing and the software processing. To reduce this
delay we modified the USRP FPGA to bypass the RX (resp. TX) buffers and the communications
with the computer. With this modification and appropriate configuration of the USRP the digitized
signals were directly relayed by the FPGA from the receiving path to the transmitting path. We
experimentally measured the resulting minimal delay to be 4 µs. To insert an additional, tunable,
delay we added a FIFO between the RX and TX path. Changing the depth of this FIFO, and the
decimation rate, allowed us to accurately test delays between 4 µs and 8 ms. However, the memory
on the FPGA was limited which limited the FIFO depth and the maximal delay achievable. To
achieve delays above 8 ms we had to use an unmodified USRP with a tunable delay in software.
This allowed us to increase delay above 8 ms but with less maximum delay precision.

Table 5 shows the measured maximum delays on the vehicles on which we were able to make
those tests. Large delays allow to relay messages over large distances with a physical-layer relay.
The maximum delays were measured to be within 35 µs to tens of ms depending on the car model.
This leads to a theoretical distance of a physical relay over-the-air between 10 and 3000 km 9.
Additionally, the models with higher tolerance to delays would allow relays at higher levels than
the physical layer, i.e. relays that demodulate the signals (e.g., LF and UHF) and transmit them
e.g., over UDP. As explained above, the Software Defined Radio (SDR) we used in our experiments
has significant delays, which would make such relays difficult. However, recently SDR was developed
that have low delays [41]. This platform would allow to achieve relays with sub micro second delays.

4.3 Key Response Time and Spread

Other characteristics of the smart key that are relevant to the physical-layer relay performance are
the key response time and spread. The key response time is the elapsed time between the moment
when the challenge is sent by the car and the beginning of the response from the smart key. The

9And from 7 to 2000 km with a physical relay over a cable.

11



Table 5: Experimental maximum delay, key response time and spread per model
Car model Max. Delay Key Response Time (std dev) Key Response Time Spread
Model 1 500 µs 1782 µs (±8) 21 µs
Model 2 5 ms 11376 µs (±15) 47 µs
Model 4 500 µs - -
Model 5 1 ms 5002 µs (±4) 11 µs
Model 6 10-20 ms 23582 µs (±196) 413 µs
Model 7 620 µs 1777 µs (±12) 25 µs
Model 8 620 µs 437 µs (±70) 162 µs
Model 9 2 ms 1148 µs (±243) 436 µs
Model 10 35 µs 2177 µs (±8) 12 µs

key response time spread is the difference between the minimum and maximum key response times
that we have observed. The computation of these two measures allows us to estimate (i) how much
delay could the physical-layer relay attack exploit without any practical detection being possible
(ii) what is the design decision behind the maximum acceptable delays allowed by the evaluated
systems. We note that the numerical differences of these two measures between car models are due
to the hardware used as well as the implementation of the secure protocols (e.g., message size, type
of encryption).

In order to measure the key response time and spread, we recorded the protocol message ex-
changes between the car and key at radio frequency (RF) with an oscilloscope using high sampling
rate (from 20 to 50 MS/s depending on the PKES system). This allowed us to have a precise
estimation (within tens of nanoseconds) of the start and end of transmitted messages. Table 5
summarizes the average key response time with its standard deviation and the key response time
spread computed from 10 different message exchanges during car open.

The results show large differences between different car models. The key response standard
deviations vary from 4 to 196 µs, and the maximum spread - from 11 to 436 µs. These values
show that the current implementations exhibit large variance. That is, possible solutions that rely
on measurements of the average key response time in order to detect the time delay introduced by
our attack would be infeasible; even the smallest key response time spread of 11 µs (Model 5) is
already too large to be used for the detection of our attack. We recall that our 30 meter wireless
physical-layer relay requires only approximately 120 ns in one direction (Table 3).

Moreover, we also observe that higher key response spread leads to higher maximum acceptable
delay. The manufacturers seem to fix the maximum acceptable delay at 20 to 50 times of the
measured spread (except for Model 10). The reason is most likely to provide high reliability of the
system as any smaller delays could occasionally make car owners being denied access to the car
and/or authorization to drive.

5 Implications of the Relay Attack on PKES Systems

In this section we discuss implications of relay attacks on PKES systems.

Common Scenario: Parking Lot. In this scenario, the attackers can install their relay setup
in an underground parking, placing one relay antenna close to the passage point (a corridor, a
payment machine, an elevator). Once that the user parks and leaves his car, the Passive Keyless
Entry System will lock the car. The user then leaves the parking confident that his car is locked
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(feedback form the car is often provided to the owner with indicator lights or horn). Once that the
user leaves the car and it is no longer in its sight, the attackers can place the second antenna to
the door handle. The signals will now be relayed between the passage point and the car. When the
car owner passes in front of this second antenna with his key in the pocket, the key will receive the
signals from the car and will send the open command to the car. As this message is sent over UHF
it will reach the car even if the car is within a hundred meters 10. The car will therefore unlock.
Once that the attacker has access to the car, the signals from within the car are relayed and the
key will now believe it is inside the car and emit the allow start message. The car can now be
started and driven. When the attacker drives away with the car, the relay will no longer be active.
The car may detect the missing key; however, for safety reasons, the car will not stop, but continue
running. Similarly, the car might detect a missing key for several other reasons including if the key
battery is depleted. Some car models will not notify the user if the key is not found when the car
is on course, while some will emit a warning beep. None of the evaluated cars stopped the engine
if the key was not detected after the engine had been started.

This attack therefore enables the attackers to gain access (open) and to get authorization to
drive (start and drive) the car without the possession of appropriate credentials.

We tested a variant of this attack by placing a relay antenna close to a window to activate a
key left inside a closed building (e.g., on a table). This is possible when the antenna–key range is
large such as the 6 - 8 m achieved on some models. In such case, if the car is parked close to the
building, the attacker is able to open and start it without entering the building.

Stealth Attack. The described relay attack is not easily traced. Unless the car keeps a log of
recent entries and records exchanged signals (e.g., for later analysis), it will be difficult for the
owner to know if his car was entered and driven. Similarly, it will be difficult for the owner to
prove that he is not the one that actually opened and used the car. This is because there will be
no physical traces of car entry. This can have further legal implications for car owners in case that
their cars or property from their cars are stolen due to this PKES vulnerability.

Combination with Other Attacks. Significant security vulnerabilities have been identified in
computer systems of modern cars [24], allowing for example to control safety systems such as brakes
or lights from the car internal communication bus. One of the most dangerous results of this study
is the demonstration of rootkits on car computers that allow an attacker to take control of the
entire car. Moreover, the malicious code could erase itself leaving no traces of the attack. The
practical risks of such attacks is reported to be reduced as the attacker needs access to the ODB-II
communication port, which requires to be able to open the car. The relay attack we present here is
therefore a stepping stone that would provide an attacker with an easy access to the ODB-II port
without leaving any traces or suspicion of his actions. Moreover, as the car was opened with the
original key if an event log is analyzed it would show that the car owner did open the car.

6 Countermeasures

In this section we discuss countermeasures against relay attacks on PKES systems. We first describe
immediate countermeasures that can be deployed by the car owners. These countermeasures largely
reduce the risk of the relay attacks but also disable PKES systems. We then discuss possible mid-
term solutions and certain prevention mechanisms suggested in the open literature. We finally

10UHF signal could be also relayed, which would further extend the distance from which this attack can be mounted.
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outline a new PKES system that prevents relay attacks. This system also preserves the user
convenience for which PKES systems were initially introduced.

6.1 Immediate Countermeasures

Shielding the Key One obvious countermeasure against relay attacks is to prevent the com-
munication between the key and the car at all times except when the owner wants to unlock the
car. The users of PKES-enabled cars can achieve this by placing the car key (fob) within a protec-
tive metallic shielding thus creating a Faraday cage around the key. A small key case lined with
aluminum might suffice for this purpose. While the key is in the key case, it would not receive
any signals from the car (relayed or direct). When the user approaches the car, he could take the
key out of the case and open and start the car using the PKES system. The users who would
opt for this countermeasure would loose only little of the convenience of PKES. Similar counter-
measures have been proposed to block the possibility of remote reading of RFID tags embedded
in e-passports. However, an attacker might be able to increase the reading power sufficiently to
mitigate the attenuation provided by the protective shield. We note that designing a good Faraday
cage is challenging [33]. Still, this countermeasure would make the relay attack very difficult in
practice.

Removing the Battery From the Key Another countermeasure against relay attacks is to
disable the active wireless communication abilities of the key. This can be simply done by removing
the battery that powers the radio from the key. As a consequence, the UHF radio of the key will
be deactivated. The key will then be used in the “dead battery” mode, which is provided by
the manufacturers to enable the users to open the car when the key battery is exhausted. In
this case, the car cannot be opened remotely but only using a physical key (the backup physical
key is typically hidden within the wireless key fob). Given that the cars that use PKES cannot
be started using a physical key, in order to start the car in the “dead battery” mode, the user
needs to place the key in the close proximity of some predesignated location in the car (e.g., the
car Start button). The car then communicates with the key’s passive LF RFID tag using short-
range communication. Typically, wireless communication with the LF RFID tags is in the order
of centimeters, thus making the relay attack more difficult for the attacker; however, depending
on the attacker capabilities relay from a further distance cannot be fully excluded. This defense
disables the PKES for opening the car, but is still reasonably convenient for starting the car engine.
With such a defense, the realization of a relay attack becomes very difficult in practice.

A combination of the two countermeasures would provide the highest protection, but would
also be the least convenient for the users. It would essentially reduce the usability of a PKES key
to the one of the physical key.

6.2 Mid-term Countermeasures

While the previous countermeasures require only simple actions from the car owner, and without
involvement of the manufacturer, they also significantly reduce the usability of the key system.
Here, we present some lightweight modifications that provide better usability. Those modifications
would require only simple software or hardware changes to the key system. While they are not
solving the main cause of the problem, they do provide mitigation that are applicable immediately
(by a software update or a key fob exchange or modification).
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Software Only Modification A simple software modification to the Keyless vehicle unit could
be provided to allow the user to temporally disable the PKES. When a user is closing the car by
pushing the close button on the key fob the PKES would remain disabled. That is, the car would
open (and allow start) only after the user pushes the open button on the key fob. This effectively
allows the user to deactivate the passive entry and start by simply pushing the close button. This
countermeasure would be used for example by a car owner when parking in a unsafe place such as
an underground parking or a public place. On the other hand if the car is closed by pushing the
button on the door handle or simply by walking away from the car, the PKES system is used for
closing the car and the car would therefore allow passive keyless entry and start.

Access Control Restrictions At least one car model enforced some more strict policy. For
example, the car would quickly stop sending signals after the door handle was pulled out without
detecting the presence of a key. While not preventing the relay attack it forces the attacker to be
well prepared and to be synchronized, the door handle needs to be pulled out when the key holder
passes in front of the relaying antenna.

In several cases, on this car model, the alarm was triggered and it was possible to disable it
only by pushing the open button on the key fob. This is certainly deterrent to a thief. However,
this again does not prevent the attack to be successful.

Hardware Modification Adding a simple switch to the key would produce a similar counter-
measure to that of removing the battery from the key fob. This switch would disconnect the
internal battery allowing the user to temporarily disable the PKES functionality of the key, while
keeping convenience of PKES. Variants of this modification would keep the possibility to use the
active open (i.e. opening the car by pushing the button on the key fob) while deactivating only the
passive entry.

6.3 Countermeasures in the Open Literature

Several countermeasures against relay attacks were proposed in the open literature [6]. We examine
them here and analyze their effectiveness and appropriateness for PKES systems.

One of the first countermeasures proposed against relay attacks is to rely on the signal strength
to indicate the proximity between the devices. This is in fact the countermeasure that is used in
today’s PKES systems; the car transmits a short range LF signal such that only if the key is in its
close proximity (≤ 1 m) will it hear the signal. Similarly, the car could measure the strength of
the signal that the key transmits in order to infer the distance to the key. This countermeasure is
very weak and can be simply defeated since the attacker can fully mimic the car and the key by
relaying signals using expected signal levels. Other countermeasure that rely on the measurements
of signal properties, like those using complex modulation schemes, measure group delay times or
measure intermodulation products suffer from similar shortcomings. Namely, an attacker equipped
with a good antenna and waveform generator can mimic expected signal features 11 or can simply
relay the observed signals without demodulating them. In [6] signal corruption is also reported as a
possible countermeasure against relay attacks. However, the authors note that this countermeasure
can be overcome by an attacker using a good amplifier.

Relay attacks can also be prevented using multi-channel communication, where typically out-
of-band channels are used to verify if the relay occurred [17]. However, these approaches require
human involvement, and as such are not well suited for PKES systems.

11See [12] for an example of signal fingerprint replay.
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6.4 Our Proposal: PKES that Relies on RF Distance Bounding

Like other car entry and start systems, the main purpose of PKES is to allow access to the car and
authorization to drive to the user that is at the time of entry and start physically close to the car.
By being close to the car, the user indicates its intention to open the car and by being in the car,
to drive the car. The car therefore needs to be able to securely verify if the user is close to the car
to open the car and if the user is in the car to start the car.

Given this, a natural way that can be used to realize secure PKES systems is by using distance
bounding. Distance bounding denotes a class of protocols in which one entity (the verifier) measures
an upper-bound on its distance to another (trusted or untrusted) entity (the prover). This means
that given that the verifier and the prover are mutually trusted, the attacker cannot convince them
that they are closer than they really are, just further 12.

Background on Distance Bounding Protocols In recent years, distance bounding protocols
have been extensively studied: a number of protocols were proposed [9, 20, 15, 29, 44, 22, 37, 26, 18,
43] and analyzed [10, 39, 16, 36]. These proposals relied on ultrasonic or RF only communication.
Since ultrasonic distance bounding is vulnerable to relay attacks [40], RF distance bounding is the
only viable option for use in PKES systems.

Regardless of the type of distance bounding protocol, a distance bound is obtained from a
rapid exchange of messages between the verifier and the prover. The verifier sends a challenge
to the prover, to which the prover replies after some processing time. The verifier measures the
round-trip time between sending its challenge and receiving the reply from the prover, subtracts the
prover’s processing time and, based on the remaining time, computes the distance bound between
the devices. The verifier’s challenges are unpredictable to the prover and the prover’s replies are
computed as a function of these challenges. In most distance bounding protocols, a prover XORs
the received challenge with a locally stored value [9], uses the received challenge to determine which
of the locally stored values it will return [20, 43], or replies with a concatenation of the received
value with the locally stored value [35]. Authentication and the freshness of the messages prevents
the attacker from shortening the measured distance.

Recently, two RF distance bounding implementations appeared, showing the feasibility of im-
plementing distance bounding protocols. One implemented XOR resulting in a processing time
at the prover of approx. 50 ns [25] and the other implemented concatenation with the prover’s
processing time of less than 1 ns [35].

PKES Requirements for Distance Bounding Implementation Accurate measurement of
the distance is crucial to defending against relay attacks. The distance is directly proportional to
the time of flight of the exchanged messages between the key and the car. Even more important
than the actual processing time at the key is the variance of this processing time. If the key responds
in a constant time then the actual duration of time taken by the key to respond is not important.
Here, we naturally assume that the car trusts the key. This holds as long as neither the challenge
messages from the car, nor the response messages from the key can be advanced, i.e., the messages
are fresh and authenticated.

Assuming that the delay incurred by the relay attack is dependent only on the relay cable length
(or relay distance in the case of a wireless realization), the additional delay added by the relay attack
is proportional to the speed of the wave propagation in the cable and the length of the cable. For
a standard RG 58 coaxial cable, the wave propagation speed in that cable is equal to 2/3 of the

12In the analysis of distance bounding protocols the attack by which an attacker convinces the verifier and the
prover that they are closer than they truly are is referred to as the Mafia Fraud Attack [14].
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speed of light in vacuum (that we denote by c). Therefore assuming that the UHF reply propagates
at the speed of light in vacuum, the relay with a 30 m long cable adds 30/c+ 30/(2c/3) = 250 ns
of delay to the measured round-trip time between the car and the key.

Thus, if the round-trip time measurement in the distance bounding implementation shows a
variance higher than 250 ns then it will be impossible to detect the above described attack. If this
variance is few orders of magnitude smaller than the delay introduced by the relay then the verifier
will be able to deduce the response time of the key and therefore be able to compute the distance
to the key reliably. Given that the maximum distance at which the key should be able to open
the door (without action from the user) is at most 1 m, the maximum standard deviation of the
measured round-trip time should be less than 2/c = 6 ns.

One recent implementation of RF distance bounding [35] showed that the processing time of
the prover (key) can be stable with a rather small variance of 62 ps. This suggest that current and
upcoming distance bounding implementations will be able to meet the PKES requirements.

Sketch of the Solution A PKES system based on RF distance bounding would work in the
following way. When the user approaches the car, the key and the car perform a secure distance
bounding protocol. If the key is verified to be within 2 m distance, the car would unlock and
allow the user to enter. In order to start the car, the car will verify if the key is in the car. This
can be done using a verifiable multilateration protocol proposed in [45], which allows the car to
securely compute the location of a trusted key. Verifiable multilateration requires that at least
three verifying nodes are placed within the car, forming a verification triangle, within which the
location of the key can be securely computed.

7 Related Work

Low-Tech Attacks on Car Entry and Go Systems Low-tech attacks such as lock-picking
physical locks of car doors or using hooks can be used to open a car. The hook is pushed between the
window and the door and the thief tries to open the door by hooking the lock button or command.
However, these low-tech attacks are less reliable on new car systems or when an alarm system is
present. Lock-picking also leaves traces which can be analyzed by a forensics investigator [13].

Cryptographic Attacks A significant amount of research has been performed on the crypto-
graphic algorithms used by remote key entry systems such as Keeloq [23, 31, 11], TI DST [8].
Vulnerabilities are often the consequence of too short keys, weak encryption algorithms that were
not publicly reviewed by the community or side channel weaknesses. Consequently, manufacturers
are moving towards more secure and well established ciphers (e.g., Atmel documentation recom-
mends AES [27]). However, solving such issues by moving to the best cipher to date will not solve
physical-layer relay attacks. The relay attack is independent of the cipher used; no interpretation
or manipulation of the data is needed to perform a relay attack.

Jamming and Replay A well known attack against keyless car opening systems is to use a
simple radio jammer. When the user step away from his car he will push the key fob button to lock
the car. If the signal is jammed, the car won’t receive the lock signal and will therefore be left open.
If the car owner did not notice that his car didn’t lock, the thief will be able to access it. However
a jammer can not help a thief to start the car. Another related attack is to eavesdrop the message
from the key fob and replay it (e.g., using on a fake reader/key pair). Standard cryptographic
protocols using a counter or a challenge-response technique provide defense against message replay.
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Part Providers Major electronic parts suppliers provide components for passive keyless entry
systems [27, 42, 30, 28], those components are then used by various car manufacturers. Although
variations exists in the protocols and cryptographic blocks (Keeloq in [28], TI DST in [42], AES
in [27]), all manufacturers provide systems based on the same combined LF/UHF radio technology
as we discussed in Section 2. Therefore, those systems are likely to be impacted by the attack we
have presented.

Attacks on Keyless Systems The closest work to our investigation can be found in [6, 7]. The
authors perform security analysis of Keyless Car Entry systems including relay attacks. While the
performed analysis identifies the relay problem, the proposed relay attack consists of two separate
UHF relay links to relay messages in both directions. The proposed abstract setup has the problem
of creating a feedback loop as the car will also receive the relayed signal from the second link. We
show that such a realization is not needed in modern PKES systems and demonstrate it experimen-
tally. Moreover, the authors do not provide neither hardware design, nor practical implementation
of the attack. Finally, no adequate countermeasures are proposed.

Some practical attacks on PKES systems have been recently reported [4]. However, no detailed
information is available and it is not possible to understand the details of the attack. It is unclear if
the attack relies on a modulation/demodulation relay or on a physical-layer relay attack. Moreover,
it is impossible to verify the reported claims and if the attack is indeed real.

8 Conclusion

In this paper, we showed that the introduction of PKES systems raises serious concerns for the
security of car access and authorization to drive systems. We demonstrated on 10 cars from different
manufacturers that PKES systems in some modern cars are vulnerable to relay attacks. This attack
allows an attacker to open the car and start the engine by placing one antenna near the key holder
and a second antenna close to the car. We demonstrated the feasibility of this attack using both
wired and wireless setups. Our attack works for a specific set of PKES systems that we tested and
whose operation is described in this paper. However, given the generality of the relay attack, it is
likely that PKES systems based on similar designs are also vulnerable to the same attack.

We analyzed critical time characteristics in order to better quantify systems’ behavior. We pro-
posed simple countermeasures that minimize the risk of relay attacks and that can be immediately
deployed by the car owners; however, these countermeasures also disable the operation of the PKES
systems. Finally, we discussed recent solutions against relay attacks that preserve convenience of
use for which PKES systems were initially introduced.
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