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Weaknesses of SIP Authentication Scheme for
Converged VoIP Networks

Q. Pu

Abstract—The Session Initiation Protocol (SIP) is commonly
used to establish Voice over IP (VoIP) calls. Mostly recently,
Yoon et al. proposed an efficient SIP authentication scheme in
a converged VoIP network based on elliptic curve cryptosystem
(ECC). In this letter, we first demonstrate that it is insecure
against off-line password guessing attacks.

Index Terms—Voice over Internet Protocol; Session Initial
Protocol; elliptic curve; authentication.

I. I NTRODUCTION

Voice over Internet Protocol (VoIP) is a fast growing tech-
nology believed to be the future replacement for traditional
Public Switched Telephone Network (PSTN). There are many
protocols used in VoIP signaling, but Session Initiation Proto-
col (SIP)[1] is one of the widely used ones. It has been chosen
by the Third-Generation Partnership Project (3GPP) as the
protocol for multimedia application in 3G mobile networks.
SIP is an application-layer protocol that is capable of handling
all the signalling requirements of a VoIP session, i.e. initiating,
managing and terminating voice and video sessions across
packet networks. It is analogous to the SS7 protocol[2] in
traditional telephony. Security and privacy requirements in a
VoIP environment are expected to be equivalent to those in
PSTN.

SIP is a text-based client-server protocol. When a user
requests to use an SIP service, he needs to be authenti-
cated first before getting the service from the server. In SIP
specification [1], the authentication mechanism proposed is
HTTP digest based authentication[3]. However, it was found
vulnerable to the off-line password guessing attacks and the
server spoofing attacks[4]. Yang et al. [4] proposed a SIP
authentication scheme but it is not suitable for devices with a
low computational power because it works only for Discrete
Logarithm (DL) settings and involves in costly exponential
computation. Unlike many legacy Time Division Multiplex
(TDM) voice networks that are physically separated from data-
centric networks, the new VoIP networks allow the conver-
gence of networks. Therefore, the services that are enabled by
SIP should be equally applicable to mobile and ubiquitous
computing [5]. To meet this goal, based on Yang et al.’s
scheme, Yoon et al.[5] quite recently proposed a new SIP
authentication scheme in a converged VoIP network using
elliptic curve cryptosystem (ECC), which has the well-known
advantages with regard to processing and size constraints[6].
In this letter, we demonstrate Yoon et al.’s scheme[5] is still
vulnerable to off-line password guessing attacks.
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II. REVIEW OF YOON ET AL.’ S SCHEME

Yoon et al.’s scheme consists of three phases: the system
setup phase, the enrollment phase, and the authentication
phase. Here, we just follow the description in [5].

System Setup Phase: The serverS choose an elliptic curve
E : y2 = x3 + ax + b over a prime finite fieldFp and finds
a pointP in E with large prime orderq. Let G be the cyclic
addition group generated byP . Here we believe Elliptic Curve
Computational Diffie-Hellman (ECCDH) assumption holds in
G: i.e., givenuP andvP , whereu andv are drawn randomly
from Z∗q , it is computationally infeasible to computeuvP .
Then S chooses a one-way hash functionF : {0, 1}∗ →
{0, 1}l , wherel is the security parameter. Finally,S publishes
the following system parameters(G, q, P, F ). Any user U
must agree on these system parameters.

Enrollment Phase: If U with an identity username and
passwordpw wants to register at the SIP serverS and
become a new legal user, he/she computesF (pw) and sends
{username, F (pw)} to S over a secure channel. ThenS
computesV = F (pw)⊕F (username, k) and saves (username,
V ) in the verification database table, wherek is a secret key
of S and⊕ is bit-wise exclusive-or(XOR) operation. Here, the
purpose ofV is to prevent stolen verifier attacks.

Authentication Phase: Yoon et al.’s SIP authentication
scheme proceeds as follows.

1) U generates a random integerc, computescP ⊕F (pw),
and then sends it with a request message as RE-
QUEST(username,cP ⊕ F (pw)) to S.

2) Upon receiving the request message,S extractsF (pw)
by computingV ⊕ F (username, k) with his private key
k and derivescP by computingcP ⊕ F (pw)⊕ F (pw).
Then, S generates a random integers, and computes
a common secret session keysk = scP and a mes-
sage authentication codeF (username, sk). Finally, S
sends a challenge message CHALLENGE(realm,sP ,
F (username,sk)) to U .

3) Upon receiving the challenge message,U computes
a secret session keysk = scP . Then, U computes
F (username,sk) and verifies whether it is equal to
the received challengeF (username,sk). If they are
not equal, U rejects the server challenge message.
Otherwise,U authenticatesS and computes a message
authentication codeF (username, realm,sk). Finally, U
sends a response message RESPONSE(username, realm,
F (username, realm,sk)) to S.

4) Upon receiving the response message,S computes
F (username, realm,sk) and verifies whether it is equal
to the received responseF (username, realm,sk). If they
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are not equal,S rejects the user response message.
Otherwise,S authenticatesU and accepts the user’s
login request. After mutual authentication betweenU
andS, sk = csP is used as a shared session key.

III. W EAKNESSES OF OFYOON ET AL.’ S SCHEME

Unfortunately, Yoon et al.’s scheme[5] described above
is completely insecure. In this section, we will show it is
vulnerable to an off-line password guessing attack.

Off-line password guessing attack succeeds when there is
information in communications, which can be used to verify
the correctness of the guessed passwords. In [5], Yoon et al.
claimed that their scheme can resist the off-line password
guessing attack. However, we can show that the off-line
password guessing attack, not as they claimed, is still effective.
In Yoon et al.’s scheme, since all transcripts are transmitted
over an open network, a benign (passive) adversary, can easily
obtain the valid message transcript ofcP ⊕ F (pw). The
adversary can guess a passwordpw∗ from the dictionaryD and
derive the corresponding(x∗, y∗) = cP ⊕ F (pw) ⊕ F (pw∗),
then verify it by checking(y∗)2 ?= (x∗)3 +ax∗+ b( mod p).
Clearly, if pw∗ is not correct, the computationcP ⊕F (pw)⊕
F (pw∗) should result in a random pair(x∗, y∗). Even if
x∗, y∗ ∈ Fp, the probability that the point(x∗, y∗) falls
on E is no larger than2

p . Typically |D| is much less than
p. Therefore, the adversary should be able to identify the
correct passwordpw given one valid message transcript of
cP ⊕F (pw) using such a dictionary attack, with a probability
of (1 − 2

p )|D|−1 ≈ 1 − 2(|D|−1)
p . Please note, the attack is

a brute-force method in essence, i.e. the attacker tries offline
all possible passwords in a given small set of values. Even
though such attacks are not very effective in the case of high-
entropy keys, they can be very damaging when the secret key
is a password since the attacker has a non-negligible chance
of winning.

In addition, we point out that the key derivation phase is
deliberately omitted in Yoon et al.’s scheme. Key derivation
refers to the process by which an agreed upon large random
number, often named master secret, is used to derive session
keys to encrypt and authenticate data. As a result, an adversary
can obtain some information about the session key although an
adversary is unable to obtain the whole key. More specifically,
it can reliably distinguish between the session keysk and
a randomly chosen string of the expected length simply by
checking if sk is a point on elliptic curve or not. In some
sense, this is another weakness of the protocol. Indeed, the
key derivation phase is a crucial step for theoretical reasons,
but also practical purpose, and can not be omitted.

Finally, it is worth of noticing that similar attacks can
be applicable to Durlanik et al.’s scheme [10] and Wu et
al.’s scheme [11]. Please note Yoon et al. did not find such
weaknesses in [5]. Since the rationale for it is the same with
the attack described above, the description is omitted here.
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