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Weaknesses of SIP Authentication Scheme for
Converged VoIP Networks

Q. Pu

Abstract—The Session Initiation Protocol (SIP) is commonly
used to establish Voice over IP (VoIP) calls. Mostly recently,
Yoon et al. proposed an efficient SIP authentication scheme in
a converged VoIP network based on elliptic curve cryptosystem
(ECC). In this letter, we first demonstrate that it is insecure
against off-line password guessing attacks.

Index Terms—Voice over Internet Protocol; Session Initial
Protocol; elliptic curve; authentication.

Voice over Internet Protocol (VoIP) is a fast growing tech-
nology believed to be the future replacement for traditional
Public Switched Telephone Network (PSTN). There are many
protocols used in VoIP signaling, but Session Initiation Proto-
col (SIP)[1] is one of the widely used ones. It has been chosen
by the Third-Generation Partnership Project (3GPP) as the
protocol for multimedia application in 3G mobile networks.
SIP is an application-layer protocol that is capable of handling
all the signalling requirements of a VoIP session, i.e. initiating,
managing and terminating voice and video sessions across
packet networks. It is analogous to the SS7 protocol[2] in
traditional telephony. Security and privacy requirements in a
VoIP environment are expected to be equivalent to those in
PSTN.

SIP is a text-based client-server protocol. When a user
requests to use an SIP service, he needs to be authenti-
cated first before getting the service from the server. In SIP
specification [1], the authentication mechanism proposed is
HTTP digest based authentication[3]. However, it was found
vulnerable to the off-line password guessing attacks and the
server spoofing attacks[4]. Yang et al. [4] proposed a SIP
authentication scheme but it is not suitable for devices with a
low computational power because it works only for Discrete
Logarithm (DL) settings and involves in costly exponential
computation. Unlike many legacy Time Division Multiplex
(TDM) voice networks that are physically separated from data-
centric networks, the new VoIP networks allow the conver-
gence of networks. Therefore, the services that are enabled by
SIP should be equally applicable to mobile and ubiquitous
computing [5]. To meet this goal, based on Yang et al.’s
scheme, Yoon et al.[5] quite recently proposed a new SIP
authentication scheme in a converged VoIP network using
elliptic curve cryptosystem (ECC), which has the well-known
advantages with regard to processing and size constraints[6].
In this letter, we demonstrate Yoon et al.’s scheme[5] is still
vulnerable to off-line password guessing attacks.
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