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1. INTRODUCTION

The rise of user-centric identity management amplifies the need for a combination of strong
security and privacy protection. Anonymous credential systems are one of the most promis-
ing answers to this need. They allow users to selectively prove statements about their
identity attributes while keeping the corresponding data hidden.

Industry does not only aim at employing anonymous credential systems on desktop PCs
but also on small devices with very limited computational power. Examples include cell
phones and corporate or government-issued electronic identity cards. In these environ-
ments, one fundamental complexity restriction amounts to a limiting factor: The com-
plexity of a proof of possession is linear in the total number of attributes in the creden-
tial [Brands 1999; Camenisch and Lysyanskaya 2001].

European electronic identity cards, for instance, often contain several attributes: Nation-
ality, sex, civil status, hair and eye color, and applicable minority status'. These attributes
are either binary or discrete values from pre-defined finite sets. They constitute the lion’s
share of the encoded attributes. These attributes are partially highly privacy-sensitive and
require a selective disclosure of one attribute while hiding others completely. The tra-
ditional encoding renders anonymous credential systems impractical for implementation
on small devices, e.g., electronic identity cards. We therefore focus on new and efficient
means to encode binary and finite-set attributes.

There exist two prior approaches for encoding binary or finite-set attributes in anony-
mous credential systems: First, encoding each binary attribute in one attribute base (i.e., as
one exponent in a discrete logarithm representation). We call this method traditional en-
coding. This method is directly impacted by the mentioned complexity restriction: proofs
of possession are linear in the total number of attribute bases. Therefore, each binary at-
tribute burdens all credential transactions. This traditional approach denies applications
with small devices and a significant number of binary/finite-set attributes.

A second prior approach encodes binary attributes as bit vector in one attribute base.
Clearly, this approach limits the number of attribute bases required. It therefore circum-
vents the linear computational complexity in the total attribute number. However, as soon
as a user reveals some of the attributes in the bit vector the complexity is linear again. It
is either impacted by the total number of (binary) attributes concerned or by the length of
the bit vector, depending on the particular implementation. Hence this approach is also
unacceptable for small devices.

We extend the Camenisch-Lysyanskaya credential system [Camenisch and Lysyanskaya
2001; 2003] with a finite-set encoding. It enables the efficient selective disclosure of bi-
nary and discrete-values attributes. This method overcomes the severe limitations of exist-
ing schemes. We require a solution with two key properties: (1) It only uses at most one
attribute base for all binary and finite-set attributes. (2) It only impacts the proof complex-
ity by the number of used attributes instead of the total number. Our extension provides
a highly efficient toolkit of attribute proofs as well as AND, OR, and NOT proofs over
binary or finite-set attributes. Our approach has a constant complexity in the number of
encodable attributes. It is only restricted by space considerations for the attribute exponent
length in the credential and the size of the issuer’s public key.

This is the core idea of our paper: We encode binary attributes as well as discrete values

Lsuch as blind, partially sighted, spectacles wearer, or hearing impaired
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of finite sets as product of prime numbers in a single attribute base. We use the coprime
property to efficiently prove the attributes’ presence and absence. We also employ this
property to facilitate conjunction and disjunction proofs. Where earlier schemes prove
equality of exponents, we prove divisibility. The efficiency of our scheme surpasses any
existing encoding of binary and finite-set attributes.

We note that other cryptographic primitives with privacy protection can also benefit
from our approach, particularly group signatures, blind signatures, and electronic voting
schemes.

We structure the remainder of this paper as follows: Section 2 covers related literature for
anonymous credential systems as well as existing methods for encoding binary attributes.
Section 3 contains preliminary definitions including the Camenisch-Lysyanskaya creden-
tial system. We define our prime encoding extensions for binary and finite-set attributes
in Section 4. Section 4.1 contains the attribute representation in CL signatures, followed
by setup and encoding paradigm. We treat proofs with AND, OR, and NOT statements in
Section 4.4. We analyze the complexity of our scheme compared to existing approaches
in Section 5. Section 6 governs possible application scenarios such as electronic identity
cards and role-based access control. We conclude the paper in Section 7. Our Appendix
digresses in three areas: We provide a formal protocol specification for setup and issuing
in Appendix Section A. Appendix Section B elaborates on the impact of the bitlength of
the prime encoding. Appendix Section C considers professional taxonomies as additional
application example.

2. RELATED WORKS

Chaum pioneered privacy-enhancing cryptographic protocols that minimize the amount
of personal data disclosed. His work put forth the principles of anonymous creden-
tials [Chaum 1981; 1985; Chaum and Evertse 1987], group signatures [Chaum and van
Heyst 1991], and electronic cash [Chaum 1983]. These concepts have in common that
some party issue a digital signatures where the message signed includes information about
the user (i.e., attributes). Subsequently, more efficient implementation of these concepts
were proposed and a number of related concepts where introduced, including, group sig-
natures [Ateniese et al. 2000; Boneh et al. 2004; Kiayias and Yung 2006], e-cash [Brands
1993; Camenisch et al. 2005; Frankel et al. 1998], anonymous credentials [Brands 1995a;
1995b; 1999; Camenisch and Lysyanskaya 2001; 2004], traceable signatures [Kiayias
et al. 2004], anonymous auctions [Naor et al. 1999], and electronic voting based on blind-
signatures [Fujioka et al. 1992]. Many of these schemes use as building blocks signed
attributes and protocols that selectively reveal these attributes or prove properties about
them. The given implementations typically encode attributes as a discrete logarithm or,
more generally, as an element (exponent) of a representation of a group element, result-
ing in protocols where the number of group elements transmitted and the commutations
performed are linear in the number of encoded attributes.

There are also some works [Cramer et al. 1994; Brands 1997; Camenisch and Michels
1999; Boudot 2000; Fujisaki and Okamoto 1997] where the respective authors propose
zero-knowledge proof techniques for proving AND, OR and NOT statement about at-
tributes encoded as discrete logarithms, e.g., “a user has attribute a OR b,” basically by
showing that some committed value equals a given value OR some other given value.

We significantly improve on the existing works: our proof-protocols for showing that
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some given attribute value is encoded in a credential is much more efficient. Also, the
proof protocols for proving AND, OR, and NOT statements are far more efficient than the
known ones.

3. PRELIMINARIES
3.1 Assumptions

Strong RSA Assumption [Rivest et al. 1978; Fujisaki and Okamoto 1997]: Given an RSA
modulus n and a random element g € Z,, it is hard to compute h € Z}, and integer e > 1
such that ¢ = g mod n. The modulus n is of a special form pq, where p = 2p’ + 1 and
q = 2¢' + 1 are safe primes. Other primitives, such as the Fiat-Shamir heuristic to generate
signatures from zero-knowledge proofs of knowledge, may require additional assumptions.
This is orthogonal to the credential system itself.

3.2 Integer Commitments

Recall the Pedersen commitment scheme [1992], in which the public parameters are a
group G of prime order ¢, and generators (go, ..., gm). In order to commit to the val-
ues (vi,...,vy) € Zy', pick a random r € Z, and set C = Com(vy,...,vm;7) =
r 1™ Vi
90 11521 9;"-
Damgard and Fujisaki [2001] show that if the group G is an RSA group and the commit-
ter is not privy of the factorization of the modulus, then in fact the Pedersen commitment
scheme can be used to commit to infegers of arbitrary size.

3.3 Known Discrete-Logarithm-Based, Zero-Knowledge Proofs

In the common parameters model, we use several previously known results for proving
statements about discrete logarithms, such as (1) proof of knowledge of a discrete loga-
rithm modulo a prime [Schnorr 1991] or a composite [Damgard and Fujisaki 2001; Fujisaki
and Okamoto 1997], (2) proof of knowledge of equality of representation modulo two (pos-
sibly different) prime [Chaum and Pedersen 1993] or composite [Camenisch and Michels
1999] moduli, (3) proof that a commitment opens to the product of two other committed
values [Brands 1997; Camenisch and Michels 1999; Camenisch 1998], (4) proof that a
committed value lies in a given integer interval [Boudot 2000; Camenisch and Michels
1999; Chan et al. 1998], and also (5) proof of the disjunction or conjunction of any two of
the previous [Cramer et al. 1994]. These protocols modulo a composite are secure under
the strong RSA assumption and modulo a prime under the discrete logarithm assumption.

When referring to the proofs above, we will follow the notation introduced by Ca-
menisch and Stadler [1997] for various proofs of knowledge of discrete logarithms and
proofs of the validity of statements about discrete logarithms. For instance,

PK{(,3,0) :y = g°h’ Aj= B’ A (u < o <)}

denotes a “zero-knowledge Proof of Knowledge of integers o, 3, and & such that y = g“h”
and y = gaiﬁ holds, where u < o < v,1” where y, g, h, 9, g, and h are elements of some
groups G = (g) = (h) and G = (3) = (h). The convention is that Greek letters denote
quantities of which knowledge is being proven, while all other values are known to the
verifier. We apply the Fiat-Shamir heuristic [Fiat and Shamir 1987] to turn such proofs of

knowledge into signatures on some message m; denoted as, e.g., SPK {(«) : y = g® }(m).
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Given a protocol in this notation, it is straightforward to derive actual protocol imple-
menting the proof. Indeed, the computational complexities of the proof protocol can be
easily derived from this notation: basically for each term iy = g®h”, the prover and the
verifier have to perform an equivalent computation, and to transmit one group element and
one response value for each exponent. With statement such as (v < « < v) we denote
interval checks which are basically free [Camenisch and Michels 1999; Chan et al. 1998]
but are not tight (however, good enough if the non-tightness can be accounted for as in our
application). We note that this exclude the interval proof protocol as the one by [Boudot
2000] that are tight but computationally costly, i.e., they require the prover to provide a
number of so-called integer commitments and to prove relations among them.

3.4 Camenisch-Lysyanskaya Signatures

Let us recall Camenisch-Lysyanskaya signatures [2003] (we present a slight and straight-
forward variant which allows messages to be negative integers as well). Let £,,, £, 5, £,
and L be system parameters. ¢, is a security parameter, the meanings of the others will
become apparent soon.

Throughout the paper, we denote by {0, 1}* the set of integer {— (2" — 1), ...., 2fm —

1)}. Element of this set can thus be encoded as binary strings of length ¢,,, plus an addi-
tional bit carrying the sign, i.e, £,,, + 1 bits in total.
Key generation. On input £,, choose an /,-bit RSA modulus n such that n = pq,
p=2p +1,q=2q¢ + 1, where p, q, p, and ¢’ are primes. Choose, uniformly at random,
Ro,...,R._1,5,Z € QR,,. Output the public key (n, Ro,...,Rr—1,5,Z) and the
secret key p.

Message space is the set {(mo,...,mp_1) : m; € £{0,1}¢m}.

Signing algorithm. On input my, ..., mgp_1 , choose a random prime number e of length
e > l, + 2, and a random number v of length ¢, = ¢, + ¢, + ¢, where ¢, is a

security parameter. Compute A = (W)l/ ¢ mod n . The signature consists
o L1

of (e, 4,v).
Verification — algorithm. To  verify that the tuple (e, A,v)
is a signature on message (mo,...,mp_1), check that

Z = A°RJ®...R}'™'SY (mod n), m; € +£{0,1}%", and 2% > e > 2t~!
holds.

THEOREM 3.1. [Camenisch and Lysyanskaya 2003] The signature scheme is secure
against adaptive chosen message attacks [Goldwasser et al. 1988] under the strong RSA
assumption.

Proving Knowledge of a Signature. Let us further recall how a prover can prove that she
possesses a CL signature without revealing any other information about the signature.

Of course we want to use the protocols described in §3.3. Now, if A was a public
value, we could do so by proving knowledge representation of Z w.r.t. Ry, ..., Rp_1,
S, and A. Obviously making A public would destroy privacy as that would make all
transaction linkable. Luckily, one can randomize A: Given a signature (A, e, v), the tuple
(A" := AS™" mod n,e,v' := v + er) is also a valid signature as well. Now, provided
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that A € (S) and that r is chosen uniformly at random from {0, 1}~ the value A’ is
distributed statistically close to uniform over Z} . Thus, the user could compute a fresh A’
each time, reveal it, and then run the protocol

PK{(Ea Vl?/’(‘07 s 7)U’L—1) :
Z =+Rk ... RV ASSY (mod n) A
pi € £{0,1} A e e 271 41,20 — 1]}

Now, there is a technical consequence from this proof protocol regarding the statements
wi € £{0,1}m A e € [2%~! 4 1,2% — 1]. While these can be implemented virtually
for free, they requires that the actually secret lie in a smaller interval, i.e., the signer needs
to choose e from [26—1 — 2% 41 2f~1 4 20 1] with ¢/, < £, — lg — {3 — 3, where
{z and ¢'H are security parameters (the first controlling statistical zero-knowledge and the
second one being the size of the challenge message in the PK protocol). Similarly, we
require m; € +{0,1}*m~e=t=2 when input to the signature scheme (cf. [Camenisch
and Lysyanskaya 2003]). As the proofs can only guarantee that the absolute value of the
messages are smaller then 2~ we also include negative message in the message space for
consistency. Finally, we note that in Z = £RA° - .- R{“7' A*S*'(mod n) there appears
a +. This is a technicality in the used proofs of knowledge in RSA. While this is not a
problem for the application at hand, we refer to the standard literature for details.

3.5 Traditional Encoding of Attributes and Proofs About Them

We discuss how attributes are typically encoded in privacy-enhancing primitives found
in the literature. While we focus on CL signatures, the principles are the same in other
settings.

As we have seen in the previous subsection, CL signatures allow one to sign several
messages such that later on one can prove knowledge of a signature without revealing the
signature nor the signed messages. Now, if each attribute is encoded as a single mes-
sage, revealing these attributes selectively can be done using the zero-knowledge protocol
discussed above as follows. Assume for example that messages m; and mg encode the
attributes that one wants to reveal. Then the protocol will be as follows:

PK{((C:? l/v Koy 12, 4y - - -y ,U‘L—l) :
ZR7™R3;™ = +RYORY2 R - REF P ASY (mod n) A
i € £{0,1} A e e 27 +1,2% — 1)}

If one wanted to encode binary attributes (or attributes that take on only a few fixed val-
ues), this approach of selectively revealing attributes requires one to encode each attribute
value (a single or only a few bits) as a full /,,,-bit message. Thus, if a large number of such
attributes shall be encoded, this approach would not be very efficient: The computation
and the number of group elements to be exchanged in the proof protocol would be linear
in the number of attributes.

As an alternative, one could encode all the binary attributes as a bit vector and then
include that vector in a single message (or several ones, depending on the number of at-
tributes). The resulting proof for revealing attributes selectively seems in general to require
to commit to each individual attribute, proving that each commitment indeed only commits
to a binary value, prove that these committed values correspond to the certified message,
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and then to reveal the attribute by opening the commitments. The communication and
computational complexities of the resulting protocol would be even worse than of the one
discussed priorly.

Now, if only a single attribute should be revealed, one could obtain a more efficient proof
protocol as follows. That is, if the vector looked as (al|b||c), where b is the representation
of the attribute that shall be revealed and a and c are the representations of the remaining
attributes, one would provide a commitment to a and ¢ and then prove (1) that these have
the right binary length and (2) that (al|b||c) indeed is signed by the issuer (without revealing
a or c of course). A proof that a commitment contains a /-bit number can be done relatively
efficient with the range proof proposed by Boudot [2000]. While this solution provides
a proof protocol that does not depend on the number of attributes encoded, each range
proofs require about 12 commitments plus some additional values, and one needs to do
l + 1 of them if [ attributes are revealed. Even if one wanted to apply this for revealing
a single attribute, this would in practice not be considered efficient anymore. This holds
in particular if one considers using anonymous credentials for electronic identity cards.
Indeed, for the scenarios we consider in the application section, it would even be more
efficient to use the other methods we discussed.

4. EFFICIENT ATTRIBUTES FOR CL

In this section we, provide the means to efficiently encode a number of attributes into
an anonymous credential. We focus on the computational cost when issuing and using a
credential (note that the communication cost when using a credential is directly related
to the computational cost—hence we only consider the latter). That is, we show how to
encode attribute values as (small) prime values such that a number of attributes can be
encoded into a single message m ;. We also show how one can reveal these attribute values
selectively and how one can prove simple statements about them (OR, AND, and NOT
connectives). Our basic idea is in fact very simple: we set m; equal to the product of the
primes corresponding the values of the different attributes. Now that allows us to show
that an attribute is set to a given value encoded by, say prime e; by proofing that e; divides
the message contained in the credential. We can also show that it is not set to the given
value by showing that e; does not divide the message. Realizing OR statements, i.e., that
the credential encoded either e; or e; can be done by proving that there exists a value that
divides both the product of e; and e; as well as the message contained in the credential. As
we will see, this idea gives us very efficient proof statements and leads to, e.g., an efficient
implementation of an electronic identity card.

While we present the method for encoding attributes in context of the RSA-based CL
credential system [Camenisch and Lysyanskaya 2001; 2003], it can be applied as well
to other anonymity related schemes such as group signatures, e-cash systems, or voting
schemes.

4.1 The CL Credential System and Attributes

We provide an explanation of how the Camenisch-Lysyanskaya (CL) credential sys-
tem [Camenisch and Lysyanskaya 2001; 2003] works and how attributes can be encoded
into credentials. This will make it clear how to use the results presented in the remainder
of this section to build a fully fledge credential systems with all other features with which
the basic system has been extended over the years and as described in the literature (e.g.,
revocation [Camenisch and Lysyanskaya 2002], k-spendability [Camenisch et al. 2005],
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8 . C. Camenisch and T. Grof3

clone protection [Camenisch et al. 2006]).

In the CL credential system each user has a secret identity, i.e., a single secret key sy.
In contrast to how credentials are issued to the user in a traditional PKI (e.g, X.509), an
issuing party now uses the CL signature scheme to sign the user’s secret key as well as
all attributes the issuer wants to assert about the user. This signing is of course done in
a “blind” way such the issuer does not learn the user’s secret key (cf. [Camenisch and
Lysyanskaya 2001; 2003]). Thus, the user will have obtained a signature (A4, e, v) such
that Z = Ry R{* -+ R7" A’aS”/(mod n) holds, where a1, ...,ar_; are the attested
attributes and (Z, Ro, ..., Rp_1,5,n) are the issuer’s public key. How a user can show
that she obtained a credential from some issuer and selectively reveal some of the attributes
(or prove statement about them, e.g., my attested birth date lies further in the past than 21
years) using the proof of knowledge of a signature that we recalled in the previous section.

As discussed, our approach to achieve efficient encoding and proving of attributes for the
CL credential system, we are going to encode products of primes into a user’s credential,
e.g., we set aq as the product of the relevant primes e;. Thus, it remains to show how
the user can selectively reveal attribute values encoded like this, that one out of a list of
attribute values is encoded, or that an attribute value is not encoded into her credential.

42 SetUp

The issuer performs the following setup. On input £,,, choose an ¢,-bit RSA modulus n
such that n = pq, p = 2p' + 1, ¢ = 2¢' + 1, where p, q, p’, and ¢’ are primes. Choose,
uniformly at random, Ry, ..., R;_1,S5,Z € QR,,. In addition, we require bases g and h
for an integer commitment. For this, we can use the signer’s RSA modulus as well, thus,
let h and g be element of QR,,. We establish a further group for our new OR-proofs. It
has prime order q. We choose two generators g and b of that group such that logy g is
unknown.
The public key becomes (n, Ry, ..., Rr—1,5,2Z,9,h,8,h).

4.3 Encoding

The number of bits we can encode into a message field of a CL signature is /,,, as described
in the previous section. Now assume we wants to encode ¢ attributes into a single message
filed. Thus we can only use primes of length up to ¢,,, /t. Now, if we each attributes takes
at most k different values, then we need choose our ¢, such that there exist tk primes
smaller than 2¢m/? (or, alternatively, choose t and encode the attributes into two or more
messages). Let ¢; < {,,,/t be the length of the primes that we will be using. See also
Appendix Section B

Assume we want to encode the attribute vector (ay, ....,at) with a; € {1,...,k} and
that we have enumerated all the primes 2 < ¢; < 2¢n/*. Now we encode (a, ...., a;) by
including the value £ = H;Zl €((j—1)k+a;) In the credential. This means that the product
E will be one of the messages that the issuer signs. (Here we assumed that each attribute
takes k different values — adapting the construction to cases where some attributes take
fewer values is straightforward.)

4.4 Proofs About Attributes

We now assume that the user (prover) has obtained a CL credential containing F, i.e.,
signature (A4, e,v) on messages mgo and m; with m; = E. (The attribute mg typically
encodes the user’s secret key [Camenisch and Lysyanskaya 2003]).
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Efficiently proving that a credential contains an attribute with a given value. Let us first
discuss has the user can convince the verifier that E' encodes a given attribute, e.g, how she
can prove that her identity card states that her hair color is blond. Assume that the attribute
hair color blond is encoded by the prime ¢;. Thus to convince the verifier that she got
issues a credential with this attribute, i.e., that e; divides the E included in her credential,
the user engages with the following proof with the verifier:

PK{(e, V', po, 1) :
Z = £RI (RS ASY  (mod n)A
o € £{0,1} A p) € £{0,1}im %A
ee 2t 41,2% 1)}

THEOREM 4.1. If a prover is successful in the above protocol, he was issued a creden-
tial encoding the attribute corresponding to e;.

PROOF. It is standard to show that there exists a knowledge extractor who can extract
from a convincing prover values €, 1/, p19, 2 such that Z = tRY° (R )"1 A’*§*" (mod n)
holds for some ¢ (see, e.g., [Damgard and Fujisaki 2001]). Moreover, as we have chosen
n as the product of two safe primes, ¢ must be 1. Now, as CL signatures are unforgeable
we can conclude that there must exist some F such that Z = +£R,°RF A’*S¥" (mod n).

Thus, we have RF = R{’"' (mod n) from which we can conclude that E = e}
(mod p'q’). This implies that E = e;u} must hold over the integers as we could fac-
tor n otherwise. Therefore e; is indeed a factor of E as claimed. [

It is not hard to see that one can extend this proof to show that several attributes are
encoded, e.g., that ¢;, ¢;, and ¢; are contained in E all at once:

PK{(€7 l/a Ko, :u’ll) :
Z = £RM (RS ASSY (mod n) A
po € £{0, 1} A pf € £{0,1}m 3 A
ee 27t 41,25 — 1]}

In other words, we have just shown how to very efficiently implement an AND statement
over the attributes.

Showing that an attribute is not contained in F, i.e., how to prove a NOT-relation. Now,
proving that a given e; is not contained in her credential amounts to show that e; { F is
the case] The user can do so by showing that there exist two integers a and b such that
aE + be; = 1. Note that a and b do not exist if e; | E. Also note that a and b can be
computed efficiently with the extended Euclidian algorithm.

The protocol that achieves this is as follows:

After having computed a and b, the user chooses a sufficiently large random 7 (about 80
bits larger n) and computes a commitment D = gh" mod n. She sends D to the verifier
and runs the following protocol with him (where a and b are the secret denoted by « and
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(3, respectively). Finally, the user engages with the verifier in the proof:

PK{(g, V', o, pu1, 0, B, p, p') :
Z =+RRMASY (mod n) A
D=4¢g""h"modn A g= :I:Da(gej)ﬁh”/ mod n A
po, 1 € £{0,1}m A e e 2071 41,25 — 1]}

THEOREM 4.2. If a prover is successful in the above protocol, then she was issued a
credential that does not contain the attribute encoded by e;.

PROOF. As before, it is standard to show that there exists a knowledge extractor who
can extract from a convincing prover values €, /, 1o, 1 p, @, 3, p’ such that the equations
given in the proof specification hold. Let us see what one can derive from these equations.
First consider D = 4¢# h?* mod n and g = +D(¢% )°h?’ mod n from which we can
derive that g = £g*1 *hP (g% )P h*" mod n holds. Unless the prover can compute log, h
or a multiple of the order of g it must hold that 1 = pya + e;3. Now, it is well known
that o and 3 can only exist if e; and 1 are co-prime and thus e; | y;. Because of the
first equation of the proof specification, we know that p; is contained in the CL signature
and thus we can conclude that the ¢; is not one of the attributes encoded in p1, i.e., in the
credential the user proves knowledge of. [

Obviously the protocol can be extended to show several attribute values are not contained
in a credential in just one proof by replacing e; by the product of the respective primes.

Showing that one of of a list if attributes is contained in a credential (OR-relation). Let
us now show how we can implement a proof of a statement such as I'm either a student,
a retiree, or unemployed as might be the case if one would be eligible for a reduce en-
trance fee to a museum. More generally, we assume that we are given a list of encodings
{e1, ...., eg} of attribute values (possibly ranging over different attributes), for some ¢. The
idea we use here is that if a credential contains an attribute e that is contained in this list,
then there exists an integer a such that ae = Hf e;; if e is not in the list, then no such
integer a as e does not divide the product. Let us first assume that the issuer imposes that
only one attribute gets encoded into a signed message. We will later see how we can extend
this to several attributes.

To prove that her credential contains one of the attributes values {e1, ...., e, }, a user can
employ the following protocol. First, the user computes a commitment D to the attribute
contained in her credential (in the same way as for the other protocols), sends it to the
verifier, and then runs with the verifier the following proof protocol:

PK{(e, v, pio, pu1, v, p, p') :
Z =+RMRMA®SY  (mod n) A
D =+g"*h" modn A ngei = +Dh" modn A
po, i1 € £{0, 1} A g€ 2t 4 1,2% — 1]}
We leave the proof for this protocol to the reader and extend it to work also in case more
than one attribute is encoded into a signed message. So now, the goal is to show that one

of the attribute values encoded in the credential is contained in the list {ey, ....,es}. The
idea here is that the user commits to that attribute value and then shows that it divides the
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protocol of the attribute values on the list as well as the message encoded in the credential.
However, we must take some special care as this statement also holds for +1 and so we
must make sure that the commitment does not contain £1. To this end we need to employ
of further group, i.e., one of prime order q and two generators g and h of that group such
that logy, g is unknown. Now, except the commitment D to the attribute value in question,
say e;, as before, the user further computes the commitment ® = g h", where r is a
random element from Z,. Finally, the following proof protocol will achieve our goal:

PK{(&V’;N0>M1>a7ﬁ75’07pla%%¢7570) :
Z ==+RWRMAS”  (mod n) A D= +g¢*h” modn A
gnfei =+Dh" modn A 1= + DB g K mod n A

D
D = gah@ A g= (E)’Yhd) A g= (gg)ohg A
Mo, K1 S :l:{o, 1}2‘"7‘ AN €€ [2@53—1 + 1)2[F _ 1]}

THEOREM 4.3. A user who can successfully run the protocol above must have been
issued a credential that encodes at least one of the attribute values {e1, ...., e }.

PROOF. Again, one can extract from a successful prover values
(e, V', o, 1, py @, By p, p's 0,7, 1,& 0) such that all the equations given in the proof
protocol specification hold. Let us consider what we can derive from these equations.
First, consider the equations ® = g“h¥ and g = (%)’th. Assuming the hardness of
computing log, h, we have 1 = y(a — 1) (mod q) from which we can derive that a # 1
(mod q). A similar argument can be made with g = (g®)7h¢ regarding the statement
a Z —1 (mod q) and hence o # +1 will also hold over the integers. Now consider
D = £¢g“h” mod n and ng ¢i = DOh#" mod n. Assuming the hardness of factoring, we
can conclude from these that « | Hf e; and thus that a equals one of the e;’s or a product
of them (as we know that o # 41). Now, from the equation 1 = D" g“lhp/ mod n we
can derive that Sa = u holds over the integers provided factoring is hard. As we thus
have Z = +RA° RV A’*S*" (mod n) it follows that o is encoded in the credential and
there for that at least one of the attribute value encodings {e, ...., e¢} is contained in the
credential issued to the prover. [

4.5 Prime Encodings For Other Schemes

We have presented how one can encode attributes efficiently for the RSA-based CL cre-
dential system. Our method is intrinsically based on integer factorization and to be able
to proves multiplicative relations among committed values over the integers. The only
known efficient commitment scheme that works for the latter is the one by Damgard, Fu-
jisaki, Okamoto, which relies on the Strong RSA assumption. Thus, our method works
naturally with anonymity-providing schemes that themselves are based on the Strong RSA
assumption (e.g., [Ateniese et al. 2000; Kiayias et al. 2004]) and indeed we made use of
the fact that these scheme basically have the Damgard-Fujisaki-Okamoto built into them.
Nevertheless, our method can also be applied to other anonymity-providing schemes but
requires one to add the Strong RSA assumption to the list of assumption the scheme is
based upon, as we rely on the integer commitment scheme for proving the relations. Let
us have sketch how this would be done. First, the scheme needs to be capable to encode
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attributes as exponents (most efficient scheme allow for that, e.g., [Boneh et al. 2004;
Brands 1995a; Camenisch and Lysyanskaya 2004]). However, such encoding is usually
done in the exponent of a group where the prover knows the order, say ¢, and therefore
all relations that can be proven about values contained in the credential hold modulo ¢
only. Therefore, the prover needs to provide an integer commitment to the attribute values
contained in the credential (i.e., the product of the prime encoded attribute values), so
that we can do our proofs for the prime encodings over the integers. Of course, the prover
needs to prove that the very same value contained in the commitment is also encoded in the
credential. Here one must apply some care to avoid that the prover cannot add a multiple
of q to the committed value, i.e., the prover needs to prove that the commitment contains a
value between 0 and ¢ which we can do using the range proof by Boudot [2000] at the cost
of about 5 extra commitments and 5 proof-terms.

5. EFFICIENCY

Our improved credential system encodes a large set of binary and finite set attributes with-
out significant performance impacts. The computational complexity of a traditional CL
proof of possession is linear in the total number of attributes, whereas our system’s com-
plexity only depends on the number of string/integer attributes. Binary and finite-set at-
tributes are essentially for free. Even though the number of binary/finite-set attributes has
a influence on the performance, we can consider it as constant for all practical purposes?.
Both schemes have identical complexity if credentials only contain string or integer at-
tributes, as soon as binary or finite-set attributes are involved the prime encoding scheme
achieves superior efficiency.

5.1 Measurement Method

Our key goal is to improve the efficiency of the CL signature scheme on small devices,
particularly on smartcards. We encountered the following three properties during the eval-
uation of smartcard capabilities: (1) Most smartcards do not provide a hardware primitive
for multi-base exponentiation. One either needs to resort to a software implementation
or the hardware’s modular exponentiation. (2) Partially, the cards do not provide sufficient
access to the square and multiply primitives, which hinders an efficient software implemen-
tation of multi-base exponentiations. (3) Partially, the cards have severe transient memory
restrictions, which hamper a multi-base exponentiation in one go. A software implementa-
tion can therefore experience a negative performance impact. We conclude, that we cannot
restrict our efficiency measurement to multi-base exponentiations, but need to examine
modular exponentiations.

How to compute the number of exponentiations from a Camenisch-Stadler [1997] term
of a CL Signature(A, e, v)? First, the prover computes a blinded CL signature (A’, e, v’),
which amounts to one exponentiation:

A’ := ASY* for vk € {0,1}"

2Qur system uses prime exponents with a very short bit-length and treats them in a single exponentiation. This
single exponentiation becomes costly for a large prime product E = [], ;< €;, as it requires O(log, E)
multiplications. If one restricts the bitlength of E to the standard message length parameter of Identity Mixer
(£m = 256) one can handle 37 binary attribute realizations with the same complexity as one single exponentia-
tion for a string/integer attribute. See Appendix Section B.
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Second, the prover facilitates the following proof of knowledge:

PK{(e, V", o, p11, p2) :
Z =+RIRMRE2ASY (mod n)
po € £{0,1} A p; € £{0,1}m 3% A
g€ 27t 41,25 — 1]}

Camenisch and Stadler [1997] define how to transform such a statement in a Schnorr proof.
The prover choses random values 7¢, 7,7, 7, Tpys Ty, from {0, 1}5' for each proven
value. £. represents length parameter of the system specification corresponding to this
randomness. The prover computes a commitment

T = ARy R Ry} S™  (mod n).

This involves either one multi-base exponentiation or modular exponentiations in the num-
ber of attributes plus two. For a given challenge c, the prover computes response values s,
Sus Sugs Sy » and s, as follows:

/
Se =Te+ce; Sy =Ty +cV; Sy =Tu +ClU1 Spy = Ty + ClU2

Thus, in total we have number of attributes plus three exponentiations. We observe that the
number of exponents in the Camenisch-Stadler notation determines the number of expo-
nentiations in the corresponding zero-knowledge proofs.

How to treat partially disclosed attributes? In our prime encoding scheme, we create
proofs over known prime exponents, say e; and e;, proving knowledge of the remainder
y as follows:

PK{(Ea I/a Hos :u’ll) :
Z = £RM (RS AZSY  (modn) A [..]}

We will count a term (R}*/ )“/1 as one exponentiation because of the following rationale:
The prover can choose a random value 7, from {0, 1}6"" and then compute the product
Ty, = eie;jry,, as randomness. The prover includes this randomness with only one expo-
nentiation into the commitment 7.

5.2 Qualitative Analysis

Let us first consider the differences of traditional encoding in credential systems and the
prime encoding. We do so by comparing different proof statements for a credential with
only two finite-set attributes. We focus on the computational workload of the prover,
as small devices usually act in this role. In principle, all proofs with the Camenisch-
Lysyanskaya credential system are structured as follows: the user provides a proof of pos-
session of the credential first, potentially disclosing certain attribute values. The prover
may commit to some attributes to facilitate further proofs (e.g., range). The proof of pos-
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session requires one term and exponentiations linear of the number of attribute bases®:

PK{(e,V, o, i1, pto)
Z = +R{"RI"RY?A®S” (mod n) A
po € £{0,1} A p; € £{0,1}73% A
ee 2t 41,2% — 1]}
This sets the baseline of complexity for all subsequent proofs with the credential system.

Subsequently, we omit the ranges of the attribute messages and exponents for readability
(denoted by [. . .]).

5.2.1 AND-Proof. Let us consider an example where a user wants to prove her exper-
tise according to the ACM Computing Classification Scheme [Association for Computing
Machinery (ACM) 2007]: E.Data A D.SW. We refer to Appendix Section C for such
an application example. An AND-proof with the traditional encoding in the CL-signature
uses one exponentiation for each attribute base. The prover facilitates the following proof
of knowledge with a selective disclosure of the attribute values E.Data and D.SW:

PK{(e, V', o) :
Z = £RIREDIRRDSW gregv" (1nod ) A [.. ]}

Proving knowledge of several prime-encoded attribute does not produce any overhead.
The required attributes are encoded in one attribute base and their conjunctive selective
disclosure can be implemented with one modular exponentiation. This realizes a AND-
proof in a constant number of exponentiations.

PK{(&" l/a Ho, :ull) :
Z = 4RI (RSYAZSY (modn) A [..]}

5.2.2 NOT-Proofs. The NOT-proof methods of the traditional approach and the prime-
encoding are very similar. Both methods require a commitment to the relevant attribute and
a linear relationship proof. For the traditional approach the proof is constructed as follows:

PK{(€7 V/a Hoy M1, ,u'27a767p) :
Z =+RWRMREZASY (mod n) A
D=+g"h’modn A g==+(D/g")*h’ A [...]}
The NOT-proof of the new system needs to take the structure of the dedicated prime

attribute into account, however, does not differ conceptually from the traditional approach.
Given that we count (g% )? as one exponentiation, both methods have the same complexity:

PK{(e,V", po, i, @, 3, p, p') -
Z=+RIRMASY (mod n) A
D = +g"*h” mod n A
g= :N:Do‘(gef)ﬁhp/ modn A [...]}

3To be precise: L -+ 2 exponentiations for the attributes including the secret key plus one exponentiation for the
blinding
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5.2.3 OR-Proofs. We use an example where a user proves that either the attribute
social _benefit = social_benefit or the attribute profession = student. We elaborate on
such a case in the environment of electronic identity cards in Section 6.2. The traditional
approach needs to produce an overhead proportional to the number of relevant attributes as
well as to the number of comparison alternatives. The system first commits to the relevant
attribute values, which means computing the commitment as well as proving knowledge
of it:

PK{(e, V', po, i1, pi2, ps ) :
Z = 4R RMRE2ASY (mod n) A
Dy = +g"'h* (mod n) A
Dy = +g"2h”  (modn) A[...]}
It then facilitates proofs of knowledge over the committed attribute values, in this case a

disjunction of equality proofs. If the user intends to prove that her attribute is one out of
ten variants, she needs to provide ten equality proofs similar to those:

PK{(p,p') :
Dl/gsocial,benefit = 4hP (mod 77,) v
Dy /g™ = +h*" (mod n)}

Our new method also facilitates the OR-proof in a constant number of exponentiations.
It involves (1) committing to the dedicated prime attribute R/ in the first line of the proof
statement, (2) showing that the user’s attribute value is contained in the list of options and
that it divides the credential message (second line), and (3) proving that the commitment
is free from +1 (two last lines):

PK{(e, v/, pos pi1, e, 3,6, p, o 0,7, 9, €, 0) -
Z = 4RI RMASY (mod n) A
D = £g%h” mod n A
ngei =+D°h" modn A 1=+Dg"h” modn A

D =g"h* A
o= (%)W A g = (D)5 AL}

This construction requires two commitments (computing the commitments and proving
their knowledge) and four linear relationship proofs in total. The number of terms and ex-
ponentiations is essentially independent from the number of OR-Terms. We note that prime
exponents are publicly known and very small, thus, ng ¢ counts as one exponentiation
for all practical purposes. Thus, we account for a constant overhead of 23 exponentiations
over a normal proof of possession.

5.3 Quantitative Analysis

We compare the computational complexity between the Camenisch-Lysyanskaya system,
a bit-vector encoding, and our method in Table I. We count the number of multi-base
exponentiations and the number of modular exponentiations.
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Table I. Computational Complexity. Gray color denotes best result.

Notation: M. are multi-base exponentiations, E. modular exponentiations. L is the total number of attribute
bases without secret key. [ is the number of string/integer attributes, whereas k: number of prime-encodable
attributes/value set for multi-variate finite-set attributes. ¢ is the number of attributes referenced in a proof.

Parameter Base Encoding Bit-Vector Encoding Prime Encoding
absolute asymp. absolute asymp. absolute asymp.
Number of bases I+ k O(L) I+1 o(l) I+1 o)
Proof of possession | + k + 4 E. O(L) l+5E. o(l) l+5E. o()
Knowledge of 1 1M. o(1) 1+2k+4+2M O(k) 1M. O(1)
binary attr. I+ k+4E. O(L) I+ 4k + 7E. O(L) I+ 5E. o(l)
AND of 4 1M. O(1) 2k +i+2M. O(212) 1M. O(1)
binary attr. l+k+4E. O(L) l+4k+i+7E. O(L+1i) [I+5E o(l)
NOT of 1 4 M. O(1) 2k + 4 M. O(k) 4 M. O(1)
binary attr. l+k+11E. O(L) l+ 4k + 10E. O(L) I+ 13E.  0O()
OR of 3i4+1M. O(i) 2k 4+ 3i+ 1 M. O(k+i) 9M o(1)
binary attr. l+k+6i+4E. O(L+1i) 1+3k+i+7E O(L+1i) [1+23E  O()

The comparison is based on the following parameters:

—L: total number of attribute bases without secret key,
—I: number of string/integer attributes,
—Fk: number of prime-encodable attributes/value set for multi-variate finite-set attributes,

—i: number of attributes referenced in a proof.

We notice that in general the proofs of possessions of CL credentials are impacted by the
total number of attribute bases L, whereas the bit-vector and prime encoding only depend
on the number of string/integer attributes . For simple attribute proofs, CL and bit-vector
encoding require O(L) exponentiations whereas our system only depends on the number
of string/integer attributes O([). If one considers a credential with only binary or finite-set
attribute, CL and bit-vector encoding have a complexity of O (L), whereas our system runs
in constant time O(1). The AND proofs are impacted by the total number of attributes and
require O(L) exponentiations. Once the proof of possession is complemented by an OR-
statement, CL encoding requires O(4) terms and O(L + i) exponentiations*. A traditional
bit-vector encoding as discussed in Section 4.1 involves bit-commitments to all encoded
attributes (two exp. for computing, two for proving), bitwise OR-proofs for all attributes
(two exp.), and one equality proof over their product (two exp.). This amounts to O (k + ¢)
terms and O(L + 4) exponentiations. Our system allows for proofs with a constant term
number. The total number of prime-encodable attributes k£ does not impact the performance
at all. This comes at a cost of a constant overhead of 18 exponentiations. We discuss the
structures of the AND/OR proof statements in Sections 5.2.1 and 5.2.3.

To stress our point, we make an experiment with the number of prime-encodable at-
tributes being large against the number of string/integer attributes: k£ > [. Say we only
encode a huge number of binary or finite-set attributes (L. = k£ > 4). In this case the re-
sults are as follows: then proof statements with CL and bit-vector encoding will converge
to O(L) exponentiations. Our system, however, converges to a constant number of terms
and exponentiations O(1). Note that the bitlength of the prime product exponent E impacts

4Per i we have two exp. to compute the commitment, two to prove its knowledge, and two to prove equality.
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the complexity of this single exponentiation, as it requires O(log, F') multiplications. For
all practical applications it is negligible.

6. APPLICATIONS
6.1 Requirements

An application of our extension to the CL credential system needs to fulfill two require-
ments: (1) a sufficient supply of prime-encodings and (2) a certified binding between
prime-encoding and discrete values. First, we observe that the number of primes below
a certain number x is estimated by the prime number theorem as outlined in [Weisstein
2008] and converges to 7(x) = x/In(z). There exist, for instance, roughly 75.638 prime
numbers smaller than 20 bits. This is a plentiful supply for most application scenarios. Sec-
ond, the issuer needs to sign the binding between primes and discrete values in its public
key. Thus, the binary/discrete values used by the credential system are static. This excludes
highly dynamic applications with ad-hoc issuing of credentials with new attribute types,
however, does not impact any of the standard application scenarios for credential systems.
Typical organizations issuing credentials are governments, banks, mobile operators, etc.
Their vocabulary for binary/finite-set attributes is standardized well in advance.

We observe that space constraints impact the number of finite set attributes the system
can govern. The size of the attribute exponent in the user’s credential limits the number
of prime flags set in a credential. We elaborate on this fact in Appendix Section B. The
size of the issuer’s public key limits the total number of attribute realizations certified for
the system. Thus, even if many sets in real world are inherently finite, a system needs to
balance between efficiency gain and and space consumption.

The proposed credential system is particularly suited for multiple classes of attributes:

Binary: The attribute can either be present or not, true or false, e.g., being
a civil servant.

Finite Set: A finite set of discrete attribute values, where a user may realize
at most one potential value. E.g., hair color.

Multi-Variate Finite Set: A finite set of discrete attribute values, where a user may realize
any subset of values. A user may hold multiple values for an
attribute such as profession.

Finite Data Structures: Complex data structures of discrete values from a finite set,
where trees are most useful: a user may realize a sub-tree or
path of a super-tree predetermined by the issuer. Examples for
such attributes are expertise or health taxonomies as well as role
hierarchies.

These attribute types impact a large variance of application scenarios. We choose electronic
identity cards as primary example and complement that with complex expertise as well as
medical credentials in the Appendix C.

5We show in Appendix Section B, that one can encode 37 attribute realizations in a standard-size message
exponent of Camenisch-Lysyanskaya.
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Table II.  Potential attributes on electronic identity cards.

String/Integer [ Binary/Finite Set Example Values

1) name 6) sex {male, female}

2) first name 7) nationality 193 recognized states

3) date of birth 8) place of birth 6400 villages and cities (e.g., Germany)

4) identification number | 9) type of card {EID, kids_card}

5) date of issuance 10) place of issuance 429 districts (e.g., Germany)
11) validity time {2_year, 5_year, 10_year}
12-13) eye and hair color 6 hair colors, 8 eye colors
14-16) minority status {blind, vis_impaired, deaf,

hear_impaired, phys_impaired }

17-18) social benefit status ~ {none, unemployed, social_benefit}
19-21) profession {student, teacher, civil_servant, doctor, ... }
22-23) academic degree {B.S.,M.S.,Ph.D.,M.D., ...}

6.2 Examples for Electronic Identity Cards

Currently, different European countries are issuing different variants for electronic identity
cards (EID). The computational restrictions of such smartcards are obvious. The desire
for protection of citizen rights by privacy-enabling technologies is also a recurring topic.
Particularly, in the area of secondary use—that is, when a third party is accessing the
user’s data—privacy concerns surface quickly. In early proposals, arbitrary third parties
could access the full data set about the user.

We surveyed different data sets for EID and driver’s license cards and use the Belgium
EID card as example [SPF Intérieur 2005]. Table II outlines a superset of example at-
tributes, where the left column contains string and integer attributes, whereas the right
column contains attributes encodable by our prime representation. We explicitly mention
minority status as, for instance, the Belgium EID card specification [SPF Intérieur 2005,
pp.12] explicitly covers this option®.

We tailored our scheme to attributes that have a finite set of values. The user may realize
a multi-valued subset. Minority status, profession, or academic degree are such attributes.
A citizen may, for instance, be a doctor as well as a civil servant. Traditional CL signatures
encodes each attribute in a separate attribute base, for multi-variate attributes from finite set
it even needs to encode each potential realization in a base. For the attributes in Table II,
this results in 23 attribute bases.’

With our prime encoding we can fold all binary and finite-set attributes into one attribute
base. We choose a prime e; for all binary attributes and finite set attribute realizations in
Table II: this involves 193 possible realizations of nationality, 429 realizations of place of
issuance districts, 6400 districts for place of birth as well as several hundred professions,
and 14 color variations for hair and eyes. We dedicate the first attribute base, for the
product of the corresponding prime numbers ¢; that the user realizes. We are left with five
normal attribute bases and one attribute base R for the prime encoding. Thus, the number

6 Application of such an attribute varies much from country to country. For instance, Belgium encodes a status for
blind and for the visually impaired citizens. The German driver’s license also encodes the requirement to wear
glasses. Further attributes for deaf or hearing-impaired citizens are thinkable. Though countries also envision
attributes such as profession (e.g., doctor) or role as civil servant, their storage on the EID card itself is currently
subject to much dispute.

"Nationality and place of issuance will be encoded by a index number. We assume the minority and social benefit
status as multi-variate attributes with seven realizations spread over five attributes. For the potentially multi-
variate attributes profession and academic degree we reserve five attributes in total. The number of attribute bases
is therefore 23 and L = 24.
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Table III.  Complexity in EID Scenario: Pgp,cs — CL re-
quires nine commitments and eleven equality proofs; prime
encoding contents itself two commitments and four relation-
ship proofs. Pgip,op — CL requires and AND proof over all L
attributes, whereas the prime encoding is only impacted by the
[ string/integer attributes.

Parameter CL Prime
Number of attribute bases 23 6

E. proof of possession 27 10

M. in AND-proof for Peip,op 1 1

E. in AND-proof for Pgip,op 27 10

M. in OR-proof for Pgip,cs 28 9

E. in OR-proof for Pgip,cs 67 28

of bases is already one fourth and all proofs of possessions speed up by factor four.

Opinion Polls. An often discussed example is online opinion polls. In this scenario,
a user proves that she belongs to a certain statistical class while retaining a suitable
anonymity set. Opinion polls usually gather demographic data, but may also collect educa-
tional and professional parameters. We leave the range proof for the date of birth aside, as
it is equally costly for both methods.®? The remaining proof may be constructed according
to a conjunctive selective disclosure as specified in policy Peip,op:

sex = female A nationality = French A
place_of _birth = Paris A social_benefit = none A
profession, = doctor A profession, = civil_servant A

ac_degree; = M.D. A ac_degree, = Ph.D.

We discussed this general proof structure in Section 5.2.1. A traditional approach re-
quires a proof of possession over L attribute bases’. We outline in Table III that our new
system facilitates the proof without any overhead to the proof of possession. It is therefore
only impacted by the [ string/integer attributes. It is three times as efficient, even though
we only safe the k attribute bases for the prime-encoded attributes.

Cultural Subsidies. Virtually all countries grant subsidies for access to cultural institu-
tions to particular population groups: children, students, seniors as well as handicapped
persons and persons eligible for social benefits. Partially, the corresponding groups show
hesitation to disclose their special status because of privacy concerns. Policy Pgip,cs is
depicts a disjunction proof over attributes from Table II:

V minority (blind, vis_impaired, deaf, ...) Vv
V sociat_benesic (Unemployed, social_benefit) v
V profession (Student, teacher, civil_servant) v

(type = kids_card)

80f course, there is also a very efficient method for coarse-grained range proofs leveraging the prime encoding.
We do not use it for this comparison.

9We leverage the system’s capability to have multiple values for the attribute profession and academic degree
ac-degree.
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As demonstrated in Section 5.2.3, this amounts to a proof of possession, attribute com-
mitment to all relevant attributes (nine terms)'?, and a second step disjunction of equality
proofs for the possible attribute values (eleven terms). Our new scheme reduces the effort
to a single multi-element OR-proof in the prime encoding. As shown in Section 4.4, the
user needs to provide a proof of possession with four terms, a commitment to the prime
attribute base and proofs of their knowledge and division (three terms) as well as proofs
that the commitment does not contain £1 in a second group (three terms). We compare
both methods in Table III and observe that our new method is three times as efficient for
all proofs of possessions as well as the OR-proof for policy Pgp,cs.

6.3 Discussion

Our method is a enabler for credential systems on small devices. Until now, application
designers for this area restricted themselves to simple scenarios: credentials must only
govern a minimal number of attributes, proof statements must be as simple as possible.
The linear complexity in the total number of attributes for the proofs of possession puts
credential-enabled EID systems at peril. The vastly growing number of terms and com-
mitments, and thus computational and communication costs, for complex proof statements
acted as second bottleneck. These tremendous limitations rendered sensible applications
on small devices virtually impossible.

We have shown that our prime-encoding idea makes complex proofs in various appli-
cation scenarios possible. Be it benefit access with a large anonymity set or collecting
demographic data in a private manner in the example of an electronic identity card; be it
complex expertise taxonomies of a corporate card; or be it structured diagnostic statements
in a healthcare card—our system achieves tremendous performance boosts. This does not
only hold for the AND/OR example policies, but also for the overall reduction of attribute
bases. The latter parameter impacts every single proof. All these improvements bring ap-
plications barely running in feasible time with traditional encodings well in reach of small
devices.

In addition to occupying a high ground in the quest for performance, the system comes
with two subtle advantages: (1) discrete and structured attributes, (2) significant policy in-
dependence. First, we focus on discrete values from finite sets. These may be as simple as
binary flags or complex data structures. In contrast to an unstructured integer/string encod-
ing, discrete values can be manipulated by equality and relationship proofs. Their semantic
is accessible to the credential system itself. Second, we observe that our method requires a
constant number of terms and commitments for pure equality, conjunction and disjunction
proofs with binary/finite-set attributes. Independent from the number of AND/OR clauses
in the policy, the proof only uses a fixed low number of exponentiations. This makes a
transaction and their expected response time predictable to device producers.!!

10Note that the attributes minority, social_benefit, and profession are spread over multiple attribute bases to
account of multiple realizations by a user. We assumed three for the minority, two for social_benefit, and three
for profession, thus, nine terms in total.

11n traditional encodings this is not the case. If a traditional CL system receives a policy from a service provider
that requires 25 finite-set attributes and 100 OR-clauses, the system will facilitate 25 commitments and 100
equality proofs executing roughly 150 exponentiations. Our system would finish after 23 exponentiations inde-
pendently from the policy. We stress that this holds for pure conjunctions (only containing AND-clauses) and
disjunctions (only containing OR-clauses). This situation is more diverse for nested logical statements.
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7. CONCLUSION

We presented an extension to the Camenisch-Lysyanskaya credential system. It features
efficient encoding and proofs of binary and finite-set attributes. The idea to use coprime
and divisibility properties in proofs gains us strong performance improvements. We pay
the price of certifying prime/attribute value relationships in the issuer’s public key and win
the ability to facilitate proofs of possession, equality, AND, NOT, and OR proofs very
efficiently. Our method overcomes the fundamental limitation of all existing credential
systems that their complexity is linear in the total number of attributes. It allows us to fold
many finite set attributes in a single attribute base and therefore boosts the performance of
all proofs of possession. Our new proof primitives on the prime-encoding facilitate AND,
NOT, and OR statements with constant complexity and minimal overhead to a standard
proof of possession. Our method does not require additional cryptographic assumptions
apart from Strong-RSA.

Our method targets the major attribute classes of credential systems. In fact, we perceive
that only a minority of attributes requires a generic string or integer attribute (such as name
and birthday), whereas most attributes are either binary or taken from a finite set of discrete
values. Those are the attributes which applications need for logical statements. Emerging
efforts to standardize vocabulary for identity federation protocols in different application
areas support our hypothesis. We demonstrated that our method impacts real applications
such as electronic identity cards or complex forms of professional and medical credentials.

APPENDIX

A. PROTOCOL SPECIFICATION

A.1 Parameters and Notation

We shortly name the main parameters of the Camenisch-Lysyanskaya signature scheme

and refer to [IBM 2009] for a complete list.

—~/,,: Bitlength of the SRSA modulus n, for instance 2048 bits.

—/.: Bitlength of the e values of certificates, by default 596 bits.

—: Size of the interval the e values are taken from, by default: 120 bits.

—/{,,: Bitlength of attributes, by default 256 bits.

—/{,: Size of the v values of the certificates, by default 2723 bits.

—/y: Security parameter that governs the statistical zero-knowledge property, by default
80 bits.

We distinguish multiple index sets for attribute values:

—Akn: issuer-chosen or known attributes. Common input to both Issuer and Recipient.

—Ag: known attributes encoded as prime numbers in the prime product exponent E.
Common input to both Issuer and Recipient.

—Ayc: user-chosen attributes, only known to the Recipient.

Please note the we omit committed attributes for brevity, even though they compose easily
with the prime encoding. The Identity Mixer Specification [IBM 2009] defines their use.
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A.2 Issuer Setup

Common input: Basic system parameters
See Identity Mixer Specification [IBM 2009].
Issuer output: skr = (p,q)
Public output: pk; = (n, S, Z,Ry,...,R;, P, (CL]‘7 6j)1§j§A7g, h,g, f))

Attribute Space. Issuer chooses a number of attribute bases /.

Generation of a Safe RSA Key Pair. |ssuer generates the safe primes p and ¢ , p =
2p’ + 1 and g = 2¢’ + 1, then computes n = pq . Consult the Idemix Specification [IBM
2009] for suitable bitlength for n (¢,, bits), p and ¢ (¢, /2 bits).

Generation of CL Parameters. 1Ssuer chooses

S er QR,,, and
Z»le"le €Rr <S>

(where QR,, is the group of quadratic residues mod n and (S) is the subgroup generated
by S). S must also have order #QR,, = p’q’. The second step is done by choosing
XZ,TRyy---s TR, €R [2,0'¢ — 1] and computing Z = S*%, R; = S®R: for1 < ¢ < [.

Commitment Groups. |ssuer generates bases g and h for integer commitments. It uses
its RSA modulus n and chooses g and h as elements of QR,,. Issuer generates a prime-
order group with order g and two generators g and b that logy g is unknown.

Finite-Set Attributes. 1ssuer standardizes the set of binary and finite-set attributes: It
enumerates all A possible attribute values a;. It determines the the maximally possible
attribute realization Emax. Issuer chooses an odd prime number e; for each attribute
value a;.

Adjustment of System Parameters. |ssuer determines the bitlength of Eyax and adjusts
the required length for messages /,,, and e-value of the CL-certificates £..

Key Certification. 1ssuer computes a non-interactive zero-knowledge proof of knowl-
edge P, to prove that the public key was generated correctly.!” Issuer signs the map
of attribute value-prime pairs (a;, e;)1<j<a with the Fiat-Shamir heuristic. It also signs
the bases for the commitment groups. The proof P will convince a verifier that Z, R; €
(S) for 1 < i <1 and establish a binding between attribute values and prime encoding.

Key Output. 1ssuer’s public key is pk; = (n, S, Z, R1,...,Ri, P, (aj,€j)1<j<n, 9, 1, 8, H)
and the private key is sk; = (p, ¢q) .

A.3 Issuing

Common input: pkr, S (ncl. £, Lo, bpn, by)), {mi}ieAKN’ {(a;, ej)}jeAE
where Sis the issue certificate specification

Recipient private input:  my, {my}c .57

Issuer private input: sk

Recipient output: (A e,v),ma,. . omu, {(ag,e5)} 01 S lor L

12We leave the detailed specification of this proof to the Identity Mixer Specification [IBM 2009].
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Round 0: Nonce. |ssuer chooses a random nonce ny €r {0, 1}4“’ and sends it to the
Recipient.

Round 1: User Commitment
1.1. Recipient chooses a random integer v’ €z +{0, 1} +*0.
1.2. Recipient computes
U:=5""X modn
where X contains the user-chosen attributes:

X = H R mod n
keAuc

Next, Recipient computes a non-interactive proof P; that this was done correctly.
SPK{((mk>k€AUC,’UI) : (1)
U=+5" H R™  (mod n) A
ke Auc
my, € £{0, 1}mThoTtat2 v e Ayc)
1.4. Recipient — Issuer: U, P, n2 €g {0, 1}6“.
Round 2: Signature Generation

2.0. Issuer verifies P;.

2.1. lIssuer generates a CL signature on the attributes.
2.1.1. Choose a random prime

e €p [2071, 201 4 olm1]

2.1.2. Choose a random integer & € {0,1}**~!, and compute v = 2~ 4 3.

2.1.3. Look-up finite-set and binary attribute values {(a;,€;)}; », . Compute
E = H €j.
JEAE
2.1.4. Compute
= z . et modp'q
Q := modn and A:=Q mod n .

m; E:Hj €j !
UllTicae B (Rg 75" )8
2.1.5. Send the pre-signature (A, e, v"") to the Recipient.

Round 3: Signature Completion

3.0. Compute v := v +v'.

3.1. Recipient verifies (A, e, v), using the CL-sig verification algorithm:

3.1.1. Check that e is prime, and e € [2¢-=1, 261 4 9fc—1] |

3.1.2. Check that the values {e;},_, from the Issuer public key are indeed prime.

A E= . €;
3.1.3. Compute Z := A°S"([],cs R"")(Rg yean ") mod n.

3.1.4. If Z # Z (mod n), abort IssueCertificateProtocol.
3.2. Recipient verifies P.

ACM Journal Name, Vol. xx, No. xx, xx 20xx.



24 . C. Camenisch and T. Grof3

3.2.1. Compute A := A€ t5e¢Gv"sc mod n.
3.2.2. Compute ¢ = H(context||Q| Al A|ns).
3.2.3. If ¢ # ¢, abort IssueCertificateProtocol.

3.3. (output) If steps 3.1 and 3.2 succeed, store the certificate

(mi)i657 (aja ej)jGAEa (Aa 6,’0)), l/ < l.

B. BITLENGTH CONSTRAINTS OF THE PRIME ENCODING

Let us consider how many finite-set attributes we can compress in a single attribute base.
We start with a theoretical consideration and exemplify these thoughts with a practical
example. Let us consider (1) which attribute values are taken into account, (2) which
bitlength their product consumes, and (3) what impact that bitlength has.

We first draw a distinction between an attribute and attribute realization. An attribute
is a named set of one or more values. Consider for instance the attribute profession with
a value set of { none, doctor, civil_servant, teacher, ...}. The value set is the set for the
whole user population. It is important to observe that any single user may only realize a
small subset of these values. We call this subset attribute realization. Even though there
may exist hundreds of attribute values, a user usually only realizes a number and the issuer
can enforce an upper bound on it. Therefore, we will discuss the number of permissible
attribute realizations, not the number of attributes itself.

Second, we consider the bitlength consumed by attribute realizations. The issuer deter-
mines the maximal bitlength of a possible attribute realization Eyax in the system. This
is the bitlength of the corresponding prime product. We note that the issuer can safely
choose very small primes for the encoding, in fact, it can start with prime 5. Let us for
a moment analyze how the bitlength of such prime products grows. We consider binary
flags, i.e., attributes with two associated prime values, where the user can only realize one
of them. Figure 1 depicts the growth of the bitlength of the products of n primes. We
observe that the bitlength of prime products shows an approximately linear growth for the
first few hundred numbers.

Third, the bitlength of attribute realizations has a two-fold impact. First, as the prime
product exponent F grows, the computation time for the corresponding exponentiation
grows significantly. Second and more importantly, the possible bitlength of an attribute
exponent in Camenisch-Lysyanskaya is limited by the bitlength of the SRSA exponent e.
This exponent needs to be resized as well to accommodate for attribute realizations.

Let us consider the standard case according to the Identity Mixer specification: the
bitlength of e is specified as 596 bits and the bitlength of an attribute limited to 256 bits.
This allows for 37 binary attributes to be stored without any change of system parameters.
The user’s credential can realize one value for all 37 attributes at the same time.

C. PROFESSIONAL TAXONOMIES

Virtually all professional organizations have elaborate taxonomies of expertise and at-
tributes of clients and objects. Most taxonomies are hierarchically organized and benefit
from statements on all their granularity levels. The user may realize any sub-tree or path
to a terminal leave from the full taxonomy tree.

ACM Journal Name, Vol. xx, No. xx, xx 20xx.



Efficient Attributes for Anonymous Credentials . 25

4500 -
4000 |

3500 /
3000 |
2500 |
2000
1500 -

1000 -
500 -

bitlength

0 100 200 300 400

Fig. 1. Bitlength of product of the first n primes. The graph starts with prime 5, we only count every second
prime.

Expertise

Let us assume that the ACM decided to issue credentials to their members. These cre-
dentials shall contain an expertise classification according to the ACM Computing Classi-
fication Scheme [Association for Computing Machinery (ACM) 2007]. This well-known
taxonomy is a tree with depth four with eleven areas and roughly 1400 disciplines, sub-
disciplines, and topics. To encode one path to a terminal leaf of the taxonomy (e.g., “E.
Data — 3. Data encryption — Public key cryptosystems — PKI’’), a traditional credential
system would require four attribute bases. That is, four bases per expertise area the user
can realize at the same time. We assume that a ACM member may choose three exper-
tise areas. In addition, the ACM allows a choice from sixteen general terms, which are in
fact a multi-variate finite set. For this, a traditional credential system reserves additional
bases. The total number of required bases is proportional to the depth of the taxonomy
times the potential attribute realizations with an offset for the multi-variate finite set. The
prime-encoding can represent arbitrarily many attribute realizations in just one attribute
base.
Let us assume that a user wants to prove the following policy Pccs:

expertise O {E.Data, 3.Encryption, E.3.PKI} A
expertise O {D.SW, 4.0S, 4.6.Security, 4.6.Auth} A
general O {performance, security}

This policy asks for an conjunction proof over all these attributes. We analyzed in Sec-
tion 5.2.1 which steps different encodings require. Our system encodes the proof as a
single multi-element AND-proof integrated in the proof of possession. We compare the
complexity in Table I'V.

Medical Records

Our new credential system impacts healthcare and medical record credentials tremen-
dously. Healthcare practitioners classify all diseases according to the International Statisti-
cal Classification of Diseases and Related Health Problems (ICD) [World Health Organiza-
tion (WHO) 2005; 2007]. This is a taxonomy tree with depth five: chapters, sub-chapters,
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Table IV. Complexity in expertise scenario: CL requires
one commitment and equality proof per relevant attribute; the
prime encoding’s proof of possession covers the AND-proof

cost-free.
Parameter CL  Prime
Number of attribute bases 28 1
E. proof of possession 32 5
M. in AND-proof for Pccs 1 1

E. in AND-proof for Pccs 32 5

Table V. Complexity in medical scenario: CL requires one
commitment to the disease attribute and 25 equality proofs;
the prime encoding manages on two commitments and four
relationship proofs.

Parameter CL  Prime

Number of attribute bases 25
E. proof of possession 29

M. in OR-proof for Pyep 28
E. in OR-proof for Pymep 83

N O | L=
w

section, class, and sub-class.!? Likewise, the Diagnostic and Statistical Manual of Mental
Disorders (DSM-VI-TR) [American Psychiatric Association 2000; Wikipedia 2008] is a
taxonomy tree of depth five. Psychiatrists classify mental disorders according to five axes,
16 categories, subcategories, disorder classes and sub-classes.'* To encode a single path in
such a taxonomy in a traditional credential system, one would require five attribute bases
per realized terminal leaf. And clearly, there is a need for specifying multiple symptoms
or potential diagnoses.

Even though healthcare cards are still in their infancy, there are debates on storing certi-
fied medical data on such cards. This option is very privacy-sensitive. Our proposal allows
for selective-disclosure of medical information according to standardized taxonomies with
variable granularity. Implementing this on smartcards with traditional credential systems
is virtually impossible as the growing number of attribute bases would render any proof of
possession inefficient. Our system allows to encode many realizations of deep taxonomies
within a single attribute base with strong performance improvements.

For instance, let us assume that user holds a certified diagnosis credential that may re-
serve five possible path in the taxonomy. The policy Pyep demands to prove that one
of the diagnoses matches either one of a set of, say 25, bacterial disease classes that are
eligible for acquiring broad-spectrum antibiotics. Clearly, it is highly desirable to hide the
actual diagnosis in certain applications. Therefore, the proof must be done with an OR-
proof without disclosing the actual disease. This policy is similar to earlier OR-proofs,
such as exercised in Section 5.2.3, only restricted to a single relevant attribute. Our cre-
dential system does the same proof a third of the term number and a fourth of the required
exponentiations (Table V).

13 A classification could for instance be “I. Determined infectious and parasitic diseases — Infectious diseases (A)
— Infectious abdominal diseases (AO0-A09) — AOI.- Typhus-alike — A01.2 Paratyphus B”
M For instance sleepwalking would be “Axis I — 13. Sleep disorders — Parasomnias — Sleepwalking”.
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