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SUMMARY: We propose the digital signature scheme
based on multivariate polynomials over finite fields in
this paper. We generate the multivariate a polynomial of
high degree F(X) . We construct the digital signature
scheme using F(X). Our system is immune from the
Grobner bases attacks because obtaining parameters of
F(X) to be secret keys arrives at solving the multivariate
algebraic equations that is one of NP complete
problems .
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1. Introduction

Since Diffie and Hellman proposed the concept of the
public key cryptosystem in 1976[1], various digital
signature schemes were proposed.

Typical examples of digital signature are as follows.
1)The digital signature using RSA cryptosystem[2] based

on factoring problem,
2)the ElGamal signature scheme [3] based on the
discrete logarithm problem over finite fields ,
3)the  digital signature  using  elliptic  curve
cryptosystem([4] based on the discrete logarithm problem
on the elliptic curve[5],[6],
4the digital signature scheme based on multivariate
public key cryptosystem (MPKC)[11],[12],
and so on.

Sato and Araki proposed a digital signature[7] using
non-commutative quaternion ring which has been
broken[8].

It is said that the problem of factoring large integers, the
problem of solving discrete logarithms and the problem
of computing elliptic curve discrete logarithms are
efficiently solved in a polynomial time by the quantum
computers.

It is thought that MPKC is immune from the attack of
guantum computers. But MPKC except [12] proposed
until now almost adopts multivariate quadratic equations
because of avoiding the explosion of key length.

In the current paper, we propose the digital signature
scheme using multivariate polynomials of high degree
over finite fields Fq. The security of this system is based
on the computational difficulty to solve the multivariate
algebraic equations of high degree.

To break this cryptosystem it is thought that we must
probably solve the multivariate algebraic equations of
high degree that is equal to solving the NP complete
problem. Then it is thought that our system is immune
from the attacks by quantum computers.

In the next section, we generate the multivariate
polynomial of high degree over Fg. In section 3, we

describe the expansion of the multivariate polynomial of
high degree . In section 4,we construct proposed digital
signature scheme. In section 5, we verify the strength of
our digital signature. We consider the size of the keys for
our digital signature in section 6. In the last section, we
provide concluding remarks.

2. Multivariate polynomial of high degree

Let q be a prime. Let n,d and m be positive integers . We
choose arbitrary parameters k; ,a;; €Fq (i=1,..,m;j=1,..,n)
as secret keys . We define the multivariate polynomial
F(X) € Fq[ x1,%,..,X,] of high degree such that

m d n
F(X) =Xk Y O axphl, @
i=1 A=1 j=1
det@;;) =0 mod q 2

where X=(X1,%z,..X))" € FQ[ X1,X,...%;1" . We select the
value of d and n arbitrarily ,but determine the value of m
later.

Next we choose an arbitrary parameters r; & Fq
(=1..m;j=1,..,n) .We define a temporary multivariate
polynomial T(X) &Fq[ X¢,%,,..,.X,] such that

m d n
T(X) =Xk O rXpHl 3)
i1 =1 j=1
3. Expansion of F(X)
From (1), the expansion of F(X) is given such that
d
F(X)= Y Y fig g xttex® @
i=1 ei1+..+em:i "

with the coefficients figi,_ein €Fq to be published , where
gj(i=1,..,d;j=1,..,n) are non-negative integers which
satisfy e +..+e;, =i, (i=1,..,d).

Then the number N of figi_gin IS

N =
i

nHi=
1 i

. .C.
n+i—-1%i
. (5)

Let Bs be the set {figi1. e } that includes all figir_gin -
fien. e in B¢ is arranged according to some rule to be
made public.
We determine the value of m as follows.
m=/(N)/(n+1)7, (6)
where /#; means the largest integer less than or the
integer equal to *.
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From (3), the expansion of T(X) is given such that

o

1...XpSin

T(X) = Z Z tieil..EinXlEi
i=1 eil+..+ein=i

with the coefficients tigin_ein €Fq to be published , where
g;(i=1,..,d;j=1,..,n) are non-negative integers which
satisfy e +..+e;, =i ,(i=1,..,d).

Then the number N’ oftigi,_ein is equal to N.
Let B; be the set{ tici1._ein } that includes all tigir_gin..

4. Proposed digital signature scheme

We construct the digital signature scheme by using
F(X) and T(X) as follows.

Let's describe the procedure that user U sends a
signature S and parameters W with By to user V and user
V verifies S to be the signature of user A.

The trusted third party(TTP) make the integers {q,n,d,m}
public.

4.1 Procedure of digital signature

1) User U selects randomly k; ,a;; €Fq,
where  det(a;) #0 mod q.
2) UserU generates F(X) such that

i=1

3) User U obtains the expansion of F(X ) as follows;

d & &
F(X)= X Z fign.enX ™t Xn
i=1 eil+..+ein:|

with the coefficients figi e €Fq to be published , where
g;(i=1,..,d;j=1,..,n) are non-negative integers which
satisfy e;;+..+¢;, =i,(i=1,..,d).

Let Bt be the set {figi1. ein } that includes all figir_gin -

4) User U send the B; to TTP with ID of user U.

5) User U selects randomly r;; &Fq .

6) User U generates T(X) such that

i=1 =1 j=1
7) User U obtains the expansion of T(X') as follows;

d
T(X)= 2,

i=1

€in

. €
tleil. LinX1 . Xn

)Y

e +.+e =i
il in

with the coefficients tienen € Fqg , where e
(i=1,..,d;j=1,..,n) are non-negative integers which
satisfy e;;+..+e;, =i ,(i=1,..,d).

Let By be the set { tigi. e } that includes all tigis._gin-

8) User U generates the parameters W, =(Wi1,Wi2,..,Win)T,
w;; EFg, (i,j=1,..,n) from the message M.

Let W be [wy,wa,..,w,].

9) User U calculates z;, (h=1,..,n) as follows;

Zh :T(\Nh) (8)

€i1
t. Wi e

€in
i, W,
i1..Ein

n

2

1 e +.+e =i
il in

1,..,n).

d
_ mod g,

(h=

10) User U calculates c; (i,j=1,..,n) which satisfy the
following equations.

n

Z &jCj1 = > fijwjp med q= Ri1
j=1 j=1

ZaIJCJZ_ Z ijWj2 mod q= Riz

j=1 j=1
......... 9)
Z &iCjn-1 = Z ru j(n— 1)m°dQ—R|(n 1)
i=1 i=1
Zalj jn= Z ijZj med a=Rij
i=1 i=1
(i=1,...n).
Here we can express (9) as follows;
T
A(Cy,-.Cqp Cogreere-Bppre-Cip)
T

=Ry Ry Rygoen Ry Ry (10)
where

A1 A12 A1n
a=|for fez o fen

: : : (11)

An1  An2 Ann

ajj O o

0 ajj 0 i
Aij= ;nxn matrix. (12)

(0] . 0 a::

1

We can explain that we obtain {cjj}, (i,j=1,..,n) ,that
is ,det(A) #0 mod g as follows.

At 1% step we interchange the columns i and n(i-1)+1 of
A for i=2,..,n. Next we interchange the row i and n(i-
1)+1 for i=2,..,n.

At 2" step we interchange the columns n+i and n(i-1)+2
for i=3,..,n. Next we interchange the row n+i and n(i-
1)+2 of A for i=3,..,n.



At (n-1)™ step we interchange the columns n(n-2)+i and
n(i-1)+n-1 for i=n. Next we interchange the row n(n-
2)+i and n(i-1)+n-1 for i=n.
Then we obtain A’ such that

(@ij) o -~ O
0 aji 0
A = . ( ”) . . ;n2><n2matrix,
0 - 0 (a4))
where

(a;) is a n Xn matrix such that

ajlr a2 ain

a1 az2 azn
(@ij) =| )

an1 an2 ann
So we obain

det(A):(-1)2(”'1)+2(“'2)+“'+2 det(A ,)
= det(A’) =(det(ay))".
From (2)
det(A) #0modq.
We can obtain {cj;}, (i,j=1,..,n) over Fq.
11) User U makes {cjj}, (i,j=1,..,n) the signature S of user
u.
12) User sends [S,W, B;] to User V.
13) User V calculates z, (h=1,..,n) by using W, B, as
follows;

(13)

€ e
Z tiein. @iWh1 ... Whp " modg

i=1 e +..+ein=| (14)
(h=1,.n)
14) User V confirms F(X)=T(Y) as follows;
x:(leXZ:--,Xn)Ty
X1=C1101+C1202+..+C1n0n
(15)

Xn=Cn101+Cn202+..+Chn0n

where g; (i=1,..,n) is valiable.
User V expands F(X) by using (15) where variables
are g; (i=1,..,n).

Y:(yl,yz,..,yn)T,
Y1=W1101+Wi202+.. +W1(n.1)0n-1+210n
Yn=Wh101+Wn192+..+Wh(n-1)0n-1+Zn0n

User V expands T(Y) by using (16) where variables

are g; (i=1,..,n).

15) User V compares the coefficients of F(X) with those
of T(Y) .If all coefficients of F(X) are equal to those of
T(Y), then user V considers S to be the signature of user
U, else user V considers S not to be the signature of user
u.

User V can also confirm F(X)=T(Y) by another
manner as follws;

16-1) User V  selects random numbers
vii(i=1,..,2n;j=1,.,n) and substitutes v; for g
(i=1,...2n;j=1,..,n) of F(X) and T(Y).Then user V
confirms F((Vi,...Vin) )=T((Vi1,..,vin) ), (i=1,..,2n).

16-2) User V repeats 16-1)step 2n times. |If
F((Vit-,Vin) D=T((Vir,--Vin) ") is true 2n times ,then user V
considers S to be the signature of user U, else user V
considers S not to be the signature of user U.

4.2 Proof of F(X)=T(Y)

We can prove that F(X)=T(Y) as follows;
n n n

2. aijxj =2 ajj ¥ Cjkdk

j=1 i=1 k=1

n n
= > (2 ajjcjk)gk (i=1,..,n), (17)
k=1 j=1
n n n—1
2 nijyj =2 hij( ¥ wjk9k +2jgn)
j=1 =1 k=1
n-1 n n
= > (2rhijwjk)gk + (2 rijZj)9n (18)
k=1 j=1 j=1
(i=1,..n).
From (9) we obtain
z ajjXj =Z hijYj (i=1,.n). (19)
j=1 j=1

Then from (1) and (3) we obtain
FOX)=T(Y).
5. Verification of the strength of our digital signature

Let's examine the strength of our digital signature. The
strength of our digital signature depends on the strength
of the multivariate polynomials described in section 2.
In other words, we mention the difficulty to obtain k; and
a;j EFg (i,j=1,.,m) from the value of coefficients fig::. ein
of F(X) to be the public keys .

5.1 Multivariate algebraic equations derivative from
F(X)

All figir_gin in (4) have the form



1€1-€in

m e e
=> b o kia™.a " modg (20)
j:]_ leiluem J j1 in

with the coefficients by, .., €Fq where e;(G=1,..,n)
are non-negative integers which satisfy

eip+..+ep=i. (|=1,,d)

From (20) we obtain N multivariate algebraic equations
over Fgq where k; and a (j=1,.m;r=1..n) are the
variables i.e. unknown numbers.

{q,n,d,m} are the system parameters.
The public keys are PK={f;ci1_ein } and the secret keys
are SK={k;,a;} in our digital signature sheme.

5. 2 Cryptanalysis using Grobner bases

It is said that the Grobner bases attacks is efficient for
solving multivariate algebraic equations .We calculate
the complexity G[10] to obtain the Grébner bases for our
multivariate algebraic equations over Fq so that we
confirm immunity of our digital signature scheme to the
Grobner bases attack .

We describe the complexity of our scheme in the case of
d=5,n=5 as samples of lower degree equations.
s:degree of multivariate algebraic equations =d+1=6.
N :the number of equations =5C1+Cyo+7C3+5C4+4Cs
=251.

We select m so that the number of variables (i.e. secret
keys) is nearly equal to N , that is
m=/N/(5+1)7=41,
where /#; means the largest integer less than or the
integer equal to *.
v :the number of variables =6m=246
Oreg =S+1=7
G=0((:Cureg)")=0(2"® ) is more than 2°° which is the
standard for safety where w=2.39.

Our digital signature scheme is immune from the
Grobner bases attacks and from the differential attacks
because of the equations of high degree in (20).

It is thought that the polynomial-time algorithm to
break our digital signature scheme does not exist
probably.

6. The Size of the keys and complexity to obtain keys

We consider the size of the system parameter q . We
select the size of g such that the size of the space of {c;}
is larger than 2%° to be the standard for safety. Then we
need to select the size of modulus g larger than 4bit.

In the case of d=5 ,n=5 and q=13, the size of PK , SK,
S and W is about 1kbits each.

The complexity to obtain {fie:ien } In (4) and

{ tiew_en} In (7),is O(2%°) each. The complexity to obtain
¢ij (1,j=1...,n) is O(n°(log,q)*)=0(2"°).

7. Conclusion

We proposed the digital signature scheme using
multivariate polynomials over Fq. It is a computationally
difficult problem to obtain the secret keys {k;,a;} from
the public keys {fie1_ein } because the problem is one of
NP complete problems. In order to ensure the safety, the
size of q is to be more than 4 bits .
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