ON DILLON’S CLASS H OF BENT FUNCTIONS, NIHO BENT
FUNCTIONS AND O-POLYNOMIALS
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ABSTRACT. One of the classes of bent Boolean functions introduced by John Dillon in his thesis
is family H. While this class corresponds to a nice original construction of bent functions in
bivariate form, Dillon could exhibit in it only functions which already belonged to the well-
known Maiorana-McFarland class. We first notice that H can be extended to a slightly larger
class that we denote by H. We observe that the bent functions constructed via Niho power
functions, which four examples are known, due to Dobbertin et al. and to Leander-Kholosha,
are the univariate form of the functions of class H. We answer to the open question raised by
Dobbertin et al. in JCT A 2006 on whether the duals of the Niho bent functions introduced in
the paper are Niho bent as well, by explicitely calculating the dual of one of these functions.
‘We observe that this Niho function also belongs to the Maiorana-McFarland class, which brings
us back to the problem of knowing whether H (or H) is a subclass of the Maiorana-McFarland
completed class. We then show that the condition for a function in bivariate form to belong
to class H is equivalent to the fact that a polynomial directly related to its definition is an
o-polynomial and we deduce eight new cases of bent functions in H which are potentially new

bent functions and most probably not affine equivalent to Maiorana-McFarland functions.

Keywords. Boolean function, Bent function, Maximum nonlinearity, Walsh-Hadamard trans-
form, Partial Spread class, Niho function, O-polynomial.

1. INTRODUCTION

Bent functions [9, 29] are extremal objects in combinatorics and Boolean function theory. They
have been studied for about 40 years; even more, under the name of difference sets in elementary
Abelian 2-groups. The motivation for the study of these particular difference sets is mainly
cryptographic (but bent functions play also a role in coding theory and sequences; and as
difference sets they lead to designs). Symmetric cryptosystems using Boolean functions can be
cryptanalyzed when these Boolean functions can be approximated by affine Boolean functions,
that is, by functions of the form ¢(xzq,--- ,2,) = ap + a1x1 + -+ + apxy, = ag + a - x, where
r = (1, ,zn) € FY, a = (a1, -+ ,an) € Fy and ag € Fa. The set of affine functions can
be viewed as the Reed-Muller code of order 1 (see [22]), denoted by R(1,n). We say that ¢
approximates a Boolean function f if the Hamming distance di (f,¢) = #{x € F} | f(z) # {(z)}
between them is small. So, a Boolean function resists attacks by affine approximation if its
distance to R(1,n) (i.e. its minimum distance to all affine functions) is large. This distance is
called the nonlinearity of the function. The maximal possible nonlinearity of n-variable Boolean
functions, given by the so-called covering radius bound 2"~1 — 27/2-1 (see for instance in [3] a
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survey on Boolean functions), can be achieved with equality for n even only.

A Boolean function f on F% (n = 2m even) is called bent if its nonlinearity equals 271 — 2m~1
(hence its resistance to the attacks based on affine approximation is optimal). Equivalently,
as shown in [9, 29], f is bent if and only if its Walsh transform X defined at every a € Fj
by Xxt(a) = erﬂrg(—l)ﬂx”a'm, where “” denotes any inner product in F% (for instance the
inner product defined above), takes values +2™ only (this characterization is independent of the
choice of the inner product in F%, since any other inner product has the form (z,s) = = - L(s),
where L is an auto-adjoint linear automorphism, 7.e. an automorphism whose associated matrix

is symmetric). If f is bent, then the dual function fof f, defined on F3 by:
Xj(u) = 2" (=1)/®

is also bent and its own dual is f itself.
As any Boolean functions, bent functions can be represented in a unique way by their algebraic
normal form (ANF)

(1) fla)y=">  a (H:m) s ar € Fy.

IC{1,- n} il

The global degree of their ANF (called their algebraic degree) is not large: it is upper bounded
by m. For this reason (since a cryptographic Boolean function should have high algebraic degree,
to allow resistance to the Berlekamp-Massey and Rgnjom-Helleseth attacks [24, 28]) and also
because bent functions are not balanced, that is, do not have an output uniformly distributed
over [y, they are improper for being used as is in cryptosystems. But they can be used to build
proper balanced functions, see [10].

Bent functions are often better viewed in their bivariate representation and can also be viewed in
their univariate representation. The univariate representation of any Boolean function is defined
as follows: we identify F§ with Fan (which is an n-dimensional vector space over Fg) and we
consider then the input to f as an element of Fon. An inner product in Fon is z -y = T} (zy)
where T} (z) = Z:‘L;ol 2% is the trace function from Fan to Fa. There exists a unique univariate
polynomial Zfia Y a;z over Fan such that f is the polynomial function over Fon associated to
it (this is true for every function from Fan to Fan). Then the algebraic degree of f equals the
maximum 2-weight of the exponents with nonzero coefficients, where the 2-weight ws (i) of an
integer 7 is the number of 1’s in its binary expansion. Hence, in the case of a bent function,
all exponents ¢ whose 2-weights are larger than m have null coefficient a;. Moreover, f being
ser, TrD (a;a0),
where I'), is the set of integers obtained by choosing one element in each cyclotomic coset of

Boolean, its univariate representation can be written in the form f(z) = >

2 modulo 2™ — 1, o(j) is the size of the cyclotomic coset of 2 modulo 2" — 1 containing j and
a; € Fyo;). This expression is unique. It can also be written under a non-unique form 7'r7 (P(z))
where P(x) is a polynomial over Fon.

The bivariate representation of Boolean functions is defined as follows: we identify F5 with
Fom x Fom and we consider then the input to f as an ordered pair (x,y) of elements of Fam.
There exists a unique bivariate polynomial Zogz‘,j§2m—1 ai,jmiyj over Fom such that f is the
bivariate polynomial function over Fom associated to it. Then the algebraic degree of f equals
MAax(; j) | a; ;20(W2(4) +w2(j)). And f being Boolean, its bivariate representation can be written
in the form f(z,y) = Tr*(P(x,y)) where P(x,y) is some polynomial over Fam.



ON DILLON’S CLASS H OF BENT FUNCTIONS, NIHO BENT FUNCTIONS AND O-POLYNOMIALS 3

Clearly, if f is bent and £ is affine, then f+/ is bent. The automorphism group of the set of bent
functions (i.e., the group of permutations 7 on F5 or Fan such that f o m is bent for every bent
function f) is the general affine group, that is, the group of linear automorphisms composed by
translations. A class of bent functions is called a complete class if it is globally invariant under
the action of the general affine group and under the addition of affine functions.

Any function f is bent if and only if, for any nonzero vector a, the Boolean function D, f(x) =
f(x) + f(z + a) is balanced (i.e. has Hamming weight 2"~ !). For this reason, bent functions
are also called perfect nonlinear functions. FEquivalently, f is bent if and only if the 2™ x 2™
matrix H = [(—1)f(w+y)]$7y€[p‘g is a Hadamard matrix (i.e. satisfies H x H® = 2" I, where I is
the identity matrix), and if and only if the support of f is a difference set. Bent functions have
also the property that, for every even positive integer w, the sum a€Fy X7 "“(a) is minimum.
Bent functions are all known for n < 8, only (their determination for 8 variables [18, 19] has
been achieved only recently) as well as their classification under the action of the general affine
group. For n > 10, only classes of bent functions are known, which do not cover a large part of
them, apparently. Determining all bent functions (or more practically, classifying them under
the action of the general affine group) seems elusive. Several constructions of explicit bent func-
tions are known which lead to infinite classes. We describe the main ones in the next section.
The two most well-known are the Maiorana-McFarland class and the PSap class. Both were
studied in Dillon’s thesis [9] and have been later revisited in numerous papers. Another class,
denoted by H, was introduced in [9] as well, but Dillon could not exhibit bent functions in it
which were not in the Maiorana-McFarland class. The construction of the bent functions in this
class is based on a nice observation that we shall recall in the next section. We shall also see
that class H can be slightly extended into a class that we shall denote by H. The definition
given by Dillon of the functions in class H is in terms of their bivariate representation; class
‘H is also defined in this representation. We shall observe that these classes, when viewed in
their univariate representation, are the so-called Niho bent functions, which have been studied
in several papers. In [14], Dobbertin et al. introduced three classes of Niho bent functions. The
problem of knowing whether the duals of these functions are also Niho bent was left open. We
calculate the bivariate representation of the second Dobbertin-et-al’s function and the bivariate
expression of its dual. We observe that the dual is not a Niho bent function, which allows
replying negatively to the open question. Another open question (which is not addressed in
[14], though) is: do these three functions belong to the completed Maiorana-McFarland class?
We leave this question open. More generally, an important question is to determine whether all
functions in class H (resp. H) belong to the completed Maiorana-McFarland class. We reply
negatively to this question by observing that the condition for a function with given bivariate
representation to belong to H is equivalent to the fact that some polynomial is an o-polynomial
over Fom (see below the definition of these polynomials). There exist currently 8 known infinite
classes of o-polynomials over Fom, up to the group of transformations which leave invariant the
set of these polynomials; this leads us to 8 new classes of bent functions, which potentially do
not all belong to the Maiorana-McFarland class.

In whole the paper, E* = E'\ {0} and #F will denote the cardinality of F, for any set E.
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2. THE TWO MAIN KNOWN CLASSES OF BENT FUNCTIONS

We recall that n = 2m. Several classes of bent functions have been introduced in [9, 29]. Some
(like the PS class, recalled below) need conditions whose realizations are difficult to achieve, and
so are more principles of constructions rather than explicit constructions. Others lead to explicit
bent functions (given by their ANF or their polynomial univariate or bivariate representation).
The two main ones of this last kind are the following;:

1. The Maiorana-McFarland class M is the set of all the Boolean functions on F§ = {(z,y);z,y €
F3'}, of the form:

(2) flzy) =z 7(y) +9(y)

where 7 is any permutation on F3* and g any Boolean function on F5* (“-” denotes here an inner
product in F5"). Any such function is bent. More precisely, the bijectivity of 7 is a necessary and
sufficient condition for f being bent. The dual function f(z,y) equals: y- 7 (z) + g(x(z)),
where 77! is the inverse permutation of 7. The completed class of M (that is, the smallest
possible complete class including M) contains all the quadratic bent functions (that is, the bent
functions of algebraic degree 2).

2. We define now the PS,, class. For this, we first need to define the Partial Spreads class
PS. Tt is the set of all the sums (modulo 2) of the indicators of 2"~1 or 2771 4+ 1 “disjoint”
m-dimensional subspaces of F% (“disjoint” meaning that any two of these spaces intersect in 0
only, and therefore that their sum is direct and equals F%). J. Dillon denotes by PS™ (resp.
PST) the class of those bent functions for which the number of m-dimensional subspaces is 271
(resp. 2™~ 1 +1). All the elements of PS~ have algebraic degree m exactly, but not all those
of PS* (which contains for instance all the quadratic functions, if m is even). J. Dillon exhibits
in [9] a subclass of PS™, denoted by PS,),, whose elements are defined in an explicit form: F3" is
identified to the Galois field Fam (an inner product in this field being defined as z -y = Tr{*(xy),
where Tr{"(z) = Z?;Bl 2% is the trace function from Fom to F3). The elements of PSS,y are

the functions of the form f(x,y) =g (x y2mf2), ie. g (%) with % =0 if y = 0, where g is any

balanced Boolean function on F5' which vanishes at 0. The complements g <§> + 1 of these
functions are the functions g(%) where ¢ is balanced and does not vanish at 0; they belong to
the class PST. In both cases, the dual of g9(5) is g(¥).

3. CLASS ‘H AND NIHO BENT FUNCTIONS

3.1. Classes H and H in bivariate form. In his thesis [9], Dillon introduces a third family of
bent functions whose expression is given but whose bentness is achieved under some non-obvious
condition (so the class is less explicit than class M or class PS,),, but it happens to be more
explicit than class P.S, the condition for H being easier to satisfy than for PS, as we shall
see). He defines these functions in bivariate form (but as we shall see, they can also be seen in
univariate form). The functions of this family are defined as f(z,y) = Tr7"(y + 2G(yz?"~2)),
with x,y € Fom where G is a permutation of Fam such that G(x) + x does not vanish and, for
every [ € F%,., the function G(x) + Bz is two-to-one (i.e. the pre-image by this function of any
element of Fom is either a pair or the empty set). He denotes this family of bent functions by
H.

The condition that G(x)+ 2 does not vanish is required only for H to be a sub-class of P.S but is
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not necessary for f to be bent. Similarly, the linear term 77" (y) can be taken off if we are only
Tri (zG (%)) ifx #0

0ifz=0 ‘
Note that the restriction of g to the vectorspaces {(x,ax); x € Fam} where a € Fom and

interested in the bentness of the function. We have then f(z,y) =

{(0,y); y € Fam} are linear. More generally, any function whose restrictions to these vec-
torspaces are linear has the form:

Tr (zH (2)) ifx #0
(3) g(z,y) = il( Km>{_

Tri*(py) if 2 =0
where 4 € Fom and H is a mapping from Fom to itself. In the following proposition, we check
(again, since this has been essentially done by Dillon) what is the necessary and sufficient

condition on H and p such that g is bent.

Proposition 1. let g be a Boolean function function over Fom x Fom defined by (3). Then g is
bent if and only if, denoting G(z) = H(z) + pz, we have:

(4) G is a permutation on Faom

(5) For every (3 € Fym, the function z — G(2) + Bz is 2-to-1 on Fom.

Proof. For every a, 8 € Fom, we have:

ol )= Y (~1)ew+Tritlaaty) —

z,y€Fym

Z (_l)Trin(xH(z)-i-ax-i-ﬁxz) + Z (_I)TTI"((ﬂ-HL)y) _

x€FS ,2€Fgm yEFym

> (—1)TrT@H@+owtfoz) _gm | omy () =
xEFQm,ZGFZ’m

2" #{z € Fom [ H(2) + a4 Bz = 0} — 2™ +2™6,(0).

We denote by N, g the cardinality of the set {z € Fom / H(z) + a4+ Bz = 0}.
[ 2N, ifB=p

| 27Napg—2mif B #£
and sufficient for g being bent. O

Then we have x4 («, ) , and Conditions (4) and (5) are necessary

Definition 1. We call H the extended class of H equal to the set of functions g defined by (3)
and satisfying (4) and (5) (that is, satisfying (5), since we shall see below that Condition (5)
implies Condition (4)).

Tr (#G (2)) ifz #0
Oifx=0
and that changing G(z) into G(z) + v changes g(z,y) into g(x,y) +Tr]*(vz). Hence, we can as-

Note that function g defined by (3) satisfies g(z,y) + Tr*(uy) =

sume without loss of generality (up to the addition of a linear function) that 1 = 0 and G(0) = 0.

We consider now the duals of the functions in class H. Under the conditions of Proposition 1:
- if B = p then we have X4(o, §) = 2" and the equation H(z) + Sz = G(z) + (f + pn)z = « has
a solution

- and if 3 # p then we have Y4 (o, ) = 2™ if and only if the equation H(z) + 3z = G(z) + (6 +
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1)z = « has solutions.

We deduce:

Proposition 2. Let g be a bent function of the form (3) Then the dual function of g is defined
on Fom X Fom as:

- ) 1if the equation H(z)+ Bz = G(z) + (8 + )z = « has no solution in Fam

gla,p) = 0 otherwise

Remark 1. Since bent functions exist of the form (3), a natural question is: does there exist
also semi-bent functions of the same form? Recall that a Boolean function is called semi-bent
if its Walsh transform takes only the values 0 and £2™*!1. Assume without loss of generality
that 4 = 0 and that G(0) = 0. We remark that g is semi-bent if and only if N,o € {0,2}
and N, € {1,3} (B # 0). If Noo € {0,2}, Xy(e,0) € {0,2™1} and if Nog € {1,3},
Xg(a, ) € {0,2™F1}. This is impossible if n > 2 because of the Lemma 3 below. Therefore,

there exists no semi-bent function of the form (3) for n > 2.

Lemma 3. Let g be a Boolean function. If the Walsh transform values of g are all non-negative,
then g is affine.

Proof. According to Parseval’s relation and since, by the inverse Fourier transform formula, we
have 3 cpm X7(w) = £2" (see e.g. [3]), we have: > weFy Xoo(w) = 22" = (X wern Xg(w))?. This
implies ) Lol €FD Xg(W)xg(w') = 0 (relation valid for every Boolean function) and therefore,
since the values of Y, are non-negative: Y,(w) = 0 or x4(w') = 0 for every w # «w'. The Walsh
transform of g takes therefore non-zero value at exactly one point and it is well-known that g is
then affine (that is, has algebraic degree at most 1). O

3.1.1. A first infinite class of functions in H. The Frobenius map z — G(z) = 22 gives an
example of functions G, which leads to a function in the class H: g(z,y) = Tri*(y?z*" ~2).
More generally, one can get functions in the class H by considering the maps z — G(2) = 2%

1

where ¢ is co-prime with m, since the equation 224 Bz = « is equivalent, denoting v = f2°-1,

27,'
to (%) + % = 2. As observed by Dillon, the related bent functions are in the completed
gl

Maiorana-MacFarland’s class; indeed they equal g(z,y) = Tri”(ﬁjyxw_l) = Tr?(ya:w_l)
(j =m—1).
3.1.2. Stability of functions G satisfying Conditions (4) and (5). Note that Condition (5) is
equivalent to saying that for every § € F3., the function z — SG(z) + z is 2-to-1. Let G be a
function satisfying Conditions (4) and (5). Then
e the function z — G~1(z) satisfies Conditions (4) and (5), since denoting G~1(z) by 2/,
the equation G~1(2) + Bz = a is equivalent to G(2) + %z’ =3
e the function z — G'(2) := AG(z) + X with X\ # 0 satisfies Conditions (4) and (5).
e the function z — G'(2) := G(A\z + X) with \ # 0 satisfies Conditions (4) and (5).
e the function z +— G’(z) := 2G(z*"~2) (with G(0) = 0) satisfies Conditions (4) and
(5). Indeed (still assuming that 3 # 0) if a # 0 then 2G(2*"2) = « is equivalent
to G(22"72) = az?"~2 which has one solution since G(z) + az = 0 has two solutions
and z = 0 is one of them, and the equation 2G(22"~2) + B2 = « is equivalent to
G(22"~2)+az?" 2 = 3 and has therefore 0 or 2 solutions; and if @ = 0 then 2G/(22" ~2) =
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a = 0 is equivalent to z = 0 and the equation 2G(2%"~2) + 32 = a = 0 is equivalent to
z =0 or G(22"~2) = 3 which has one (nonzero) solution.

e the function z — G’(z) := (A"t 0o G o A)(z) (where A is an affine automorphism of Fam)
satisfies Conditions (4) and (5). In particular, if A is the linear automorphism 7 such
that 7(z) := 22 (7 1(2) = 22"7) then, G/(z) = (G(z¥))2" .

3.2. Functions of class H in univariate form: Niho bent functions. We identify now
Fom X Fom with Fon by considering a basis (a, 3) of the Fam-vector space Fon and identifying
(x,y) € Fam x Fom with t = za + y5. Then the vectorspaces {(z,ax); © € Fam } where a € Fam
and {(0,y); y € Fam} become the 2™ + 1 multiplicative cosets of F3,. in F3., added with 0.
These cosets can be written ulF3,, where u ranges over the multiplicative subgroup U of F3,
of order 2™ + 1, if we want to have a unique representation of each of them. And if we allow
repetition, they are the cosets ulF5.. where u € F5,. The necessary and sufficient condition for a
bent function to belong to class H is then that its restriction to each vectorspace uFam, u € F3,,
is linear.

Lemma 4. Let f be a Boolean function over Fon and f(x) = 212251 a;x’ its univariate repre-

sentation. Then the restrictions of f to the vectorspaces uFaom, u € F5., are all linear if and

only if the only exponents i such that a; # 0 are congruent with powers of 2 modulo 2™ — 1.

Proof. The condition is clearly sufficient. Let us show that it is also necessary. We first notice
that ag = 0. If the restriction of f to ulFom is linear for some u then there exists A\, € Fom
such that f(ux) = 212;—1 aguizimod 2"y = Ty (Ax) for every & € Fj,. By uniqueness
of the univariate representation of a Boolean function over Fom, we deduce that for every

k € {0,---,2™ — 2} which is different from a power of 2, we have Z au’ = 0.

1<i<an—1
i=k [mod 2™ —1]

Hence, if the restrictions of f to the vectorspaces ulFom, u € 3., are all linear then we
have Z a;u’ = 0 for every u € Fj, (and therefore for every u € Fan) and every

1<i<2m—1
i=k [mod 2mM—1]

k € {0,---,2™ — 2} which is different from a power of 2. This completes the proof, by unique-
ness of the univariate representation of a function from Fom to itself. O

Note that this result extends to any function f from Fan to itself.

Bent functions whose restrictions to the vectorspaces ulFom are all linear have already been
investigated in [14] and [20]. Since the exponents congruent with powers of 2 modulo 2™ — 1
are called Niho exponents, we shall call these functions Niho bent functions. The name of Niho
exponent comes from a theorem dealing with power functions by Niho [25], which has been
later extended to linear combinations of such power functions in [14] (see also [20]), and which
relates the value of the Walsh transform of such a sum to the number of solutions in U of some
equation.

Four examples of infinite classes of Niho bent functions are known up to linear equivalence:

e The simplest one is the quadratic function 7r]" (atQm‘H), where a € F3,. .

e Three other examples are given in [14]. They are binomials of the form f(¢) = Tr} (ot +
agtd2), t € Fon, where 2d; = 2™ +1 € Z/(2" — 1)Z and a3, € Fj, are such that
(a1 +a?™)? = o2" L. Equivalently, denoting a = (a1 + a?")? and b = ag, we have

a = b¥"*l € F%, and f(t) = Tr(at? 1) + TrP(bt%2) (note that if b = 0 and a # 0
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then f is also bent but it belongs then to the class of quadratic Niho bent functions seen
above). The values of dy are:
— dy = (2™ —1)3 + 1 (with the condition that, if m is congruent with 2 mod 4, then
b = ao is the fifth power of an element in Fan; otherwise, b can be any nonzero
element),
— 4dy = (2™ — 1) + 4 (with the condition that m is odd),
— 6dy = (2™ — 1) + 6 (with the condition that m is even).
As observed in [14], these functions have respectively algebraic degrees m, 3 and % + 1.
e The second class in [14] has been generalized by Leander and Kholosha [20] into the
functions: Ty (at? 1+ Z?:ll*l t%i), r > 1 such that ged(r,m) = 1, a € Fan such that
a+a?" =1,85=(2"-1)%& mod (2™ +1)+1,i€{l,---, 271 —1}.

4. ON DOBBERTIN-ET-AL’S NIHO BENT FUNCTIONS

Recall that, for any positive integer k, and r dividing k, the trace function from For to Far, de-

k_ ir
noted by TrF, is the mapping defined as: Vo € For, TrF(z):= E{'zol 22", The trace function

T

TrF satisfies the transitivity property, that is, Tr’f =Trio Trk.

It was left open in [14] to determine if the duals of the functions introduced there are also Niho
bent (possibly up to affine equivalence). In the next proposition, we study how the mapping G
related to the functions in the second class satisfies Conditions (4) and (5). We subsequently
study the duals of these functions and give an answer to this question.

Proposition 5. Let f be defined as

(6) Vt € Fon, f(t) = Tr(at?" 1) + Tr(bt@" D1t

with m odd, a € Fin and b € F5, such that b1 = a. There exists v in Fj. such that
b* = a?v?" 1. Let u be an element of Fan such that (u,v) is a basis of Fon as two-dimensional
vector space over Fam. The restriction of f to vFam equals Tr]*(uy) with p = al/2p@"+D/2 4

Tr?n(bv@m*l)%ﬂ). The mapping G such that G(z) = H(z) + pz and
Tri* (zH (£)) ifx #0
Tri"(py) if v =0

can be characterised by G*(z) = a®u®@"+D 4 Tr2 (b*u2"+3) + T (0" u)Tr?, (b*u?)z and sat-
isfies Conditions (4) and (5).

s+ - {

: m . 4\ 2"+l 4241
Proof. There exists v € Fan such that b* = a?v?" ! since (2—2 = % = 1. Ev-

a
ery element ¢t of Fon can be uniquely written as ux 4+ vy with (z,y) € Fam x Fam. Note
that Tr? (v2"t) = Tr? (v¥" ux) + Tr? (v2" Tly) = Trl (v¥"u)z since v2" ! € Fom and thus
Tri (v tly) = ¥ " FlyTr? (1) = 0. This implies that 777, (v2"u) # 0 (otherwise Tr? (v2"t) =
0 for every ¢t € F%, which is impossible ( for instance take t = v=2"n # 0 with Tr" (n) = 1 to
get a contradiction)).

Now
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fluz +vy) = Tr*(a(uz +vy)*" ) + Trf (b(uz + vy) " ~Di 1),

For x = 0:
Floy) = Tri(a(oy)*" ) + Tri(b(oy) *" Vit
= T (av?" Hy?) + Trp (@7 Dty
= Tr{(py), with o = a/20@" /2 4 Ten (@7 DI
For x # 0:
fluz +vy) = Tri(alu+vy/z)*" 1a?) + Trd (b(u + vy/a) @ Di+a)
= Tr{”(a% (u+ Uy/ﬂf)QmTHx) + Tri*(Tr] (b(u + vy/x)(szl)iﬂ)x))
= Tri" (H(y/z)z)
with

H(z) := a'?(u+v2) "2 L 1pn (b(u + vz)(2m_1)i+l); z € Fom.
Taking the 4th power and using the fact that 22" = z, we get:
HY2) = d®(*+ 02z2)(2m+1) + T (b (u + v2)2" T3)
- g22@m+) + a2u2m+1v2z2 + a2u2v2m+1z2 + 22271 4 + Tr;ib(b‘l(u + Uz)2m+3)

Now, the trace function T'r, is linear over Fom and,

(X 4+ V)28 = X243 | x2" 2y | x2"Hly2 | x2"yd o By Rt x2y 27l g xy 2" |y 2T,
Hence,
Trm (b u+v2)2" 13 = et (042" T3) + 27" (%" T20) + 227" (042" T ?) 4+ 23T (042" 0?)
+2Tr (brude?™) + 22T (brue?” )
+25Trp (b0 ) 4 2T (640,

We thus get that

HY(z) + p'2t = HY2)+ a®0?@ 04 L rpn (912" 43) 4
a2y2@"+1) + a2u2m+1v222 + a2u2v2m+122 + a2z42@m+1)
+Tr (4" T3) 4 2T (6427 T20) + 22T (04 T?) 4 A Trm (b4 0?)
+2Tr? (a0 ) + 2Trn (a0 )
+23Tr™ (bt T2) + AT (b2 )
a2 A Ly (2T )
= 22" 4 2[Tr? (6" T20) + Tr? (b*u3v®™)]
422 [a2u2m+102 +a2u2? T Tr? (0" T1o?) 4 Tr? (b*u?e?" )

+23 [Tr;‘%(b4u2mv3) + Tr;‘l(bzluv?m”)] + Tr,fl(b4u2m+3)
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We have:
Tr? (0% 20) + Trn (0*30®™) = Trn (b (w? v + w?™))
= Tr (bY2(Tr" (w?™)))
= Tr® (0¥ u)Tr? (b*u?);

a2u?" 0 + 2T T (b2 T 0?) + T (bR

a2( 2m+102+u v )+Trm(b4( L2 42,27 +1))

a*(Tr!, (u2m+lv2)) +Tr), (b4uvT7" (v?" )
a®Try (0¥ w)?) + Trfy, (v w) Ty (bluw) - =

a®(Tryy, (v*" w))? + Ty, (v*" w) Ty, (bt uw)
Tr (v w) (a®Trik (v u) + Trlk (bhuv))

m__
2"=1 and

n )+ T () = T (bR + ™))
= T (¥ w)Trl (b?) = 0

since Tr7 (b*0?) = Trh (a?v?"*1) = 0 (indeed, v?"*! € Fam).
Then

since b* = a2v

GA(2) = a2 L T (62 4+ Tl (0¥ ) T, (b1 u?) 2.
Note now that T (b*u?) # 0. Indeed, otherwise b*u? € Fom and b*v? € Fom and thus v/u € Fam
contradicting the fact that {u,v} is a basis.
Therefore, G is a permutation. Moreover, Condition (5) is equivalent to say that, for every

p#0,
L(z) = Tr" (b*u?)z + pzt
is 2-to-1. Note that L is linear : L(z + z’) = L(z) + L(2') and that

n (pd, 2\ /3
L(z):0<:>z:00rz:<Trm(bu)> .
p

We have used the fact that m is odd, the map = € Fom +— 23

is a permutation. Thus, the
equation L(z) = ¢ has 0 or 2 solutions.
Therefore, Conditions (4) and (5) are fulfilled, implying that the function f is bent. O

Remark 2. We can see that function f belongs, up to affine equivalence, to the sub-class of
‘H described in 3.1.1 (with ¢ = m — 2). In particular, it belongs to the completed Maiorana-
McFarland class (see e.g. [3])

Let us now compute the dual function of f. For that, and to simplify the calculation, we assume

from now on that b* # a? and that 7" (v) = 1 (such v exists and is unique). Then we can

take u = v?" (indeed, v and v?" are linearly independent : suppose that there exists z € F5m

such that v2" = zv; then v?"~1 = 2z, that is, (v2m_1)2m_1 = 02(1=2") — 1 4 contradiction with

b* = a?v?" 1 and b* # a?). Let us now define g : Fom xFom — Fon as: V(x,y) € (Fam)?, g(z,y) =

fvz + v2"y), where b* = a?v?" 1. According to Proposition 2, we know the support of the
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dual g of g: g(o, ) = 1 if and only if the equation H(z) + Bz + a = 0 has no solution in Fom.
Of course, the Walsh transforms of f and g are closely related:

Lemma 6. Yw € Fon, X7(w) = Xg(Tr7, (vw), Trl (v* " w))

Proof. Every element w of Fan can be uniquely decomposed as w = va+v2" 8, with (o, 8) € Fam
since {v,v?"} is a basis of Fon. Multiplying by v, we have vw = v?a + v*"13. Note now
that v2" '3 € Fom and that T77" (v?) = Tr" (v)? = 1. Thus, Tr" (vw) = a. Likewise, we
can show that 777 (v¥"w) = B. Furthermore, for t = vz + v¥"y with (z,y) € Fam, one has
Triy(wt) = Tr(TrR (vw)z + Trl (v¥" w)y) = Tri*(ax + By).
The Walsh transform of f is defined as :

Xr(w) = Z (—=1)fOFTri(wt)

teFan
Thus,
Xr(w) = Z (—1)9(@) T (az)+Tri" (By) — Xo (e, B).
((E,y)GFQm XFom

O

Hence, according to Lemma 6 and to the observations preceding it, the dual function ]7 of f
satisfies f(w) = 1 if and only if the equation H(z)+T7" (v*" w)z+Tr" (vw) = 0 has no solution
in Fom where, according to Proposition 5, H(z) = G(z) 4+ pz is given by:

HYz) = a®®@" ) 11 %243 + T (0¥ w)Tr? (b u?) 2 + (02027 FD 4 7t (54027 3)) 24
Let us simplify a little the above expression by noting that, for u = v?" and b* = a?v?>" 1

Trm (0" 3) = o®Trh (" 1327 = aQTTfn(va) = aQTrZL(v)Qm+2 =a?

Tl (v*" ) = Tri (0" ) = Trp ()2 =1

m

Try, (b**" ) = Ty, (027 H1)) = 2?7 (1) = 0

Furthermore, note that 777 (v) = 1 = v +v2" and then that v™! = 1 +v?"~! that is, v?" 7! =
1+ v~ L. Therefore,

m__ m+1
2 1'02

Trm (b*?) = a®Tr (v =a? (T?",’}l(v2 m )+ Tr%(UWUQm_l))
(1 +Try ( 20 e (v )) = a*Tr™ (0¥ 7
=X (Tr" (1 + v ) = a®Tr" (v7h).
We have also p = a/20@" /2 L Tpn (pp@"=Di+1y = q1/2(,@"+D/2 4 Tpn (27 41)/2)) —
a'2p@" /2 (since v +1)/2 € Fym and therefore Tr? (v +1)/2)) = 0).
We thus obtain that H*(z) = a?(v®"+D) 4 1) 4+ a®Tr? (v 1)z 4 a?0?@" T 24 that is:
H4(z) = q? (v2(2m+1) +14+Tr" (v )z + 7)2(2m+1)z4).

The support of the dual function of f is thus deﬁned as:
2M 41

f(a%w) = 1 if and only if the equation v T 414+ T " (vw) + Trﬁl(v_i)z% + (v Tz +
Tr,’}l(UQmw))z = 0 has no solution in Fam. Note that 2";7“ =(@2m—-1): +1
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Now, we have the following Lemma

Lemma 7. Let o, p, T be three elements of Fom. Assume that o # 0. Let N = {z € Fom |
oz + pzi = 7}. Then, N = { : ifTTT(.g ) = 0 where A = (‘%)%

0 otherwise.
Proof. Rewrite the equation az—{—pz% =T as A((f)%—gé(f)%) = Z. Choose A such that AT = 2
( m being odd, the mapping A — A3 is a permutation of Fom and therfore the mapping A A\3/4
as well).
Then, N = {t € Fym |t +t7 = L -1},
The map t € Fom +— t+ti is linear; its kernel is equal to Fy (since f4+t1 =0 < t=0orti =
1 <= t=0ort=1), hence its image E has dimension m — 1 and equals then {J € Fom |
Tri*(d) = 0} (indeed, for every element 6 = t+t1 of I, one has Tri*(0) = Tr{”(t)—i—Tr{”(t)i =0).
This implies that N equals 2 if Tr{*(Z - %) = 0 and is null otherwise, proving the result.

O
We deduce:
Theorem 8. Let n = 2m with m odd and f be defined as
Vi€ For,  f(8) = Trf'(at™ ) 4 Trp (ot D3

where a € F%,, and b € F, are such that b1 = a and b* # a®. Let v be such that Tr" (v) =1
and b* = a?v®" 1. Then the dual of f is such that

m 1
flazw) = Tr ( L+ T )> Tre (02" w) + v 2\
a2zw) =1r v T vw
! m Trr (v=1)

It has algebraic degree mTJrg Hence, for m > 3, f is affinely inequivalent to the functions

introduced in [14].

m

Proof. Applying Lemma 7 with o = Tr? (v2" w) + v ,p =Tr" (U_%) and 7 =0 2 + 1+
Trl (vw), we deduce that f(a%w) =1 if and only if

v n(vw) [ Trr (0" w) + v 4
Trr, (02" w) + 0" 7 Trp, (v=1/4)

1
241\ 3

~ +1 Tr (v w) + v 2
—I—l—l—Trfn(vw)) ( n Tri (o-T) )

Wl

m
T?”]_

that is

f(a%w) =T (1)2 2

2430 st . .
For every element z of Fom we have z1/3 = Z1H4+47+4%++4"27  Hepce, the vectorial function

om

241
<Tr (?rn%ﬂ) > has algebraic degree m+1 Since the functions v~ 2~ + 1+ Tr" " (vw) and

(V" w) + v are affinely independent over Fam, we deduce that the degree of the dual is

. Since the algebraic degree is affine invariant, and since for m > 3, m—*'?’ is different from 3

Trl
m+3
2

and m, this proves that fis affinely inequivalent to the functions introduced in [14]. O
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This gives an answer to the open question evoked in [14]: at least one of the duals of the functions
introduced in this paper is affinely inequivalent to them.

Remark 3. Function fv in Theorem 8 is affinely equivalent to the bivariate function g(z,y) =

1/3 & Fym is a permutation and fvbelongs then to the completed

zy'/3. The function y € Fom +— y
Maiorana-McFarland class (but we knew this already thanks to Remark 2, since the dual of a

function in the completed Maiorana-McFarland class belongs to this same class (see e.g. [3])).

5. FUNCTIONS IN CLASS H AND O-POLYNOMIALS

Since the function studied above in Proposition 5 and Thorem 8 belongs to the completed
Maiorana-McFarland class and since we do not know whether the other known Niho bent func-
tions are in this same class, we are brought back to the question of knowing whether functions
can be exhibited in class H which are not in the completed Maiorana-McFarland class. We
observe now that Condition (5) implies Condition (4) and is equivalent to the fact that G is an
o-polynomial.

Definition 2. Let m be any positive integer. A permutation polynomial over Fom is called
Gl4+)+G() if 240
z

0if =0

an o-polynomial if, for every ~v € Fom, the function z € Fom — { is a

permutation of Fom.

Note that some authors like Dobbertin in [11] add the condition “G(0) = 0, G(1) = 1”7 to the
definition of o-polynomials; we do not include it since if it is not satisfied by an o-polynomial

G, we can replace G by the o-polynomial %, which satisfies it.

Lemma 9. Any function G from Faom to Fam satisfies Condition (5) if and only if it is an

o-polynomaal.

Proof. Recall first that any function from Fom to itself can be represented (in a unique way) as
a polynomial over Fom of degree at most 2™ — 1. For every v, § € Fom, the equation G(z)+ 5z =
G(7) + By is satisfied by . Thus, if Condition (5) is satisfied, then for every € Fom™ and
every v € Fam, there exists exactly one z € F},, such that G(z +v) 4+ 8(z +7) = G(v) + B,

that is, w = 3. Then, for every v € Fom, the function z € F},, — w € Fsm

G0l jr » £
0ifz=0

Hence, G is an o-polynomial. Conversely, if G is an o-polynomial, then for every v € Faom,
we have w # 0 for every z # 0 (note that there is no need to assume that G is a
permutation for having this) and for every (5 # 0 there exists exactly one nonzero z such that
G(z +7v) + G(y) = Bz. Then for every ¢ € Fom, either the equation G(z) + Sz = ¢ has no
solution, or it has at least a solution + and then exactly one second solution z ++ (z # 0). This

is bijective, that is, G and the function z € Fom +— are permutations.

completes the proof. O

This property was partially observed by Maschietti [23] (for power functions and b = 1) as

recalled by Dobbertin in [11]. Note that, according to the proof of Lemma 9, the property that

Ge+1)+G() if 240
z

. is a permutation of Fom
0if z=0

for every v € Fom, the function z € Fom +—

implies that G is a permutation of Fom .
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The simplest example of an o-polynomial is the already seen Frobenius automorphism G(z) = 22

where ¢ is coprime with n. The other known examples are the following:
) G(z) = 2% where m is odd;

) G(z) = 232"t where m = 2k — 1 [15];

) G(z) = 222 where m = 4k — 1 [15];
4) G(z) = 222k+1+23k+1 where m = 4k + 1;

) G(z) = z2 - 22 +2 + A2 where m = 2k — 1 [8];

) G(z) = 26 + 26 + 26 where m is odd;

) G(

z) = (s 4+2)j§$§2§‘§ﬂ2)”3+22> + 212 where Tr*(1/8) = 1 and, if m = 2 [mod 4],

then 0 & Fy;
(8) G(z) = % (Trn (b7) (2 + 1) + Trit (b2 + b2")") (2 + Trit (b)21/2 + 1)177) +-21/2, where
m is even, r = :t2m3_1, b € Foom, b2 t1 =1 and b # 1, where Tr(x) = x + 22" is the
trace function from Fon to Fom.
Note that the corresponding functions G’(z) := 2G(22" ~2) = 2G(1/z) are affinely independent
from Frobenius. This provides potentially new n-variable bent functions:

o f(z,y) =Tr(x= %Y%), 2,y € Fam where m is odd;

o fz,y) =Trm(z=3@H0y32%44) 2 o) ¢ Fom, where m = 2k — 1;

f

o flz,y) = Trm(z=2"-22" 42" "0 ) € Fom, where m = 4k — 1;

o flz,y)=Trm(z =2~ 23k+1y22k+1+23k+1) x,y € Fom, where m = 4k + 1;

o f(z,y) = Trin(l’l_ y + I_(2k+1)y2k+2 + :L,—S.(2k+1)y3-2k+4)’ z,y € Fom, where m =
2k —1;

o f(x,y) = Trl % %—i-xfsyﬁ +x6y6) x,y € Fom, where m is odd;

o o) = Trp ([P | 1) [Pl B ) )

z,y € IFgm Where Tri*(1/6) =1 and, if m = 2 [mod 4], then ¢ & Fy;
o f(@,y) = T (2 [A@)] [BW)]), 2,y € Fym, where m is even,

Ax) = 1 (Tr:;(bT)(;p—l +1)+ Trfn((bib_l + me)r)(l,—l + TT&(b)x_l/Q + 1)1—7’) + 212

B(y) = TT,} o) (Tr%(b’")(y + 1) + Trik ((by + 0¥ ) (y + Tri (b)y'/? + 1)1‘7") +y'/?

r=22"7 b€ Foom, b1 =1 and b # 1.

Conclusion

We have observed that the bent functions studied under the name of Niho bent functions are
the univariate version of a ( slightly extended) class of bent functions introduced 35 years ago by
John Dillon, but which had not been further investigated because Dillon had not found examples
of functions in his class which were not affinely equivalent to already known bent functions. We
have replied to an open question raised by Dobbertin et al. on the duals of the three classes of
Niho bent functions introduced by these authors, by calculating the dual of one of these three
classes. We have found eight new infinite classes of bent functions whose bivariate expressions
are explicit, by noticing that the condition for a function to be in this class is equivalent to
the fact that a polynomial directly related to its definition is an o-polynomial. We leave open
two problems: (1) Extend the calculation of the dual to the generalization of the class given
by Leander and Kholosha and calculate the duals of the two other functions introduced by
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Dobbertin et al. (2) Determine for each of the eight classes of Niho bent functions that we

obtained if it is included in a known class of explicit bent functions such as M or PS,.
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