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Abstract. It had been widely believed that the indifferentiability framework ensures composition in
any security game. However, Ristenpart, Shacham, and Shrimpton (EUROCRYPT 2011) demonstrated
that for some multi-stage security, there exists a cryptosystem which is secure in the random oracle
(RO) model but is broken when some indifferentiable hash function is used. However, this does not
imply that any cryptosystem is broken when a RO is replaced with the indifferentiable hash function.
They showed that the important multi-stage security: the chosen-distribution attack (CDA) security is
preserved for some public key encryption (PKE) schemes when a RO is replaced with the indifferentiable
hash function proposed by Dodis, Ristenpart, and Shrimpton (EUROCRYPT 2009). An open problem
from their result is the multi-stage security when a RO is replaced with other indifferentiable hash
functions. We show the following for the important indifferentiable hash functions, Prefix-free Merkle-
Damgard and Sponge.
— For any PKE scheme, the PRIV security, which is a multi-stage security, is preserved when a RO
is replaced with the indifferentiable hash functions.
— All existing hedged PKE schemes, which is CDA-secure in the RO model, are CDA-secure when
using the indifferentiable hash functions.

1 Introduction

The indifferentiable composition theorem of Maurer, Renner, and Holenstein [22] is that if a functionality
F (e.g., a hash function from an ideal primitive) is indifferentiable from a second functionality F’ (e.g.,
a random oracle (RO)), the security of any cryptosystem is preserved when F” is replaced with F. The
important application of this framework is the RO model security, because many practical cryptosystems
e.g., RSA-OAEP [8] and RSA-PSS [9] are design by the RO methodology. Usually, ROs are instantiated by
hash functions such as SHA-1 and SHA-256 [25]. However, the Merkle-Damgard hash functions [17, 23] such
as SHA-1 and SHA-256, are not indifferentiable from ROs [16]. So many indifferentiable (from a RO) hash
functions have been proposed, e.g., the finalists of the SHA-3 competition [3,11, 19, 20,27, 1,2, 10, 12,16, 15,
18]. The indifferentiable security is thus an important security of hash functions.

Recently, Ristenpart, Shacham, and Shrimpton [26] showed that in some multi-stage security game a RO
secure scheme is broken when the indifferentiable hash functions are used. They considered the multi-stage
security game called CRP and showed that the hash-based challenge response protocol is CRP-secure in
the RO model but broken when the indifferentiable hash functions are used. The CRP security game for
the n-bit (output length) hash function H is the two stage security game. In the first stage, for a random
message M of 4n bits, the first stage adversary A; derives the some state st of 2n bits. In the second stage,
the second stage adversary Ay receives st, and for a random 2n-bit challenge value C' outputs an n-bit
value 2. Then, the adversary wins if z = H(M||C). Consider the chop MD hash function H"(M;||Ms) =
chop,, (h(h(IV, My), Mz)) which is indifferentiable from a RO [16], where h : {0,1}*" — {0,1}?" is a RO,
|Mi| = |Ms| = 2n, and chop, : {0,1}?>" — {0,1}" outputs the right n-bits of the input. Clearly, the
following adversary can win with probability 1 when H is the chop MD hash function. First, A; receives
M, calculates st = h(h(IV, M1), M3) where M = M;||Ms, and outputs st. Second, As receives st, and for
a random challenge C, outputs z = chop, (h(st,C)). On the other hand, when H is a RO, since Ay cannot
receive several value of M, the probability that the adversary wins is negligible. This result implies that the
indifferentiable composition theorem does not ensure any multi-stage security when a RO is replaced with
indifferentiable hash functions.

The chosen-distribution attack (CDA) security game is an important multi-stage security game, which
is the security goal for deterministic [4, 6, 13], hedged [5], and efficiently searchable [4] public key encryption



(PKE), wherein there are several PKE schemes which are proven in the RO model [4,5]. For the CDA
secure PKE schemes EwH [4] and REwH1 [5] (in the RO model), Ristenpart et al. salvaged the important
indifferentiable hash function, the NMAC-type hash function [18], which was proposed by Dodis, Ristenpart,
and Shrimpton, and which is employed in the SHA-3 finalist Skein [19]. They showed that these PKE schemes
are non-adaptive CDA secure in the chosen-plaintext attack (CPA) case when the NMAC-type hash function
is used.

The open problem from the paper of Ristenpart et al. is thus the CDA security when a RO replaced
with other indifferentiable hash functions. Especially, it is important to consider the security when a RO is
replaced with the SHA-3 finalists, because one of the SHA-3 finalists will be published as a standard hash
function (FIPS) [24]. So we consider the important hash functions, Prefix-free Merkle-Damgard (PFMD) [16]
and Sponge [10]. The PFMD hash function is employed in the SHA-3 finalist BLAKE [3]. The Sponge hash
function is employed in the SHA-3 finalist Keccak [11]. We show the following,.

— The adaptive PRIV security and the non-adaptive PRIV security of any PKE scheme in both chosen-
ciphertext attack (CCA) and CPA cases are preserved when a RO is replaced with these hash functions.

— All existing hedged PKE schemes [5], REwH, RtD, and PtD, which are CDA secure in the RO model, is
CDA secure when using these hash functions.

The PRIV security [4] is the special case of the CDA security which is the security goal for the deterministic [4,
6, 13] and efficiently searchable [4] PKE schemes. Note that our results cover all PKE schemes which are
CDA secure in the RO model. The advantages of our result to the result of Ristenpart et al. are that (1) our
result ensures the stronger security (adaptive and CCA), and (2) our result ensures the CDA security of all
existing PKE schemes which are CDA secure in the RO model. Since several PKE schemes in [5, 4] support
the CCA case or the adaptive case, the analysis for the stronger security cases is important.

(Reset) Indifferentiability [26]. To prove the CDA security, we use the reset indifferentiability framework
of Ristenpart et al. The reset indifferentiability ensures composition in any security game: if a hash function
HP which uses an ideal primitive P is reset indifferentiable from another ideal primitive P’, any security of
any cryptosystem is preserved when P’ is replaced with HT .

Recall the original [22] and reset [26] indifferentiability (from a RO) framework. The original indif-
ferentiable security game from a RO for H” is that a distinguisher A converses either with (H?, P) or
(RO, SFO). S is a simulator which simulates P with the relation among H” and P. If the probability that
the distinguisher A hits the conversing world is small, then H is indifferentiable from a RO. In the reset
indifferentiable security game, the distinguisher can reset the simulator to its initial state at arbitrary times.

To prove the original indifferentiable security, the simulator needs to record the query-response history.
For a repeated query P(z) where z was returned, the value z is returned. So, for a repeated query to the
simulator where z was returned, the simulator should return z. When the internal state is reseted, the
simulator forgets the value and cannot return. Thus one cannot use the reset indifferentiability from a RO
to prove the CDA security when a RO is replaced with the indifferentiable hash functions.

Our Approach. We thus use the reset indifferentiability from a variant of a RO. We propose a variant which
covers many indifferentiable hash functions. We call the variant “Versatile Oracle” (VO). VO consists of a RO
and auxiliary oracles. The auxiliary oracles are used to record the query-response history of a simulator. VO
thus enables to construct a simulator which does not update the internal state and which is unaffected by the
reset function. We show that the PFMD hash function and the Sponge hash function are reset indifferentiable
from VOs. Recently, Andreeva et al. [1] and Chang et al. [15] consider the indifferentiable security of the
BLAKE hash function with the more concrete structure than PFMD. In the appendix C, we prove that the
BLAKE hash function with the concrete structure is reset indifferentiable from V. This ensures that VO
can be replaced with these indifferentiable hash functions. Then, we show the following in both CPA and
CCA cases and both adaptive and non-adaptive cases.

— For any PKE scheme, the PRIV security is preserved when a RO is replaced with VO.
— The CDA security of the existing hedged PKE schemes is preserved when a RO is replaced with VO.

The reset indifferentiability composition theorem ensures that the PRIV security and the CDA security are
preserved when a RO is replaced with the indifferentiable hash function. Our results cover all existing CDA
or PRIV secure PKE schemes. Note that this is the first time positive result for the reset indifferentiability
(from VO).
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Fig. 1. Versatile Oracle VO

2 Preliminaries

Notation. For two values z,y, z||y is the concatenated value of x and y. For some value y, <« y means

assigning y to x. When X is a non-empty finite set, we write x & X to mean that a value is sampled
uniformly at random from X and assign to x. @ is bitwise exclusive or. |z| is the bit length of . For I x r-bit
value M, div(r, M) divides M into r-bit values (Mq,..., M;) and outputs them where M;||---||M; = M.
For a formula F, if there exists an only one value M such that F(M) is true, we denote 3y M s.t. F(M).

(Reset) Indifferentiability [22,26]. In the reset indifferentiability [26], for a functionality F, a private
interface F.priv and a public interface F.pub are considered, where adversaries have oracle access to F.pub
and other parties (honest parties) have oracle access to F.priv. For example, for a cryptosystem in the F
model, an output of the cryptosystem is calculated by accessing F.priv and an adversary has oracle access
to F.pub. In the RO model the RO RO,, : {0,1}* — {0,1}" has both interfaces. Let HY : {0,1}* — {0,1}"
be a hash function that utilizes an ideal primitive P. The interfaces of H” are defined by H” .priv = HY
and HY pub = P

For two functionalities F3 (e.g., hash function) and F5 (e.g. a variant of a RO), the definition of the reset
indifferentiability for F; from F5 is as follows.

GFg pub

Adv r[;‘lni'l‘:f ( ) —_ |Pr[AF1‘priv,F1‘pub = 1} . PI‘[AFQ‘pTi’U’ = 1”

where § = (S, S.Rst), Fy.priv = Fy.priv and Fy.pub = (F).pub,nop). S.Rst takes no input and when run
reinitializes all of S. nop takes no input and does nothing. We say F} is reset indifferentiable from Fy if
there exists a simulator S such that for any distinguisher A the advantage of the reset indifferentiability is
negligible. This framework ensures that if F} is reset indifferentiable from F5 then the any stage security of
any cryptosystem is preserved when F5 is replaced with Fj. Please see Theorem 6.1 in the full version of
[26].

When S.Rst and nop are removed from the reset indifferentiable security game, it is equal to the original
indifferentiable security game [22]. In the original indifferentiable security game, the distinguisher interacts
with (Fy.priv, Fy.pub) and (Fy.priv, S¥2-P%?). We denote the advantage of the indifferentiable security by
Adv'lr}f'fpz (A) for a distinguisher A. We say F} is indifferentiable from F; if there exists a simulator S such
that for any distinguisher A the advantage is negligible.

3 Versatile Oracle

In this section, we propose a versatile oracle VO. VO consists of a random oracle RQO,,, random oracles
R(’)ij (j =1,...,v), traceable random oracles TROEQ (i=1,...,u), and ideal ciphers ICg?mt (t=1,...,9).
The private interface is defined by VO.priv = RO, and the public interface is defined by VO.pub =
(ROmROJ G=1,...,0),TROW (i =1,... u),I C(t) (t=1,...,s)). VO can be implemented as Fig. 1.

RO, is shown in Flg 1 (Left) Where the 1nput length is arbltrary and the output length is n bits. F is a
(initially everywhere L) table.



RO%J- is shown in Fig. 1 (Left) where the input length is arbitrary and the output length is n; bits, and
F; is a (initially everywhere 1) table. Note that the n; is defined in our proofs.

T R(’)g? is shown in Fig. 1 (Center) which consists of a random oracle R(’)g? and a trace oracle TO®.

The output length of ROEL? and the input length of TOY are w; bits, and F} is a (initially everywhere 1)
table. Note that the length w; is defined in our proofs.

IC,({i)’mt can be implemented as Fig. 1 (Right) which consists of an encryption oracle F; and a decryption
oracle D; where the first input of E; is the key of k; bits and the second input is the plain text of m; bits,
and the first input of D; is the key of k; bits and the second input is the cipher text of m; bits. E; and
D; are (initially everywhere 1) tables where for the query E;(k,z) (resp. D:(k,y)) the output is recored
in E¢[k,z] (resp. Dy[k,y]). T;'[k] and T; [k] are (initially empty) tables which stores all values of E.[k, ]
and Dq[k, ], respectively. Update;(k,x,y) is the procedure wherein the tables E;, Ds, T, [k] and T, [k] are
updated, E;[k, x] < y, Di[k,y] «— 2, T, [k] < y and T, [k] < .

4 Reset Indifferentiability for Hash Functions

In this section, we consider the reset indifferentiable security of the important hash functions, prefix-free
Merkle-Damgard (PFMD) [16] and Sponge [10]. We show that these hash functions are reset indifferentiable
from VOs.

4.1 Reset Indifferentiable Proof Strategy

We prove the reset indifferentiable security by using the following strategy which enables to modularly
incorporate the previous original indifferentiable security result into our proof.

Let P be some ideal primitive. Let H” : {0,1}* — {0,1}" be a hash function using P. In the reset
indifferentiable game, in the H¥ world the distinguisher interacts with (RO,, S) (VO scenario) and (HF, P)
(HF scenario) where S = (S, S8.Rst) and the simulator S simulates P. The simulator S has oracle access
to VO.pub. Let S* be the simulator of the original indifferentiable security from RO, for H” where the
simulator S* has oracle access to RO,,.

To evaluate the reset indifferentiable advantage, we employ the following strategy. In our proofs, we
consider the following five games.

Game 0. This is the VO scenario where A has oracle access to (RO, S).

Game 1. This game is equal to Game 0 but S.Rst is removed where A has oracle access to (RO, S).

— Game 2. This game is the random oracle scenario of the original indifferentiable security game of H”
where A has oracle access to (RO, S*).

— Game 3. This game is the H' scenario of the original indifferentiable security game where A has oracle

access to (HP, P).

Game 4. This game is the H¥ scenario of the reset indifferentiable security game where A has oracle

access to (HT, P,nop).

Let Gi be an event that A outputs 1 in Game ¢. Then,

AdviE o (A) < Pr[GO] — Pr[G4]
< (Pr[GO] — Pr[G1]) + (Pr[G1] — Pr[G2]) + (Pr[G2] — Pr[G3]) + (Pr[G3] — Pr[G4])
The difference (Pr[G2] — Pr[G3]) is equal to the original indifferentiable security advantage of HY from a RO,

We denote the bound of the advantage by p*. Since nop takes no input and does not nothing, Pr[G3] = Pr[G4].
Thus for any distinguisher A, the following holds.

Advi; o s(A) < (Pr[GO] — Pr[G1]) + (Pr[G1] — Pr[G2]) + p*.

So the remaining work is to define the simulator S such that the simulator does not update the internal state
and the difference (Pr[G1] —Pr[G2]) is small. If the simulator does not update the internal state, S.Rst gives
no advantage to A, that is, Pr[G0] = Pr[G1]. We thus define such simulator.



PFMD"(M)

T & ’ 5™ (z,y)
; a(l:A<4—17IV7 M) = div(m, pfpad(M)) 01 if T's«[z,y] #L then return T« [z, y[;
3Forj:71... i, x — h(z||M;); 02if & = IV then
4 Ret z: E 7 03  if 3M s.t. pfpad(M) = y then z «— RO, (M);
' 04  else
05 z—{0,1}"™;
S(z,y) 06 if Path[z] =L then Path|z] « y;

1M —TOW (z);
2if x = IV then
3 if 3M s.t. pfpad(M) = y then z — RO, (M);

07 else if Path[z] = M™* #.1 then
08  if 3M s.t. pfpad(M) = M*||y then z «— RO, (M);

) 09 else
4 else z — ROy’ (y); 10 z+—{0,1}™;
5 else if M* #1 then 11 if Path[z] =L then Path[z] «— M*||y;

6 if 3M s.t. pfpad(M) = M*||y then z «— RO, (M);
7 else z — ROY (M*||y);

8 else z «+ ROL(=||y);

9 return z;

12 else z < {0,1}™;
14 return Ts-[z,y);

Fig. 2. PFMD Hash Function (left), Simulator S (left), and Simulator S* (right)

4.2 Reset Indifferentiability for the PFMD Hash Function

The PFMD hash function is employed in the SHA-3 finalist BLAKE hash function [3]. In the document of
[3], the indifferentiable security is proven when the compression function is a RO.

The PFMD hash function is illustrated in Fig. 2 (Left) where IV is the initial value of n bits, h : {0,1}¢ —
{0,1}™ is a compression function, d = n + m, and pfpad : {0,1}* — ({0,1}"™)* is an injective prefix-free
padding where for any different values M, M’, pfpad(M) is not a prefix of pfpad(M’) and the inverse function
of pfpad is efficiently computable.

We evaluate the reset indifferentiable security from VO for the PFMD hash function where h is a RO.
We define the parameter of VO as v =1, u = 1 ny = n, and w; = n. Note that in the reset indifferentiable
proof ideal ciphers are not used. Thus in this case, VO.priv = RO,, and VO.pub = (RO,,, ROL, TROWV).
The following theorem shows that PEMD" is reset indifferentiable from VO.

Theorem 1. There exists a simulator S such that for any distinguisher A, the following holds,

indi lag + qn)?
AdV%an/[frf)h,vo,s(A) <0 <(QHQ,L%)>
where A can make queries to PFMDh/ROn and h/S at most q, qn times, respectively, and l is a maximum
number of blocks of a query to PFMDh/ROH. S makes at most 2qp, queries and runs in time O(qp).

In the proof of the theorem, we use the result of the indifferentiable security from a RO by Chang et
al. [14] They defined a simulator S* which is shown in Fig. 2. Ts+ is a (initially everywhere 1) table
which records query-response values of S*. For the query S*(x,y), the response is recorded in Tg«|[x,y].
Path is a (initially everywhere L) table which records all paths with the Merkle-Damgard style. If triples
(20,Y1,21), (21, Y2, 22), (22,Y3, z3) are recoded in Tg- where Ts+[z;_1,y;] = z; and zo = IV, yi||y2||ys is
recoded in Path[z3] . The task of the simulator S* is to simulate h so that the relation among (PFMD", h)
yields among (RO,,, S*). So the response of S*(x,y) is defined by the output of RO,,(M) if there exists M*
such that Path[z] = M* and there exists M such that pfpad(M) = M*||y.

The Simulator S. We define the simulator S in Fig. 2. TROS) offers the same functionality as the
table Path. If the queries S(zo,y1),S(21,¥2), S(22,y3) were made where 21 = S(z0,y1), 22 = S(21,92), 23 =
S(z2,y3), the structure of S* ensures that the Merkle-Damgard style path (y1||yz||ys, z3) is recoded in the
table F¥. The response of S(z,y) is defined by the output of RO,,(M) if the response M* = T O*(x) is not

! Note that in [14], the paths are recorded by using another formula, which is a relation R, but the table Path
realizes the same role as the relation.



Algorithm Sponge” (M)

1 M' « padg(M); St+(z,y)
2 (M, ..., M;) « div(n, M); 01 M* — TOW (y);
3s=1V; 02 if y = IV then
dfori=1,...,idos=P(s@® (M|0°)); 03  if unpadg(IVi @ z) = M #L then z — RO, (M);
5 return the left most n-bits of s; 04  else z — ROL(IVI @ x);
) 05 we—ROM(zaIV);
Si(z,y) 06 else if M™ #1 then
01 if Tgx [z,y] #L then return Tsx [z, y]; 07  m—a®ROL(M");
02 if y = IV5 then 08  if unpadg(M*|Im) = M #1 then z — RO, (M);
03  if unpadg(IVi @ ) = M #.1 then z — RO, (M); 09 else z «+ ROL(M*||m);
04 else z < {0,1}™; 10w ROW(M*||m);
05 else if Path[y] #L then 11 else z||w «— P(z]||y);
06  let Pathly] = (M™,z"); 12 return z||w;
07  if unpadg(M™*||(z" @ x)) = M #L then z «— RO, (M);
08 elsez & {0,1}™; S-(z,w)

01 M — TOW (w);

$
09 el 0,1}
else 2 = {0, 1} 02 if M #1 and |M| = n then

10 w <& {0,1}\Tr[2); 03 =z IVi® M,y IV
11 Updates- (x,y, z, w); 04 if M #1 and |M| > n then
12 return zf|w; 05 let M = M*|jm (|m| = n);
06  if unpadg(M™) = My #1 then z «— m @& RO, (M);
SZ(z,w) 07  else v — m @ ROL(M*);
1if T [z, w] #L then Tsx [z, w]; 08 ye— ’ROil)(M*);
22 = {0,1)" y & {0,1)\T[a; 09 else ally — P~ (z[|w);
3 Updates=(z,y, z,w); 10 return z||y;

4 return z||y;

Fig. 3. Sponge Hash Function (left), Simulator S* (left) and Simulator S (right)

L and there exists M such that pfpad(M) = M*||y. The simulator S thus realizes the similar procedure to
S* and the difference Pr[G1] — Pr[G2] is bounded by ¢7 /2". The formal evaluation of the difference is given
in Appendix A. Since the simulator S does not update the internal state, Pr[G0] = Pr[G1]. From [14], the
indifferentiable security bound is O((lgy + gn)?/2"). There results yield the bound of Theorem 1.

Remark 1. The EMD hash function [7] and the MDP hash function [21] are designed from the same design
spirit as the PEFMD hash function, which are designed so that the length extension attack is resisted. Thus,
by the similar proof, one can prove that the EMD hash function and the MDP hash function are reset
indifferentiable from VOs where the compression function is a RO.

4.3 Reset Indifferentiability for Sponge

The Sponge hash function is a permutation-based hash function which employed in the SHA-3 candidate
Keccak [11].

Fig. 3 (left) illustrates the Sponge hash function where IV is the initial value of b bits, padg : {0,1}* —
({0,1}")* is an injective padding function such that the final block message M; # 0, P : {0,1}* — {0,1}" is
a permutation and b = n+ ¢. The inverse function of padg is denoted by unpadg : ({0,1}")* — {0,1}*U{L}
efficiently computable. unpadg(M™*) outputs M if there exists M such that padg(M) = M*, and outputs L
otherwise. Note that the Sponge hash function of Fig. 3 is the special case of the general Sponge hash function
where the output length is variable. The output lengths of SHA-3 are 224, 256, 384 and 512 bits and in this
case the Keccak hash function has the structure of Fig. 3 2. We conjecture that the reset indifferentiable

2 In the Keccak case, b = 1600 and ¢ = 576. So, the output length of Keccak is shorter than n. Notice that the security
analysis of this case is the same as the case that the output length n-bit, because the advantage of adversaries in
the shorter output length case is decreased from that of adversaries in the case that the output length is n-bit. In



security of the general Sponge hash function can be proven by extending the following analysis of the Sponge
hash function. We denote the left most n-bit value and the right most ¢ bit value of IV by IV} and V5,
respectively. Namely, IV = IV4||IV5.

We evaluate the reset indifferentiable security of the Sponge hash function, where the permutation P is
a forward oracle of a random permutation and P! is its inverse oracle 3. We define the parameter of VO as
u=1,s=1,w; =c, and m; = b, and the random oracles RO%_ are not used. We don’t care the key length
k1, since in this proof we fix the key by some constant value, that is the fixed key ideal cipher is used. Since
the fixed key ideal cipher is a random permutation of b bits, we use the random permutation (P,P~1) of b
bits instead of the ideal cipher IC,(CII)’b where P is a forward oracle and P~ is an inverse oracle. Thus, in this

case, VO.priv = RO,, and VO.pub = (ROn,TR(’)gl),P,P_l). The following theorem is that the sponge
hash function Sponge® is reset indifferentiable from VO.

Theorem 2 (Sponge is reset indifferentiable from VO). There exists a simulator S = (S1,57) such
that for any distinguisher A, the following holds.

Ady/indiff (A) < (1-2"")¢*+(1+2"")q +g%+ (3¢+1)

Sponger,v0,5(A) = gt Tt

where A can make at most q queries. S makes at most 3q queries and runs in time O(q). ¢

In the proof of the theorem, we use the result of the indifferentiable security from a RO by Bertoni et
al. [10]. They define a simulator S* = (S%,5*) which is shown in Fig. 3. S% and S* simulate the random
permutation P and its inverse P!, respectively. Tgi and Ts- are (initially everywhere L) tables which
records query-response values of S% and S* . For the query S% (x,y), the response z||w is recorded in ngr [z, Y]
and z||y is recoded in Tg+ [z, w]. Similarly, the response z||w of the query S*(x,y) and z||y are recoded in
these tables. Path is a (initially everywhere 1) table which records all paths with the Sponge style. If
triples (21, wo, 21, w1), (X2, w1, 22, wa), (X3, W2, 23, ws) are the query-response values where Ts+ [z, wj_1] =
zjllw; (j = 1,2,3) and wo = IVa, then (x1 & IV1)||(z2 @ 21)||(x3 @ 22) and 23 is recoded in Pathlws]. Tr
and 77 are (initially everywhere L) tables. Tr[z] includes values which are all y’ such that Ts- [, y'] #L1,
IVy, all y’ such that Path[y”] #L, and all w’ such that T~ [z||w'] #L. Tr[z] includes values which are V3,
all ¢’ such that Path[y’] #1, and all y” such that Tsy [x,y"]. Updates«(x,y, z,w) is a procedure that the
tables Ts- , T's- , and Path are updated by using (x,y, z,w), namely, Ts: [,y] — z||w, Ts~ [z, w] — z||y, and
if Pathly] = (M,2*) #1 and Path[w] =L then Path[w] « (M||(x ® 2*),2) 4.

The simulator’s task is to simulate the random permutation (P, P~!) so that the simulator ensures the
sponge consistency, that is, the relation among (Sponge’, P, P~!) yields among (RO,,, S%,S*). Thus, to
ensure the Sponge consistency, for the query S%(x,y) the left n-bit value z of the response is defined by
RO, (M) if there is a path to (z,y), namely, Pathly] = (M*,2*) #L such that there exists M such that
pads (M*||(z ® 2)) = M.

The Simulator S. We define the simulator S in Fig. 2. ’TROgl) realizes the same functionality as the table
Path. When the queries Sy (x1,wo), S(x2,w;) were made where z;||w; = S4(z1,wo), 22|/|lwe = S(z2,w1)
where wg = I'Va, the structure of S ensures that the Sponge style path ((z1 & IV})||(22 @ 21), ws) is recoded
in the table F where Fi[(x1 ® IV4)||(z2 @ 2z1)] = wa. Then, when the query Sy (x3,w2) is made such that
unpadg((z1 @ IV1)||(z2 @ 21)|| (3D 22)) = M #.L, the simulator can obtain (21 @ IV1)||(x2 @ 21) by the query
70(1)(11)2). Thus the simulator can ensure the Sponge consistency by defining the output z3||ws so that
23 = RO, (M) and wg = ROW (21 & IV1)||(z2 & 21)|| (23 @ 22)) where 25 = ROL((z1 & IV1)||(22 @ 21)). The
simulator S thus realizes the similar procedure as S*. The formal proof is given in Appendix B. The difference
Pr[G1] — Pr[G2] is bounded by ¢2/2° + q(3¢ + 1)/2°!. Since the simulator S does not update the internal
state, Pr[G0] = Pr[G1]. The indifferentiable bound from RO, in [10] is ((1 —27")¢* 4+ (1 +27")q)/2°.
These results yield the bound of Theorem 2.

the shorter output length case (assume that the output length is n'-bit), VO.priv is chop, _n» o RO, and VO is
(RO, ROL TO RO, P, 'Pfl) where chop,,_, is the chop function where the right most n — n’-bits of the input
are chopped.

3 The security of the Sponge hash function was evaluated in the random permutation model [10].

4 Note that in [10], the paths and the query-response values are recorded by using a graph representation, but the
table Path and the tables Tsjr ,Ts~ realizes the same role as the graph.
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Fig. 4. CDA Security Game (left) and CDA1 Security Game (right)

5 Multi-Stage Security When a RO is Replaced with YO

We show the following. Note that the following security ensure both adaptive and non-adaptive cases and
both CCA and CPA cases.

— For any PKE scheme, the PRIV security [4] is preserved when a RO is replaced with VO.
— For all hedged PKE schemes [5], REwH, RtD, and PtD, the CDA security is preserved when a RO is
replaced with VO.

In this section, we use the following notations. Vectors are written in blodface, e.g., x. If x is a vector
then |x| denotes its length and x[i] denotes its i-th component for 1 < ¢ < |x|. bitj(x) is the left j-th bit of
x[A]|]. . [ lx]]).

Public Key Encryption (PKE). Recall that a public key encryption scheme AE = (K, £, D) consists of
three algorithms. Key generation I outputs a public key, secret key pair. Encryption £ takes a public key
pk, a message m, and randomness r and outputs a cipher text. Decryption D takes a secret key, a cipher
text, and outputs a plaintext or a distinguished symbol L. For vectors m,r with |[m| = |r| = v we denote
by E(pk,m;r) the vector (€(pk, m[1];x[1]),...,E(pk, m[v];r[v])). We say that AE is deterministic if £ is
deterministic. (That is, the length of the randomness is 0)

CDA Security. We explain the CDA security (we quote the explanation of the CDA security in [26]). Fig.
4 illustrates the non-adaptive CDA game in the CPA case for a PKE scheme A€ using a functionality F'.
We explain the adaptive case and the CCA case, later. This notion captures the security of a PKE scheme
when the randomness r used may not be a string of uniform bits. For the remainder of this section, fix a
randomness length p > 0 and a message length w > 0. An (u, v)-mmr-source M is a randomized algorithm
that outputs a triple of vector (mg, my,r) such that |mg| = |m;| = |r| = v which is the size of vectors, all
components of my and m; are bit strings of length w, all components of r are bit strings of length p, and
(my[i], r[i]) # (myplj],r)y]) for all 1 < i < j < v and all b € {0,1}. Moreover, the source has mini-entropy
i, meaning Pr[(my[é],r[i]) = (m/,r)|(mg, my, 1) & M] <27# for all b € {0,1}, all 1 < ¢ < v, and all
(m/,r"). A CDA adversary A;, As is a pair of procedures, the first of which is a (p, v)-mmr-source. The CDA
advantage for a CDA adversary Aj, Ao against scheme AE using a functionality F' is defined by

AdVEE (A1, Ap) =2 PY[CDAQQ’?Q = true] — 1.

In the adaptive case, the adversary Ay can select multiple triples (mg o, mq 1,r0), ..., (m; g, m;1,r;) adap-
tively, where before selecting (m; o, m; 1,r;), A1 can know cipher texts co, ..., c;—1 of (mg 4, 19), ..., (M;_1 p,Ti—1)
where b € {0,1} . The adversary A, can receive its cipher texts co, ..., c;j_1, while in the non-adaptive case,

Aj; outputs only one pair and A receives its cipher text. In the CCA case, the adversary Ay has oracle
access to the decryption oracle where the queries don’t appear as a component of the cipher text(s).

PRIV Security. The PRIV security is the special case of the CDA security when the PKE scheme
AE being considered has randomness length p = 0. Thus the PRIV security game for a PKE scheme
AE using a functionality F' against adversary A;, As is equal to the CDA game when p = 0, namely
PRIV57% = CDA%YH? and the PRIV advantage Advi n (A1, As) = AdviE p( A1, As).

CDA1 Security. In the following proofs, we use a new security called CDA1. The CDA1 security game is
shown in Fig. 4 which is equal to CDA security but in this game the first stage adversary outputs ¢ and



the second adversary outputs b’ where v’ € {0,1}. Fig. 4 is a non-adaptive and CPA case. In the adaptive
case, Ay outputs (mg,o, mg1,r0), ..., (Mj_1,0,m;_;1,r;_1) and Ay obtains its cipher texts cg,...,cj_1. In
the adaptive case, the CDA1 game returns (bit;(mgyp,--- ,mj_q 5,11, - ,rj—1) = b'). In the CCA case, the
adversary As has oracle access to the decryption oracle where the queries don’t appear as a component of the
cipher text(s). The CDA1 advantage for a CDA1 adversary A1, A2 against scheme A€ using a functionality
F is defined by

AdVEEY (Ar, As) = 2 PrCDATAL ™ = true] — 1.

CDA2 Security. The CDA2 security game is the special case of the CDA1 security game. In the CDA2
security game, A; outputs ((mg, my,r),¢) such that bit;(my, r) is a random bit, namely, for the output of.4;,
(mg, my,r), Pr[bit;(my,r) = 1] = 1/2. The CDA2 advantage for a CDA2 adversary A;, Ay against scheme
AE using a functionality F' is defined by

AdVEE% (A1, A) = 2 Pr[CDA2) 3 = true] — 1.
Clearly the following lemma holds.

Lemma 1. For any CDA2 adversary A1, As of a PKE scheme AE using a functionality F, there exists a
CDA1 adversary By, By such that

AV (A, As) < AdVERYL (B, Bs)

where the running time of By, By is at most that of A1, As.

5.1 Tools of Our Security Proofs

Removing Random Oracle. Let RO,, and RO be random oracles (in this case we don’t care the lengths
of domain and range spaces of RO™). Let O; be some oracle where O;.priv = RO,, and O;.pub includes
RO,,, RO* and other independent oracles. Let @5 be an oracle which is equal to @7 but excludes RO*. The
following lemma ensures that the CDA security in the O model ensures that in the O; model. Notice that
the following lemma ensures both the CPA case and the CCA case and both the cases of the non-adaptive
adversary and the adaptive adversary.

Lemma 2. For any CDA adversary Ay, Aa, making queries at most qro, qro*,q times to RO,, RO* and
other oracles, there exists a CDA adversary Ay, As such that
Pr[CDA%L ¢ = true] < Pr{CDAYLE = truel.

)

where the running time of the CDA adversary Ay, Az is at most that of the CDA adversary Ay, Ay and
makes queries at most qro, q times to RO, and other oracles. 4

Proof. We consider the following three games.

— Game 0 is the CDA game in the O; model where the adversary is A;, As which has oracle access to
O1.pub.

— Game 1 is the CDA game in the O; model where the adversary is A1, As but Ay, As does not have oracle
access to RO™.

— Game 2 is the CDA game in the Oz model where the adversary is A;,.42 which has oracle access to
Os.pub.

Let Gj be an event that the CDA game in Game j output true. Thus
Pr[CDALES = true] — Pr[CDALLE: = true] < Pr[GO] — Pr[G1] + Pr[G1] — Pr[G2].

3

Consider the difference between Game 0 and Game 1 (Pr[G0] — Pr[G1]). Since RO" does not leak one
bit or more of (mg, m;), RO™ gives no advantage to the CDA adversary. Thus Pr[G0] < Pr[G1].

Consider the difference between Game 1 and Game 2 (Pr[G1] — Pr[G2]). Clearly, Pr[G1] = Pr[G2].

From above discussions, Pr[CDAﬁlg’:?;l = true] — Pr[CDAjfg”“éz = true] < 0. O



Removing Ideal Cipher. Let RO,, be a random oracle. Let IC = (E, D) be an ideal cipher independently
from RO,, where E is an encryption oracle and D is a decryption oracle (in this case we don’t care the plain
text space, the cipher text space and the key space). Let O3 be some oracle where Os.priv = RO,, and
Os.pub includes RO,,, IC and other independent oracles. Let O4 be an oracle which is equal to O3 but does
not include IC. The following lemma ensures that the CDA security in the O4 model ensures that in the Os
model. Notice that the following lemma ensures both the CPA case and the CCA case and both the cases of
the non-adaptive adversary and the adaptive adversary.

Lemma 3. For any CDA adversary Ay, As in the O3 model, making queries at most qro,qc,q times to
RO, IC and other oracles, respectively, there exists a CDA adversary Ay, As such that

Pr[CDAJ’?tlg’:?f3 = true] < Pr[CDAﬁlg’f(‘gfL = true].

A1, Ao can make queries at most qro,q times to RO,, and other oracles, respectively. The running time of
the CDA adversary Ay, As is at most that of the CDA adversary Ay, As. &

Proof. We consider the following three games.

— Game 0 is the CDA game in the O3 model where the adversary is A, As which has oracle access to
Os.pub.

— Game 1 is the CDA game in the O3 model where the adversary is A;, As which has oracle access to
Os.pub excluding the ideal cipher (F, D).

— Game 2 is the CDA game in the O4 model where the adversary is A, As which has oracle access to
Oy.pub.

Let Gj be an event that the CDA game in Gamej output true. Thus
Pr[CDAY ", = true] — Pr[CDA%LS: = true] < Pr[GO] — Pr[G1] + Pr[G1] — Pr[G2].

Game 0 = Game 1. Consider the difference between Game 0 and Game 1 (Pr[G0] — Pr[G1]). If A; can
success to give some cipher text to Ay where the plain text includes one bit or more of (mg, m;), As might
obtain the information of (mg, m;) by inverting the cipher text. However, since the length of the plain text
is equal to that of the cipher text, the adversary A; can also give the plain text to A, without the ideal
cipher. Thus, the ideal cipher gives no advantage to the adversary and Pr[G0] < Pr[G1].

Game 1 = Game 2. Since in Game 1 the adversary cannot make a query to the ideal cipher, Game 2 is
equal to Game 1. So Pr[G1] = Pr[G2]. O

Removing Traceable Random Oracles. Let RO,, be a random oracle. Let TR(’)SE = (R(’)Sj), TOW) (i =
1,...,v) be traceable random oracles. Let Oy be some oracle where Os.priv = RO,, and Os.pub includes
ROy, TROTS’;Z and other independent oracles. Let Og be an oracle which is equal to O5 but does not include
T Rog) The following lemma shows that the CDA security in the Og model and the CDA1 security in the
Os model ensures CDA security in the O model. Notice that the following lemma ensures both the CPA
case and the CCA case and both the cases of the non-adaptive adversary and the adaptive adversary.

Lemma 4. For any CDA adversary Ay, As in the Os model, making queries to ’ROH,R(’)SL),T@@ and
other oracles at most qro, qro*, qT0*,q, Tespectively, there exists a CDA adversary Ay, As in the Og mode
or a CDA1 adversary By, By in the Og model such that

Pr[CDAAL A = true] < PrCDAALE = true] + Adviis%, (B, Bs) + %
where Ay, Aa can query to RO,, and other oracles at most qro,q, respectively. w = min{wy, ..., w,}. The

running time of the CDA adversary A1, As is at most that of the CDA adversary Ai, As. ¢
Proof. We consider the following three games.

— Game 0 is the CDA game in the O5 model where the adversary is A;, As which has oracle access to
Os.pub.
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— Game 1 is the CDA game in the O5 model where the adversary is A, As which has oracle access to
Os.pub excluding TOW (t=1,...,u).

— Game 2 is the CDA game in the O5 model where the adversary is Ay, As which has oracle access to
Os.pub excluding T’RO&Q (i=1,...,u).

— Game 3 is the CDA game in the Oy model where the adversary is A;, A2 which has oracle access to
Og.pub.

Let Gj be an event that the CDA game in Gamej output true. Thus

Pr[CDA%E S = true] — Pr[CDAYYS: = true] < Pr(G0] — Pr[G1] + Pr[G1] — Pr[G2] + Pr[G2] — Pr[G3].

)

Game 0 = Game 1. Consider the difference between Game 0 and Game 1 (Pr[G0] — Pr[G1]). We consider
the following events.

— Event E1: A; makes a query RO&)(M) such that M includes one bit or more of (mg, my).
e Event E11 = E1 A E1’ where Event E1’ is that A makes the query 7O (z) where z = RC)%)(M)
* Event E111 = E11 A E11” where Event E11” is that (mj,r) includes one bit or more of z.
. Event E1111 = E111 AE111” where Event E111’ is that when A, makes the query TO(2),
As knows one bit or more of z in (my, r).
. Event E1112 = E111A—-E112’ where Event —~E112” is that when A, makes the query 70O (z),
As know no bit of z in (my, r).
*x Event E112 = E11 A =E11” where Event —E11’ is that (my, r) includes no bit of z.
e Event E12 = E1 A =E1’ where Event ~E1’ is that Ay does not make the query 7O (z).
— Event E2 = —-E1 where Event —E1 is that A; does not make the query ROS;)(M) .

Thus in the following we consider the events E1111, E1112, E112, E12 and E2.
Let E[i] be the Event E in Game 4. Then

Pr[G0] — Pr[G1] < Pr[GO[E1111[0]] Pr[E1111[0]] + Pr[GO|E1112[0]] Pr[E1112[0] 4 Pr[GO|E112[0]] Pr[E112[0]]
+ Pr[GO[E12[0]] Pr[E12[0]] + Pr[GO|E2[0]] Pr[E2[0] — Pr[G1]
< Pr[E1111[0]] + Pr[E1112[0]] + Pr[E112[0]]
+ Pr[GO|E12[0]] Pr[E12[0]] + Pr[GO[E2[0]] Pr[E2[0]] — Pr[G1]

Pr[E1111[0]]: Under Event E1111[0], A knows one bit or more of z in (my,r) without using 7O, And
R(’)gl? leaks no bit of (my,r). Thus A; knows the bit without using the traceable random oracles 7 RO,&Q.
Since z is a random value, E1111[0] is equal to the event that in the Og model A; makes (mg, m;,r) such
that for some ¢ bit;(my«,r) is some bit of z and then Ay hits the bit. Namely, if E1111[0] occurs then the
CDA adversary succeeds in the CDA2 advantage begin 1. So if Event E1111[0] occurs then there exists the
CDAZ2 adversary By, By such that Pr[E1111[0]] < Advffg?oﬁ (Bi1, B2).

Pr[E1112[0]]: Under Event E1111[0], when A, makes a query TO"(z), Ay know no bit of (my,r). Thus,
Event E1111[0] is that A3 needs to hit the random value z. Since A; can make such value z at most qro

values, Pr[E1112[0]] < gro* X gro~/2".

Pr[E112[0]]: Since (my, r) does not include z, to query T7OW(z), A; needs to hit the random value z. Since
Aj can make such value z at most qro+ values, Pr[E112[0]] < qro+ X ¢ro-/2".

Pr[GO|E12[0]): Since A makes no TO® query to obtain (mg, my,r), 7O gives no advantage to A,. Thus
Pr[GO|E12[0]] = Pr[G1].

Pr[GO|E2[0]]: Since TROS;? gives no value of (mg, my,r) to A under Event E2[0], Pr[G0|E22[0]] = Pr[G1].

Since Pr[E12[0]] + Pr[E2[0]] < 1, there exists the CDA2 adversary B, B2 such that

Pr[GO] — Pr[G1] < Adv4#%, (B1, B2) + qro % qro-/2" "
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Note that the above discussion is in the case of the non-adaptive adversary, but clearly one can apply the
discussion to the case of the adaptive adversary by changing the A;’s output and the cipher text from
(mo, my, I‘) and c to (mo,o, m071, I‘o), ey (mi_l,o, mi_l,l, ri—l) and (Co, ey Cj)

Game 1 = Game 2. In Game 2 ’ROg) queries are removed. From Lemma 2, Pr[G1] < Pr[G2].

i

Game 2 = Game 3. Clearly Game 3 is equal to Game 2. Thus Pr[G2] = Pr[G3].

Thus, the bound of the theorem is obtained. a

5.2 PRIV Security

Lemmas 2 and 3 ensure that for any PKE scheme the PRIV security is preserved when Oy is replaced with
VO, where O7.priv = RO,, and O7.pub = (ROmTRogb fori = 1,...,u. To use Lemma 4, we evaluate
the CDA1 advantage in the RO, model. Since p = 0, the CDA1 advantage is that the second adversary
in the PRIV game obtains one bit or more of m;,. When A; generates m; such that the obtained bit is b,
Ag can output b. Namely, the CDA1 advantage is bounded by the CDA advantage in the RO model. The
formal evaluation of the bound of the CDA1 advantage is given in Appendix D. We thus obtain the following
theorem. Notice that the theorem ensures both the CPA case and the CCA case and both the non-adaptive
cases and the adaptive case.

Theorem 3. For any PRIV adversary A1, As in the VO model, making queries at most qro, qro’, 4ic, RO
and qro~ times to RO, R(’)le (G =1,...,0), IC,(C?mt t=1,...,9), R(’)g) and TOW (i =1,...,u),

respectively, there exists a PRIV adversary Ay, As such that

i i RO*4T O*
AT o- (A1, A2) < 3+ AdVRE o (A1, Az) + RETC
Aq1, As can make queries at most qro times to RO,,. The running time of the PRIV adversary A1, As is at
most that of the PRIV adversary Ay, As. ¢

5.3 The CDA Security of Hedged PKE Schemes

In the CDA security game with randomness, one cannot use Lemma 4 for some PKE scheme, since there
exists a PKE scheme which is CDA secure in the RO model but the CDA2 advantage is not negligible. For
example, such PKE scheme is that the encryption is defined as £(pk, m;r)||bit; (r). We thus prove all hedged
PKE schemes, REwH, RtD and PtD [5].

Lemmas 2 and 3 ensure that the CDA security of these PKE schemes is preserved when O is replaced
with VO where Or.priv = RO,, and O7.pub = (RO,,, TRO&?)) for i =1,...,u. We thus consider the CDA2
security of these PKE schemes in the RO,,. Then Lemma 4 ensures that the CDA security of these PKE
schemes is preserved when RO is replaced with O

Let AE, = (K., &, D,) be a (randomized) PKE scheme with randomness length p,. > 0. Let AE; =
(Kd,E4,Dyg) be a (deterministic) PKE scheme with randomness length always 0.

The CDA Security of REwH. Let REWH[AE ] = (KrewH, Erewn, Prewn) be the PKE scheme. The encryp-
tion is defined as Erewn(pk, m;r) = E-(pk, m; RO, (pk||m||r)). We evaluate the CDA2 advantage of REwH
in the RQO,,. Since r is hidden by the RO,,, to obtain the advantage of TR(’)%E, the second stage adversary

needs to obtain some bits of m; from ¢, or hits some output of ROS) If the CDA2 adversary can cause the
former case, he can break the CDA security by setting b in the obtained bit via the CDA1 adversary (Lemma
1). For the latter case, the probability that the second stage adversary hits a random value of at least w bits
are less than qro+ X qro~/2*. The formal evaluation is given in Appendix E. We thus have the following
theorem.

Theorem 4. For any CDA adversary Ay, As in the VO model, making queries at most qro, qrRoO’, qIC, GRO*
and qro- times to RO, RO (j=1,...,0), ICY) (t=1,...,5), ROY) (i=1,...,u) and TOY (i =

ki,my
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1,...,u), respectively, there exists a CDA adversary Ay, Ay such that

cda cda qrRO*4T O*
AdV_Ag’O* (Al, AQ) < 3- AdV.AS,ROn (.Ah .A2) + 271)7_2
A1, As can make queries at most qro times to RO,,. The running time of the CDA adversary Ay, As is at
most that of the CDA adversary A1, As. &

The CDA Security of PtD. Let PtD[AE,] = (Kpip, Eptp, Dpip) be the PKE scheme. The encryption
is defined as Epip(pkq, m;r) = Eq(pka,r||m). We evaluate the CDA1 advantage of PtD. The deterministic
encryption &; ensures that the PRIV security of £; ensure the CDA1 security of PtD. The formal evaluation
is given in Appendix F. We have the following theorem.

Theorem 5. For any CDA adversary Ay, As in the VO model, making queries at most qro, qro’, qIC, GRO*
and gro~ times to RO, R(’)ﬁ;j G=1,...,v), IC,(QW (t=1,...,9), Ra(;) (i=1,...,u) and TOW (i =

1,...,u), respectively, there exists a CDA adversary Ay, As or a PRIV adversary By, Bs such that

cda cda riv qRO*4T O*
AdVGE e 0 (A1, A2) < 2-AdVEE,, o, (A1, A2) +2- AdVie, ro, (B B2) + =05
A1, As and By, Bs can make queries at most qro times to RO,,. The running times of the CDA adversary
A1, Az and the PRIV adversary By, By are at most that of the CDA adversary Ay, As. ¢

The CDA Security of RtD. Let RtD[AE,| = (Krip, Ertd, Prip) be the PKE scheme. The encryption is
defined as Erep ((pkr, pka), m; 1) = Ea4(pka, Er(pky, m;7)||10!) where the randomized encryption &, preserves
the mini-entropy of its inputs. Thus, RtD is the special case of PtD. Namely, the CDA security of PtD ensures
that of RtD. We thus have the following theorem.

Theorem 6. For any CDA adversary Ay, As in the VO model, making queries at most qro, qrRo’, 4IC, GRO*
and qro~ times to RO, RO{LJ (G=1,...,0), I(:g?mt t=1,...,s), ROS;’Z (t=1,...,u) and TOW (i =

1,...,u), respectively, there exists a CDA adversary Ay, Ay or a PRIV adversary B, Ba such that

riv o*qdTO*
AR, 0 (A1, A2) < 2- AdVSE, | ro, (ArA2) + 2+ AQVRE, 2o (Br, By) + TR 070
A1, As and By, By can make queries at most qro times to RO,,. The running times of the CDA adversary
A1, As and the PRIV adversary By, B are at most that of the CDA adversary Ay, As. ¢

6 Conclusion and Future Works

We proved that for the following PKE schemes, the adaptive CDA security and the non-adaptive CDA
security in both CPA and CCA cases are preserved when a RO is replaced with the indifferentiable hash
functions, PFMD and Sponge: Any PKE scheme being PRIV secure in the RO model and all hedged PKE
schemes. First, we proposed the Versatile Oracle VO, and showed that the PFMD hash function and the
Sponge hash function are reset indifferentiable from VOs. Second, we proved that for the above PKE schemes
the adaptive CDA security and the non-adaptive CDA security in both CPA and CCA cases are preserved
when a RO is replaced with VO. The reset indifferentiable composition theorem ensures the CDA security
when a RO is replaced with the indifferentiable hash functions. So far, there is no positive result for the reset
indifferentiability. So, our result is the first time positive result.

For other indifferentiable hash functions, e.g., the SHA-3 finalists JH [27] and Grgstl [20], the CDA
security is still open. We conjecture that our approach can be applied to the CDA security proof for these
indifferentiable hash functions.

Acknowledgements The author would like to thank the anonymous Eurocrypt 2012 referees for very useful
comments that helped to improve the paper.
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O(z,y)
01 if = IV then
02  if 3M s.t. pfpad(M) = y then z — RO, (M);

O(z,y) 03 else

1 M* —TO0W (), 04 if Fi[y] =L then Fi[y] < {0,1}™;

2 if x = IV then 05 z — Filyl;

3 if 3M s.t. pfpad(M) = y then z — RO, (M); 06 else if 33 M* s.t. F{[M*] = x then

4  else z «— ROS)(y); 07  if 3M s.t. pfpad(M) = M*||y then z «— RO, (M);
5 else if M™ #L then 08 else

6  if 3M s.t. pfpad(M) = M|y then z — ROn(M); 09 if F3[M*[|y] =L then F{[M*||y] < {0,1}";

7 else z — ROY (M*||y); 10 z — Fi[M*]|y);

8 else z «+ ROL(z||y); 11 else

9 return z; 12 if Fifeljy) =L then F[z|jy] < {0,1}";

13z« Fi[z|ly];
14 Ts+[x,y] — z;
15 return Ts-[z,y);

Fig. 5. Game PF1 (left), and Game PF2 (right)

O(z,y)

01 if T's«[z,y] #L then return Ts-[z,y]; O(z,y)

02 if z = IV then 01 if Ts«[z,y] #L then return T« [z, y];

03  if IM s.t. pfpad(M) = y then z — RO, (M); 02 if z = IV then

04 else 03  if 3M s.t. pfpad(M) =y then z «— RO, (M);
05 if Fi[y] =L then Fi[y] < {0,1}™; 04 else

06 z — Filyl; 05 z —{0,1}™;

07 else if 31 M™ s.t. F{[M*] = = then 06 if Path[z] =L then Path[z] <« y;

08  if 3M s.t. pfpad(M) = M*||y then z — RO, (M); 07 else if Path[z] = M* #.1 then

09 else 08  if 3M s.t. pfpad(M) = M*||y then z «— RO, (M);
10 if F[M*[|y] =L then Fj[M*||y] < {0,1}"; 09 else

11 z — Fi[M*||y); 10 z —{0,1}"%

12 else 11 if Pathlz] =L then Path[z] — M*||y;

13 if Fafelly] =L then F1[z|ly] < {0,1}"; 12 else z < {0,1}";

14z Fyfzly); 13 T+ [, y] < ;

15 Ts+ [z, y] — z; 14 return Ts-[z,y);

16 return T« [z, y];

Fig. 6. Game PF3 (left), and Game PF4 (right)

A Proof of Theorem 1

We evaluate the difference between Game 1 and Game 2 where a distinguisher interacts with (RO, S) in
Game 1 and (RO, S*) in Game 2. Since the difference between Game 1 and Game 2 is a simulator, we
consider the distinguishing game between S and S*. We evaluate the difference Pr[Af = 1] — Pr[AY" = 1]
for any distinguisher A; which outputs a bit.

We consider the four games, Game PF1, Game PF2, Game PF3 and Game PF4. In each game, the
distinguisher A; interacts with O which is shown in Fig. 5 and 6. Let GPF'j be an event that in Game PFj
A; outputs 1. Thus

Pr[G1] — Pr[G2] = Pr[GPF1] — Pr[GPF4]
= Pr[GPF1] — Pr|[GPF2] + Pr[GPF2] — Pr[GPF3] + Pr[GPF3| — Pr|[GPF4]

First we evaluate the difference Pr[GPF1] — Pr[GPF2]. In Game PF2, the procedures of TRO!) and
RO. are hard-coded. Thus Game PF2 is equal to Game PF1 and Pr[GPF1] — Pr[GPF2] = 0.
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We evaluate the difference Pr[GPF2] — Pr[GPF3]. In Game PF3, for a repeated query to O, the value
which was previously defined is returned due to the step 01. In Game PF2, for a repeated query, if no collision
for the table F occurs, the value which was previously defined is returned, and otherwise the value might
not be returned due to the condition of the step 06. The collision probability is at most ¢7 /2"*! from a
birthday analysis. We thus have

2

dp
Pr[GPF2) — Pr[GPF3] < 5ty

Finally, we evaluate the difference Pr[GPF3] — Pr[GPF4]. In Game PF4, the tables Fj and F; are
removed. Instead, the table Path is used. From the condition of the step 07, if no collision for the table F}
occurs, for a repeated query, the value which was previously defined is returned due to the step 01. That is, if
no collision for the table F} occurs, this modification does not affects the A;’s view. The collision probability
is at most ¢7 /2" from a birthday analysis. We thus have

2

dn
Pr[GPF3) — Pr[GPF4] < 5y
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O+(3:7y)

01 M* — TOW (y); O_(z,w)

02 if y = IV, then 01 M — TOW (w);

03 if unpadg(IVi @ x) = M #L then z « ROn(M); 02 if M #1 and |M| = n then

04 else z «+— RO (IVi @ x); 03 x«— IVi®M;y«— IV

05 weROM(za®IV)); 04 else if M #1 and |M| > n then
06 else if M* #1 then 05 let M = M*||m (|m| =n);
07 m—zdRO(M"); 06  if unpadg(M™) = My #1 then x «— m & RO, (M);
08  if unpadg(M*||m) = M #.1 then z « RO,(M); 07 else z < m® RO, (M");

09 else z «+— RO (M*||m); 08 y<—RO£1)(M*);

10 w« RO£1>(M*||m); 09 else ||y «— P! (z||w);

11 else z||w «— P(z||y); 10 return z||y;

12 return z||w;

Fig. 7. Game S1

B Proof of Theorem 2

We prove that Game 2 is equal to Game 1 where a distinguisher interacts with (RO,,, S) in Game 1 and
(RO, S*) in Game 2. Since the difference between Game 1 and Game 2 is a simulator, we consider the
distinguishing game between S and S*. We evaluate the difference Pr[Af = 1] — Pr[A{" = 1] for any
distinguisher A; which outputs a bit.

We consider the seven games Game S1, Game S2, Game S3, Game S4, Game S5, Game S6, and Game
S7. In each game, the distinguisher interacts with (O4,O_) shown in Figs. 7, 8, 9 10, 11, 12, and 13. Game
S1 is equal to Game 1 and Game S7 is equal to Game 2. Let GSj be an event that A; output 1 in Game
Sj. Thus

Pr[G1] — Pr[G2] = Pr[GS1] — Pr[GST]
= Z(Pr[GSj] — Pr[GS(j + 1))

In the following, we evaluate each difference Pr[GSj] — Pr[GS(j + 1)].

Game S2. In this game, a random permutation (P,P~!) is replaced with a new function (P, Py *). F* and
F~ are (initially everywhere 1) tables. An output of (P;,P; ') is randomly chosen from {0,1}°. Thus if in
Game GS2 no collision occurs for the outputs of (Pq, 731_1), Game GS2 is equal to Game GS1. We thus have
via a birthday analysis that

q2

2b+1 :

Pr[GS1] — Pr[GS2] =

Game S3. In this game, tables Tgi and Tg- are used to define the outputs of O and O_. Note that
Updateg~ updates tables Tst, Tg., and Path. In both Game S2 and Game S3, if no collision for the outputs
of O, and O_ occurs and no collision for the output of ROS) occurs, for a repeated query the value which
was previously defined is returned. Thus in both games if no collision for the outputs of O, and O_ occurs
and no collision for the outputs of ROS) occurs, then Game S3 is equal to Game S2. From a birthday analysis,
the collision probability for the outputs of O, and O_ is at most ¢?/2°+! and the collision probability for
the outputs of ROS) is at most ¢%/2°"1. We thus have that

2 2

Pr[GS2] — Pr[GS3] = 2§+1 + 21(;]+1'

Game S4. In this game, the steps 02 and 09 in O of Game S3 are removed. Since for the query O_(z,w),
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O+(33, y)

01 M* — TOW (y); O_(z,w)
02 if y = IV; then 01 M — TOD (w);
03 if unpadg(IVi @ x) = M #1 then z <+ RO,(M); 02if M #1 and |M| = n then
04 else z «+— RO (IVi @ x); 03 z— IVi @ M; y«— IVs;
05 weROM(za®IV)); 04 else if M #. and |[M| > n then
06 else if M™* #.1 then 05 let M = M*||m (|m| =n);
07 m—zdRO(M"); 06  if unpadg(M™) = My #1L then x — m & RO, (M1);
08 if unpadg(M*||m) = M #L1 then z «+— RO, (M); 07 else x — m @ RO, (M*);
09 else z — ROL(M*||m); 08 y— ROM (M),
10 w« RO£1>(M*||m); 09 else ||y « Py ' (z||w);
11 else z||w — P1(x||y); 10 return z||y;
12 return z||w;
Pi(y)
Pi(x) 1if F7[y] =L, ret F~[y];
1if F[z] =L, ret F*[x]; 9z {0,1};
2y i {07 1}b§ 3 Updatep(ac,y);
3 Updatep(z,y); 4 return F~[y];

4 return F*[z]

Fig. 8. Game S2

O+($ay)

01 if Tsjr [z,y] #L then return Tsj_ [z, y]; O_(z,w)

02 M* — TOW (y); 01 if T+ [z, w] #L then Ts+ [z, w];
03 if y = IV then 02 M — TOW (w);

04  if unpadg(IVi @ x) = M #1 then z — RO,(M); 03 if M #1 and |M| = n then

05 else z «+— RO (IVy @ x); 04 z—IVi®M,;y—IVa;

06 w«— RO£1>($ @ IVh); 05 else if M #1 and |M| > n then
07 else if M* #1 then 06 let M = M*||m (|m| =n);
08 m—z®dRO(M"); 07  if unpadg(M™) = My #1 then © «— m @& RO, (My);
09  if unpadg(M*||m) = M #L1 then z «— RO, (M); 08 else x «— m @ ROL(M*);

10 else z «— RO (M*||m); 09 y«— ROS)(M*);

11 w<—R(9£l>(M*||m); 10 else z||y «— Pt (z||w);

12 else z||w — Pi(z||y); 11 Updates«(x,y, z,w);

13 Updates«(x,y, z, w); 12 return z||y;

14 return z||w;

Fig. 9. Game S3

“M (= TOW(w)) #L” implies that the query ROY (M) was made for the query O, (z,y), the response
Ts+ [z,w] (= zl||ly) is already defined when the query O_(z,w) is made. The steps corresponding with

M (= TOW(w)) are the steps 02-09. Thus the modification does not affect the A;’s view. We thus have
Pr[GS3] = Pr[GS4].

Game S5. In this game, the table Path is used instead of 70W . In Game S5, if M* #£1 where TO(I)(y),
then Pathly] = M*. And if Pathly] = M* and no collision of ROY occurs, then M* # 1 where TOW (y).
Thus in both games if no collision for R(’)gl) occurs, then Game S5 is equal to Game S4. We thus have via
a birthday analysis

q2

26+1 :

Pr[GS4] — Pr[GS5] =

Game S6. In this game, ROED, ’R(’)i, P and P! are removed. Since these outputs are random values, the
modification does not affect the A;’s view. We thus have Pr[GS5] = Pr[GS6].
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O+(33, y)

01 if T [z,y] #L then return Ts: [z, y];

02 M* — TOW (y);

03 if y = I'V> then

04  if unpadg(IVh @ x) = M #1 then z — RO, (M);

05 else z — ROLIVI @ x); O_(z,w)

06 we—ROM(zadIV)); 1if T~ [2,w] #L then Ts+ [z, w);
07 else if M* #1 then 2 zl|ly — Pyt (z||w);

08 m«— x®RO(M"); 3 Updates=(z,y, z,w);

09  if unpadg(M*||m) = M #L then z — RO, (M); 4 return z||y;

10 else z «— RO; (M*||m);
11w ROW(M*||m);
12 else z||w — Pi(z||y);

13 Updates= (x,y, z, w);

14 return z||w;

Fig. 10. Game S4

O+(l‘,y)

01 if Tsjr [z,y] #L then return Tsj_ [z, y];

02 if y = I'V> then

03  if unpadg(IVh @ x) = M #1 then z — RO, (M);
04 else z — ROLIVI @ x);

05 w<—R(’)£l)(m€BIV1);

06 else if Pathly] = M* #.L then

07 m—z®dRO(M");

08  if unpadg(M™||m) = M #.L then z — RO, (M);
09 else z «+ ROL(M*||m);

10 w— ROW(M*||m);

11 else z||w «— Pi(z||y);

12 Updates= (x,y, z, w);

13 return z||w;

O_(z,w)

1if T+ [z, w] #L then Tsx [z, w];
2 ally — Py (zlw);

3 Updates=(z,y, z,w);

4 return z||y;

Fig.11. Game S5

O+(l',’y)

01 if Tsjr [z,y] #L then return Tsj_ [z, y];

02 if y = I'V> then

03  if unpadg(IVh @ x) = M #1 then z — RO, (M);
04 else z < {0,1}™;

05  w< {01}

06 else if Pathly] = M* #L then p 4
07 m—z®RO,(M"); 2 zfly < {0,1}%

08  if unpadg(M*||m) = M #1 then z — RO, (M); 3 Updates~ (v, y, z,w);
09 else z & {0,1}™; 4 return 2|y,
10w {01}

11 else z||w & {0,1}%

12 Updates= (x,y, z,w);

13 return z||w;

O_(z,w)
1if T+ [z, w] #L then Tsx [z, w];

Fig. 12. Game S6

Game S7. In this game the table Tr (step 10 of O, ) and the table T7 (step 2 of O_). Thus if in Game S6
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O+(I,y)
01 if Ts+ [z,y] #L then return Tst [z, y];
02 if y = IV> then
03  if unpadg(IVi ® z) = M #.1 then z — RO, (M);
04 else z & {0,1}™; O-(z,w)
05 else if Path[y] #L then 1if Ts= [z, w] #L then Ts~ [z, w];
06  let Pathly] = (M™,z"); $ n., 8 c
. * *7 ’ 2x<—{0,1},y<—{071} \TI[‘T:};
07 i unpads (M[(2" & 0)) = M #L then = — ROL(M); 3 Updates: (2,4, 2 w);
08 else z — {0,1}"; 4 return z||y;
09 else z < {0,1}™;
10w & {0,1}\Tr 2]
11 Updates=(z,y, z,w);
12 return z||w;

Fig. 13. Game 7

w does not collide with Tr[z] in O and = does not collide with T[z], then Game S7 is equal to Game S6.
The number of elements in Tr[z] is at most 3¢ + 1 and the number of elements in Ty[z] is at most 2¢ + 1.
Thus the collision probabilities for Tr|[z] and Tt[z] are ¢(3q + 1)/2¢ and ¢(2q + 1)/2¢, respectively. We thus
have

q(5¢ +2)

Pr[GS6] - Pr(GST) = ==,
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S (k,x) FindPath(h, s, m,t)

OlTTSt [k, z] #L then return Tg, [k, z]; 01 P < 0;
02 h||5||t(1)||t(2)||t(3)||t(4> —z0 (OHHC), 02 for'all (M, a) S Path[h} do
$ 2n 03 if 3M1 s.t. padBLAKE(s, Ml) = a||sHmHt then
o ) = 00 P (y,allslmlle);
04 if tW|[t® = ¢@||t™ then 1, al|s||m]|t);

05 if P = 0 then return L;
05 P < FindPath(h, s, k,tV|[t®); ! 0 then return L;

* * $
06  if P # ) then 06 else return (M*,a*) < P;
07 let P =(M,a); 5. (k
08 2 — ROW(s,M); y < 3, (2); -+ (k, 2)

01 hs[[tD]|e2]]e™]]t — z @ (07]|C);
02 y — Er(k,x);

03 if tW][t® = t@ ||t then

04 a—TOW(h);

05 ifas#1l or h=1V then

09 AddPath(Bn,s(y), h, s,k tV[[t®));
10 T, [k, 2] — y; T [k, y] — =;
11 return T;* [k, x]

52k y) 06 if IM s.t. pad (s, M) = al|s||k|[tP|[t® then
01 if T, [k, y] #L then return Tg. [k, y]; - BLAKEA™
(1) 1402 114(3) | +(4) s o 07 z — RO (s, M);
02 h|[s|[t V][] — @ — {0, 1}°"; 08 else z — ROW (al|s||k||t™[|t®);
03 if tW|[t® = t@||t™®) then 2) , . .
09 y1 — RO (k,2); y2 — 1 @ h B [s]2 ® z; y — y1||y2;

04 AddPath(Bn.s(y), h, s, k,t|[t™);
05 Td [k, x] — y; Tgu [k, y] — ;
06 return Tg. [k, y]; S (k)

01 k* ||z — TOP (yF);

02 if k*||x #L and k* = k then return z;
03 z «— Dy(k,y);

04 return z;

10 return y;

AddPath(z, h, s, m,t)
01 for all (M,a) € Path[h] do
02  Path[z] <= (M||m, al|s||m]|t);

Fig. 14. S* (left and top of right) and S (right)

C Reset Indifferentiability for the BLAKE Hash Function

First define notations used in this subsection. [z]a = z||x is the concatenation of two copies of x. If x is of
even length, then 2 and 2 denote its left and right halves where |z¥| = |2f|.

Let the output length of BLAKE be n bits. Then BLAKE takes as input a salt s of n/2 bits (cho-
sen by the user), and a message M of arbitrary length. The evaluation of BLAKEBCQ"’Q"(S,M) is done

as follows where a block cipher BCsy 0, = (E,D) is used where E is the encryption function and D
is the decryption function with the key size and the plain text size of 2n bits. Firstly, the message M
is padded into message blocks mi,...,my of 2n bits, where the padding function padp is defined as

padg(M) = M||10~1MI=n/2=2 mod 2ny|(|\f[),, 5. Along with these message blocks, counter blocks ¢1,. ..,
of length n/4 bits are generated. This counter keeps track of the number of message bits hashed so far and
equals 0 if the i-th message block contains no message bits. Starting from an initial state value hg € {0,1}",
the message blocks m; and counter blocks ¢; are compressed iteratively into the state using a compression
function f : {0,1}" x {0,1}™/2 x {0,1}?>" x {0,1}"/* — {0, 1}™. Here, the second input to f denotes the salt
s. The outcome of the BLAKE hash function is defined as its final state value H (s, M) = hy. f is defined as
Fig. 14. Here C € {0,1}™ is a constant.

J(hi—1,8,m4,t;)

vi = (hial[s]|[t7 2] [t]2]) @ (0M]C);
Wi < E(m“vl),

hi —wl & wl ® hi_1 ® [s]2;

return h;;

We evaluate the reset indifferentiable security from VO for the BLAKE hash function in the ideal cipher
model. We define the parameter of VO asv=1,n1 =n,u=2,t=1w; =n, wy =n, k1 = 2n and m; = 2n.
Thus in this case, VO.priv = RO,, and VO.pub = (RO, TROWY TRO?, IC&{%). The following theorem

shows that the BLAKE hash function in the ideal cipher model is reset indifferentiable from VO.
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Theorem 7. Let 1Cyp 20, = (Er, D) be an ideal cipher where the length of each elements is of 2n bits. There
exists a simulator S such that for any distinguisher A, the following holds,

r-indiff (lgg + qp)(lqu +qe +1) | 5¢% a3
AdVBLAKE'Cm?n,vo,S(A) <3 on 92n+1 + on—1-

where A can make queries to BLAKE'C2n.2n /ROy, and 1Cap 20/ SeLAKE at most g, qr times, respectively, and
l is a mazimum number of blocks of a query to BLAKE'C2n:2n /RO,,. SeLake makes at most 2q;, queries and
runs in time O(qn). 4

First, we define a padding function padg axg as padgake(s, M) = (s ||m1|\t1)|| ||(sllm||tr). We also define
Bh.s and ﬂh Las Bhs(w) = wrewleh®[s]; for w € {0,1}?" and ﬁh (h) = {w € {0,1}*"|wldwltehs|s)s =
W'Y for B € {0,1}™. In the proof of the theorem, we use the result of the indifferentiable security from a RO
by Andreeva et al. [1] They define a simulator S* which can be implemented as Fig. 14. S* simulates the
ideal cipher 1Cy,, o, so that the relation among (BLAKE'“*2",1C,, 5,) holds among (RO,,, S*). S% and S*
simulate the encryption oracle E; and the decryption oracle Dy of 1Cyy, 95, respectively. In this simulator,
the function FindPath and the procedure AddPath are used.

TSJ,Z and Tg. are (initially everywhere 1) tables which record query-response values of S*. If the query
S* (k,z) is made, the output y is recorded in T4. [k, z] and z is recoded in Tg.[k,y]. Similarly, the query-
response values for S* are recoded in these tables. Path is a (initially everywhere @) table which records
all paths with the BLAKE style. Namely, if (k1,21,y1), (k2, 2, y2) are recoded in Tq. such that for i = 1,2
T ki i) = yi, v = by ||si|[tE|EE| [ R||LE, by = Bh, . s, (ys) and ho is the initial value, (k1 ||ka, s1]|k1|[t1]|s2]|k2|[t2)
is recoded in Path[hs] ®. Then, for the query S% (ks,z3), if the query and some query-response pairs of S*
have the BLAKE structure, the output is deﬁned by RO,,. Namely, if x5 = 25||s3|[t5|[tE|[tE||t], s1 = 52 = s3
and there exists M such that padg ake(ss, M) = (s1]|k1|t1)]|(s2]lk2]|t2)||(s3]|k3l|t5), then the output ys is
defined by 3., s, (RO, (s3, M)) to ensure the BLAKE consistency.

The Simulator S. We define the simulator S in Fig. 14. 7~ ROS) and 7 RO%Q) realizes the functionality that a
path is recoded and a new path is constructed. For the query S+(k1, :cl) where 1 = IV||s1|[tM ||t ]|t
and there does not exist M such that padg axg(M) = sl||k1|\t ||t(3) the simulator makes the queries
R(’);l)(slﬂk:l||t§1)||t(13)) and ROP (ky,z,) where the outputs are z and y;, respectively, then y; o is
Y11 ® 2 ® [s1]2 @ IV and the output y; of the query Si(ki,z1) is defined by y1,1]ly1,2. Then, for the
query SgLake,+ (Ko, x2) where zg = 21||82Htél)||tgl)||t;3)||tg3) and there exists M such that padg axe(M) =
51||k1||t(1)||t(3)|| o[k |[t59[1£57) | the simulator can obtain sy ||k1[|tV]|£*) by the query TO™M (z1) and thus
can make the queries RO,, (s, M) and ROSLQ)(kg, x9) to ensure the BLAKE cousistency where the outputs
are zp and ys 1, respectively, then ya o is Y21 @ 2z @ [s2]2 @ 21 and the output yo of the query S (ka,x2)
is defined by y2,1||y2,2. Thus the simulator S; can make a response with the same procedure to S%. For
the inverse query S_(ka,y2), the simulator can obtain x5 by the query T70O® (y£). Thus the simulator
S_ can also make a response with the same procedure to S*. The formal evaluation Pr[G1] — Pr[G2] is
given as follows where Pr[G1] — Pr[G2] < 5¢%/2?"! + ¢% /2”71, Since the simulator S does not update
the internal state, Pr[GO] = Pr[G1] (in Subsection 4.1). The indifferentiable bound from RO,, in [1] is
3(lgm + qr)(lgg + g + 1)/2™. There results yield the bound of Theorem 1.

Proof. We consider ten games, Game B0, Game B1, Game B2, Game B3, Game B4, Game B5, Game B6,
Game B7, Game B8, and Game B9, which are shown in Figs. 15, 16, 17, 18, 19, 20, 21, 22, 23, and 24,
respectively. In each game, the distinguisher A interacts with (O,,0_). (O4+,0_) in Game B0 is equal to
the simulator S in Game 1, and (O, O_) in Game BT is equal to the simulator S* in Game 2. Notice that in
this proof RO,, queries are removed, since the difference between Game 1 and Game 2 is just the simulator.

5 Note that in [1], the paths are recorded by using the graph representation, but the table Path realizes the same
role as the graph.
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O+(k’,£l?)
0L hl[s][t ][t @[]t — 2 @ (0"]|C);
02y« E[(k,&?);

03 if tV|t® = t@[|t® then O_(k,y)

04 a—TOW(h); 01 k*||z — TOP (y1);

05 ifa#Ll or h =1V then 02 if k*||z #L1 and k™ = k then return z;
06 if IM s.t. padg axe(s, M) = al|s||k[[tD][t®) then 03 z «— Di(k,y);

07 z — RO (s, M); 04 return z;

08 else z — ROW (al|s||k||t™||t®);

09 y1 — RO (k)i y2 — 1 @ h & [s]2 @ 25 y — wallya;

10 return y;

Fig. 15. Game B0

O_(k,y)
01 k*||z — TOP (y1);
O4(k,x) 02 if k*||x #L and k™ = k then return z;
01 Al|s|[tD [t [t@ |t — z & (0™|C); 03 z « D*(k, y);
02 y — E*(k,x); 04 return x;
03 if tW][t® = t@||t®) then
04 a—TOW(h); E'(k,z)
05 ifa#L or h=1IV then 01 if E*[k, 2] =L then E*[k,a] < {0,1}*";
06 if M s.t. padg axe(s, M) = al|s||k[[tP][t®) then 02 D*[k, E*[k, z]] — ;
07 z — ROy(s, M); 03 return E*[k, z];
08 else z — ROY (al|s||k||tM[|t®);
09 y1 — ROP (k,z); y2 — 1 B h [s]2 @ 25 y — v1||y2; P (K:Y)
10 return y; 01 if D*[k,y] =L then D[k, y] < {0,1}2";

02 E*[k, D[k, y]] — v;
03 return D*[k, y];

Fig. 16. Game Bl

Let GBj be an event that the distinguisher A output 1 in Game Bj. Thus

Pr[G1] — Pr[G2] = Pr[GB0] — Pr[GB7|

8
= (Pr[GBj] - Pr[GB(j + 1)]).
=0

In the following, we evaluate the each difference Pr[GBj] — Pr[GB(j + 1)].

Game B1. In Game B0 the ideal cipher (Er, D) is used, while in Game Bl (E*, D*) is used where an
output is randomly chosen from {0,1}?". E* and D* are (initially everywhere L) tables. We thus have via
birthday analysis that

2
q
Pr[GB0] — Pr[GB1] < 227{11.

Game B2. In this game, new tables T;Z and T'g. are used which are initially everywhere L. In both games,
if no collision occurs for the output, for a repeated query, the same value is returned which was previously
defined. That is, if no collision occurs for the output, Game B2 is equal to Game B1l. We thus have via a
birthday analysis that

2
q
Pr[GBI1] — Pr[GB2] < 5 I
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O_(k,y)
01 if Tg. [k, y] #L then return Tg. [k, y;

O, (k, x) 02 k*||z — TO@ (y1);

01 if T [k, #] #L then return T4, [k, z]; 03 if k*||z* #L and k™ = k then z «— z™;
02 Al|s|[tD D@t — z & (07]|C); 04 else © — D*(k,y);

03 y — E*(k,x); 05 Tg- [k, 2] — y; T [k, y] — ;

04 if t(l)Ht(S) _ t(2)||t(4) then 06 return T'g. [k, y];

05 a— TOW(h);

06 ifa#l or h =1V then E*(k,x)

07 if IM s.t. padg axe(s, M) = a|s||k[|tD][t® then 01 if E*[k, 2] =L then E*[k, 2] < {0,1}>";
08 z — ROy (s, M); 02 D*[k, E* [k, z]] < z;

09 else z — ROV (al|s||k||tD]]t®); 03 return E*[k, z];

10 y1 — ROP (k,2); y2 — h ©h® [s]a ® 25 y — v1||y2;

11 T;& [k, 2] — y; Tou [k, y] — @; D*(k,y)

12 return Tg. [k, a]; 0L if D*[k,y] =L then D*[k,y] < {0, 1}*";

02 E*[k, D*[k, y]] < v;
03 return D*[k, y];

Fig.17. Game B2

O+(k7 1’)
01 if T [k, #] #L then return Ta. [k, z];
02 Alls[[tM]|¢@ [t — z @ (07]|C);

03 y < {0,1}"; O_(k,y)

04 if O[3 = @) [|t® then 01 if Tg. [k, y] #L then return Tg. [k, yl;
05  a— TOD(h); 02 k*[|z — TO® (y");

06 ifa#Ll or h=1IV then 03 if k*[|z" #L and k™ = k then  « 2™;
07 if IM s.t. padgaxe (s, M) = al|s||k|[tD|[t® then 04 else < {0,1}2";

08 2« ROu(s, M); 05 T [k, 2] y; Tou[k,y] — ;

09 else z — ROW (al|s||k||t™||t®); 06 return Tg. [k, yl;

10 y1— ROP (k,2); y2 — 1 @ h @ [s]2 25y — wnllya;

11 T;* [k, z] — y; Tou [k, y] — ;
12 return Tg. [k, z];

Fig. 18. Game B3

Game B3. In this game, (E*, D*) is removed. Outputs of E* and D* are randomly chosen from {0, 1}2". In
Game B2, if no collision occurs for O, O_, for a repeated query, the value which was previously defined is
returned. Thus in both games if no collision occurs for O, O_, the modification does not affect A;’s view.
We thus have via a birthday analysis

2
q
Pr[GB2] — Pr[GB3] < 22f+1.

Game B4. In this game, T0O@ in O_ is removed. If no collision occurs for the output, for a repeated query
its response value is defined in the Step 01 in both O and O_. That is, if no collision occurs for the output,
TO@ is not used and thus Game B3 is equal to Game B2. We thus have via a birthday analysis

2
q
Pr[GB3] — Pr[GB4] < ZZTEH

Game B5. In this game, ’R(’)gf) is removed. In both Game B4 and Game B5, y is randomly chosen from
{0,1}*" with a relation that B s(y) = z, and if no collision occurs for the output, for a repeated query its
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O+(k7 CE)

01 if T [k, 2] #L then return T4. [k, z];
02 Alls||t D@t [[tD — 2 @ (0"]|C);
03 y < {0,1}2";

04 if tM |t :7t(2)||t(4) then O_(k,y)

05 a—TOW(h); 01 if T4, [k, y] #L then return Tg. [k, yl;
06 ifa#L or h =1V then 02 = < {0,1}2";

07 if IM s.t. padg axe (s, M) = al|s||k[|tD][t® then 03 Th [k, x] — y; T [k, y] — ;

08 z — ROy (s, M); 04 return Tg. [k, y];

09 else z — ROW (al|s||k||t™||t®);

10 y1 — ROD (k,2); yo — 1 ® h @ [s]2 ® 25 y — y1[ye;

W Td. [k, @] — y; T [k, y] — ;
12 return Tg. [k, z];

Fig. 19. Game B4

O+(kv {L’)

01 if T [k, #] #L then return T4, [k, z];
02 A||s|[tD [ttt — 2z @ (0"(0);
03y < {0,1)%";

04 if tM )t =@ |t™® then O_(k,y)

05 a— TOW(h); 01 if Tg. [k, y] #L then return T, [k, y];
06 ifa#l or h=1IV then 02 z < {0,1}2";

07 if IM s.t. padg axe(s, M) = al|s||k[|tD][t® then 03 T [k, x] — y; Tou [k, y] — z;

08 z «— ROx(s, M); 04 return Tg. [k, yl;

09 else z — ROY (al|s||k|[tV]]t®);

10 y < B L(2);

11 T;; [k, z] — y; Tk, y] — ;
12 return Tg. [k, z];

Fig. 20. Game B5

response value is defined in the Step 01 in both O4 and O_. That is, if no collision occurs for the output,
Game B5 is equal to Game B4. We thus have via a birthday analysis that

2
q
Pr[GB4] — Pr[GB5] < QQTEH

Game B6. In this game, TROS) is removed. Instead, the functions FindPath, and AddPath; are used.
Path is a (initially everywhere L) table. If no collision occurs for the output of AddPathy, then AddPath;
and FindPath; behave as R(’)g) and TO(l), respectively. That is, if no collision occurs for the output, Game
B6 is equal to Game B5. We thus have via a birthday analysis that

2

)
Pr[GB5] — Pr[GB6] < IESE

Game BT7. In this game, AddPath and FindPath are used instead of AddPath, and FindPath,. For some
value z, in AddPathy, the number of paths in Path;[z] is at most 1, while in AddPath, the number of paths
in Path[z] not limited. Thus, if for any value z the number of paths in Path[z] is at most 1, Game BT is
equal to Game B6. That is, if no collision for G, s (step 07 in O4) occurs then Game B7 is equal to Game
B6. Since y is randomly chosen from {0,1}?", an output of 3 is a random value of n bits. We thus via
birthday analysis that

2

)
Pr[GB6] — Pr[GB7] < IESE
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O+(k’, CII’)
01 if T [k, #] #L then return T4. [k, z];

02

03
04
05
06
07
08
09
10
11
12

hl[s|[tD e @[]t — 2 @ (07]]0);
y < {0,13%;
if tM[[t® =@t then

a «— FindPathi(h);

if a#1 or h = IV then

if IM s.t. padg ake(s, M) = al|s||k|[tD][t® then

z — ROn(s, M);
else = < AddPath (a]l| /11|19
$ _
Y= ﬁh,i(z);
Td.[k,a] — y; T [k,y] — a3
return T;(* [k, z];

O_(k,y)

01 if Tg. [k, y] #L then return Tg. [k, y];
02 = < {0,1}%";

03 Tst [k, 2] — y; Toulk,y] — x;

04 return Tg. [k, yl;

AddPathy (M)

01 if 3z s.t. Pathi[z] = M then return z;
02 2 < {0,1}™;

03 Pathi|z] < M;

04 return z;

FindPathi(z)
01 if Path,[z] #L then return Path[z];
02 return 1;

Fig. 21. Game B6

O+(k’,££)

01 if T [k, 7] #L then return T4, [k, z];

02 h|s[[tD[[tP[[t][tY — z @ (0"]|C);
03 y < {0,1}%";
04 if tW)t® = t@ ||t then

05 P« FindPath(h,s,k,t);
06 if P #L then let P = (M,a); 2 — RO (s, M);
07 else AddPath(Bn.s(y), h,s, k, tM][t®);

08 Tg. [k, z] — y; Tgu [k, y] — =;
09 return T4, [k, z];

AddPath(z, h, s, m,t)

01 for all (M,a) € Path[h] do
02  Path[z] <= (M||m, al|s||m]|t);

O_(k,y)

01 if Tqu [k, y] #L then return Tg. [k, y];
02z {0,1}*",

03 T [k, 2] «— y; Tox [k, y] — z;

04 return Tg. [k, y];

FindPath(h, s, m,t)

01 P « 0

02 for all (M, a) € Path[h] do

03 if M, s.t. padg ake(s, M1) = al|s||m||t then
04 P < (M, al|s||m||t);

05 if P = () then return L;

06 else return (M™*,a") & P;

Fig. 22. Game B7

Ok (k, z)

01 if Td. [k, #] #L then return T4, [k, z];
02 hl[s|[t 2|t ][t — z @ (0"]|C);
03 y < {0,1}%";
04 if tW[[t® = t@[|t®) then

05 P «— FindPath(h, s, k,tD|[t®);
06 if P # () then

07 let P =(M,a);

08 z — ROu(s, M); yiﬁ;i(Z);
09 h, s, k,t(1>||t(3)):

AddPath(Bn,s(y
10 Td. [k, ] — y; T [
11 return T;* [k, x];

),
k,y] « w;

AddPath(z, h,s, m,t)
01 for all (M, a) € Path[h] do
02 Pathlz] < (M]|m, al|s| ml[t);

Op(k,y)

01 if Tg. [k, y] #L then return T. [k, yl;
02 = < {0,1}%";

03 T;* (b, z] — vy; Tou [k, y] — x;

04 return Tg. [k, yl;

FindPath(h, s, m,t)

01 P — 0;

02 for all (M, a) € Path[h] do

03  if IM; s.t. padg ake(s, M1) = al|s||m||t then
04 P& (M, al|s||m||t);

05 if P = () then return L;

06 else return (M™*,a") & P;

Fig. 23. Game B8
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O+(k7$)

01 if T [k, #] #L then return T4, [k, z];
02 sl V]t |6 ¢ — 2 & (07]|C);
03 y < {0,1}°";

04 if tW|[t® = t@[|t™) then

05 P« FindPath(h,s,k, t(1)||t(3));
06  if P # () then

O_(k,y)

01 if Tg. [k, y] #L then return Ts. [k, y;
02 h||s|[tD[|t@[|t®]|t@ — 2z & {0,1}2";
03 if tM |t = t@|[t® then

04  AddPath(Bn.s(y), h, s, k, tD][t®));
05 Td. [k, ] «— y; Tox [k, y] — z;

06 return Tg. [k, y];

07 let P = (M,a);

08 2= ROu(s,M); y < 3, (2); FindPath(h, s, m,t)

09  AddPath(Bh.s(y), h, s, k, tD[|t®): 01 P — 0

10 T [k, 2] — y; Tau [k, y] — 3 02 for all (M, a) € Path[h] do

11 return T4. [k, a]; 03 if 3M; s.t. padg axe(s, M1) = al|s||m]|t then
04 P& (My, al|s||m]||t);

AddPath(z, h, s, m,t)
01 for all (M, a) € Path[h] do
02 Path[z] < (M|m,al|s||m||t);

05 if P = () then return L;
06 else return (M*,a™) & P;

Fig. 24. Game B9

Game B8. In Game B8, “else” for the step using AddPath is removed. Since padg axg is a prefix-free
padding, the path constructed from the value defined the steps 06-08 is not used. Thus the modification does
not affect the distinguisher’s view. So we have that Pr[GB7] = Pr[GBS].

Game B9. In this game, AddPath is added in O_. Since z is randomly chosen from {0, 1}27, the probability
that in O_ a new path is added in the table Path is at most ¢% /2" where the number of paths stored in
Path is at most ¢g. We thus have that

2
Pr[GBS] — Pr[GBI] < %
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Adversary B; Adversary Bs

1 (m{, m3),s) — AT 1 obtains the cipher text c
2 generates (mo, m1) where the bits(mp+) = b* for b* =0, 1. 20 — AR (c)
3 outputs (mo, m;) as the By’s output. 3 return b’

Fig. 25. PRIV Adversary

D Proof of Theorem 3

We show the following lemma.

Lemma 5. For any CDA2 adversary Ay, As, making RO,, queries at most q times, of a PKE scheme AE
where the length of the randomness r is 0, there exists a PRIV adversary Bi, By of the PKE scheme such
that

A% 0, (A1, Ap) < AV ko (B, Ba).

Ay, Ay can make RO, queries at most q times. The runing time of By, By is at most that of Ay, As. ¢

Proof. We construct the PRIV adversary Bi, By by using the CDA1 adversary A;, As. The PRIV adversary
is shown in Fig. 25. The adversary By outputs two values, the By’s output and the A;’s output. B; uses only
s which one element of the output of A;. By defines messages of A; such that mg and m; are bit strings of
length w, all components of r are bit strings of length p, and (my[i], r[i]) # (mp[j], r[j]) forall 1 <i<j<wv
and all b € {0,1} such that the source has mini-entropy p, meaning Pr[(my[i], r[i]) = (m/, r)|(mg, my, 1) &
M] <27 #forallbe {0,1},all 1 <i<w,andall (m',r"). A; and Ay does not share the state and the second
adversary A obtains just the cipher text ¢ whose the plain text has mini-entropy p. Thus As does not find
that the plain text is defined by B;. The adversary PRIV Bj, By wins if the CDA2 adversary wins. O
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E Proof of Theorem 4

Lemma 6. For any CDA1 adversary Ay, As of REwH in the RO,, model, there exists a CDA adversary
B, By in the RO,, model such that

AdVgaclis%lean (A1, Az) < AdVﬁcliz%vH7Ro,,L (B1, Ba2).
where the running time of By, Bs is at most that of Ay, As. ¢

Proof. We consider the following events.

— Event 1: A; outputs ((mg, my,r),4) such that bit;,(ms,r) is a bit of r.
— Event 2: As outputs ((mg, mq,r),7) such that bit;(my,r) is a bit of m,,.

Let CDA1 be the event that true is returned in the CDA1 security game. Thus we have the following.

Pr(CDAlGE r o, = true] = Pr[CDAI]
< Pr[GDA1|Event 1] Pr[Event 1] + Pr[GDA1l|Event 2] Pr[Event 2]
= Pr[GDA1|Event 1] x p 4+ Pr[GDA1|Event 2] x (1 —p)

where p = Pr[Event 1].

We evaluate the probability PriC DA1|Event 1]. In the CDA2 security game, Az obtains the cipher text
¢ where each component is &, (pk, my[t]; RO, (pk||my[t]||x[t])). Since bit;(my,r) is a random bit and the bit
is hidden by RO,,, Pr[CDA1|Event 1] = 1/2.

We evaluate the probability Pr[CDA1|Event 2]. Let CDA2 be the event that for the CDA2 adversary
A7, A3, CDAREWH ‘ro, = true. Let Event 2 be the event that in the CDA2 security game the Ay outputs
((mg,my, ), i) such that bit; (my,r) is a bit of my. From Lemma 1, for any CDA1 adversary A;, As there
exists a CDA2 adversary A, Ay such that

Pr[CDA1|Event 2] < Pr[CDA2|Event 2’]

Under Event 2, the CDA2 adversary can find some bit of m; from the cipher text c. Thus by setting b* in
the corresponding bit of my« we can construct a CDA adversary. This case is equal to the proof in Appendix
D. Thus, for any CDA2 adversary, there exists a CDA adversary Bj, Bs such that

Pr[C'DA2[Event 2'] < Pr[CDARL #r o = true]

From above discussion, for any CDA1 adversary A;, As there exists CDA adversary Bj, By such that

1
PT[CDAIQEW‘?_'QRO = true] < 5 %P + Pr[CDARBEW,_fRo = true| x (1 —p)

< Pr [CDARBE\;V%RO = true].
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Adversary B Adversary Bo

1 ((m§, mj,r),s) — Af 1 obtains the cipher text c
2 generates ((mo, o), (my,r1)) such that bit,(my«, 1) = b* for b* =0,1. 2 «— AR (c)
3 outputs ((mo,ro), (mi,r1)) as the Bi’s output. 3 return b’

Fig. 26. PRIV Adversary

F Proof of Theorem 5

Lemma 7. For any CDA1 adversary Ay, As of PtD in the RO,, model, there exists a CDA adversary By, By
in the RO,, model such that

AdVER o, (A1, A2) < AdVD 2o (Bi, Ba).
where the running time of B, Bs is at most that of Ay, As. ¢

Proof. We construct the PRIV adversary Bi, Bo by using the CDA1 adversary A;, As. The PRIV adversary
is shown in Fig. 26. By uses only s which one element of the output of A;. B; defines messages of A
such that my and m; are bit strings of length w, all components of ry,r; are bit strings of length p, and
(mp[é], rp[i]) # (mp[j],rp[4]) for all 1 < ¢ < j < v and all b € {0,1} such that the source has mini-entropy
u. A and A does not share the state and the second adversary A, obtains just the cipher text ¢ whose
the plain text has mini-entropy p. Thus As cannot find that the plain text is defined by B;. If the CDA1
adversary wins then the adversary PRIV By, By wins . a
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