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Abstract

Ad-hoc networks do not rely on a pre-installed infrastructure, but they
are formed by end-user devices in a self-organized manner. A consequence
of this principle is that end-user devices must also perform routing func-
tions. However, end-user devices can easily be compromised, and they
may not follow the routing protocol faithfully. Such compromised and
misbehaving nodes can disrupt routing, and hence, disable the operation
of the network. In order to cope with this problem, several secured rout-
ing protocols have been proposed for ad-hoc networks. However, many of
them have design flaws that still make them vulnerable to attacks mounted
by compromised nodes. In this paper, we propose a formal verification
method for secure ad-hoc network routing protocols that helps increas-
ing the confidence in a protocol by providing an analysis framework that
is more systematic, and hence, less error-prone than the informal analy-
sis. Our approach is based on a new process algebra that we specifically
developed for secure ad-hoc network routing protocols and a deductive
proof technique. The novelty of this approach is that contrary to prior
attempts to formal verification of secure ad-hoc network routing proto-
cols, our verification method can be made fully automated, and provides
expressiveness for explicitly modelling cryptographic privitives.

1 Introduction

In the recent past, the idea of ad-hoc networks have created a lot of interest in the
research community, and it is now starting to materialize in practice in various
forms, ranging from static sensor networks through opportunistic interactions
between personal communication devices to vehicular networks with increased
mobility. A common property of these systems is that they have sporadic access,
if at all, to fixed, pre-installed communication infrastructures. Hence, it is
usually assumed that the devices in ad-hoc networks play multiple roles: they
are terminals and network nodes at the same time.

In their role as network nodes, the devices in ad-hoc networks perform basic
networking functions, most notably routing. At the same time, in their role
as terminals, they are in the hand of end-users, or they are installed in phys-
ically easily accessible places. In any case, they can be easily compromised
and re-programmed such that they do not follow the routing protocol faithfully.
The motivations for such re-programming could range from malicious objectives
(e.g., to disrupt the operation of the network) to selfishness (e.g., to save precious
resources such as battery power). The problem is that such compromised and
misbehaving routers may have a profound negative effect on the performance of
the network.

In order to mitigate the effect of misbehaving routers on network perfor-
mance, a number of secured routing protocols have been proposed for ad-hoc
networks (see e.g., [15] for a survey). These protocols use various mechanisms,
such as cryptographic coding, multi-path routing, and anomaly detection tech-
niques, to increase the resistance of the protocol against attacks. Unfortunately,



the design of secure routing protocols is an error-prone activity, and indeed, most
of the proposed secure ad-hoc network routing protocols turned out to be still
vulnerable to attacks. This fact implies that the design of secure ad-hoc network
routing protocols should be based on a systematic approach that minimizes the
number of mistakes made in the design.

As an important step towards this goal, in this paper, we propose a formal
method to verify the correctness of secure ad-hoc network routing protocols.
The examples presented in this paper mainly consider secure on-demand source
routing protocols, however, the general idea and methodology can be used to
reasoning of other routing protocols as well. Our approach is based on a new
process algebra that we specifically developed for modeling the operation of
secure ad-hoc network routing protocols, and a proof technique based on de-
ductive model checking. The systematic nature of our method and its well-
founded semantics ensure that one can have much more confidence in a security
proof obtained with our method than in a ”proof” based on informal arguments.
In addition, compared to previous approaches that attempted to formalize the
verification process of secure ad-hoc network routing protocols [10, 2, 3, 4], the
novelty of our approach is that it can be fully automated.

The organization of the paper is the following: In Section 2 we give an
overview of the SRP protocol [19] and the Ariadne protocol [16] and the attacks
that have been found against them. In these attacks the attacker node creates an
incorrect routing state by modifying control messages during the route discovery
phase so that the incorrect route is accepted as if it is correct. In this work
we focus on modelling and verifying the occurence of this kind of attacks. In
Section 3, we provide the discussion on the most important related works and
emphasizing the difference between them and our work. In Section 4, we give
the detailed discussion of the syntax as well as the semantics of our process
algebra. In Section 6, we demonstrate the expressive power of our algebra by
modelling the operation of SRP and a known security flaw in SRP. In Section 6
we demonstrate the application of the sr-calculus by modelling the SRP protocol
and an attack on it. In Section 9, we discuss how the verification process can
be automated and describe our deductive proof technique. In Section 10 we
demonstrate the application of our automatic verification method by detecting
an attack on the SRP protocol. Finally, in Section 11, we conclude the paper
and discuss our planned future work on this topic.

2 Some attacks against secure routing protocols

Several ”secure” routing protocols have been proposed in the recent past for
wireless ad hoc networks. However, later most of them are turned out to be
vulnerable to various attacks. In this section, we introduce some of these attacks
that serves as the motivation of our work. First, we discuss the attack called as
relay attack, which has already been modelled in the previous works [18, 5, 12].
Afterwards we give an overview of more subtle attacks against the SRP and
the Ariadne protocols [10, 3]. We emphasize that these kinds of attacks cannot



be modelled directly and conveniently in the previous works [18, 12, 23]. Our
emphasis is deliberately on modelling and verifying these kinds of attacks.

2.1 Relay attacks

Relay attacks are such kind of attacks in which the attacker node forwards the
received message unchaged. A typical relay attack scenario against on-demand
source routing protocols is shown in the Figure 1. In this scenario the attacker
node A receives the request message that includes the route specified by the list
of node IDs [..., N]. At this point, node A should append its own identifier to
the ID list above and forwards the request containing the ID list [..., N, A] to
the node M. However, instead the attacker forwards the message unchanged to
M. Then, node M appends it own identifier to the ID list and forwards it. This
procedure continues until the request message reached the destination node.
At this point after making verification steps the destination node sends back
a reply message. The reply message propagates backward along the route in
the request message. After a while the reply reaches node M and is forwarded
"backward”. Due to the wireless environment and the fact that the attacker
node is within the transmission range of node M, the reply is intercepted by
the attacker. When the attacker node receives the reply message it forwards it
unchanged. At the end, the source node accepts the route [..., N, M, ...] which
does not exist in the current topology.

[..,N] [...,N]
...... W=0o=m"_
[oN,M,.] [eoN,M,.] '

Figure 1: A typical relay attack scenario against on-demand source routing
protocols.

2.2 An attack against the SRP protocol

SRP is a secure on-demand source routing protocol for ad-hoc networks pro-
posed in [19]. The design of the protocol is inspired by the DSR protocol [17],
however, DSR has no security mechanisms at all. Thus, SRP can be viewed as a
secure variant of DSR. SRP tries to cope with attacks by using a cryptographic
checksum in the routing control messages (route requests and route replies).
This checksum is computed with the help of a key shared by the initiator and
the target of the route discovery process; hence, SRP assumes only shared keys
between communicating pairs.

In SRP, the initiator of the route discovery generates a route request message
and broadcasts it to its neighbors. The integrity of this route request is protected
by a Message Authentication Code (MAC) that is computed with a key shared
by the initiator and the target of the discovery. Each intermediate node that



receives the route request for the first time appends its identifier to the request
and re-broadcasts it. The MAC in the request is not updated by the intermediate
nodes, as by assumption, they do not necessarily share a key with the target.
When the route request reaches the target of the route discovery, it contains the
list of identifiers of the intermediate nodes that passed the request on. This list
is considered as a route found between the initiator and the target.

The target verifies the MAC of the initiator in the request. If the verification
is successful, then it generates a route reply and sends it back to the initiator
via the reverse of the route obtained from the route request. The route reply
contains the route obtained from the route request, and its integrity is protected
by another MAC generated by the target with a key shared by the target and
the initiator. Each intermediate node passes the route reply to the next node
on the route (towards the initiator) without modifying it. When the initiator
receives the reply it verifies the MAC of the target, and if this verification is
successful, then it accepts the route returned in the reply.

The basic problem in SRP is that the intermediate nodes cannot check the
MAC in the routing control messages. Hence, compromised intermediate nodes
can manipulate control messages, such that the other intermediate nodes do not
detect such manipulations. Furthermore, the accumulated node list in the route
request is not protected by the MAC in the request, hence it can be manipulated
without the target detecting such manipulations.

Figure 2: An attack scenario against the SRP protocol.

In order to illustrate a known attack on SRP, let us consider the network
topology shown in Figure 2. Let us further assume that node N;j initiates a
route discovery to node N3.

The attacker node A can manipulate the accumulated list of node identifiers
in the route request such that N3 receives the request with the list (Nao, A, Ny),
where A is an arbitrary sequence of fake identifiers. This manipulation remains
undetected, because the MAC computed by N; does not protect the accumu-
lated node list in the route request, and intermediate nodes do not authenticate
the request. When the target N3 sends the route reply, A forwards it without
modification to N7 in the name of N5. As the route reply is not modified, the
MAC of the target N3 verifies correctly at N1, and thus, N; accepts the route
(N1, Na, A, Ny, N3). However, this is a mistake, because there is no route via
nodes No, A, Ny.



2.3 An attack against the Ariadne protocol

In this subsection, we show the attack has been found in [10] against the Ariadne
secure routing protocol.

Ariadne has been proposed in [16] as a secure on-demand source routing pro-
tocol for ad hoc networks. Ariadne comes in three different flavors corresponding
to three different techniques for data authentication. More specifically, authen-
tication of routing messages in Ariadne can be based on TESLA [20], on digital
signatures, or on MACs. We discuss Ariadne with digital signatures.

There are two main differences between Ariadne and SRP. First, in Ari-
adne not only the initiator and the target authenticate the protocol messages,
but intermediate nodes too insert their own digital signatures in route requests.
Second, Ariadne uses per-hop hashing to prevent removal of identifiers from the
accumulated route in the route request. The initiator of the route discovery
generates a route request message and broadcasts it to its neighbors. The route
discovery message contains the identifiers of the initiator and the target, a ran-
domly generated request identifier, and a MAC computed over these elements
with a key shared by the initiator and the target. This MAC is hashed itera-
tively by each intermediate node together with its own identifier using a publicly
known one-way hash function. The hash values computed in this way are called
per-hop hash values. Each intermediate node that receives the request for the
first time re-computes the per-hop hash value, appends its identifier to the list
of identifiers accumulated in the request, and generates a digital signature on
the updated request. Finally, the signature is appended to a signature list in the
request, and the request is re-broadcast. When the target receives the request,
it verifies the perhop hash by re-computing the initiators MAC and the perhop
hash value of each intermediate node. Then it verifies all the digital signatures
in the request. If all these verifications are successful, then the target generates
a route reply and sends it back to the initiator via the reverse of the route
obtained from the route request. The route reply contains the identifiers of the
target and the initiator, the route and the list of digital signatures obtained
from the request, and the digital signature of the target on all these elements.
Each intermediate node passes the reply to the next node on the route (towards
the initiator) without any modifications. When the initiator receives the reply,
it verifies the digital signature of the target and the digital signatures of the
intermediate nodes (for this it needs to reconstruct the requests that the inter-
mediate nodes signed). If the verifications are successful, then it accepts the
route returned in the reply.

Let us consider Figure 3, which illustrates part of a configuration where the
discovered attack is possible. The attacker is denoted by A. Let us assume that
S sends a route request towards D. The request reaches V' that re-broadcasts it.
Thus, A receives the following route request message:

Teqv = (rreq, Sv D7 IDa hVa (V)7 (SZQV))

where ID is the random request identifier, hy is the per-hop hash value gener-
ated by V, and sigy is the signature of V.
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Figure 3: A subtle attack against Ariadne. The figure on the left shows the
communication during the route discovery, while the figure on the right illus-
trates that at the end of the route discovery phase, the source node accepts the
route S, V, W, A, D, which is not valid because the link between W and A does
not exist.

After receiving reqy the attacker waits for an another route request from X:
reqX = (rreq, S, D, ID, hx, (V,W,X),(sigv, sigw, Sigx)).

From reqx, A knows that W is a neighbor of V. A computes ha = H(A, H(W, hy)),
where hy is obtained from req;, and H is the publicly known hash function used

in the protocol. A obtains the signatures sigy, sigw from reqs. Then, A gen-
erates and broadcasts the following request:

TBQA = (Treq, S7 D, IDa hA7 (V7W7A) (SigV7 SlgW7 SZgA))
Later, D generates the following route reply and sends it back towards S:
rep = (TT’GQ, Da Sv (vaaA)7 (SigV7 SZgW7 SigA)v SZgD)

When A receives this route reply, it forwards it to V' in the name of W. Finally,
S will output the route (S,V,W, A, D), which is a non-existent route.

2.4 Summary

To sum up this section, we note that the modelling of the relay attacks has been
addressed in some related works [12, 18]. However, relay attacks are mainly con-
cerned in neighbor discovery [21] instead of route discovery. In contrast, in our
work we primarily focus on formal verification of the attacks concerning routing,
such as the attack against the SRP and Ariadne protocols we shown above. We
note that modelling the attacks against the SRP and Ariadne protocols is more
difficult than modelling relay attacks because they required the modelling of
more complex attackers.

3 Motivation and Related works

As we can see, the discussed attacks are very subtle, thus, it is hard to detect
and reasoning about them manually. In addition, reasoning in the hand and
pencil manner is error-prone, therefore a systematic and automatic method is
required.



Our purpose in this paper is to provide a formal modelling of secure on-
demand source routing protocols and a systematic and automatic method for
detecting attacks similar to the attacks we introduced in the previous section.
Till now, there are only few works address directly this problem. Each method
proposed in the most important related works [12, 13, 23, 5, 18, 10, 3, 24, 22]
has numerous drawbacks that we will discuss in the following;:

In works [10, 3] the authors model the operation of the protocol participants
by interactive and probabilistic Turing machines, where the interaction is real-
ized via common tapes. This model enables us to be concerned with arbitrary
feasible attacks. The security objective function is applied to the output of this
model (i.e., the final state of the system) in order to decide whether the protocol
functions correctly or not. Once the model is defined, the goal is to prove that
for any adversary, the probability that the security objective function is not
satisfied is negligible.

The main drawback of this method is that the proof is not systematic and
automated, and the framework is not well-suited for detecting attack scenarios
once the proof fails.

In this paper we aim at improving these works by adding automated verifi-
cation method based on deductive model-checking.

In order to give a formal and precise mathematical reasoning of the operation
of routing protocol for mobile ad-hoc networks several process calculi have been
proposed in the recent years. Among them the two works [12, 23] are closest to
our work.

In the work [12] the author proposes the process algebra that is called as
CMAN for formal modelling of mobile ad-hoc networks. The advantage of this
method is that it provide the modelling of cryptographic primitives and it is
focused mainly on modelling mobilily nature of mobile ad-hoc networks. The
drawback of this method is that it cannot be directly used for modelling such
attacks as the attacks scenario against the Ariadne or SRP protocols we showed
in the Section 2. In the attack scenario against the Ariadne protocol the attacker
node waits, collects information it intercepts from the neighbor nodes and use
them to construct an message that contains an incorrect route. CMAN does not
provide syntax and semantics for modelling a knowledge base of the attacker
node. In order to directly model these kind of attacks we propose the notion of
the active substitution with range in the sr-calculus.

In the work [23] the authors propose the process algebra that is called as the
w-calculus. The main advantage of this calculus is that it provides the direct
modelling of broadcast communication and mobility. The main drawback of
this method that it does not provide the syntax and semantics for modelling
cryptographic primitives and attacker’s knowledge base. In contrast to this
our calculus provides the modelling of cryptographic primitives and attacker
accumulated knowledge.

The advantage of these process algebras is that the operation of mobile ad-
hoc networks and several properties such as loop-freedom and security properties
can be precisely and systematically described with them, however, the drawback
of them is that the proofs and reasoning are still performed manually by hand.
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Several works in the literature address the problem of automatic verification
of routing protocols. In the works [24, 22] the authors investigate the problem
of verifying loop freedom property of routing protocols. In [24] the LUNAR
protocol is verified using the SPIN, and UPPAAL model-checkers; in [24] the
authors verified the DYMO protocol using graph transformation. In contrast
to these works we proposed an automatic verification method focuses on veri-
fying security properties of ”secure” routing protocols instead of loop freedom
property.

The two works that are most related to our work are [5, 18]. In the work
[5], and [18] the authors address the problem of verification security properties
of secure routing protocols using the SPIN model-checker and CPAL-ES tools,
respectively.

The main drawbacks of these methods are that they suffer from expres-
siveness limitation. In particular, they cannot directly model cryptographic
primitives and boadcast communications, instead they simulate cryptographic
primites with a series of bytes [5] and broadcast communication with a sequence
of unicast communication. In contrast to these works, our automatic verification
method provides a direct modelling of cryptographic primitives and neighbor-
hood.

4 The sr-calculus

In this section we define the proposed calculus: its syntax and informal seman-
tics, as well as its operational semantics. We call this calculus as sr-calculus,
where the prefix sr refers to the words secure routing.

The advantage of the sr-calculus is that it provides expressiveness for mod-
elling broadcast communication, neighborhood, mobility, and transmission range
like in CMAN [12] and the w-calculus [23], and the explicit modelling of cryp-
tographic primitives like in the applied w-calculus [11], however, compared to
them it includes the novel definition of active substitution with range that en-
ables us to model attacker knowledge and attacks in the context of ad-hoc mobile
networks.

CMAN cannot be used to directly model the attacks we found against the
well-known SRP and Ariadne protocols [10, 3]. In these attacks the attacker can
receive information from several paths, the attacker node then collects and store
these information and construct a message that contains an incorrect route.

The w-calculus lacks of modelling cryptographic primitives, such as digital
signature and hashing, and has been used for modelling loop-freedom properties
of AODV. Hence, it also lacks sytax and semantics for modelling attacker’s
knowledge set. In addition, neighbor nodes is organized into groups. However,
it is not easy to determine groups in the topology.

Finally, the applied pi-calculus [11] provides active substitution that can
be used to model actual attacker’s knowledge. However, it lacks syntax and
semantics for broadcasting, neighbors and deals with Dolev-Yao attacker model,
which is not true in case of MANET.

11



We combine the advantage of each in order to provide a calculus with which
we can directly and conveniently modelling and proving security properties and
reasoning about attacks discussed in Section 2.

4.1 Type system of the sr-calculus

In this subsection we provide a basic type system for the proposed calculus.
The main purpose of the type system is to reduce the number of the possible
cases to be examined during the formal security proofs. Based on the type
system we are capable of capturing errors such as arity mismatch and errounous
binding/substitution of terms. We adopt the type system proposed for the
applied 7m-calculus, discussed in the chapter 4 of [8], which have been shown to
be sound and complete. This type system includes a syntax and a semantics
part, which discuss the declaration of the types and the rules for typing, for
example, the type preserved property of transitions. In this paper, we only
provide a brief overview of the type system in the chapter 4 of [8].

The type system catches the errors such as arity errors and matching of
terms of different type. The type system does not include recursive types, so
the type of processes such as ¢{(c).P is not defined.

4.2 Basic definitions and terminology

Definition 1. Type assignment is an assignment v : T (oru : T) of a type T
to v (or u) that can be a name, a constant, a node ID or a variable.

Definition 2. A well-formed type environment I is a finite set of type assign-
ments where all names and variables are distinct. The domain of T is dom(T")
={ov|3T{v:T}el}

Definition 3. Let I' and A type environments. We say that I' extends A if the
following holds:

e dom(T") C dom(A)
o if v € dom(A) such that {v:T} € A, then{v:T} €T.

HA={vy:T1,..,v,:T, yand T = {uy : T1,..., up : T, } and dom(T) N
dom(A) = (), then A can be extended with I" by taking their union, denoted by
AWT.

4.3 Simple type system for the applied 7-calculus

The set of types is divided into the sets of term types and process/behavior
types. Within the term types we distinguish among channel types, broadcast
types, name types, variable types, constant types, and node ID types.

Given a term type T}, channel and broadcast channel types are constructed
by the unary type constructors ch(T;) and bch(T};), which are the types that is
allowed to carry data with term type.

12



Let T be a type environment and A an expression which may be either a
term, a process, or an extended process. A type judgment I' = A : T is an
assertion that the expression A has type T under the assumptions given in I'.
In particular, I' = A : T, asserts the following depending on A. If A is a term,
then T is term type T;. Thus I' - ¢ : T} asserts that ¢ has term type under the
assumptions of I'. The so called behavior type, denoted by Ty o, is introduced
for processes. I' = P : Ty, asserts that process P respects the type assertions
in I'. The judgment (F T' well-formed) means that T' is a well-formed type
environment.

The types for the sr-calculus are generated by the grammar:

S, T =T, | Tproc (Types)
T = Tep | Tor | Tstr (Term Types)
Totr = Thame | Tyar | Tj | Teonst (String Types)
Thame == tni | ...] tn, (Name Types)
Topar = tor | ...] to, (Variable Types)
Ty = f(Th,,....,T%) (Function Types)
Teonst 2= Treq/rep | tconst; (Constant Types)
Tep, i= ch(TL,,...,T%.) (Channel Types)
Tyr := beh(TL,, ..., T%,) (Broadcast Channel Types)
Tig =ty | .. ]ty (Node ID Types)
Tproc :=1tp1 | ...| tpn (Process/Behavior Types)

where tn, tv, tl and tp are name, variable, node ID, and process types, respec-
tively. The abbreviation of xy : T1,..., x, : T) is defined by Z : T. Of course, if
a term t has a string type T, then it also has a term type T3, and if ¢ has been
assigned to one of the type Thame, Tvar, T, Teonst then it implicitly has a type
Tsir. The reverse direction is not always true, hence, to avoid type conflict the
most narrow type should be assigned in the declaration. Note that within the
set of term type the channel types are distinguished from the remaining string
types because to reasoning about routing protocols we do not need to send chan-
nels, or need not to define a function that includes channel arguments. Within
the constant type we define T}.c;/rcp as the type for the special constants rreq
and rrep which are the parts of the routing messages.

Within a function types we distinguish types of each crypto function, such
as, digital signature type, Ty;4, one-way hash type, Thqsn, MAC function type,
Tnac- We also define types of secret key, Tjey, public key Tppey, and symmetric
shared key Tsprey. In this paper we only use these three crypto functions, but
of course any function types can be defined in the similar way. With these types
we can ease the security verification, and reducing the number of possibilities.

Tskey = sk(Tia) (Secret Key Types)

Tpkey = pk(Tia) (Public Key Types)

Tshiey = k(Tia, Tia) (Shared Key Types)
Tsig == $ign(Tstr, Tskey) (Digital Signature Types)

13



Thash = hash(Tstr) (One-Way Hash Types)
Tnac = mac(Tsyr, They) (MAC Types)

The syntax, reduction rules and trasition rules for the typed applied «-
calculus remains unchanged from the one for the untyped applied w-calculus.

In order to ensure that structural equivalence preserves well-typedness, we
require that the type system assigns equal types to terms that are equated by
the equational theory.

Definition 4. (Well formed environment)
o () well-formed
o If (F T well-formed) and u ¢ dom(T), then (F T' W& u well-formed).

Definition 5. (Type rules for terms) Let t € T be a term, T a type, and T a
well-formed type environment. Then the type judgment I' =+ t : T holds if it
can be derived by application of one of the following rules.

o If- T well-formed and u : T € T then ' by u : Ty,

o IfT brty : T, ...T b t, : T%., and the arity of f is n, then T 1

F(TL, . ..., TR : Tsy, for each function name f.

Definition 6. (Type rules for processes) Let P € P be a process, I' a well-
formed type environment, and Tpyoc the behavior type. Then the judgment I’ Fp
P : Tproc holds if it can be derived by application of one of the following rules.

o If (F T well-formed) then (I' Fp nil : Tproc )

o If T Fp P:Tproe ) and (T Fp Q : Tproe ), then T 7 P | Q : Tproc.
o If(TFp P Thoe ) then If (T bp 1P : Thro )

e If(TW{u: T} Fp P:Tpoe ) then (T Fp vu.P : Tproe )

L4 If (F F7- ty : Tetr); (F F7— to : Tstr)a (F FP P Tproc )7 (F F'P Q : Tproc )
then (' Fp [t1 = t2] P else Q : Tproc ), and also (' Fp [t1 = to] P Tproe
).

o If(TFr 1 :Ty), T rro:Tw), Trp P:Thoe ), (TFp Q: Throc )
then (T'Fp [l € o] P else Q : Tproe ), and also (T Fp [l € 0] Pt Tproc ).

¢ If (T W {&: Tar} Fp P : Tproe ) and (U Fr ¢ : ch(Ts)) then (T Fp
e(Z).P : Tproc).

o If(TFy t: Ty and (T b7 ¢ : ch(Tsy)) and (T Fp P - Tproc ) then (T
Fp €t )P : Tyroe )-

o If (Tw {Z: ﬁtr} Fp P Tproe ) and (I g br : beh( _tmn)) then (I Fp

br(Z).P : bch(Tstr)).
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o If (T b t: Tayy) and (U b7 br : beh(Tsy)) and (T Fp P i Throe ) then
(T Fp E(F}P : Tproc ). In the rest of the paper to represent broadcast
sending/receiving we simply use (t.P, and (x).P by removing br from the
beginning.

o If Ty t:Toy) and (T by x : Toy) then (T Fp {t/x} : Tproc ).

4.4 Syntax and informal semantics of the sr-calculus

We assume an infinite set of names N and wariables V, where N NV = 0.
Further, we define a set of node identifiers (node ID) £, where NN L = (). Each
node identifier uniquely identifies a node, that is, no any node pair shares the
same identifier.

We define a set of terms as

t u=req| rep | true | ACCEPT | c,n,myk | Uiylg | @y, z,0,w | f(t1,...,tk)

e req and rep are unique constants that represent the req and rep tags in
route request and reply messages;

e true is a special constant that models the logical value 1;

e ACCEPT is a special constant. The source node outputs ACCEPT when
it receives the reply message and all the verifications it makes on the reply
are successful.

e ¢ models communication channel;

e n, m and k are names and are used to model some data (e.g., a random
nonce, a secret key);

e [;, i can be numbers or letters not equal to a, and [, are node IDs of the
honest and the attacker node, respectively;

e x, y, 2z, v and w are variables that can represent any term, that is, any
term can be bound to variables.

e Finally, f is a constructor function with arity k£ and is used to construct
terms and to model cryptographic primitives, route request and reply
messages. For instance, digital signature is modelled by the function
sign(t1,t2), where t; models the message to be signed and t, models the
secret key. Route request and reply messages are modelled by the function
tuple of k terms: tuple(t1,...,tx), which we abbreviate as (¢1,...,t).

We note that, this definition of term is new compared to CMAN, w-calculus,
and the applied pi-cacluclus in that it includes constants rep, req for modelling
route discovery protocols, and process [l € o]P for examining the neighborhood.

The internal operation of nodes is modelled by processes. Processes can be
specified with the following syntax, and inductive definition:
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P,Q, R := processes

c(t).P unicast send
c(z).P unicast receive
t).P broadcast send
(z).P broadcast receive
P|Q composition
vn.P restriction

\P replication

[t; =t;]P if

[l € o]P in

0 nil

let (x=1t)in P let

We note that, this definition of processes is novel compared to w-calculus in
that it includes constructor and destructor applications. Constructor/destructor
application is used to model cryptographic primitives. Compared to CMAN it
includes also the posibility of unicast. Finally, it differs from the applied pi-
calculus in that it includes broadcast send and receive actions.

e The processes ¢(t).P represents the sending of message ¢ on channel ¢
followed by the execution of P, and c¢(x).P represents the receiving of
some message and binds it to z in P. For example, the communication
between ¢(t).P and c(z).P can be described as the reduction step of the
parallel composition, namely, ¢(t).P | ¢(x).P — P | P{t/x}. These two
process model the unicast receive actions.

e The two processes (t).P, and (z).P represent the broadcast send and re-
ceive. Compared to the unicast case they does not contain the channel,
which intends to model the fact that there is no any specified target.

e A composition P|Q behaves as processes P and ) running in parallel.
Each may interact with the other on channels known to both, or with
the outside world, independently of the other. Given a family of pro-
cesses Py, Py, ... P, we write [[,., , P;, or Hie{lmk} P; for their parallel
composition Py |Py|...|Py.

e A restriction vn.P is a process that makes a new, private name n, and
then behaves as P.

e A replication !P behaves as an infinite number of copies of P running in
parallel.

e Processes [t; = t;]P and [l € o]P mean that if ¢; = ¢, and | € o, respec-
tively, then process P is ”activated”, else they get stuck and stay idle.

e The nil process 0 does nothing.
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e Finally, let (x = t) in P means that the procedure of binding ¢ to free
occurrences of x in process P.

A ”physical” node is defined as | P]], which represents a node with identifier
behaves as P and its transmission range covers nodes with the identifiers in the
set 0. Two nodes are neighbors if they are in each other’s range. We note that o
can be empty, denoted as | P|;, which means that the node has no connections.
A networks, denoted as N, can be an empty network with no nodes: Op;
a singleton network with one node: |P|;; the parallel composition of nodes:
LPljzl Lngf;, where o1 and o9 may include l> and [y respectively; a network
with name restriction, and the parallel composition of networks: N | Na.

N =0y | [P), | (LP5Y | LP2J32) [ vnaN | (N | Vo)

Note that, LPJ%? and LQJZ means the node [; and node l3 are bidirectionally
connected.

We stress that we use the form |P|] that is already proposed in CMAN,
and not the definition of groups (where neighbor nodes is organized to the same
group) as in w-calculus because we found that the topology of Mobile Ad-hoc Net-
works is usually represented as graph and given in an adjacency matriz, thus,
using the groups method in w-calculus an algorithm can be required which ez-
tracts the cliques in the graph. Moreover, there can be redundant groups that
should be handle properly for efficiency purpose. Finally, we prefer the |P]]
form because it gives us a possibility to model uni-directional links, which is not
the case in w-calculus. However, we note that CMAN does not include syntax
and semantics for uni-directional links.

vn.N represents the creation of new name n, such as secret keys, a nonce
and only N knows it.

In order to modelling attacker’s knowledge base and make modelling the
attacks, where attacker waits, collects and stores information feasible and more
convenient, we extend the definition of networks with the substitution with range
and the restriction on variables. Additionally, we adapt the the notion of active
substitution for modelling the attacker’s actual knowledge.

Again, we emphasize that the notion of active substitution and static equiv-
alence have been used in the applied pi-calculus, however, it models the knowl-
edge of a Dolev-Yao attacker who eavesdrops every message that has been sent
by communicating partners without considering the attacker model in wireless
ad-hoc networks.

Our contribution results in slightly modifying the notion active substitution
to model such an adversary who can only intercept messages sent by its neigh-
bors. More precisely, the intercepting of broadcasted information is restricted to
only nodes in the broadcast range. Furthermore, we adapt the concept of active
substitution for modelling the attacker’s knowledge set, which can continuesly
change during the protocol. Finally, we emphasize that this is novel compared
to all of the three calculi: CMAN, w-calculus, and applied pi-calculus.
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The definition of the extended network is as follows:

E = extended network
N plain network
E;|E;  parallel composition
vn.El name restriction
ve. b variable restriction
| {t/x}? | active substitution with range

N is a plain network we already discussed above.

E;|E; is a parallel composition of two extended networks.
e vn.F is a restriction of the name n to E.

e vx.F is a restriction of the variable z to E.

[{t/x}?], which is abbreviated as {t/x}? in the rest of the paper: {t/z}

means that the substitution {¢/x} is applied to any node that is in par-

allel composition with {t/x} and its identifier is in the set o. Intu-

itively, we can say that o is the range of the substitution {¢/z}. For-

mally, we can explain the notion of active substitution with range by

ve. ({t/x}7 |11, e, [Q:)7"). This formula in turn can be defined as va. ({t/z} |A”),
where A7 is the extended process (the notion of extended process A is pre-

sented in the applied 7-calculus) that only includes the internal behavior

of nodes in o, and {t/x} is the active substitution known in the applied
m-calculus.

We write fo(E), bv(E), fn(E), and bn(E) for the sets of free and bound
variables and free and bound names of F, respectively. These sets are defined
as follow:

def def

Folit/e}) < oty Uad, fa({t/27) Y fn(t) U {node IDs € o)
bo({t/2}7) < 0, bn({t/2}7) < bn(t)

An extended network is closed when every variable is either bound or defined
by an active substitution with range.

In the applied 7-calculus, a frame is an extended process built up from 0 and
active substitutions of the form {t/x} by parallel composition and restriction.
Analogously, we follow this concept and we let the frame of network, denoted
by pn, be an extended network built up from Oy and active substitutions with
range, |{t/x}?]| (or simply {t/x}7). Every extended network E can be mapped
to a frame ¢y (F) by replacing every plain network embedded in E with empty
network 0. We distinguish the notations frame of network (¢x) and frame of
processes () also known in case of the applied 7-calculus.

For example, the frame of process E, where

E = {ti/x1}7 | {ta/aa}? | | {te/2x} | T [Q:)])

18



is on (B) = {t1/z1}7" [ {t2/2}72 |. .| {tu/2i}".

The frame ¢ (F) can be viewed as an approximation of the behavior of E
that accounts for the static knowledge exposed by FE to its environment, but
not for E’s dynamic behavior.

In the next section we give the semantics of the calculus in order to reason
about secure on-demand source routing protocols.

4.5 Semantics

First we define the strutural equivalence relation which is used to simplify a
process of large size to a smaller one that is the is equivalent to the original
one. This relation is very important in proofs. We say that two processes are
structurally equivelence, if they are identical up to structure.

4.5.1 The Structural Equivalence(=)

In particular, structural equivalence relation is defined as the least equivalence
relation satisfying bound name, bound variable conversion (also called as a-
conversion) and the following rules:

(Rules for Processes:)
(Struct P-a) P=,ry Qi P=pcn, Q
(Struct P-Parl) P|0 =P

(Struct P-Par2) Pyi|Py = P|P,

(StI'U.Ct P—ParS) (Pl‘P2)|P3 = P1|(P2|P3>

(Struct P-Switch) vny.vne. P=vng.vng.P

(Struct P-Repl) P =P|!P

(Struct P-Drop) vn.0=0

(Struct P-Extr) vn.(P|Q)= Plvn.Q if n ¢ fn(P)
(Struct P-Let)  let x =t in P = P{t/x}

(Struct P-If1) t=tP =P

(Struct P—IfZ) [ti = tj]PE 0 (Zf ti 7é tj)

(Struct P-Inl) [l€o]P =P (if l € 0)

(Struct P-In2) [l € o]P =0 (if [ is not in o)
The meaning of each rule is the following:

e Struct P-a: P and Q are stuctural equivalent if Q can be obtained from P
by renaming one or more bound names/variables in P, or vice versa. For
instance, processes (z).P and (y).P are structural equivalent by renaming
y to x. This is denoted by =, .

e Struct P-Parl: The parallel composition with the nil process does not
change anything, the result is the same as the original parallel composition.

e Struct P-Par2: The parallel composition is commutative.
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e Struct P-Par3: The parallel composition is associative.
e Struct P-Switch: The restriction is commutative.

e Struct P-Drop: Restriction does not affect the nil process, thus, we can
drop it.

e Struct P-Extrusion: We can drop the restriction from process P when P
does not contain the restricted name as free name, that is, the restricted
name does not occur in P.

e Struct P-Let: Both sides represent the binding of the term ¢ to variable x
in P.

e Struct P-If1, P-If2: if the two terms are the same then the execution of P
begins, while if they are distinct then the process gets stuck.

e Struct P-Inl, P-In2: If the node identifier [ is in the set o then the execu-
tion of P begins, otherwise the process P gets stuck and stays idle.

The next additional rules are valid to structural equivalence:

P=Q,Q=R P=P P=P
P=R P|Q = P'|Q vn.P=vn.P!
The first one means structural equivelence relation is transitive: if P = () and
@ = R then P = R; the second and third rules show that structural equivalence

closed to replication and restriction. Similarly the rules for network can be
defined:

(Rules for Networks:)

(Struct N-Parl) N|Oy=N

(Struct N-Par2) Np|Ny = No|N;

(StI'U.Ct N- Par3 (N1|N2 |N3 = N1|(N2|N3)

(Struct N-Switch) vning.N = vnang N

(Struct N-Extr) (vn.N1)|No =wvn.(N1|N2) (if n ¢ fn(N2)Uid(Ny))
(Struct N-Node) [P|] = Q] (if P =Q)
( I

Struct N-Rest) |[vn.P|] =vn.|P|]

fn(N), id(N) represents the set of free names of N, the set of free varibles of
N, and the set of node identifiers in N, respectively. The first five rules are
standard, the only rules require some words to mention is the (Struct N-Node)
and (Struct N-Rest). The first means that two networks are strutural equivalent
if it contains nodes with the same internal operation and they have the same
identifier with same neighbors. The second rule says that a name restriction on
process can be seen as a restriction on a node.
Finally the rules for the extended network E are defined as follows:

Again, we emphasize that this part is new compared to CMAN, and the w-
calculus in that it enables us to model the knowledge base of the attacker node.
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The knowledge of the attacker can improve after series of communication steps.
Also it is novel compared to the applied 7-calculus in that active substitution has
range for modelling neighborhood.

(Rules for Extended Networks:)

(Struct E-Parl) E|Oy =E

(Struct E—Par2) El‘EQ = EQ‘EI

(StI‘UCt E—Par?)) (E1|E2)‘E3 EE1|(E2|E3)

(Struct E-Extr) (vn.E7)|Es=vn.(E1|E2) (if n ¢ fn(E2) U fv(Es) Uid(Er))
(Struct E-Switch) vning. F =vnong . E

(Struct E-Intro) va.{t/z}°=0n

(Struct E-Try) {t/z}?|E= {t/z}° |E{t/x}°

(Struct E-Rewrite) {t1/x}7 = {to/x}? (if t; = t3)

fn(E), fo(E) and id(E) represents the set of free names of F, the set of free
varibles of F/, and the set of node identifiers in F, respectively. The first five rules
is similar and come straightforward from the rules on networks and processes.
Rule (Intro) is used to introduce any active substitutions. The rule (Struct E-
Rewrite) say that two active subtitutions with the same range o, and terms are
stucturally equivalent. Rule (Try) represents the trying to apply substitution
{t/x}? to the extended network E: For example, let E be

E=va({ti/z}7 [ | {t/z}* [ Q7" -1 Q5]7))

where 7 is a collection of non-duplicated names. Then E{t/x}?, where n ¢

fn(t)U fo(t) Uid(E), is
vowin({tr/z}7 || {te /oo | LQil7 (/2 |- | Q57 {t/})

Intuitively, this means that the substitution is applied on every plain network.
However, this substitution successes at [Q;] 2” only in case location [; € o,
otherwise, it has no effect. This is formally defined by the rules (E-Try) and
(E-Subst):

(Struct E-Try-1)  [Q:]] {t/x}7 =1,e0 Qi {t/x}Jal
(Struct E-Try-2) | Q; J {t/2}7 =1,¢0 Qi) ;

(Struct E-Subst-1) {t/x} [Qil] =tieo {t/a:} | LQz{t/m}Jm
( e (1) QU

In the next subsection we introdude the reduction relation that are used to
model the internal operation/computation of nodes, and to model a reduction
step in case of networks.

Struct E-Subst-2) {t/z}7] |Q:]7"

I

4.5.2 Reduction relation (—)

(Internal reduction rules for processes:)
(Red P-Let) let x =tin P — P{t/x}
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(Red P-If1) t=t|]P - P

(Red P—If2) [ti = tj]P — 0 (Zf t; 7é tj)
(Red P-Inl) leoglP = P(if l€o)

(Red P-In2) leo]P — 0(if lisnotin o)

The operations (i) binding a variable to a term in a process; (ii) checking the
equality of two terms; (iii) checking the presence of a node identifier in a set
of node identifier; and (iv) destructor computations such as checking digital
signatures, are all internal operations of nodes. Next we introduce the internal
reduction steps in a network. Internal or silent steps that can be performed by
nodes are connecting and disconnecting that concern the mobility:

(Reduction relations for mobility:)
(Red Connect) | P]7" Q]2 — (10 1y |P]7H [ |Q]72, where I is not in ;.
(Red Disconnect) |P] 271112 QI =10 12y LPI7 Q7 where Iy is not in 0.

The Reduction relation (Red Connect) model the scenario in which the node
lo gets into the transmission range of the node I;. This reduction relation is
denoted as —(;, ¢ 1,}- Its counterpart is the reduction relation (Red Disconnect)
is denoted as —(;,, 1,3 and says that node [z get out of the transmission range
of the node [;.

We note that although we have defined the rules for mobility, we will not use
them in our proofs because we are only considering the analysis of the attacks
discussed in Secition 2. Hence, we always assume that the topology does not
change during the attack.

In order to reason about secure on-demand source routing protocols, and
describe the operation semantics of the sr-calculus we introduce the labeled
transition system of the calculus in the following subsection. Labelled transi-
tion system is very important in proofs, and captures such activities made by
nodes that can be observed by the environment. This activity , for instance, is
broadcast sending.

4.5.3 Labeled transition system ()

We note that broadcast and unicast sending are non-deterministically executed,
while receiving actions can take place at the same time.

The traditional operation semantics for processes is defined as a labeled
transition system (P, G, —) where P represents a set of processes, G is a set of
labels, and — C P x G x P. In our case it is the ternary relation (N,G, —)
where N represents a set of extended networks, G is a set of labels, and — C
N x G x N. The following labeled transitions are specified in this transition
system in the sr-calculus.

(Labeled transition rules for networks)

o va.{z):l

(Ext BroadSend1) wit. [(t).P)] "5 vii. ({t/2}7] | P)])

o VT

(Ext BroadSend2) | (t).P|7 X" ({t/x}°| | P)7)
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(Ext BroadRecvl) | (2).Q)7* VU5 |Q{t/a})7

(Ext BroadRecv2) vii. |(2).Q)7* U5 v |Qft/a} |7
New names 7 typically represent some secret key or nonce in secure on-demand
source routing protocols. The rules (Ext BroadSend1-2) say that the node [ has
broadcast term ¢, hence, it is now available for nodes in its range, o. This is
modelled by {t/x}° and va, which restricts the substitution to nodes within the
range. The rules (Ext BroadRecv1-2) say that if the listening node { is within
o (which is the range of the node that sent ¢, denoted by (¢)?) then it obtains ¢.

4.6 Equational Theory

The destructor applications (e.g., proposed in the spi-calculus), which basically
is the inverse of functions, and are used to model verification computations on
messages. Formally, it is the process let (x = g(t1,...,tn)) in P else @, which
tries to evaluate g(tq,...,t,) if this succeeds, z is bound to the result and P is
executed, otherwise, @ is executed. For instance, a typical destructor can be
verification of digital signature as checksign(sign(z, sk(y)), pk(sk(y))), where the
constructor pk(sk(y)) represents the public key generated from the given secret
key.

To make the proofs and the system specification be more simpler, instead of
using destructor applications, we use the notion of equational theory proposed
in the applied m-calculus. An equational theory FEgq is defined over the set
of function symbols > . It contains a set of equations of the form t; = to,
where terms ¢, to are defined in ) . Like the destructor application it allows
us to capture relationships between terms defined in ). Equality modulo the
equational theory, written =pgq, is defined as the smallest equivalence relation
on terms, that contains Fq and is closed under application of function symbols,
substitution of terms for variables and bijective renaming of names [11]. For
instance, dec(enc(z, y),y) = z and checksign(sign(x, y),pk(y)) = true for a
special constant true. Note that we write = instead of =g, for simplicity because
in our case it is clear from the context.

4.7 Examples

Next we show the application of active substitution with range and the defined
labeled transition system on two example networks. The first example network
illustrated in the Figure 4 includes three nodes.

4.7.1 Example for broadcasting and message loss

In this simple network node P is assigned the identifier /; node @ has identifier
lo and node R is at I3. Node P and node @ are neighbors, but node P and R
are not. Thus, when P broadcasts message t, only @ receives t. The followong
labeled transitions model the procedure in which P broadcast t, and only @
received this.
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Figure 4: An example network
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This example includes only one broadcast step. There is no replication. First
the rule (Ext BroadSend?2) is applied, then, the rule (Ext BroadRecvl) is ap-
plied, which models @ receives t, because lo € {l1,12}.

4.7.2 Example for multiple broadcast send and receive

The next example is a bit more complicated that includes replication and mul-
tiple broadcasts. The network can be seen in the Figure 5. Here, both nodes
P and @ are the neighbors of R. First P broadcasts t; then @ broadcasts ts.
Node R is under replication which intuitively means that it repeatedly listens
for messages.

O—®—@

Figure 5: Another example network
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({tl/w}{ll Y {to )2} 23| [P | QI | | R{ts/2}| R{t1/} | \(y)-R) l{;hzz}).

Each labeled transition step is similar as in the previous example with the only
difference that each rule is applied twice due to the two broadcast communica-
tions.
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4.7.3 Example for mobility

The next example illustrate the mobility issue and message loss when the mes-
sage sent by a node N; is not received by an another node Ny because Ny moved
out of the transmission range of N7. The scenario can be seen in the Figure 6.
In this scenario, at first two nodes N7 and N, have no connection after that
the node Ny gets into the transmission range of the node Nj. After this the
message ¢t broadcasted by Nj is received by Ns. In the next reduction step Ny
moves out of the transmission range of Ny, and then the message ¢ sent by Ny
is not intercepted by N, thus, ¢ is lost.

©® ©® =» 00— =» 0 E

msq received msa loss

Figure 6: Example for mobility and message loss.

We let Ny and Na be [I(t).P1]; , and [!(z).P,],,, respectively. At first, they are
not connected. After the reduction relation —; 4;,) the node No moves into the
transmission range of the node N;. Then node N; broadcasts t, which is then

received by N5. These steps are modelled by the labeled transitions WJ‘<$>—:Z§{12}

{t1:02}. 17 Ih,l . .
nd ® QE{ ! 2}}. After these labeled transition steps the operation of

nodes N7 and N» get into the states P; and Po{t/x}, respectively. As the next
step, node Ny moved out of the transmission range of Ny. This modelled by the
reduction relation —;,o,1. At this time, node N; against broadcasts ¢, which
now is not intercepted by Ns.

(146)Puy, | 1@)-Paly) —grery (L60)-PLE 1) Po),, ) 72
((0/ah ) | Py PR L) Py, ) O

(te/2} 0 | 1P 0Py LPatt/2} | 1) Pl ) =gty

({t/ayah | [Py | o)Ly, | Pa{t/o) | Ma).Pa,) 200

({t/yyBd [ {t/a} ol | [P NP, | [P{t/2)} | Y2).P2],,).

In the next subsection we introduce the static equivalent and labeled bisimilarity
in the new context, in particular, on Mobile Ad-hoc Networks. We can use them

to prove security properties of secure on-demand source routing protocols, as
well as reasoning about attacks.
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4.8 Attacker knowledge base, static equivalence, labeled
bisimilarity

We let £L(N) be the set of identifier /;’s in the network N, again we recall that

each [; is a unique name in the network, and identify each node of the network.

Then we let connect;j(L(N)) € C(N) be a set of all links in the j-th topology of

the network N. C(N) is the set of all possible topologies of N.

Recall that an extended network is composed of active substitution with
range and plain networks as follow:

E=vi. ({t /237 [{t2 e} [ {0 /2, 77 VL] NG

The output of the extended network E is defined by a frame ¢, which is com-
posed of name restrictions and a parallel composition of all active substitutions:
e=vi.({t /o, }|{t2 [} |- | {t» /2, }). We note that in ¢ the ranges oy, ...,
o, are removed from active substitutions with range.

Intuitively, the frame represents the output of the network. We note that while
the attacker node knows only the messages sent by its neighbors the wireless
environment knows all of the sent messages. By hearing everything the wireless
environment can distinguish the operation of two networks. When an attack
(against a routing protocol) is executed successfuly on a specific topology the
wireless environment will be aware of it, because it can distinguish the correct
from the incorrect operations.

Taking into account that in our adversary model the attacker is weaker than
the Dolev-Yao attacker in the sense that he cannot eavesdrop all the messages
sent in the network but only messages from its neighbors. On the other hand,
the attacker can perform numerous computation steps based on its knowledge.
Adapting the notion of frame, the accumulated knowledge base of the
attacker is defined as the frame with the identifier I, as parameter: ¢(l,). The
frame ¢(l,) can be seen as the "subset” of the frame ¢, because it contains only
such active substitution(s) {t /,,}* (i€{1,...,m}) where I, € o;. That is,

plla)=vi. ({# /o, }7 15 fa 37 o B [0 }7),

where l, € 04,1, € 0j,..., 1y € ok, and {i,j,...,k} C{1,2...,n}.

Definition 7. Two terms t1 and to are equal in a frame ¢, and write [t1 = t2] @,
if and only if p = vi.w, tiw = tow, and {n} N (fn(ty) U fn(tx)) = 0 for some
names nand substitution w.

Definition 8. Two closed frames ¢ and v are statically equivalent, and write
© &5 ¥, when dom(p) = dom(p) and when, for all terms t1 and ta, we have
[t = t2] ¢ if and only if [ty = 2] ©.

We say that two closed extended networks are statically equivalent, and write
FEy =4 E5, when their frames are statically equivalent.

Lemma 1. Static equivalence is closed by structural equivalence, by reduction,
and by application of closing evaluation contexts C[-].
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Proof. Due to the definition of frame we use in static equivalent is the same as
in the applied 7-calculus. The proof is also the same as in [11]. O

The advantage of the static equivalence is that it does not depend on the
arbitrary environment of processes. Instead in order to check the validity of the
equivalent it is enough to verify the frames we already know.

Unlike the spi-calculus [1], which is designed for reasoning about security
protocols, where one has to define the relation R that pairs two processes be-
tween which he wants to prove observational equivalence. Furthermore, one has
to define the cipher environment and takes care about the attacker’s (process R
that comes into contact with the two processes as a parallel composition) condi-
tion after each relation step, that is, one has to prove that secret key materials
still not be obtained by the attacker (that is, names represents secret keys not
become a free name of R).

Finally, we define the labeled bisimilarity in the context of Mobile Ad-Hoc
Network. The advantage of the labeled bisimilarity is that it does not depend
on an arbitrary context but only on the frames which is well-known after each
transition step.

In order to make the definition be intuitive in the context of Mobile Ad-Hoc
Networks, in the next definition without corrupting the correctness we assume
that

FE1 consists of one plain network Ny, and E5 consists of one plain network
N,. Again, we note that we are considering only the reasoning about the attacks
discussed in Section 2, hence, we assume that the topology remains unchanged
during attacks

Definition 9. Labeled bisimilarity (%lN) is the largest symmetric relation R
on closed extended networks such that E1 R Eo implies: L(N1) = L(N2) and
connect;(L(N1)) = connect;(L(Nz)), and

1. E1 g EQ,’

2. if By — E}, then Ey —* E} and E{ R E} for some Eb; (This is the
induction based on internal reductions);

3. if By % E; and fv(a) C dom(E;) and bn(a) N fn(Ey) = O; then
By —*-%5—* EY and E} R E} for some EY. (This is the induction
based on labeled relations). Here oo can be a broadcast, an unicast, or a
receive action.

Intuitively, this means that the outputs of the two networks of same topology
cannot be distinguished during their operation. In particular, the first point
means that at first F; and F, are statically equivalent; the second point says
that F; and F» remains statically equivalent after internal reduction steps.
Finally, the third point says that if the node [ in F; outputs (inputs) something
then the node [ in Es outputs (inputs) the same thing, and the ”states” Ej
and F} they reach after that remain statically equivalent. Here, —* models the
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sequential execution of some internal reductions, or more formally, a transitive
and reflexive closure of —.

Definition 10. Given E; and Es such that L(N1) = L(Nz). We say that E
and Ey are labeled bisimilar if they are labeled bisimilar in every same topology.
That is, Yconnect; € C(N1), Yeonnect; € C(Na), such that connect;(L(N1)) =
connectj(L(Nz)) : By =~ Es.

4.9 Example on modelling the attacker knowledge base

Let us consider the example topologies in the Figure 7. Next we demonstrate
how to model that the attacker node collects information, namely, how the
attacker builds its knowledge base during the route discovery phase.

NW reqW NX

reqV lreqX
reqV
—

reqS
O—

O
NS NV NA ND

Figure 7: On the left is the topology in which an attack is found against the SRP
protocol: Node Nj initiates the route discovery towards node N3, and node N4
is the attacker node. On the right is the topology in which an attack is found
against the Ariadne protocol: Node Ng initiates the route discovery towards
node Np, and node N, is the attacker node.

First, we consider the scenario on the left. Let N; be | P l{ll2’l”}, Na be

[P {11r Ny be | P3) o'}, Ny be | PyJ{''™ and Na be | Pal{" """}, Then
the topology on the left of the Figure 7 is specified as:

de
netu, S|Py [Py {E [P {E |yf] y e

After the broadcasting of the request req; by node N netw; gets into the state
netw, .

Va:.(z):li{)lz,la}

netw; netw), where

def . Io,l, la,l, I1,la I1,l2,13,1
netu, & frea j y{2led || pyjlited | py)fted | py tholelalal
la,l Lol
P3| [yl

The active substitution with range {rea: / w}{b’l“} means that the attacker node
intercepts the request req; because I, € {l2,1,}. Thus, at this time the knowledge
base of the attacker node is increased with req;. The process P is the process
we reach from P; after broadcasting req;.

Then, after Ny broadcasts regs the network netu) reaches the state netwf’:
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vy (y):a{l1,la
netu, "’ whilaflute} netwf, where

netu] & {reas [ YU} | frea g yUnted p pyjflatel  pppfinted
l1,l2,l3,1 lasl layl
Palflist) | LByt | |pyfinis

The active substitution with range {res / y}{ll’l“} means that the attacker node
intercepts the request regs because l,€ {l1,1,}. Hence, at this point the knowl-
edge of the attacker node has been extended with req; and reqy. Formally, let
us assume that the initial knowledge of the attacker is zero, then we have ¢(l,)
= {ree /y} [ {reo /o).

The scenario on the right side in the Figure 7 can be described in the same
manner as in the scenario on the left side.

We note that this ability of the sr-calculus is novel compared to CMAN and the
w-calculus. With this ability the sr-calculus can be used to directly modelling the

attacks found against the SRP and Ariadne protocols, which is not the case in
CMAN and the w-calculus.

4.10 Example on labeled bisimilarity (=~

Let us consider the example network and scenario netw; in the Figure 8 that is
similar to the case in the Figure 5. In addition, let us consider the another net-
work netws, which has the same topology (node identifiers and neighborhood)
as netw,. However, in netw, the first node has the internal operation (¢3).P’ in
which the message t3 is broadcast instead of ¢; as in the case of (t1).P, where

t1 # t3.
G—O—0 @—O0—0

netwi netwaz

Figure 8: The two networks netw; and netws have the same topology but the
operations of the leftmost nodes differ (P and P’).

ety < (1(00)- 21 L(2)-Q1L [y R ) 250

(e /2y 0 P12 L) Q) | L) RIS ) (1)1 {lgel1s})

(tta/2} 0 LPIE [ ) QIS | LBEt f2} | )- sz}) e (2T ()
({tl/m}{ls}|{t2/z}{la}| [PIE 1QI Y | Rt o) | 1) RIS 12}) (t2) 13 {lp€{la}}
({12 /2y 0} {1/ 2} 0} P11 [ 1QUE) | | R{ta/ 2] R{t1 o} 1) RIS,
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def . va.(x):1; {1
netu " (L<t3>-P’J“3} | L<t2>.QJ§§3} | L!(y)ﬂjfﬁl’l“) ot

It is easy to see that netw; and netws are not labeled bisimilar, because their
outputs, that is their frames {t;/x}|{t2/2z} and {t3/x}|{t2/z} can be distin-
guished because t; # t3.

5 Attacker’s ability and knowledge

The computation ability of the attacker is an unchanged set, denoted by A., of
constructor functions such as computing encryption, hash, and digital signature,
compose a message tuple etc. The knowledge of the attacker is composed of
initial knowledge (denoted by /C;y,i¢) and gained knowledge (denoted by Kyqin ).
Typically, ki often contains the node IDs of the neighborhood of the attacker,
and pre-shared keys. Hence, formally, when modeling the initial knowledge
we initiate the frame ¢(l,) with the substitution (with the range {l,}, hence,
not available for the honest nodes) of the initial knowledge on new variables.
Thereafter, the frame ¢(l,) is periodically extended with new knowledge (i.e.,
Kgain), and whenever the attacker compute a message for his purpose it can use
its whole knowledge and computation ability.

The computation ability of the attacker node is the set B of functions such as
encrypt(t,k), hash(t), mac(t,k), sign(t,k), etc. To capture the attacker’s ability
for message verification, set B also contains equations from Y |, such as dec(enc(z,
y),y) = x and checksign(sign(z, y),pk(y)) = true for a special constant true. In
the processes of the attacker, the parameters of these functions and equations
can only those that appear in ¢(l,).

To make the behavior of the attacker systematic, we assume that the attacker
tries all the possible moves (selecting possible functions, equations with the
available parameters). To reduce the number of possibilities we can explicitly
add the type-respect binding of the parameters to functions and equations. For
instance, in sign(t,k), from (l,) only the terms of type DATA can be bound to
t, and only terms of type PRIVATEKEY can be bound to k. Moreover, in case
of source routing protocols, usually, the patterns (skeletons) of the accepted
reply and request are known. Hence, by reasoning in a backward manner that
which kind of message parts the attacker need to have in order to compose
the reply or request that includes an invalid route but fullfils the pattern of
accepted message, we can systematically make the analysis and greatly reducing
the number of possibilities.
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6 Application of the calculus

In this section we demonstrate the usability of the sr-calculus by modelling the
SRP protocol and the attack scenario we discussed in Section 2.

In order to model secure on-demand source routing protocols for mobile
ad-hoc networks we introduce the following required constructor functions and
destructor applications.

We start with the discussion of the construction function tuple and the next
and previous functions related to tuple, then we discuss the MAC function.
tuple: The constructor function tuple models a tuple of n terms ¢, to,.. ., t,.
We write the function as

tuple(ty,ta, ..., tn)

We abbreviate it simply as (¢, 2, ...,t,) in the rest of the paper.
We introduce the destructor functions i that returns the i-th element of a
tuple of n elements, where i € {1,...,n}:

i(t1,ta, ... ty) =t

list: The constructor function list models a list of n terms tq, to,..., t,. We
write the function as

liSt(tl,tQ, P ,tn)

We abbreviate it as [t1,ta,...,t,] in the rest of the paper. We note that a list
can be empty, that is n = 0, and we denote the empty list as [ ].

Then the destructor applications next and prev are introduced for mod-
elling the next and the previous element of a particular element in the list. Each
function has two arguments, a first is a list and the second is the term of which
we want to know its next and previous element in the given list. If there is no
such element in the list or it has no next or previous element then it returns a
constant symbol undefined. The sort system may enforce that next and prev
are applied only to list.

TLE:Et([tl, e ,ti, ti+1, N tn] ,ti) = ti+1,

next([t1,...,tn],tn) = undefined

next([t1,...,tn],t;) = undefined, if t; does not occur in the list,
prev([tl, ey tifl,ti, N tn] ,ti) = tifl,

prev([t1, ..., tn],t1) = undefined

prev([t1, ..., tn], t;) = undefined, if t; does not occur in the list.

We also introduce the functions toendlist and toheadlist that model the
list with n + 1 elements by appending an element ¢ to the end (to the head) of
a list t;;5¢ of n elements with same sort as t, respectively.

toendlist ([t1,...,tn]st) = [t1,. .. tn, 1]
toheadlist (t,[t1,...,tn]) = [t,t1,. .., tn]
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In the rest of the paper for convenient presentation we write [t1, ..., t,,t] instead
of toendlist ([t1,...,ts],t). With the function toendlist we can model lists as
follows: [l1, la,..., ly] = toendlist(. .. toendlist(toendlist([ ], l1), l2) ...1n)-

Functions first, and last represents the first, and the last element of List,
respectively.

ﬁ?”St([tl, N ,tnD = tl
last([t1, ... tn]) = tn.

Finally we model the keyed hash or MAC function with symmetric key k
with the binary function mac. The

mac(ty, ta).

function that computes the message authentication code of message t; using
secret key ta. The shared key between node [; and [; is modelled by function
k(l,15).

6.1 Modelling the SRP protocol and the attack

The scenario in Section 2 is modelled by the extended network defined as:
de f Io,l I1,la I1,lal3,1 la,l la,l
metw= ([P | [Py | Pa) {0 | P | [P ).

where Ny=| P11/}, Np=| P | {11 A= (1P, It td Ny= 1Py [t Ny=| Py [t
Processes Pi,P,,!P;, Py model the operation of honest nodes while process A
model the operation of the attacker node as follows:

def let MACy5 = mac ((I1,13),k(l1,13)) in Reqlnit.
<(7“€f],117 ls, MACh3,[])).! WaitRep, .
(Trep)-[1(@rep) = U] [2(Trep) = Tep] [3(2rep) = 1]
{ (Trep) = 13] [firSt(;(xrep) € {lala}]

mac ((l1,13,5 (x’rep) k(ly,13)) = 6(337'ep)]
(ACCEPT).

Rqumt
WaitRep,

G

Intuitively, the node l; generates the route request message that includes the
ID of source and target nodes, and the message authentication code MAC:3
computed using the shared key, broadcasts it and waits for the reply. When it
receives a message, it checks whether (i) it is the addressee, (ii) the message is
a reply, (iii) the ID of the source and the target nodes, and (iv) the message
authentication code using its shared key. If all are correct then it signals term
ACCEPT. The process P, models the operation of the node Ny and is specified
as follow:

dif

req) -[1(Yreq) = Teq).

(y
<( (yreq) (yreq)v3(yreq)v4(yreq) [ (yreq) l2])>
| WaitRep,.
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WaitRedegf (yrep) []- (yrep) = l2][2(yrep) = Tep]
[next (5(yrep), l2) € {l1la}]
n <(ll7 2(yrep)7 3(yrep)7 4(yrep)7 5(yrep)’ G(yrep)»'

Intuitively, on receiving a message it checks if it is a request, then appends its
ID I3 to the end of the list, re-broadcasts it and waits for a reply. When it
receives the reply message it checks if the message is intended to it, it is a reply,
the next ID in the list corresponds to neighbors and forwards the message to
the destination node ly. The process P, models the operation of the node Ny
and is specified as follow:

def

(2 Teq) [ (Zreq) = req].
(( (Zv"eq) (Zreq>a3(z7“eq)v4(zreq)v[5(zreq)vl4})>
| WaitRep,.

WaitRep4:' (Zrep) -[1(2rep) = 12][2(2rep) = TeP]
[prev(5(zrep, l4)) € {lals}]
let tidList = 5(Zrep) in let lprev = prev (tidList7 l4)
in <(lmevv Q(Zrep)v 3(27"617)74(27"611)7 5(Zrep)a G(Zrep)»-

Intuitively, on receiving a message node N4 checks if it is a request, then appends
its identifier I4 to the end of the list, re-broadcasts it and waits for a reply. When
it receives the reply message it checks if the message is intended to it, it is a
reply, the previous and next ID in the list corresponds to neighbors and forwards
the message to the previous node Iy, in the list. The process P, models the
operation of the node N, and is specified as follow:

Finally, the operation of the destination node N3, the process Ps, is modelled
as:

Py (wreq) [1(wreq) = req|[3(twreq) = Ls].
[mac ((2(Wreq); 3(Wreq))s k(l1,13)) = 4(wreq)] let MACs1 =
mac((1(Wreq), 2(Wreq), 3(Wreq), 5(Wreq)) , k(l1,13)) in
let lyrew = last (5(wyeq)) in

<(lpreva rep, 2(wreq)7 S(w'r‘eq)a 5(wreq)7 MA031)>

Intuitively, on receiving the a message it checks if the message is a request, and
it is the destination, and verifies the MAC embedded in the request using its
shared key with [;. If so then it creates a reply message and forwards it to the
last node in the list.

Next we specify the model (M 4) of the attacker node as follows: we as-
sume that the attacker cannot forge message authentication codes MAC;3 and
MAC5; without possessing keys. Initially, the attacker node knows the IDs of its
neighbors {l1,l2,13,14}. The attacker can creates new data n, and can append
elements of {l1,ls,13,l4}, and n to the end of an ID list it receives. Finally, it
can broadcast and unicast its message to honest nodes.

The attacker overhears only messages sent by its neighbors. Let frame o(l,)
be {ti /o, } 1 {% /a;} | --- | {t* /2, }. This represents the attacker’s knowledge he
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accumulates during the route discovery phase by eavesdropping. He combines
this accumulated knowledge and initial knowledge to construct an attack. Let

Ti» be a tuple that consists of the elements in {l,l2,13,14}.

Formally, the operation of the attacker node is defined as follows: Pa =4

(z) .wn.(f (2,Tip,n)), where Z is a tuple (x1,...,z,) of variables, vn means the
attacker creates new data n. The function f (Z,T;»,n) represents the message
the attacker generates from the eavesdropped messages that it receives by bind-
ing them to T, its initial knowledge and the newly generated data n, respectively.
At first, Z is a single variable z,.

As the next step, we define an ideal model of netw, written as netwspe.. The
definition of netwsgpe. is the same as netw except that the desription of N is

pspec {l2la}
Pt P
Process P;7°“ models the ideal operation of the source node N; in the sense

that although the source node does not know the route to the destination it
is equipped with a special function consistent(List) that informs it about the
correctness of the returned route. We define this ideal source node as follow:

PP % et MACYs = mac (1, 13), k(l1,1s)) in Reglnit

RegInit def ((req, 11,13, MACh3, [ ])).! WaitRep,,..-

WaitReppoe = (rep) [ (@rep) = 1] [2(Trep) = rep][3(wrep) = 1]
[4(2rep) = Ls][first(5(xrep)) € {lala}]
[ma’c ((l1> l37 5(m7'€1>)) ) k(lla l3)) = 6(557'6:0)]
[consistent (5(zrep)) = true]. (ACCEPT).

spec”

Intuitively, in the ideal model, every route reply that contains a non-existent
route is caught and filtered out by the initiator of the route discovery. Next we
give the definition of secure routing based on labeled bisimilarity:

Definition 11. A routing protocol is said to be secure if for all extended net-
works E and its corresponding ideal network Egpec, which includes an arbitrary
attacker node, we have: E mlN Egpec.

Theorem 1. The SRP protocol is insecure.

Proof. We will show that netw zfv netwspe. does not hold besides the attacker
M 4 because the third point of the Definition 9 is violated. In order to do this we
will show that there exist a sequence of labeled transitions and internal reduction
relations that can be performed in case of netw but can not be performed in
case of netwspe.. Formally, this means that the frames of netw and netwgpe. can
be distinguished.

Let us see the following sequence of labeled transitions and reduction re-
lations that metw can perform: First the source node Iy broadcast the route
request message (req,l1,ls, MAC13,[]) to initiates the discovery of the route
towards the node 3.

l2,lq Ii,la l1,l2,13,1 la,l la,l ve(z):li{lz,la}
(LP St LRt Pt ted [y i) | |y [ teT) o de
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({(req,ll,lg,MACL%[ D /w}{ll,ZZ,la} | I—Pl/Ji{lb,la} | |_P2Ji{2ll,la} | L!PAJl{all,lz,lS.,lzk} | L!PSJZ{;Q,M}
| [Py]{*"*}) (= x2 (EXT BroadRecv1))

The active substitution with range {(re®lls,MAC1s,[]) /w}{ll’b’l“} means that

after [; broadcasts the message (req,!li,ls, MAC:3,[]) it is available for itself

and its neighbors, the nodes Iy and [,. The process Pj is | WaitRep,. After ap-

plying two times the rule (EXT BroadRecvl) netw reaches the following state:

({(rea,tala,MAC15.[ ) /x}{llxlzﬁla} ! Wa,Z‘tRepljl{llz’la}

| [Py {(reatsls, MACs,[) /, }J{llgla}

| [P {(reatils, MACIs[]) /) | 1P J
lasl Lol

RS 14) [LPaJ 1)) (o5 x2 (Red P-Liet))

{l1,l2,13,l4}

Intuitively, this means that node Iy and the attacker node [, receive the broad-
casted message. After broadcasting the message (req, l1,l3, M AC13,][]) node Iy
reaches to the state ! WaitRep; and after receiving the route request message
the nodes Il and [, are going to broadcast their message. The node [y is going
to broadcast the request message (req,l1, 13, M AC13, [l2]) and the attacker node
(req,l1,l3, MAChs, [l2,n,14]). (— %2 (Red P-Let)) means the application of the
reduction relation rule (Red P-Let) twice.

({(reas.d.MACus | )/x}{ll’l“ Y [ WaitRep, Jfiated
ila
(1), 2(0), 3(2), 4(2), () o] | Waiteps) ()
[1(1(2). 2(2), 3(2). 4(2), 2., La]) | 1Pa] 121
H,PJ{ZQ,M} | Py] 4la,zg}) ~<<>~laﬁ;l2,ls’l4}
As we mentioned earlier the broadcast sends are choosed non-deterministically
they are going to executed at the same time. We assume that in this labeled

transition trace the attacker node outputs its message before node lp. After
broadcasting (reg, l1,13, M ACys3, [l2,n,l4]) netw reaches the following state:

({(Teq7l1,l3,MAC137[ D /w}{ll’lz’la} | {(Teq,h713,MAC13,[l2,n,l4]) /y}{lavllal%ls,h}
| [!WaitRep, |1} | [(1(x),2(x), 3(2), 4(x), [5(x), lo]).! WaitRep, )\

|10 ] !PAJi{jl’l%ls’M} | L!PBJI{;MM} | Lpﬂl{‘fmz“) =Struct P—Parl
(— x4 (EXT BroadRecvl))

Ilasla
We note that at this time the frame of netw is ({(rea.lls,MAC1s,[]) /x}{ plztad

laylilz,l3,l .
| {(re%ll1137MAC137[12,W,7Z4]) /y}{ 1 4}, which represents the output messages
so far. After applying the rules (Struct P-Parl) and 4 times the rule (EXT
BroadRecvl) netw reaches the following state:

({(req,l1,l3,MAC137[ ]) /w}{llglz’la} | {(Teq,ll,lg,]\/fAClg,[lz,n,l4]) /y}{la7l1,l2’l3,l4}

35



WaitRep, {(req,ll,lg,MAClg,[lz,n,l4]) /y} | !WaitRelefllZ’l“}

ai

| LPQ/ {(req,ll,l3,MAC13,[l2,n,l4]) /y}Jl{thl“} ‘ UPAJl{jl,l2,l3,l4} ‘ L!PSJi{SlaJAL}
| [P

I

P. {(req,ll,l3,MAC13,[lg,n,l4]) /s }J l{gla,m}

la,yl
P4 {(Teq,ll,l3,MAC13,[lz,n,l4]) /y}J;i 3}) yx

Here the process Pj is (1(z), 2(x), 3(z), 4(x), [5(x), l2]).! WaitRep,. After receiv-
ing the message (req, 1,13, M AC13, [l2,n, l4]) broadcasted by the attacker node,
nodes I; and [y drops it since the verification they make on it fails. This is
modelled by the nil process.

({(Teq,ll,ls,MACI37[ D /m}{ll’b’la} | {(req,ll,l3,MAC13,[l2,n,l4]) /y}{lmlhlz’ls’u}
10 | ! WaitRep, | ')
[P Lted 1Py ottt | |1y, rep, 2(y), 3(y), 5(y), MACs;) | 1Py ]!}

| L(1(9),2(%), 3(y), 4(y), [5(y), la]).| WaitRep, | ")

va' (x'):l2{l1,l.}
—>*7 =Struct P—Parl X27 —

After applying a sequence of reduction relations that models the verification
made on the message and applying the rule (Struct P-Parl) twice the nil pro-

"2yl {1
cesses are eliminated, and applying the labeled transition v <z>—2>{ the}

that netw reaches the following state:

, we have

({(Teq7l1,l3,MAC'137[ D /w}{ll,zz,la} | {(req,ll7l3,MA013,[l2)n,l4]) /y}{la,ll,z2,13,z4}
| {(Teq,l1,l3,MAC13,[l2]) /a:’ }{lz,h,la} | |_| WaitRepljl{llz,la} | |_| WaitRep2jl{211,la}
| UPAJéiblSM | L<l4’Tep72(y),3(y),5(y)7MAC31> ‘ !PBJZ{;Q,M}
| [(1(9), 2(), 3(), 4(y), [5(y), La]) .| WaitRep, | {!"*})

l/Z.<Z>:ﬂla,yl4}

After applying a sequence of reduction relations that models the verification
made on the message and applying the rule (Struct P-Parl) twice the nil pro-

cesses are eliminated, and applying the labeled transition VZ'<Z>:£§M4}, which
models that the destination node I3 accepts the message sent by the attacker
node and sends back a reply message. Again, we assume that in this transition
trace node I3 sends its message before node ly:
({(req,ll,lg,MAclg’[ ]) /z}{ll,l%la} | {(req,ll,l3,MAC13,[l2,n,l4]) /y}{la,,ll7l2,l37l4}

| {(Teq,l1,l3,MAC13,[l2]) /x/}{l%ll’la} | {(l4,rep,l1,l3’[l2,n,l4],MA031) /Z}{lg’la’hl}

| L' Wa’itR@lei{ll%la} | LPQ/JZ{;IJQ} ‘ UPAJl{ZlJ2J3J4} ‘ LO | !PSJi{Sla,M}

. la7l
| L), 2(9), 3(5), 4(v), [5(y), L) ! WaitRepy ] {{***))
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=structP—Parl, (— X2 (EXT BroadRecvl))
The frame of netw at this time is

{(Teq,ll,lg,MACm,[ ) /z}{l17127la}| {(req,ll,lg,MAClg,[lg,n,l4]) /y}{la,l17lz,l37l4}
|{(Teq,ll,l3,MAC13,[lz]) /Il}{lz,llala} |{(14,rep,ll,13,[12,n,z4],MA031) /Z}{l3ala7l4}' After
applying the rules (Struct P-Parl) and (EXT BroadRecvl) twice we have:
({(T'qulyl&MAClSv[ D /w}{ll’l%la} | {(7'6%11713,MAC13,[l27n,l4]) /y}{la’ll’l%la’l‘l}

| {(req,ll,lg,MAClg,[l2]) /$,}{127ll7la} | {(14,rep,l1,lg,[lz,n,l4],MA031) /Z}{ls7la,l4}

[! WaitRepljl{llZ’l“} [ WaitRepﬂgl’l“}

| LPA {(l4,rep,l1,lg,[lg,n,l4],MAC31) /z} ‘ !PAJillzlam

| I_!P3Ji{3lml4} | Lpi {(l4,rep,l1,lg,[lz,n,l4],MACal) /Z}J{l‘“lg})

la

Here Py is (1(y),2(y), 3(y), 4(y), [5(y), l4]).! WaitRep,. At this point, after receiv-
ing the reply message (l4,7ep, 11,13, [la,n,l4], M AC31) node Iy drops it because
l4 still has not output the request corresponding to this reply. However, the
attacker node intercepts the reply.
({(Teq,l1,l3,MAC137[ D /m}{ll’b’la} | {(req,ll,l3,MAC13,[l2,n,l4]) /y}{lmlhlz’ls’u}

| {(Teq,ll,l3,MAC13,[l2]) /I,}{l%ll’la} | {(l4,rep.,ll,l3,[l2,n,l4]7MACg1) /z}{l37la1l4}

| [! WaitRep, | '} | || WaitRep, | ("'}

| L(11,2(2), 3(2), 4(2), 5(2), 6(2)) | 1Pa i1

la,l la,l Vw<<U’>:E{lll2l' la}
DTN ATR D R

Iy

Then the attacker node [, forwards the reply message (11, rep, 11,13, [la,n,l4], MAC31)
to node [; in the name of node /5. This message can be overheared by the neigh-
bors of the node [,.

({(T'CQ7llyl37MA0137[ D /w}{ll’lz’la} | {(Teq,ll713,MAC13,[l27n,l4]) /y}{lmll’l2’l3’l4}
|{(Teq,l1,lg,MAClg,[l2]) /w,}{lz,ll,la} | {(l4,Tep,l1,lg,[lz,n,l4],MA031) /z}{ls,la,u}
|{(ll77‘5177117l37[l27";l4];MAC31) /w}{la,h,lz,lg,l4}
| L!WaitRepljl{llQ’l“} [ WaitRepzjgl’l“}

10 [ tPa) i s (o LRGP =paro, =

The sent reply message (I1,7ep,l1,1s, [l2,n,14], MACs51) is then overheared by

nodes Iy, I3, I3, and l4. However, nodes [z, I3, and I, drops it because they are

not the addressee but node [;.

({(reatsds MAC1.[]) J YUV (et MAC [lamata]) 7, Y Ttz tota)

| {(T@q,ll,lg,MAcle,,[lQ]) /I/}{lz,h,la} | {(l4,T€p,l1,lg,[lQ,’I’L7l4]7MAC;31) /z}{lg,la,h}
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| {(ll,rep,ll,ls,[lz,n,u],MACsl) /w}{la,h,lz,lg,l4}

| | WaitRep, {(trepdits iz tsl MACs) /1 | !WaitRepljl{f”a}

. l1,la l1,l2,l3,l la,l la,l *
| | WaitRep, | {V'e} [ 1P, ] {0l td | [1py | {ltad || pyj{letsdy o

After receiving the message (I1,rep,li,ls,[l2, n,l4], M AC3;) the source node Iy
makes verification steps on it. According to the operation of the protocol all
verification steps made by [; pass and thus the term ACCEPT is being to output.

({(reatids MAC1s.[ 1) J YUV | (et MAC [lamata]) 7, Y Ttz to e}
| {(Teq,ll,lg,MAcls,[l2]) /x,}{lz,zl,la} | {(14’%1),11JMb,n’ld’MAcm) /Z}{zg,la,m}

|{(ll,’r‘ep,ll,l3,[lg,n,l4],MAC31) /w}{la,,ll,lz,ls,l4}

| [{ACCEPT) | !WaitRepljl{llZ’l“} [ WaitRepQng’l”'}
vu.(v):dy {lalg

| L!PAJl{ihlz,ls,M} | L!P?)Jl{;a,lzl} | LP‘iJl{ja,lg}) ( )_1i 2la}

After the source node l; receives the rely message sent by the attacker it sees
that it is the addressee. Hence, it makes verification steps. All verification steps
pass so that it outputs the special term ACCEPT.

({(req,ll,lg,MAcl&[ D /m}{llal27la} | {(req,ll,l3,MAC13,[l2,n,l4]) /y}{la,ll,lg,lg,l4}

| {(req,ll,lg,MAClg,[lg]) /I,}{l%llyla} | {(l4,rep.,ll,ls,[l2,n,l4],MA031) /z}{l37laal4}

| {(rsreptals,liz,m,14), M ACs1) /w}{l“’“’lz’la’“} | {AccEPT | Vil

, la,la . Lla 12,03, Lol
|10 | ' WaitRep, | ') | [ WaitRep, |1 | [1P4) {02001 |1y | 1ot}
Lol

LB,
We note that in this section we intend to demonstrate the applicability of the
sr-calculus for reasoning about secure routing protocols and for shorter pre-
sentation purpose the proof illustrates the following attack scenario: When the
attacker node receives the request message (req, Iy, I3, MAC13,[ ]) from node
l1, it creates some new fake node indentifier n, then adds l2, n and the identifier
of Ny, Iy to the list [ ], and re-broadcasts (req, l1,l3,M ACi3,[l2,n,14]). When
this message reaches the target node l3 it passes all the verifications makes by
I3. Then, node I3 generates the reply (L4, rep, l1, l3,M AC31) and sends back to
l4. The attacker node overhears this message and forwards it to the source /1 in
the name of l5. As the result, in netw node [; accepts the returned invalid route

T {laly - . .
[l2,n,l4] and outputs ACCEPT by the 1{—2>} transition relation. However, in
netwspec node Iy does not accept the returned route, thus, ACCEPT is not out-

. . .. Aw):ili{lala
put. Formally, at this point netwg,e. cannot perform the transition v <U>—1${ : },

which violates the third point of Definition 9. In this proof netwspe., which is the
ideal version of netw, can perform the same labeled transitions and reduction

. .. vu. 1 {lsl,
relations as netw except the last transition ! <v>—1§ : }.
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Finally, we note that we can easily extend the proof so that it illustrates
the scenario in which the attacker receives the request message (req, li, I3,
M ACh3,[l2]) from node lg, it creates some new fake node indentifier n, then

adds n and the identifier of Ny, Iy to the list [ ], and re-broadcasts (req,
l1,l3,M AC3,[la,n,14]). The rest part of the attack scenario is the same as
the scenario above. O

7 Weaker definition of security: up to barb |
ACCEPT

One can feel that the notion of labeled bisimilarity may be too strict for defining
security because it requires the existence of same outputs in the two networks.
In fact, we only need that for the same topology and attacker behavior trace
the real and specification networks always do the same with respect to the barb
ACCEPT. Namely, if the specification can/cannot emit the term ACCEPT
then so do the real system, and vice versa. Then this must be true for all the
possible topologies and attackers.

We note that this kind of definition is not necessarily weaker than the labeled
bisimilarity. It depends on the definition of the specification version, and how
much it differs from the real system.

8 A systematic proof technique based on back-
ward deduction

The proof shown in Section 6.1 is based on a forward search/reasoning, namely,
we specify a certain network topology and “simulate” the operation of the pro-
tocol on this topology. The main drawback of this proof technique is that we
need to take into account a huge number of possible behavior scenarios as well
as many possible network topologies.

We develope a more systematic proof technique, that enables us to reason
about the security of routing protocols in a more efficient way. This proof
technique is based on backward reasoning, namely, we start with the assumption
that the source has accepted an invalid route, and based on the definition of the
protocol we reason backward step-by-step to find out how could this happen.
In case we get a contradiction it means that the starting assumption could not
be valid, and the protocol is secure. Like in the forward search technique, this
proof technique is also based on Definition 9 but with backward reasoning.

For this backward reasoning method, we define an ideal and a real system
a bit differently. First of all, the source node in both systems will output the
function term accept(t;;s:), instead of outputting the constant term ACCEPT.
This means that the source has accepted the returned list ¢;;4;.

The procedure of the backward reasoning (backward deduction) is performed
by following the protocol, we step back node-by-node from the destination to
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the source through some route, which can either be the route represented by t;s:
in accept(ti;st) or an another route. Formally, let us denote the state when the
source has accepted the list #;;5; by the network Eyccepi(s,.,), and the state when
the source initiates a request by Fycqinst- The backward deduction is based on
performing labelled transitions backward from Fgccept(t.,) 10 Ereginit- We use
the upper index real (E£2 ., E;i(clépt(t”st)) and ideal (B9, E;‘éig}lgt(tlm)) to
denote the corresponding network states in the real and ideal systems, respec-
tively.

QA g

ay
Eaccept(t”st) < < 4 ST < < Ereqinit;

where aq,..., a, can be a broadcast, an unicast, or a receive action. For
instance, the following backward deduction trace

vz(2): Tgse{ lint,..- } (treq)”2:{last €02} E

e EdstrecvdREQ
(treginit)” " {lint€al}
q o

EdstsentREP

vy.(y): linti lastslsre, oo }
* 4 EintrecvdRE'Q

v (x): Tore{ Linty- }

intsent REQ
EqrcsentREQINIT

*
< Esrcreqinita

where the frame of Fgssentrpp contains the substitution {¢,e,/z}, and the
frames of EintsentREQ and EintsentREQINIT contain {treq/y} and {treqinit/l‘};
respectively. ol and o2 are the neighborhood of l;,; and l4s:, respectively.
Intuitively, the trace

’/Z-<Z>: E{ lintv---} (treq)o2:{ldst60'2}

EdstsentREP e EdstrecvdREQ EintsentREQ

says that in order to l4s; can send the reply t,., it should have received the
request t,q from l;,+. The trace

vy (Y): Lint{ last\lsre, --- } (treqinit)” {lint€ol}
{la . amit) A

EintsentREQ A EintrecvdREQ EsrcsentREQlNIT

says that in order to node l;,; can send the request ¢, it should have received
the request t,cqinit from ls.c. Finally, the trace

v {x): Lore{ lint,..- }

src * sre
EsentREQINIT Ereqinit

says that in order to node ls,. can send the request t,cqinst it should have been
able to composed this request.

This trace corresponds to the following scenario: On the route lsc — ljn: —
ldst7

1. lsrc broadcasts tycqinit;
2. lint received treqinit, performs calculations, and broadcasts ycq;

3. lgst received trq, performs verifications, and returns t,.p.
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In particular, the backward deduction is as follows:

1. At the beginning, we assume that the source node has accepted the list
t1ist, which means that the function term accept(t;;5+) has been output by
lorc. Formally, at ﬁrs? thg frames of both Egigelpt(mst) and Eé‘iﬁ‘;}l)t(t”st)
contain only the substitution

{ accept (tlist) / Laccept }7

During the remaining deduction steps, we will reason about how the pres-
ence of this substitution could happen. Based on the protocol specification
and the message format of the request and reply, we analyze which mes-
sages should have been sent by which nodes that eventually leads to the
acceptance of ;5. At some point during the backward reasoning proce-
dure, if we found that a message t,,s4 should have been sent, then the
frame at that point will be extended with the substitution {¢,,sq / Tmsg}-

2. The backward deduction terminates through a given route [lsyc, - - -, last]
if by stepping back node-by-node in this list, we successfully get back
t0 Ereqinit (i-e., the initial request is output by the source l,,..). More
precisely, this means that the frame of E,cqini: is extended with the sub-
stitution {treqinit / Treginit}, where treginit is the request sent by the
source.

Basically, the backward deduction always terminates, because for every ID list
tiist In accept(tyise), we can get back to the state Ereginit, by assuming that
tiist is an existing route and we step backward on this route. However, to
detect an attack we focus on the case when t;;5; is not a valid route, and we
reason about how could this invalid route be accepted (if this is the case). Let
us assume that t;;5; in accept(ty;s¢) represents an invalid route. In case the
backward reasoning procedure terminates through the route other than ¢,
it means that the routing protocol is insecure because the attacker can achieve
that the invalid route ;5 is accepted, while if the deduction procedure can only
terminate through the route t;;5; then we get a contradiction since ;;5; cannot
be invalid, otherwise, we could not traverse back through it. Hence, in the latter
case the protocol is secure.

In this backward deduction procedure, in order to perform a systematic proof
based on Definition 9, we distinguish the ideal system and the real system in the
following way: In the ideal system, the source always can check the correctness
of the returned route t;;5; by using the special function consistent(t;;s:), and only
outputs accept(ty;st) if t;s¢ is a correct route from the source to the destination.
Hence, we define the ideal system such that the backward deduction can only
terminate through the route t;;5, and the deduction based on the other routes
will be forbidden to perform the last transition representing the broadcast of
the initial request:

v (z): lsreo

Es7‘csentREQINIT — F Esrcreqinit (laSt‘ TRANS)
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Intuitively, this means that in the ideal system every accepted route must be
a valid route. However, this is not the case in the real system, where the
attacker(s) can achieve that an invalid route will be accepted. We model this
by allowing the possibility for the deduction to terminate (i.e., allowing the last
transition) either through the route ¢;;5; or any other routes.

To prove the security of on-demand source routing protocols based on back-
ward deduction we apply the Definition 9 in reverse direction, specifically:

Lemma 2. Let E;gé‘épt(t“st) and E;‘Zigﬁ)t(t“m) be the real and the ideal specifica-

tion variants of a (on-demand source) routing protocol Prot in the sr-calculus.
The protocol Prot is said to be secure if for all the possible routes represented by
the list ty;st, the following holds:

real ~ Ez’deal .
accept(tiist) S accept(tiist)’

. real realprv ideal * idealprv
2. Zf Eaccept(th'st) Eaccept(tlist)’ then Eaccept(th‘,st) ECLCCEPt(tlist) and
calprv idealprv idealprv
Frea r E .
accept(tiist) accept(tiist) for some accept(tiist)’
. real e} realprv realprv
S A et € Eaceept(tinng) 410 fu(a) C dom(Eaccept(tlm)) and bn(a)N
ideal — - ideal * Q% tdealprv
fn(Eaccept(tlist)) o (Z)’ then Eaccept(tlist) Eaccept(tlist) and
realprv idealprv idealprv
accept(trise) accept(trise) for some Eaccept(t“st), where a can be a broad-

cast, an unicast, or a receive action.

Intuitively, Lemma 2 says that starting from the states E;f;gé pt(t1ine) and Effcligét (t15e1)?
if the two backward deduction procedures cannot be distinguished from each
other then the routing protocol is secure. In other words, the deduction of the
ideal system can simulate every deduction trace of the real system. The ratio-
nality behind this Lemma is based on the fact that the backward deduction of
the ideal and the real systems differ only at the last transition (last-TRANS),
which is allowed in the ideal case only when the deduction trace (so far) con-

forms with the list t;;5;, while it is allowed in the real case for every possible

trace. Hence, the deduction of the ideal system, /% 1.,y can simulate the
deduction of E;i‘clépt(thst) if in both cases (last-TRANS) can only be performed

when the deduction trace confoms with ¢;;5;. This means that t;;s, which is
accepted at the end of the route discovery, must be valid. The ideal system is
defined such that the accepted list ¢;;5; must always be valid, and if we deduce
that this is also true for the real system, then the routing protocol is secure.

8.1 General specification of on-demand source routing pro-
tocols

In this subsection, a general and simplified specification of the on-demand source
routing protocols is given, which is well-suited for the backward deduction tech-
nique. The specification is based on the sr-calculus, but instead of defining
specific network topologies, we provide a general specificaion that includes the
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specification of a source, a destination, and some intermediate nodes, regardless
of the topology.

On-demand source routing protocols have an important flavour that each
node usually has the same uniform internal operation: during route discovery
each node can play a role of a source node, or an intermediate node, or a
destination node. Leveraging this beneficial characteristic, we need to specify
only the operation of three nodes instead of all of the nodes in the network,
which is more comfortable.

d N
Erouting éf L'Psrcjawc | Hze1 |_ PZntJ Umt | I_!PdStJadbt'

lsre last

where Ny, = [Py, N},

ere ? Dint>

Ni, = ijJ a””, represents the i-th interme-

diate node, and [],

i€l,...,n

LPZZmJ Tine represents the parallel composition of n

intermediate nodes LPZMJU ’ for i€ {l,...,n}, Ngg=|! Pdstjad Processes

Psrey Pint, Pyst model the opneration of honest nodes. We do not need to include
explicitly the behavior of the attacker node(s). The attackers is modelled by
the wireless environment in an implicit way, which can be seen as a cooperation
of several attackers. In case an attack scenario is detected, the specific place
of the attacker(s) is determined based on the messages it (they) intercepts or
sends during the scenario. The number of the intermediate nodes, n, is also
determined based on the specific detected attack scenario.

We note that the specific structure of each process depends on the specific
routing protocol.

8.2 The backward deduction algorithm

At the beginning, a reply including an invalid route t;;5; = [l1,. . ., l,] is assumed
to be accepted by the source. Afterwards, we follow the way of this reply in a
backward manner. The possible paths of this reply is investigated by reasoning
about the nodes and edges through which this reply and the corresponding
request should have traversed during the route discovery. On searching for the
possible paths of the reply and request backward, whenever the attacker node
is reached, it means that the reply or request has been forwarded (and may be
modified) by the attacker node. If this is the case, at this point we are aware
of the information of what message should the attacker forward to be accepted
later, that is, what messages should the attacker generate in order to perform
a successful attack. This is then followed by examining how the attacker can
generate these messages.

The attacker is able to compose a reply or request message using its compu-
tational ability and knowledge base. We note that while the computation ability
of the attacker is fix, its knowledge base is continually updated during the route
discovery. Hence, by backward reasoning we mean the reasoning about three
issues: (i) Can the attacker generate each part of the message based only on
its computational ability and initial knowledge? (ii) Which messages should
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the attack node intercept in case it cannot set up a whole reply /request based
solely on its computational ability and initial knowledge? (iii) How the topol-
ogy should be formed such that the attacker is able to intercept the required
message parts?

E aeceptttn)

: N times
att2 o "~ atin recursive
_____ N I_E:r.eg!tezi_.._._._._ Er@qixez?._._. .
Iy
Ph-H2 ......
_____ : :_._._._._._.Eﬁ_._._. _Ehg;QZ._. I
reqinit req/rep
Ph-Rec *
v Ereqinir

Figure 9: The figure illustrates the main phases of the backward deduction pro-
cedure. The circles and asterisks represent the states of the deduction. Each
state state; is a network Eieq/mp, which we get from E,ccepi(sy,.,) after perform-
ing a series of transitions. The asterisks represent the terminal states, which is
Ercqinit- Each phase may contain one or several states. After state Efe";/%ep we
can get into the phases Ph-A and Ph-H2 again, because there can be several
attacker nodes or the attacker can take place in an interleaving route discovery

session.

In phase Ph-H1 we investigate how the request and reply propagate. The
rightmost branch involve the interference of the attacker, and examines how
the reply traverses from the attacker to the source. The backward deduction
may not involve the attacker, and considers the scenario when the reply and
request messages are sent only by honest nodes. This latter case is illustrated
by the leftmost branch. The asterisk represents the last state E,¢qinit, where the
deduction terminates. Not that during a backward reasoning only one branch
is chosen, until we reach Fy.cqinit-

The reasoning about how the attacker could generate an incorrect reply Rep
or request Req which leads to a successful attack, takes place in phase Ph-A.
In Ph-A. we examine how the attacker could generate the Req/Rep message
that leads to a successful attack. In particular, how the attacker can obtain
or compute all the parts of the request or reply messages. The attacker(s) can
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obtain each part of a request/reply by either computes it based on the available
information and the computation ability, or receives/intercepts a message that
contains this part. In the latter case, the deduction procedure is continued with
the phase Ph-H2, where we check how the attackers could receives/intercepts
those messages. Similar to Ph-H1, in Ph-H2 the remaining derivation may
or may not involve more attacker’s interference in the rightmost and lefmost
branches, respectively. The phase Ph-Rec represents a recursive application of
the attacker phase Ph-A. Typically, if N = 2 then there is one attacker and we
are considering its interference behavior in both the reply and request parts. The
case of N > 2 is for analysing the possibility of several attackers and interleaving
attacks.

In the “honest” phases Ph-HI1, Ph-H2 the request and reply messages are
forwarded by only the honest nodes. These phases include labelled transitions
that models the broadcast send and receive actions by honest nodes, as well
as the silent transitions for the (not the visible) verification steps made on the
received message. Every step during the backward deduction in Ph-H1 and
Ph-H2 is based on the specification of the honest nodes Ny, ant and Ngg;.

The attacker phase Ph-A: In the attacker phase Ph-A, if we found that
the attacker must have sent the reply t,ttrep Or the request tqireq to be suc-
cessful, then in the rest steps we deduce how this message could have been
composed. This phase include labelled transitions that applies when the at-
tacker receives/intercepts or sends a message, and silent transitions that models
the computations that are performed by the attacker.

An attack scenario is found when the deduction terminates (i.e., the state
Ercqinit 1s reached) through an route differ from ;5.

We let both tuttrep and tqrreq have the form (head;vi;...;[List];...;vx),
which is true in most source routing protocols. The head part, head, is the
tuple (rreq/rrep : Treq/reps 5 @ Tstr, d @ Tspr, SID : Ta), where the first
element has REQ/REP type, the remaining three elements have string type.
The reason for giving the string type instead of node ID type or name type is
that we want to give mode possibility to the attackers to replace these elements
with some data of other types. The list [List] is also given a string type, while v,
..., v, are additional protocol specific parts, which typically are some (crypto)
functions computed on one portion of the message. For instance, in case of the
SRP protocol we have one function part which is the MAC, while the Ariadne
protocol includes hash and digital signature functions.

During the backward reasoning we attempt to find attacks with minimal
number of transition steps.

1. First of all, we examines whether the attack could be performed if the
attacker has forwarded the request/reply t,¢q/rep unchanged. This means
that in the Figure 9, the networks (or states) E2! and B are the

req/rep req/rep
same, and basically, the phase Ph-A contains only one state Ef;t] Irep: If

with this condition, the deduction terminates through an route differ from
t1ist, then an attack scenario is detected. In particular, when an attack
scenario is detected we successfully prove the violation of Lemma 2.
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2. Otherwise, if the deduction in the first point can terminate only through
tiist, we return to examine how the attacker can obtain or compute each
part of t,eq/rep, Where trcq/rep = (head;vi;. .. ;[List];...;vx). An attack
scenario is detected only when every elements of ¢ can be com-
puted/obtained by the attacker(s).

req/rep

We define priority / weight on terms of different types. We distinguish three
classes of priority. The keyed crypto functions such as digital signatures,
MAC function, public and symmetric key encryption have the highest
priority. The next highest priority in line is assigned to keyless crypto
functions such as one-way hash function. The lowest priority is given to
non-crypto functions and data construct such as list and node IDs. Within
the same priority terms are classified by weight, which specifies the number
of variables and constants in them. The more subterms (names, variables,
functions) are included the larger the weight is.

Let W be a set that contains the terms to be examined whether they can
be computed or obtained by the attackers.

(I.) First, req/rep 18 decomposed and the resulted parts head, vi, ...,
[List], vi are put into W.

(I1.) If there still are unexamined terms in W we choose one of the highest
priority group of terms, and within this group we start with the term that
has highest weight that has not been examined before.

(ITI.) For the name/constant terms t,, we check whether they belong to
the attacker’s knowledge base, namely, ¢, € K 4. For each function term
t; we examine if can the attacker compute it using the current knowledge
base K4 (e.g., keys for crypto functions). If there is a term ¢,,,; in W that
the attacker cannot compute/obtain based on its current knowledge base
then we go on with step (IV.).

(IV.) For each term t,,/; cannot compute by the attacker, we analyse how
the attacker can intercept/receive this term from either a honest node or an
another attacker node. In particular, we replace (in a type conform way)
some part of (head;vy;...;[List];...;vx) with ¢, /¢, then we reason about
how this modified message could propagate during the route discovery. If
for every t,,; the deduction can terminate only through #;;s;, then the
protocol is secure, otherwise, an attack scenario is found.

During the deduction procedure, whenever we get into a loop, namely, we reach
the term that has already been examined before, then we finish that branch of
deduction to avoid infinite loop. During the backward deduction, we also keep
track of the topology Tiop, which is the topology belongs to an attack scenario

(if any). At first, T;,, does not contain any edges, and first state Eqcoepr(t.,) 1S

def sre
Eqccept(tiise) = {accept(tlist)/z_accept}Jsrcu{la} | [!Psre ZTC | Hiel,...,n
LlptﬁthJ e ‘ I_!PdStJ Lot

i
lint ldSt
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where ogpc, ognt and o4s are empty. During the backward deduction, if at one
point we found that to make the source accepts t;4:, the source I, should send
a message tyeq/rep t0 l;, then we update Ti,, with the new edge between I
and [;. Further, we add [; to the neighborhood of lg.., 04c, and add ls.. to
o; (assuming bi-directional edges). {accept(tlist)/xaccept}"mu{la} says that the
output accept(ti;st) is available to the neghborhood of I, and the attacker. We
add [, to each substitution, because by default we assume that the attacker
nodes can be everywhere in the network. The exact number and location of the
attackers depends on the deduction path. Similarly, the terminal state Eycqinit
is specified as follows:

def
Ereqinit = {accept(tlist)/xaccept}gsrcu{la}7 cees {treqinit/xreqinit}JSTCU{ZQ} |

reqinit | 7src i |Tint Odst

“Psrc | P Jl.m, ‘ Hiel,...,n L!]DintJl:jnt | L!Pdsthrm :

o f) ; ded with th bstituti o o VosreU{la}

In E,cqinit, the frame is extended with the substitution {¢,eqinit/Treqinit } ,
and Ps’"fcq”“t is the process we get after ¢,cqiniz has been broadcast in Psy..

9 Automating the verification

In this section, we present a novel automatic technique based on deductive
model-checking specifically for verifying secure routing protocols for wireless
ad-hoc networks.

There are numerous former works address the problem of verifying routing
protocols. Some of them use existing model-checking tools such as SPIN [14] and
Uppaal [6] to either verifying loop properties of routing protocols [24, 22, 23].
Other works apply the tools SPIN [14] and Uppaal [6] to verify the security
property of secure routing protocols [5]. However, using these tools to model
and verify secure routing protocols is very circumstancial due to they are not
directly designed specifically for this purpose. They cannot be used to directly
model cryptographic primitives and cryptographic operations, broadcast com-
munication, neighborhood, and attacker in wireless environment. For instance,
in [5, 18] broadcast communication is given as a series of uni-sends, or crypto-
graphic primitives are modelled as a series of bits.

In contrast to these works, our work focuses primarily on modelling and
verifying secure routing protocols for wireless ad-hoc networks in the presence
of compromised nodes. In particular, we propose an automatic verification
method based on logic and the deduction is based on resolution. In addition, our
method can model broadcast communication, neighborhood and cryptographic
primitives.

Our technique was inspired by the method used in the Proverif automatic
verification tool proposed for verifying security protocols [7], however, as op-
posed to [7] it is designed for verifying routing protocols and includes numerous
novelties such as the modelling of broadcast communications, neighborhood,
transmission range, and considers an attacker model specific to wireless ad hoc
networks instead of the Dolev-Yao attacker model.
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One important difference between the modelling of secure routing protocols
and security protocols is that while in security protocols each communicating
entity can has different internal operation and structure, in case of secure routing
protocols each communication entity usually has the same uniform structure:
During the route discovery each node can be (i) source node, or (ii) intermediate
node, or (iii) destination node. Hence when using the Proverif tool to model
secure routing protocols, in case of the network including n nodes, the user has
to describe the operation of all n nodes despite the fact that they are the same
up to renaming variables and names. In contrast, in our method the user is
required to specify only the ”general” operation of nodes, which represents any
node.

9.1 The concept of the verification method

In the ProVerif verification tool 7] the input of the tool is the protocol descrip-
tion in the syntax of the applied m-calculus. The tool then translates this to
Prolog rules to make automatic reasoning.

trace)

T ]
1 . ege o 1
i Input Automatic verification Output !
! Routing protocol i
! specified in our Horn clauses | > Yes !
H calculus Our automatic !
! verification !
! algorithm based on 1
. 1

! Topology. Facts, Horn resolution rules. I
I Attacker ability clauses M !
I No H
1 (attack :
1 1
1 1
1 1
1 1
1

Lo Automatic verification tool

Figure 10: The concept of our automatic verification method.

Following this concept, in our verification method the operation of routing pro-
tocols are specified in the syntax of processes in the sr-calculus. This is then
translated to Horn-clauses using translation rules. This set of clauses is called
as protocol rules. In addition, the current topology and the initial knowledge of
the attacker node are specified as a set of facts, while the computation ability of
the attacker node is specified as the set of Horn-clauses. The clauses that spec-
ify the attacker computation ability are called as attacker rules. The deductive
algorithm is based on the resolution steps over these clauses and facts.

9.2 From the calculus to Horn clauses

p = patterns
zP yP 2P variables
ie{1,...,k} honest node identifier
.. attacker node identifier
req?, rep? special tags
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i,1€4{1,...,m} session identifier

s, s € {honest, advr}  special pattern that is used in the fact accept(s)
npi,..., Pk data

f (1, ,pt) constructor application

Variables x, y, z in the calculus are translated to patterns zP, y?, 2P, re-
spectively. Node ID [,, and [y are translated to {2 and {%,,, respectively. The
patterns correspond to terms req and rep are req? and repP, respectively. We
note that (2, I¥,,, req’, and repP are atomic values (i.e., constants). Different
session identifiers i are associated to each session of processes under replication.
Thanks to the session identifiers, we distinguish data created in different copies
of processes, so different names in the process calculus are represented by dif-
ferent patterns. s is a special variable that takes values from the set {honest,
advr}, where honest and advr are constants. Finally, data n and function f are
encoded as functions with arity k and ¢: n[py,...,px] and f(p1,...,p:), respec-
tively. We note that patterns I, 1%,,, s, req’ and rep? are novel compared with
the ProVerif tool.

The protocol and the computation ability of the attacker are modelled by the
implication rules (clauses) of the form Fy A...A F, — C, where F; i€{1,...,n}
and C' are facts that are defined as predicate application pred(pi,...,pm). The
left side of the rule is called as hypothesis while the right side is called as
conclusion.

Similarly as the model proposed in [10], our method includes the notion of
wireless medium (wireless environment) that models the wireless environment.
The wireless medium eavesdrops all communication in the network. The at-
tacker node ables to catch only nodes sent by its neightbors. We model the
wireless medium, and the attacker by the predicates wm and att, respectively.
In particular, the facts wm(p) and att(p) which model that the wireless medium
and the attacker know the pattern p, respectively. The fact accept(s) is used
for signalling that the reply has been accepted by the source node. More pre-
cisely, the value of s can be accept(honest) or accept(advr). The derivation of
the fact accept(honest) during the deduction algorithm means that the request
and reply messages are forwarded only by honest nodes. The derivation of the
fact accept(advr) means that the request and reply messages are forwarded by
the attacker node who could modified them. The facts badreq and badrep are
the special facts for signalling that the messages created by attacker include
incorrect route. We will discuss them in detail later. Hence, the derivation of
the facts badreq or badrep (could be both) and accept(advr) at the same time
means that the source node accepts the route reply message containing an in-
correct route. In addition, the fact route(%, ., 15, ,) is used to assign the source
node 2, and the target node %}, for a given route discovery. Finally, the fact
nbr(1},1%) says that node I} is in the transmission range of node I7.

The Horn-clauses use the following facts:

F = facts
wm(p) the wireless medium knows p
att(p) the compromised node knows p
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accept(s) special fact for signalling the “state” of the returned route
route(l8c,1.,,) 1 is source, and l¥ is a target

badreq, badrep signalling that the attacker has created incorrect msg-es
nbr(l7, 13) node l¥ is a neighbor of node Ij

We stress that the predicates wm, route, nbr, the special facts badreq and
badrep are new compared to the Proverif tool.

9.3 Generating protocol clauses

First, we lay down that the generation of Horn-clauses that presents the proto-
col is differ from the algorithm used in the Proverif tool. We exploit the fact
that each node behaves in the same way in a route discovery phase of rout-
ing protocols. Hence, the operation of every node can be uniformly defined as
follows:

P, 4l \ir [t P | 12 Interm® | 1% Dest

Every node can start a route discovery towards any other node, in this case the
Init process is invoked. Every node can be an intermediate node, in which case
its Interm process is invoked. Finally, every node can be a target node when the
Dest process is invoked. We note that the specified structure of each process
depends on the specified routing protocol. However, in general form P; can be
modelled as:

Initt def cp, (Tdest)- PTotimt.(mmngeq>.!i4Repﬁiit.
Repli . (wyep). Verif,, ., (ACCEPT).

o d . )
Interm® def (Yreq)- Protinterm - (Ymsgreq)-!*® Repﬁ;term.
P; def .
Repinte'rm = (yTEP)' Verzfintev‘7n'<yms.ll’fep>'
) de .
Dest" def (Zreq)- Verify g -(Zmsgrep)-

Process Init"" receives on the channel cp, the ID of the destination node to
which it starts the route discovery. Then P; goes through a protocol dependent
processing part Proti,;, followed by broadcasting the request 2,54req and then
it waits for the reply at the end.

On receiving a reply Z;.p, process Repf:;'it does verification steps in a pro-
tocol dependent manner and then signals the term ACCEPT if x,., passes all
verifications.

Process Interm’ describes the case when P; is an intermediate node and says
that when P; receives some request y,.q it goes through a protocol dependent
processing part Protinierm, and re-broadcasts the request ypsgreq.- Finally, it
waits for the reply.

On receiving a reply yrep, process Repf-j;term does verification steps in a
protocol dependent manner and then forwards the (may be modified) reply

Ymsgrep-
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Process Dest’" describes the case when P; is a destination node and says that
when P; receives some request 2,4 it does verification steps and then sends back
the reply zmsgrep-

We assume that the reply messages Zrep, Yreps Ymsgreps a0d Zmsgrep include
the information of the addressee. Hence, when a node receives a reply it can
check whether the reply is intended to it.

The exclamation mark !* models replication, where i is a session identifier to
distinguish different process instances in replication. Session identifier further
is used to track attack traces.

Process P; is then translated to the protocol rules. A routing protocol mod-
elled by P; is specified in the following clauses that serve as a template of the
correct operation of the routing protocol:

(Protocol rules: Template of the correct operation) ::=
R route(xb,.,xh, ) — wm((xh,sgreq, honest))

RT?. wm((ak.p,s)) A nbr(zh A Veriffects pi3 accept(s).

P
‘rfrom7 lST‘C nit

t P,
A nbr Yfrom> yto) N Veri z’r?fe'fmreq = wm((yfnsgrﬁm S))

R, wm((3hegss)) A nbr(y] ,
R;ep' wm(( )) /\ nbr(yfmm, yto) Vem w(::etrsmrepv # wm((ygnsgrepa S))
R3°?. wm((22, s)) A nbr (25, s Uess) A Vemfggscfs B wm((Zhsgrep, 5))

When a message is received by an attacker node:
Ratt' ((y56q78)) A nbr(yz;rom7 att) 4 a‘tt((yTetps))

RE. w0m((4Feps5)) A mbr (g 220) 25 att((4Fe5) |
R§™. wm((28q,8)) A nbr(z?mm,lgest) A nbr(1, .. 1h) N Verg d:;fs Lk att((zh,sgreps )

We note that these rules represent the protocol independent form, however,
in specified protocols such as SRP the translation will take into account the
Verif and ProtDep parts. This may yield additional rules, and hypotheses. See
Section 10.1 for examples. Verif "' Veriff®cs and Vemfg are set up by a
conjunction of fact(s).

We assume that the route request and reply messages 2%.,, v, y7., and
2P, include identifiers of the nodes from which they are received. The identifiers
are specified by the patterns 2%, . v} . and 27, .

est

Rules R1“? and R model the operation of the source node. In particular,
rule R]? says that the source node z%, . generates the request message a7, ;...
and then broadcasts it. The initial value of s is honest, which means that
initially the request is broadcasted by a honest node. Rule R]“" says that if the
source node receives a reply message and if all verification steps the source node
made on the reply pass then the returned route is accepted, this is modelled by
the derivation of the fact accept(s). The variable s is a flag that takes its value
from the set {honest, advr}, and is used to determine whether the attacker node
intercepts a request /reply message (when s=advr) during the route discovery or
not (when s=honest). More precisely, the derivation of the fact accept(honest)
means that the request or reply are modified by honest nodes only, while when
accept(advr) is derived the messages are manipulated by the attacker node.

o1



The variable s is appended after each request and reply messages forming the
tuples (xfeq’ s), (yg“)eq7 s), (yglsgreq’ s), (zvl‘)eqa s), (mgqﬂ s), (ygep7 s), (ygrlsgrep’ s),
and (25,5 rep» honESE).

Rules Ry? and R5” model the operation of intermediate nodes. In par-
ticular, rule R says that if the node yf, is in the transmission range of the
Y%rom then node yf, receives the request yP, sent by y},,.. The value of s
is forwarded unchanged. The messages yf,, and y ..., could be the same
depending on the specified protocol. After processing the request yr., node
y;, re-broadcasts it. Rule R says that if an intermediate node receives the
message tuple (yfep, s) then it makes verification steps. If all verifications pass
it appends s unchanged to the reply y, ..., then forwards the message tuple
(Yhsgreps §)- Again, the messages yP,,, and yh, . ..., could be the same depending
on the specified protocol.

The rule R5“Y models the operation of the destination node and says that

if the destination node 7j__, is the neighbor of some honest intermediate node

z?mm then the destination receives the request z7.,. If all the verifications
made by the destination pass it generates a reply 2P and adds the flag s

msgrep
unchanged. Finally, it sends back the tuple (z5,s,,ep» 5)-

Rules R¢™ and R$" concern the case when the attacker node 12, intercepts
the request yr., and reply yf,, because it is a neighbor of some honest node
y?r om- Rule R§™ concerns the case when the attacker node is a neighbor of the
destination node but not a neighbor of node y?mm, in addition, the destination

node is a neighbor of node y%, . Rule R§" says that the attacker node over-
acts

hears the reply message sent back to y?mm by the destination node. Verifgest
is composed of a conjunction of facts and represents the verification steps made

by the destination after receiving the request 2£,, broadcasted by yﬁmm.

The labelled arrow 22 is the implication that is labelled by the pair (p, ),
where p is the broadcasted message by nodes 2%, . 4% .., 2/, and i is the
session identifier to identify that in which session the particular communication
step happens. This pair is used for tracking the attack at the end when an
attack is found by the algorithm. We note that these protocol rules are novel
compared with the ProVerif tool.

9.4 Initial knowledge and computation ability of an at-
tacker node

The ability of a compromised node is represented in the following rules. These

rules represent the strongest actions that can be performed by any (%,, compro-
mised node.

(Init. knowl.) ::= VI% neighbors of I,,:
L. att(i8,,), att(B); Is. att(k(late,18)); Is. nbr(lae, IB).

I, means that initially the attacker knows its own ID and the ID of its honest
neighbors, I means that the attacker possesses all the keys it shares with the
honest nodes. Finally, I3 means that the attacker is aware of its neighborhood.

92



In addition, we define a strong computation ability for the attacker node as
follows:

(Computation ability - protocol independent) ::=
Ch. att(i) — att(n[i])
Cy. For each public function f of n-arity

att(xl) A .. .att(ad) — att(f(2l, ..., 2h))
Cs. For each public function g that

g(f(@h, ... 2n), y") — aP:

att(f(af,...,20)) A att(y®) — att(z?)
CA} att((ygeqﬂs)) A le?”( u,tt7yto) A Verifftatds - wm((ymsg'req7 advr))
C3. att((YPep, 5)) A nbr(1E,, y5,) A Veriffocts 28 wm((Yhsgreps adUT)).
Ci’ t((ZTEqﬂs ) A an‘( atts dest) A nbr(lsest’lgtt /\ Ver’tft};gfts w a‘tt((zfﬂngﬁp7s))'
Ci. att((xPep,s)) A nbr(lE,,,1%..) A Veriff oct iy accept(advr).

Rule C; means that the attacker node can create arbitrary new data n such as
fake identifiers, where i is a session ID to identify that the data is created in
which protocol run. Rule Cy means that the attacker can generate arbitrary
messages based on its actual knowledge. Rule C3 means that the attacker can
perform computation on function f. For instance, if f is a digital signature
sign then its corresponding ”inverse” function g, which is checksign can be
performed to verify the signature. The set of functions depends on the protocol
we are examining.

The rules C}, C%, C3 and Cf say that the attacker can broadcast the mes-
sages it has. Rule C} describes the case in which the attacker broadcasts the
request yf,, that is received by its neighbor yh who then outputs some message

Yhsgreq if all verifications it made on y2,, (modelled by Veriff 8¢ pass. The
value of the flag s is advr signalling that the request is forwarded by the attacker.
Rule C? says that the reply yFe, forwarded by the attacker is overheared by its
neighbor y}, who then forwards the reply with the flag advr signalling that the
reply is forwarded by the attacker. Rule C§ concerns the scenario when the
destination node 1, and the attacker I¥,, are neighbor of each other and says
that if the request 2F,, broadcasted by I?,, passes all the required verifications
then the destination sends back a reply message along with the flag honest sig-
nalling that the reply is just generated and has not be seen by the attacker.
Finally, rule C} concerns the scenario when the source node [Z, . is a neighbor of
the attacker I?,, and says that if the reply 2P

Pep forwarded by 7., passes all the
requlred verifications made by [?.. then the reply is accepted. The implication

src
2% includes the message and session ID that required for tracking attacks.

We note that the I, I3 of the initial knowledge, and the last four rules of
the computation ability are novel compared with the ProVerif tool.

9.5 Deductive algorithm

The operation of the protocol is modelled by rerolution steps, defined as the
following:

93



Definition 12. Given two rules ri=H, — C1, and ro= F N Hy — Cs, where
F is any hypotheses of T, and F is unifiable with Cy with the most general
unifier o, then the resolution r1 op ro of them yields a new rule Hio A Hyo —
020'.

Here H; and H; hypotheseses are multiset of facts, which means that the order
of the facts in the hypotheses are irrelevant. For instance, if r=route(l}, )

) then ry opro= wm(xP )o, where

p,t
and ro=route(Tre, Tdest) — wm(xk D sgreq

msgreq
F=route(zsrc, Taest), and 0 = {Zgre ¢ 1§, Tgest < 15}

In addition, let us recall the example in Figure 2. The resolution of route(l}, %)
and the rule R}*? with p=(req, Tsrc, Tgest, ID, MAC) yields the fact wm(req, ¥,
5, ID, MAC) with the unifier {z?, <}, % <+}, and F= route(a?®, ., %, ;).
This resolution step models the broadcasting of the route request message gen-
erated by the node 1.

The algorithm composed of two phases. In the first phase the route request
message wanders from the source towards the attacker node. At first, the at-
tacker node owns only its initial knowledge and stays in the idle state waiting
for route request messages. After the attacker receives a message, based on the
available information and its computation ability it tries to generate messages
that includes an incorrect route and are accepted by at least one honest neigh-
bor. Formally this means that the created message by the attacker is unifiable

with the hypotheses of rules C}, C%, C$ and C.

Algorithm 1: Main()

Inputs: To = 75 U 75, {Mf}v {Mgu}’ route(l8,., 15, ..), K, A.

H = empty; Hatr = empty; Nyisitea = {nbr(z?,15,.)};

1. P:= TO’U‘te(lg’rC’lSest) Oroute(zfrc,zsest) R71'€ll7
where 0 = {a8,. < .., 2l ., < ..}

2. H' := add oR{** to H; T;°? U {R;*? + o R3*"};

call function resolution: (P, R5%%, H');

call function resolutions (P, R{*, H');
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Function resolution; (P, Ry, H)

L Temp := P 0y, 1277, where the unifier is some ol
loc := oY}, o
2. for V fact Fj € N do
Pj :=Fj ©pr(10c,yr,) Temp with some unifier o
for V fact fi € Nyisitea do
if o7nbr(loc,yr,) and fi are unifiable then choose next Fj.;
endfor
if Q; := res(P;, Verifl2y2 ..) succeeds with some unifier & then{
H' := add o'0}5 Ry to the end of H;
Noisited = Nyisitea U {ofnbr(xp,yfo)};
call function resolution (Q;, R5™, H');
call function resolutions(Q;, RY™, H');
call function resolutions(Q;, R3°?, H');
(

call function resolutions(Q;, RS");

}

endfor

Function resolutions (P, R$", H)

L. Temp := P 02, ) R{" where the unifier is some o';
loc := oY} o
2. if nbr(loc,2,,) € Nioc then {
1= nbr(loc, l5y) Onprioe,r,,) Temp, with {loc < loc, 1§, <15, };

K := K U {P}; Add H to the end of Ha;
call function Attacker,q(K, A, H);

}

Function resolutions (P, R;°?, H)

L. Temp := P 0y (2., s)) R5™, where the unifier is some ol
loc := Ulz?mm;
2. if nbr(loc,ll,.,) € Nioc then {

P := nbr(loc,1%,.,) Onbr(toc,i®, ) Temp, with {loc « loc, R L

if Q := res(P, Verif,’<!*) succeeds with some unifier & then{

call function resolutions(Q, H);

}
}
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Function resolutions(P, R§™)

L. Temp := P 0., 5) R3" where the unifier is some o*;

— SLl,P .
loc := 072505

2. if nbr(loc, 1, .,) € Nioe then {
/¥ 0. = o1zl ,, where o1 is in Main(). */
P = nbr(loc,lg..) ©npriioc,, ) Temp, with {loc < loc, lg, <G, };
if nbr(lges lor) € Nz and
Q :=nbr(lf, .., 1%,) Onbriz, i,y P, with {0, s 10, } and
F = res(Q, Veriff ") succeeds with some unifier 5 then{
K:=KU{F}
call function Attackeryc,(KC, A);
}
}

Function resolutions(P, H)

h := last element of H;
if h is an instance of R;“Y then {
1. Temp := P O wm(oerose (¥ep:s)) h, where the unifier is some o!;

2. if nbr(aclosey?mm,Ucloseyfo) eEN, then {

D
closeYfrom

— P P
P = an(UcloseyfTomvJcloseyto) Onb'r(oclusey?Tomqo'closey§o) Temp,

Wlth {Ucloseyic)rom — Ucloseyizrom7 O’closeyfo — Ucloseyfo};

if Q := res(P, Veriffﬁfjfmmp) succeeds with some unifier & then{
H’ := remove h from the end of H;
call function resolutions(Q, H');

call function resolutions(Q, R$");

}
}

} else
if h is an instance of R1*” then {
3. Temp := P Cum(erose (2Pep:s)) h, where the unifier is some o;
4. if nbr(Udoseyﬁmm7 ?..) eN, then {
P = an(Ucloseyifiromv lgrc) o"br(acloseylf’T(),nv 12.0) Temp,
With {GctoseYom  TctoseYfroms re < lre}s
if Q := res(P, Verif %¢'*) succeeds with some unifier & then{
return Q;
}
}
}

P
closeYfrom
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Function resolutiong (P, R§")

L Temp := P 0ym(o 100 ea(vPep.s)) R3™ where the unifier is some ¢*;
; p P
2. if nbr(ocioseYfrom: lhre) € J\/'(,doscyz;mm then {
— p P
P = nbr(UCloseyfrom7 latt) 0”57'(°closeU§T0m,: lgtt) Temp7

Wlth {Jclosey?,,-om — O—CZDSEy?rom7 lgtt <~ lgtt};
K := K U {P}; call function Attackerrep(K,.A);

Function Attackeryeq(K, A, H)

badReq := computeBadReq(KC, {C1,Ca, C3}), where the unifier is some o';
call function resolution;(badReq, Ci, H);
call function resolutions(badReq, C3, H);

Function resolution;(badReq, C;, H)

L. Temp := badReq © (42, s)) Cj, where the unifier is some o';

2. for V fact F; € Npp, do
Pj = Fj opp,r,, yr )y Temp with some unifier o

for V fact fr € Nyisitea do
if o3nbr(i%,,,y?,) and f, are unifiable then choose next Fj;
endfor

if Q; = res(Pj, Verif!<"*) succeeds with some unifier & then{

Nvisitcd = Nvisited U {U?nbr(l‘p7yfo)};

call function resolution (Q;, R5°, H);

call function resolutions(Q;, R3°?, H);

}

endfor

Function resolutiong(badReq, C, H)

1. Temp := badReq Outt((Peq.s)) C3, where the unifier is some o';
2. if nbr(lgy, l..,) € Npp,, then {
P= nbr(lgtulsest) Onbr(lp

lP
att’dest
if nbr(lgesﬂ lgtt) € '/\/'ls + and
Q = nbr(lgest’lgtwlt) Onbr(lsest,lgtt) P7 with {lSESt<_lZESt7 ZZ“(—ZZ“} and
F := res(Q, Verif.?"*) succeeds with some unifier & then{
K:=KU{F};
call function Attacker;.,(K, A);

y Temp, with {lg,, < 154, Lo Gese ts

}
}

Function Attacker,e,(K,.A)

badRep := computeBadRep(KC,{C1,Ca,Cs}), where the unifier is some ol
call function resolutiong(badRep, C3);
call function resolution;o(badRep, C});
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Function resolutiong(badRep, C%)

for VH; € Hu:: do
h; := last element of H;;
1. Temp := badRep Outt(oerose (¥ep.s)) h;, where the unifier is some o*;
2. if nbr(lgy, Octoseyt,) € Npp, then {
P = nbr(lfy, Ocloselto) Onbr(i®,,, oelosey?,) Temp,
with {12, < U041, OcloseYio < TcloseVin }
if @ := res(P, Verifétaf“) succeeds with some unifier & then{
H! := remove h; from the end of H;;
call function resolutions(Q, H});

}
}

endfor

Function resolution;o(badRep, C7)

h; := 1st element of H; for some H; € Hgau; /* hi is an instance of RT*F */
1. Temp := P Outt(erpse (2hep.s)) hi, where the unifier is some o';
2. if nbr(l5y, %) € Nz, then {
P = nbr(lgy, ) Onbr(i2,,, 18,..) 1emp,
with {I%,, « 12, 1%.. < IB..};
if Q := res(P, Verif' ") succeeds with some unifier 5 then{
return Q;

}
}

Algorithm 1. Intuitively, the algorithm uses breadth-first search to reach the
destination node Y} ., from the source node I, .. Each node broadcasts its mes-
sage to neighbors. This is modelled by two resolution steps at each intermediate
node. Next we will discuss each step of the algorithm for better understanding
purpose:

The input of the algorithm is the tuple (To, {Np}, {Nz, }, route(i?, ., 15 ,,),
K, A): To is the set of protocol rules; the two sets {./\/lp} and {Npp, } specify the
neighborhood of the honest node I¥ and the attacker node 1%, which are given by
the set of facts nbr(I7,17) and nbr(lh,,,17), respectively; the fact route(l%,., 1}, ;)
specifies the source and target nodes for a given route discovery; A and K are
the sets of attacker computation rules and the knowledge base of the attacker,
respectively.

H is a record of rules that is used to store the expected reply messages
of each mode on a given route, which correspond to the request it has broadcasted
or forwarded. Formally, these reply can be obtained by updating the proper rules
RI" and Ry”. The update is done by applying the unifier of the resolutions
involving the corresponding “request” rules R1“Y and Ry°? to the “reply” rules
R and Ry™. For instance, let us recall route(l7,15)0,oute(a?, .zt )R1 " where

the unifier o is {x?, <1, o8, <15 }. This resolution models the broadcasting of

src

the initial request by the source node. After this resolution step the corresponding
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“reply” rule of R®?, R" is updated by applying o to R{*": o R{". Intuitively,
this means that after broadcasting the route request the source node I{ waits for
the corresponding reply. Hai s a record of records Hs and is used to store the
reply of each node lying on the routes between the source node and the attacker
node that not contains the destination node.

The sets S1, S and 8" are used to store the facts resulted from resolution
steps; Temp, is used to store the rules resulted from resolution steps; loc; is used
to store node IDs; set Nyisitea is used to store the facts nbr(1¥, lf) in which node
lg») has already accepted a route request, so that it will drops the same copies of
the request it receives later.

At the begining, H is empty; Huy is empty; Nyisitea = {nbr(zP,12..)}, that
18, at first the source mode is marked as visited so that after it broadcasts the
initial request it will drop any further copy of this request; To = {R]*?, Ry,
RYP, Ry, Ry, Ry, RS™, RS}, This set of rules is then organized into two
disjunct sets T “? that models the receiving and broadcasting of route request
message: {R1°?, Ry™, Ry, R, R§™}, and the Ty P which models the phase
of waiting for route reply message: {R", Ry’ R§'"}.

The algorithm ends when no more resolution steps can be executed. This can
happen when

o When the route discovery phase succeeded: the facts in TP do not contain
any variable, so that fixrpoint is reached and no further resolution step can
be made.

e When the route discovery phase fails (there is no route between the source
and the destination nodes) the fixpoint is reached, and mo more change
can be done on the set TP,

1. Funtion Main(): As the first step, the algorithm computes the resolution P

— PP , req req _ p P
= TOUte(lsrca ldest) Oroute(x?,c,ab,,,) Rl , where Rl - Toute('rs'rc’ xdest)
— wM((2],5req> honest)). The resolution is successful with the unifier o :

{1 2l g < Vo). As aresult we have P = wm((0ah, g e honest)).
Intuitively, this means that the source node I, . starts the route discovery
towards node '), , by creating the initial route request message and broad-
casts it. Figure 11 illustrates this step. After the resolution happens the
unifier o is also applied to R’ because it belongs to the same process
as R1“Y. Hence, the updated rule R1" is added to the record H; and the
rule R5 is also updated by bounding the ID of the source and destination
node in it: Ty = Ty 1 U {R5°? < o1 R}, that is, R5" is replaced
by o1 R in Ty Y. Finally, the functions resolution; (P, Ry, H') and
resolutiony (P, R{*, H') are called. Function resolution; (P, Ry, H') de-
scribes the propagation of the request between intermediate nodes, while
resolutiony (P, R{', H') describes the scenario in which the attacker node

intercepts a request.

2. In the second step, after receiving the request the neighbors of the source
node [P, process the request and re-broadcast it. This is modelled by the

src
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Figure 11: The scenario in which the source node broadcasts the initial request
message. In this scenario the ID of the source node and destination node are
. and lf_,, respectively. The ID of the attacker node is %,,.

functions resolution; (P, Ry*, H) and resolutions(P, R$", H). The first
function represents the case when a honest node receives the request broad-
casted by the source node, while the second function represents the case
when the attacker node receives the request broadcasted by the source node.

(9). In the function resolutiony (P, Ry™, H), first the resolution P 0 (e, s))
Ry is computed. The unifier o* of this resolution is {y}, ,,, < e, Yreq
OTh sgreq: 5 < honest}. Then, loc is computed by binding the variable
y?mm with a node ID IP,.. Formally, this means that the substitution o*
1s applied to y?mm: Ulygmm. We assume that each resolution step be-
tween honest nodes is successful because honest nodes follow the protocol
and send correct messages. Thus, we have:

Temp = nbr(I2,.,yt)) A Verifif“ts Py wm((alyfnsgmq, honest)),

ntermreq

the first fact wm((o12h,5,,cq, honest)) on the left side is eliminated from

Ry, (Figure 12 illustrates this step.)

Then, the resolution of Temp and all the facts in the set Np _, which
specify all the neighbors of the source node 2. ., is computed. This models

src’

the receiving of the request by all the neighbors of I2,... We note that at
this point o' is {y},,,, < ..}, and loc is I

src*

\ fCLCt FJ € M?Tc N Pj = F] Onbr(lp

(ORI

Temp,

where the unifiers o7 of these resolutions are {y}, < 17}, VI! € Np_ .

Hence, we have |Np | number of new facts:
Pre
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VI¥ € Np, 0 Pj = = Veriffocts LAY wm(o' 02 (Y, sgreq» honest)),

ntermreq

because nbr(lg’m,lf) is eliminated from Temp as the result of the res-
olutions. In the next for cycle, the algorithm checks if the node yt,
has already received the request: At this point, we have o; 2nbr(loc, yL,)
= nbr(I2,.,02y},) and fi, = nbr(ﬂcp,lgm) These two facts are not unifi-

able due to I2., cannot be unified with o2 yto As the next step the algo-

src

rithm makes the resolution steps using P and the facts in Verszagfmmq

(res(P;, Verif/“cts . If the resolution steps made by the algorithm are

termreq
all successful with the uniﬁer o then the resulted fact QQ; is:

Q; = wm((0'0FYE, o greq honest)).

This intuitively means that node l? has processed (and possibly has mod-
ified) and re-broadcasts the request message alcrjz-yﬁwg,.eq embedded in the
tuple (alojzyﬁlsgreq,honest). Afterwards, node yt, is marked as wvisited,
that iS; Nvisited = Nvisited U {nbr(mp,yfo)}.

Finally, the updated instance of Ry?, alcrj?&R;eP are added to H, and the

four functions are called with the resulted fact Q; and updated H.

Figure 12: This figure illustrates the case when the neighbors of the source node
[P process the received request and broadcast it.

(#). In the function resolutions(P, R{™, H), first P oym((ye,,.s)) BRI is
computed. As the result we have

Temp = nbr(loc,i%,,) LAY att((o'yP,,, honest)).
Afterwards, the algorithm checks if nbr(loc,1,,) € Nige, that is, the at-

tacker node is a neighbor of node loc. If so then the resolution nbr(loc, I,,)
Onbr(loc?,,) Temp is computed, with the unifier {loc < loc, lp, 10y},
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which is an “identity”’. As the result we have P = att((c'yL,,, honest)),
which intuitively means that the attacker node has intercepted the request
alyfeq broadcasted by node loc. The knowledge base of the attacker is im-
poved by P, that is, K := K U {P}; and the record H is added to Hgs.
Finally, the function Attackeryeq(KC, A, H) is called, which describe the
behavior of the attacker node after intercepting a request.

. The behavior of the further intermediate nodes (which are not a neighbor
of the source [P, ) is similar to the point 2 above. The only difference is
that now the destination node can be reached. This scenario happens when

the function resolutions(P, R5*Y, H) is called.

In the function resolutions(P, Ry™, H), first the resolution P 0.2, . s))
R5 is computed which yields

Temp = nbr(loc, 15, ,) A Veriff®<t® Ll wm((o'2?

msgrep> Uls)) .

Then the algorithm checks whether the destination node Y}, , is a neighbor
of node loc. If so then the destination node makes verification steps on
the request. These are described by the series of resolutions

P = nbr(loc, I}, .,) ©nvr(iocz, ) Temp, if nbr(loc, 1}, ;) € Nioe.

with the unifier {loc < loc, 15, 14, ., }. As the result we have P =
wm((0' 28, g grep, 018)), which intuitively means that in case all the verifi-
cation that the destination made on the request are ok then it generates
the reply message and sends it back to the node from which it received
the request. Thereafter, a series of resolutions that includes the resulted

rule/fact P and the facts in Verifgsgs is computed, which is defined by
the function res(P, Verif\®t*). Intuitively, res(P, Verif’<!*) describes the

est est
verification that the destination node makes on the received request. The
fact Q is the result of this series of resoultions. At the end, the function
resolutions(Q, H) is called, which specifies how the reply propagates back-
ward. The record H includes the rules/facts that model the reply messages
which the nodes in the route are waiting for. We note that the reply sent
back by the destination node is overheared by the nodes which are within
the its transmission range. However, we focus only on the case when the
attacker node intercepts the reply, because the honest nodes will drop the

replies which are not intended to it.

. The function resolutiony(P, R§™) specifies the scenario in which the at-

tacker node overhears the reply sent by the destination. First, the resolu-
tion P 0y R4 4s computed, which yields

deq 75))

Temp = nbr(z?mm,lgest) A nbr(l, . ) A Veriffdggfs prq

a’tt((zr’;wgrqﬁ S))
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with the unifier o'. Afterwards, the algorithm checks if the destination

node 15, is a neighbor of node loc that broadcasted the request, then it
checks if the attacker node I, is a neighbor of the destination node I,

that sent the reply. These are desribed by the two resolutions:

P = nb’f‘(lOC, ZSESt) Onbr(lOCJSest) Temp, Zf an(lOC, lsest) € MOC’ and

Q = nbragest?lgtt) Onbr(lscst,lgm) P7 Zf nbr(lfi)est’lgtt) € -/\[lﬁ

est

Afterwards, res(Q, Ver; ggsctts) is called, which represents the verification
made by the destination on the request it received from node loc. If all res-
olution steps (i.e, verification step) are successful the resulted fact F rep-
resents the reply sent by the destination. F is added to the knowledge base
of the attacker: K := IC U {F}. Finally, the function Attackery¢,(K,.A)
which describes the behaviour of the attacker node after overhearing the

reply.

. In resolutions (P, H), first the last element h of H is examined if it is an in-
stance of RyY or RYP. If h is is an instance of Ry? (i.e., h = 0ciose R5 "),
which means that the previous node in the route is an intermediate node,
first P oym(oooee(ybey,s)) It is computed. Here wm(ociose(Yrey, 8)) is a fact
in the hypotheses of h. The substitution o.jose s applied to (yf?ep, s) which
represents that some variables in (yr,,,s) is bound to a constant value
during the resolutions maded in the request phase. The resolution P
) h yields

owm(o'close (yfepy

— p yJ .ofacts Dyt
Temp = nbr(acloseyﬁom,crcloseyto) A Oclose Verzj{ntermmp 24
wm((aclosey%sgrepa Ucloses)) .

Thereafter, it checks if node oeoseyl, i a neighbor of node ooosetyt,. If
so then res(P, Vem’ffstcetfmrep) is called, which returns Q if all resolutions
are successful. Then h is removed from the end of record H yielding
H'. Finally, the function resolutions(Q,H') is recursively called, and

resolutiong(Q, R3') is called as well.

If h is is an instance of R1? (i.e., h = 0cpseR17" ), which means that the
previous node in the route is the source node, first P o h
18 computed, which yields

wm(oclose (Thep,s))

Temp = nbr(gclosexz}rom;lp ) A Veri Z-T?;ts % accept(crs).

src
Here o is the substitution that binds s to honest or advr depends on the

previous resolution steps. Afterwards, the algorithm checks if the destina-
tion node is a neighbor of node Jclosex’}mm which forwards the reply.
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P = nbr(o—Closey‘I}ZTOTrH lg'r’C) nbr(o'clo‘seyf“”n lfyc) Temp; Zf
nbr(g('logf’yfrom’ 97"(‘) € focloscyfmm

If so then res(P, Verszsds is called, which returns accept(cs) if all the

verification steps in res(P, Vemffsds are successful.

6. The function resolutiong(P, R$*) represents the scenario in which the at-
tacker overhears the reply message forwarded by intermediate nodes. First

the resolution P oo, o(yhen.s)) 5" is computed, which yields

Temp := nbr(aclosedyfroma latt) M) att((gclosedyrepa O'closedS))

After that, the algorithm checks zf the attacker node IF,, is within the
transmission range of node aclosedyfmm which forwards the reply. This is
described by the following resolution

P = nbr(oclosey?mma lae) © nbr(ocloseYy roms latt) Temp, if

nbr(acloseyfmma att) € No-d‘”'eyfrom'
If so then the resulted fact P is added to the knowledge base of the attacker:
K = K U {P}. Finally, the function Attacker,¢,(K, A) is called, which
represents the behaviour of the attacker node after intercepting the reply.

7. Function resolution;(badReq, C}, H) describes the scenario in which the
attacker node forwards “its” request to intermediate nodes.

resolutiong(badReq, C3, H) concerns the case when destination node is
a neighbor of the attacker node, thus, the attacker node forwards “its”
request to the destination.

Function resolutiong(badRep, C3) concerns the case in which the attacker
node forwards “its” reply to intermediate nodes.

Finally, function resolution,o(badRep, C$) describes the scenario in which
the source node is a neighbor of the attacker node and the attacker forwards
“its” reply to the source.

9.5.1 Derivability and derivation diagram

In order to give the definition of derivability and graphical representation of the
reasoning in the previous subsection we introduce the notion of derivation tree.

Definition 13. We say that F is a closed fact if it does not contain any variable.

For example accept(honest), accept(advr) and route(l?,., 1 ) are closed facts.

However, route(a®,., z%,,) is not closed.

sre)

Definition 14. Let F be a closed fact. Let C be a set of clauses. A derivation
tree of F' from C is a finite tree defined as follows:

64



a

1
I
1
1
1
1
I
I
I
I
I
I
1
1
1
1
1
1
]

Send a reply back

Figure 14: The reply message is generated and sent back by the destination
node.

1. Its nodes are labelled by the name of the rule that is applied in the reso-
lution. In our case these rules can be the protocol rules R{*,..., Ry,
R, RS or the attacker rules I, Iy, I3, C1, Co, C3, Ct, C%, C3, and
Ct. In addition, nodes can be captioned by the pair (p,i).

2. Its edges are labelled by the facts using in the resolution steps. Incomming
edges represent the hypotheses of the rule that is applied in the resolution
steps while the outgoing edge represents the conclusion of the rule.

If the tree contains a node such that:
(i) it is labelled by the rule R, where R = H; A ...A HJ, TNyl H!

(1 <4< n) and C" are not closed facts; (i) it has the incoming edges
labelled by Hy, Hs,. .., H, and an outgoing edge C, where H; (1 <i <mn)
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and C are closed facts.

Then the n resolutions HiongR of the n facts H; (1 < i <n) and the rule
R are successful with the unifiers o; (1 < i < n), and the result of the
resolutions 1s the conclusion C, where C = C'oy ...0p.

In short, this means that the closed fact C can be derived from Hy, Hs,. ..,
H,, using rule R.

The right side of the Figure 15 shows the resolution route(I2,15)0, pute(w? +7) s
s7%d ( d)

s

i p Py Pt D P
where R is the rule route(zl, zy) — wm(ah, zh,00cq)-

H =route({F . 17)

@D R =route(x] . x])—"—>wm(x . x; . )
C=wm(x?.x} . )o. where

o={f 17 . x) <17}, and

P

m:greqcr)

Jo=wm(x’c,x

7 ¥
wm(xl,xh

Figure 15: On the left: The derivation of the closed fact C from H,, Hs,...,
H, by using rule R, where R = H, A ...A H, 2% ¢’ H! (1 <i <n) and C’

are not closed facts On the right: The derivation of the fact wm(x%, 3,/ .cq)0,
where o = {22 « 12,28 < 15}, from route(I?,1%) using rule route(z?, %) 2%
wm(x€7 x;fnsgreq)'

9.5.2 Reasoning about the attacker activity

The attacker node receives a route request message when the rule R%' is used in
the resolution step, and the resolution step succeeds. For instance we consider
the scenario in the Figure 16. In this example, the attacker node 2 receives the
request from [7:

In this case the fact wm(req) resolvable with rule R{", where

R = wim(Yreq) A nOM(Y5oms 15) N PY att(Yreq)-

The resolution yields the rule Temp,,,, Tempy, = nbr(l},17) LAl att(req), where
the unifier o is {y?r om < U Yreq < req}. Thereafter, the algorithm searches
for the fact nbr(l},1?) in the set Njp. If the fact is found then resolution
nbr(ly, 18)onprr 12y Temp,y,. The fact att(req) is derived as the result of this
resolution, which intuitively means that the attacker node (¥ intercepted the
message req.
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Figure 16: A scenario in which the attacker node receives the route request
message req from node l;. The request reqA is broadcasted by the attacker
node.

After receiving the message req the attacker can use its initial knowledge
(rules Iy, Iy, I3) and computational ability (rules Cy, Co, C3, Ci, C2, C3, C})
to construct messages including an incorrect route.

We restrict the attacker ability to computes at most n new data to use in
constructing messages. The value of n varies depend on the system parameter
and specified protocols and scenarios.

We note that by restricting the attacker node to construct messages that
match the template messages (otherwise, the sent message will not be accepted
due to it is not resolvable with template rules R;.) from its knowledge we
reduced a large amount of message space the attacker can construct.

Algorithm 2. The functions Attacker,.q(KC, A, H) and Attacker,.,(KC, A): In
this part we give the algorithm describes the behavior of the attacker node.
Again, we note that in this paper we consider the case of Active-1-1 attacker
only, which means that there is only one active attacker node in the network.

The attacker node maintains the set K of its knowledge. This set includes
closed facts of the form att(pi,...,pn), and the attacker accumulates the mes-
sages it intercepted in K. In addition, it maintains the set A of attacker rules
that represent its computational ability. At the beginning, KC consists of the ini-
tial knowledge of the attacker, that is, K = {I1, 12,13}, and A = { Cy, Co,
Cs, C}, C2, C3, Ct }. K can be updated during the algorithm while A is fix.
We note that this discussion considers the general case, and a specified sets of
clauses depeding on the specified routing protocol.

When a new att(p1,...,pn) closed fact is derived during the route discov-
ery phase it is added to set K. The clause att(p1,...,pn) is the result of the
resolution step between closed fact wm(py,...,p,,) and one of the rules R
1s successful. Intuitively, this means that the attacker node receives a message
broadcasted by a honest node: wm(py,...,D,,)-
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Figure 17: A scenario in which the attacker node receives the route reply mes-
sage.

Then using this new information, combining with the other information in IC
and using computational ability, that is, rules in A it tries to generate a message
(pis ..., pj) that is not equal to the correct message, which honest node should
create in his place. Formally this means, closed fact att((ps,...,p;)) is derived
from K U A, and

att((pi,-..,p;)) A —unifiable ((pi, o), (D, ,p;)) — badreq  (Req)
or

att((pi, - .., pj)) A —unifiable ((ps, ..., p;), (P, - - - ,p;-)) — badrep  (Rep)

where closed pattern (p,. .. 7p;-) 18 a correct message that honest node should
generates. The message (p;,...7p;) is depends on what is a specified proto-
col, and wich kind of attack we want to examine. For instance, in case of the
SRP protocol when the attacker node receive message (req, sre, dest, ID, MAC,
ly,..., l;) then the honest node should insert it ID to the end of the message, so
that the correct message is (req, src, dest, ID, MAC, ly,..., l;, lawt). An other
example is when we do not want to examine the relay attack, in which the at-
tacker just re-send the received message unchange, this case the correct message
1s the message he received. The procedure of computing incorrect request and re-
ply messages are specified by the two functions computeBadReq(IC, {C1, Ca, Cs})
and computeBadRep(KC,{C1,Ca,Cs}), respectively. In these two functions if the
facts badreq and badrep are derived then the facts badReq and badRep of the
form att((pi, . ..,p;j)) are returned, respectively.

After creating each such message successfully, the attacker node applies one
of the four rules C}, C2, C3, O} to forward the message to honest nodes. We
emphasize that the attacker tries to construct all possible incorrect message using
it accummulated knowledge and computation ability and broadcasts each incor-
rect message. By properly restricting the ability of the attacker we can examine
each possibility within a finite time. We illustrate this by detecting the attack
against the SRP protocol in the Section 10.1.
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We note that in case of specified protocols such as SRP, Adriadne, or EndairA
and when we allow only one session of route request (no new interleaving route
request is allowed), for reducing a state space the attacker node is restricted to
modify only the mutable part of the message such as ID list, digital signature,
MAC. The first part of the message usually includes (rep|req, src, dest, ID)
tuple, which should not corrupt otherwise it will be dropped by the sorce.

Now we define the “bad” state that the attacker should not achieve:

Theorem 2. The route discovery from node 2, to node Il , in a given topology
N is corrupted by the attacker node that behaves as in Algorithm 2 if the facts
accept(advr) and badreq or badrep (could be both) are derived from the set of
clauses {route(I?,.,1%..,), R1“?, R{", Ry*, Ry", Ry™, R{™, RS, R§™, {VIV:

N}, N, UK U A

Proof. First we lay down that in this work we concern such attacker node activ-
ity in which the attacker node idle and is activated only when it intercepts some
message during the route discovery phase. We do not concern the case when the
attacker node initiates the route discovery or when it is the destination node.
In addition we do not concern the case when the attacker node itself generates
messages and broadcast it.

Three cases can happen for a given tuple (12, I¥), I4,,, N'): In the first case
there is no route from {? to I} that includes the attacker node I£,,. This case is
illustrated in the Figure 18.

Branchattacker

i Catt i

¢

Figure 18: The scenario in which the attacker node is not in the route between
the source and the destination nodes.

Let us recall that the deductive algorithm restricts that only such the reply
messages can reach the source node /2, . which are sent by the attacker node %,,.
So that the fact accept(advr) is only derivable when the source node accepts
the reply sent by the attacker node. However, the algorithm allows request
messages sent by honest nodes propagate from the source to the destination
node (may be through the attacker node) freely, because we want to model
the attacker that collects several request messages it intercepts and computing
the message containing an incorrect route based on the collected information.
The reply messages forwarded by honest nodes are allowed to propagates until
they reach the attacker node. After that the algorithm considers only the reply
messages sent the attacker node.

According to the deductive algorithm. In the first phase, the request mes-
sage propagates from the source node to the attacker node. Then in the second
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phase the function Attacker is called. Let us recall that the function Attacker is
called once a “new” request/reply message is intercepted by the attacker node.
In this scenario, the attacker node £, can construct the message containing an
incorrect route, that is, the facts badreq or badrep (could be both) is deriv-
able. The fact accept(advr) is derived only when the attacker node ables to
construct itself the reply message containing an incorrect route that is then
accepted by the algorithm.

In the second case the attacker node is in the route between the source node

I2.. and the destination node if__,. This scenario is illustrated the Figure 19.

Branchattacker

P bl T .

Figure 19: The scenario in which the attacker node is in the route between the
source and the destination nodes.

In this scenario beside receiving the request the attacker node also receives the
reply message sent by honest nodes. So the bad state happens when the attacker
can construct incorrect message(s) which is then accepted by 2., that is, the
facts accept(advr) and badreq or badrep are derived.

Finally, in the third case there is no any route from the node [Z,. to the
attacker node (?,,. In this scenario the attacker node does not intercepts any
message, hence, the function Attacker is not called and the facts badreq and
badrep are not derived. The route discovery is then executed among honest
nodes only, which means that no attack is performed in this case.

O

Next we give the definition of security of routing protocols: The first definition
concern the security for a given network topology.

Definition 15. We say that a routing protocol is secure for a given topology N
within . computation steps (i.e., n resolution steps) of the attacker node if for
all possible tuples (1%.., 15, I, ) if the route discovery from node IE,. to node
8. in N is mot corrupted by the attacker node that behaves as in Algorithm 2.

and the stronger definition for all possible topology:

Definition 16. We say that a routing protocol is secure within n computation
steps of the attacker node (i.e., n resolution steps made by the algorithm) if
for all possible tuples (N, 12, 15 ., 15, ) if the route discovery from node IZ,.

to node U5, ., in N is mot corrupted by the attacker node that behaves as in
Algorithm 2.

Theorem 3. Let B be the finite computation steps (resolution steps) the at-
tacker M 4 can made. If M4 can perform attacks against the routing protocol
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for a giwen network topology N and tuple (1%, 5. .,, 1,,) then the algorithm
will find an attack.

Proof. Again let us recall that in this work we concern such attacker node
activity in which the attacker node idle and is activated only when it intercepts
some message during the route discovery phase. We do not concern the case
when the attacker node initiates the route discovery or when it is the destination
node. In addition we do not concern the case when the attacker node itself
generates messages and broadcast it.

The tuple (I8, 15, ., I5,,) in our statement represents the identifier of the
source, the destination, the attacker node, and the ability of the attacker (knowl-
edge, and computation ability). That is, the attack is found for a given attacker
ability.

In addition, let us recall that the attacker tries to construct all (exhaustively)
possible incorrect message using its accummulated knowledge and computation
ability and then broadcasts each incorrect message.

Let us “indirectly” suppose that there is an attack in the scenario (I%,.,
1.« late, N) that the algorithm does not find. We will show that this leads to
a contradiction.

For a given scenario (I8, I5_ .. lae, N) there are three cases may happen
as discussed in the Theorem 2. The attack may be performed only in the first
two cases. In these scenarios an attack may happen when incorrect messages
are constructed by the attacker node that are then accepted by the source
node. However, according to the Theorem 2 the examining of these cases are
all performed by the deductive algorithm. O

Theorem 4. Let us assume that Veriffsgs, Verifif;fetfm and Verifgsgtts are
empty. The number of resolution steps made by the algorithm is upper bounded
by (D+2)(|N|+ |E|) + B, where |[N|, |E| are the number of nodes and edges of
the topology; D is the total number of incorrect messages created by the attacker
during the algorithm that are accepted by its honest neighbors; and B is the total
number of the resolution steps (computation steps) made by the attacker during

the algorithm. For practical reasons both D and B are assumed to be finite.

Proof. (sketch) The propagation of a request from the source to the destination
can be seen as a breadth-first traversing in the graph. In case there is no
attacker in the network, the algorithm performs at most |N| + |E| resolution
steps. The same is true regarding the propagation of the reply. Note that
in most cases the reply is returned by unicast sending instead of broadcast,
thus, the number of resolution steps equals to the length of the route. Taking
into account the attacker node, whenever it intercepts a new request/reply it
attempts to compute incorrect messages that will be accepted by its honest
neighbors. These incorrect messages will propagate to the source/destination,
which takes at most D(|N| + | E|) resolution steps. Finally, the total resolution
steps made by the attacker to construct incorrect messages is B. O

We note that in case Veriff®e  Veriff ' ~and Verif,®“"* are not empty, the

nterm est
complexity depends on the maximal number and the type of the facts they
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contain. In a general case the complexity can be exponential, however, by taking
into account the property of the specified protocols and properly restricting the
attacker ability this complexity can be reasonably reduced as in case the SRP
protocol.

Theorem 5. (Termination) The deductive algorithm terminates after finite
steps if the computation steps the attacker node performs is finite.

Proof. The deductive algorithm is based on guided resolution steps performing
a breadth first search. Due to the number of the nodes in the network is finite
the breadth first search is finite. This remains finite if the compuatation steps
performed by the attacker node is finite. O

We note that by properly restricting the attacker’s computation ability, as in
case of the SRP protocol, the algorithm terminates after finite resolution steps.

10 Application of our automatic verification method

In this section we demonstrate how to apply our automatic verification technique
to detect the attack on the SRP protocol that we have analysed manually above.

10.1 Verifying the SRP protocol
As the first step we specify the SRP protocol by the process P; as follows:

P; déf!Req[nitPi(ll«ﬂ U Interm® (I,) | ! Dest™ (1,,)

The parameter [, is a variable for specifying the node identifier of the current
node of which the operation is described. It is a kind of reference to ”this” node.
When describing the operation of intermediate nodes we distinguish two cases:
(i) a given intermediate node is a neighbor of the source node, this scenario is
defined by the process Listenl’(l,) and (i) a given intermediate node is not a
neighbor of the source node, this scenario is defined by the process Listens’ ().

Hence, we define the process Interm’(l,) as Listeni®(l,) | Listend"(I,).
Then, we give the definition of each process as follows:

ReqInit™ (1,;) =

cp; (Tast)-vid (let MAC, = mac((req,ls, Tast,id), k(lz, Tast))
in ((req,lz, Tast, td, MAC1)).! WaitRepf;qimt).

This process is invoked when the node [, is the source node which initiates the
route discovery towards the destination. Formally, the node receives the iden-
tifier of the destination and creates the new message identifier id. Afterwards
it creates the message authentication code and includes it into the request mes-
sage. Finally it broadcasts the request message and waits for the reply. The
process WaitReprqmit is defined as:

. P; def
WaztRepTe'qm“ =
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(: la, (: rep,= lz, = Tgst, = id,= [$nezt, List],
= mac((rep, ls, Tast, id, [Tneat, List])), k(lz, Tast))). (ACCEPT)

The SRP protocol is described in the syntax of processes in the sr-calculus. In
order to shorten the length of the protocol description we add some syntactic
sugar similar to the syntactic sugar used in the case of the Proverif tool. In
particular, instead of writing for example (z).[x = t|P we write (= t).P. In-
tuitively, (= ¢).P means that if the input is equal to ¢ then the process P is
executed otherwise it stucks. Hence, this process functionates as follows: If
some message is received verification steps are made and of all verificaion steps
pass then the special term ACCEPT is signalled. The process Listen) (l,) is
invoked when the node [, is an intermediate node, and is defined as follows:
Listent (1) e
((: TEq, Ysrcs Ysrc, Yid, ymac))~
((req, ysre, Yasts Yids Ymace [la]))-! WaitRep s, .,

Intuitively, this means that if some message is received by the node then it
checks whether it is the request meassage. If so then it appends its identifier
to the message it received and broadcasts it and then waits for the reply message:
WaitRepﬁ'istm def
(: lma (: TeP, = Ysrc, = Ydst, = Yid, = [lzv Ynext Li5t2]a y;nac))'
<ySTC7 (T@p, Ysres Ydsts Yids [l:cv Ynext LZStQ]; y;nac»'

The operation of process is similar to the process WaitRepfgqimt excepts that
intermediate nodes do not verify the message authentication code. This is rep-
resented by the variable y/, .., which can be unified with any terms (which could
be fake message authentication code), that is, the node will accepts it whatever
it is. Further, the WaitRepféqth represents the scenario in which the interme-
diate node is the neighbor of the source node. That is, the it waits for the list
of identifier of the form [l,, Ynest, Lista] in which there is node identifier before
ly-
The process Listeng * is modelled the another possible operation of an inter-
mediate node:
Listenk (1., ef
(= req, Ysre, Ydst, Yids Ymac, [List, Yprev]))-
((7"697 Ysrcy Ydsts Yidy Ymac, [LiSt, Yprev, l:rD>~! WaitRePﬁisten'

This process differs from the process ListeniD “(l;) in that it models the scenario
in which a node receives the request message in which the list of identifiers
contains at least one identifier, while in case of the process Listen’(l,) the
request message including the empty list of identifier is received.

The process WaitRep];:,., is defined as (WaitRep; "V | WaitReps " ). WaitRept "
corresponds to the scenario in which the intermediate node [, is not a neighbor
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of the source and the destination node, that is, in the returned reply message
the list of the identifier is [List1, Yprev: Lo, Ynewt, Lista], where Ypre, and ypeqt are
the identifier of other intermediate nodes.

WaitRepl™ S
(: l927 (: TEP, = Ysrc, = Ydst, = Yid, = [LiSth Yprev, lﬂm Yneaxt, LiStQL y'/mac))-
<ypTeva (rep, Ysrc, Ydst, Yid, [LiStly Yprev, lu, Ynext, LiStQ]a yinac»-

The process WaitRepg W concerns the scenario in which the node [, is the neigh-
bor of the destination node, which means that there is no node indentifier after
l, in the list of identifier.

WaitRepk "V e
(: l:m (: TEP, = Ysrcy, = Ydsty = Yid, = [LiStv Yprev, la:]v y;nac))'
<yprev7 (Tepv Ysres Ydsts Yids [LZSt, Yprev, la:]a y»/mac)>'

Finally, the process Dest’(l,) model the operation of the destination node.
When receives some message the destination node checks if the message is the
request, the message authentication code is correct. If so then is generates a
reply message and sends back to the node of which identifier is the last element
of the list of identifier.
Dest"i (1) “f

(= req, Ysre, = bz, Yia, = mac((req, Ysre, la, Yid, k(Ysre, 1)), [List, Yprev])) -

let MAC, = mac ((rep, Ysre, li, Yid, [List, Yprev]); K(Ysre, ) in

((rep, Ysre, Lz, Yid, [List, Yprev], MACT)).

This description is then translated to the following protocol rules described in
clauses:
R

route(xfz , mgest) — wm ((reqp, :L’fz R xﬂest, IDJ[], mac ((reqp, xfz R xﬁest, ID])), k(mfz R xﬁest))) s honest)

The rule R}’ models the case when the source node z] creates a request mes-
v
p P P P p P P P p D
sage ((req ’ ‘Tlm » Tgestr T1py TMAC ((T@q ’ xlm ' Tdests xID)’ k(xlx ’ mdest)) )) .

rep
By

P p P D P 3 ;4P p P PP I3 - PP
wm((wlw7rep ,wlw7mdest,w1D,[Inezt,Lzst ], mac ((Tep 7azs,.c,wlm,wID7[wnezt,Lzst ])’k(a:lw’wdest)>) 75)

A mbr(z] o] py) 22 accept(s)

next

The rule R;” models the case when the source node xj receives some message.

If this message is unifiable with the message

(xfw ,repP, xfw b o p, [2h oy, ListP], mac ((repp, 2P, mfw oo, [ o, ListP)), k(mfw , wsest))>
then the fact ok(s) is derived, which means that the source node accepted the
returned route. If s=advr then it means that the source node accepted the

incorrect route while s=honest means that the reply message is not forwarded
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by the attacker node but only honest nodes.
R;“ql
P P P D P p N P P P p P P
win ((req”s Yo Viewrs Yips Uinac) +8) Anbr(y, o, b, ) = wm ((rea”, y2 oo vheoes ¥ips Yinaes 1) 1)

The rule R;eql says that if the route request message is broadcasted by the
source node then the neighbors of the source node receive the request and ap-
pend their identifier to the request and re-broadcast the modified request.

1
att
Rl

-1
i
W ((r€q”, YPre Vhesrr Yip s Yinae) » ) AnbT(Y8,.c, 10,,) A =3 att ((req”, y% . Yo orr Yips Yiae) » 5)

The rule R‘f“l says that if the route request message is broadcasted by the
source node and the attacker node is the neighbor of the source node then the
attacker intercepts the request.

1
rep
R2

1
. p,i
wm, ((yﬁ,Tepp,yfmygest,y?m YL, > Ynewt> Lzstp],yi,’jac) ,5) L € T -3

wm ((yi)rc7 T‘epp, yfrc’ ygest ’ yl}JD’ [ylpT ’ yflezt,’ LiStp]v y;ﬁac) ’ ‘S)

The rule R;™ " models scenario in which the honest intermediate node y;. re-
ceives a reply message. This rule says that if the message the node yf; received
is unifiable with the message (yﬁ,repp,yg’m,ygst,y?l), [yl’;,yﬁem,Listp],y;gac),
and the node y;.,, is the neighbor of the node y; then node y; forwards the
reply message to the source node 2.

2
req
R2

. D,
win (1€ Y2, os Yiears Vs Yhnaos [List? Y20, 1) v 8) A nbr(yhe, uf,) =

wm ((req", yfrc7 y565t7 y?D’ yfnac? [LiStP7 ere'uv y[’;]) ’ S)

2
The rule Ry says that if the route request message is broadcasted by an inter-
mediate node then its neighbors receive the request and append their identifier
to the request and re-broadcast the modified request.

2
att
Rl

-2
. P, .
wm (req”, Y es Yheass Vins Yinaes L35t Y200, ]) ) Anbr(Yh ey ) 5 att ((1eq”, y2 e, ¥hours VD Yinacs [List” 42,1 )

The rule R‘f“z says that if the route request message is broadcasted by an inter-
mediate node and the attacker node is its neighbor then the attacker intercepts
the request.

2
rep
R2

wm ((y" rep?s Yo Ydest» YD [List?yé’rwyfr,yﬁ,myListé’Lyiﬁac) ,S) Anbr(Yp s Ypepd) A

lg?

;2
D,
P ﬁ‘; P P : 4P P P . 4D ’
nbr(yy, s Yprey) N — wm ((y,‘},,ev, 7ep” Ylres Ydest» Y100 ST s Uprews Y1 » Unearr LiSES], y,,ﬁac) 78)

(6]



The rule R;” * models scenario in which the honest intermediate node y;. re-
ceives a reply message. This rule says that if the message the node yf received is
unifiable with the message (yl repP yP Y Ui s [Listy yprev, yl YL ot LzstQ}
and the nodes yb, ., and yb .+ are the neighbors of the node ylr then node ylm
forwards the reply message to node yb,..,.

mac)

req
RS

P 2P P P P P P
wm((raq s 2o Taest 21 pr mac((rep?, 280, G s 27 py K(2Ene, 2,,,)), [List ’zpreu])7 )/\nbr(zprev’zdcgf)
pig
-3

P v p P p i gtP P D p p p ;g1 P P p p
wm ((Zprev7 TEP™; Zsrer xdest’ ZID’ [Llst ’ Zpreu]7 mac ((T‘ep s Zsres xdesﬁ ZID7 [LZSt ? Zp'r‘ev])? k(zsrm xdest))) ’ S)

The rule R;°? says that if the route request message is broadcasted by a honest
1ntermed1ate node and the destination node z%__, is its neighbor then the desti-
nation node receives the request and sends back the reply message.

3
rep
R2

- .3
. g P,’lg
wm ((y;; ’ Tepp7 ygrc’ ys.sﬁ y?D ’ [L13t€7 yg're'zﬂ y;; ]1 y;rzl)ac) ’ S) A an(le)w ’ ygreu)

win (U rews (rep” UEres Vi W (L3St U0 07 1 UEac)) - 5)

3
The rule Ry says that when the reply message is received by a neighbor of the
destination node. After verifying that the node yb,.., is its neighbor the reply
message is forwarded to the node yb,..,, .

Ratt
2
wm ((yfzmep’ﬁyi’myg’st,y?m (List], Uprews Uiy > Ynewts List’g’],yiﬁac) 78) Abr(YP s Ypeps) A

nbr (Y, Yhees) Abr (Y, 1) T8 att (Uhrews 7e? Yles U U s (LS8, Ul 0T, s Uhenrs Listh) yikac ) o)

The rule R3" says that if an intermediate node y; forwards the reply message
to the node y, ., and the attacker node I?,, is its neighbor then the attacker
node intercepts the reply.

The node identifiers of the five nodes are the constants [7, 15, 15, 1§, and 1¥,,.
The input of the algorithm is the tuple (7o, {Np|1 <4 <4}, N, route(l ),
K, A) where: To contains 11 rules in total including the rules R]?, Rgeql and
Ra“2 that we use in this demonstration. The topology is defined by the five sets
,/\/lp MP N, Nip, and Npp, - where : Npp = {nbr(17,13), nbr(7,15,,)}; Nip =
{nbr(l 1) nbr(l low) b /\[l‘“ = {nbr(l5, att) nbr(ly, 1§) }; A/l” = {nbr(l}, att)
nbr(li,lg)}; -/V.lﬁtt = {nbr(l attvlp)v nbr(lgﬁ,lp), nbr(lgﬁ,lp), nbr( atf?lp)} The
initial knowledge K and the computational ability A of the attacker are defined
by the two sets {I, Is, I3} and {57, 52, 53,54, 55}, respectively. The initial
knowledge is the same as in Section 9.4. The rules S, S, S3, Sy and S5 are
specified as follows:

Sy. att(i) — att(n[i))

Rule 57 is the same as rule C7 in Section 9.4.
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52' att ((7’6(1 xsrmxdest’xID’ mac7L25tp)) A att(yf) -
att((reqp src?xdest’x1D7 mac7 [LZST’;D’yf]))

Rule S5 is the special case of rule Cy and says that the attacker node can append
any data it has to the end of the ID list embedded in the request it receives.
Pattern Lzstp represents an ID list, which can be empty. The variables %, ,
ah .., @, and 2F, . specify the ID of the source and destination node, the
message ID, and the message authentication code, respectively.

S?) att((xl ,T@pp, src7xdestax]D7L28t xmac)) A att(yf) -
att((yl ,Tepp, src7xdest7z]D7LZSt 7xmac))

Rule S5 is an another special case of rule C; and says that if the attacker receives
a reply message (rep?, azf,. ., xh, ., List” zP, ) addressed to node 7 then it
can replace the node identifier at the beginning of the message, which specifies
the addressee, by an another identifier y7. This rule intend to model that the

attacker can forward the reply in the name of another nodes.

Sy. att (req bt aly, MAC ™ [List? | x
nbr(l%,,, xh, o) N nbr(ah, b)) A nbr(xdest,xgrev »
att(( P e TEPY, 2P, ah [ List?, a:prev] MAC,™P), honest)

prevD A

) psi1

where MAC ™7 is mac((rep zb ., xh Ly k(al, 2t ) and MAC,™ is

mac ((rep?,ab, ..« ol o, [List ab, . 1), k(2. 28, ;). Rule Sy is the spe-
cial case of rule C} concerning the case when the destination node and the
attacker node are neighbors of each other. In this special case Vemfi&ds is
nbr(xh, ;. xprev) that models the verification step in which the destination checks

if the last ID in the ID list belongs to its neighbor.

SS att((src’ 7"6]9 xsrc7 xdest’ xIDa [ next? List? ] MAC. rep) ) A
nbr(lg, A nbr(a? ) iy accept(advr).

src) Lsre newt

where MAC, " is mac ((rep?, «¥, ., 2% ., 2, List’), k(a®,., 2, ,,)). Rule S5 is
the special case of rule C'j concerning the case when the source node is a neighbor
of the attacker node.

The most important protocol rules that we use in this demonstration are the

1 2
rules R{“Y, Ry and R{™":

req
R*? = route(xsrc,mdest)—>
wm(req”, @8, Tge g, ID, mac((req”, atc, TGegp, 1D, k(28re; Tgeq))s [ 1)
Rule R} models the scenario when the source node x’s’m creates and broadcasts
P P
the request message (req”, z8,.., 25, 25 o, mac ((req”, «8.c, 2., 25 p), k@b, 25, .,)))-

regl p,il
Ry = wm ((req”, Ysres Ygese> Yips Ymaes [ 1)) A nbr(ysee, yiv) 3
wm ((Teqp7 ygrcv ysesta y§D7 yfnaca [Z/f]))

x
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1
Rule Ry says that if the route request message is broadcasted by the source
node then the honest neighbors of the source node receive the request and they
append their own identifier to the request and re-broadcast the modified request.

2 . N7
R%tt = wm ((Teqp7 ygrc> ygesp y:})Da ygfm,ca [LZStp7 ygre'u])) /\ an (y;g'reva lgtt) Q

att ((req”, Yore, Yhessr Yip Yrnac, (LS, ybrey]))

Rule R‘f“z says that if a route request message is broadcasted by an intermediate
node and the attacker node is its neighbor then the attacker intercepts that
request. ListP is a pattern that represent a list of node identifiers, which can
be empty.

The derivation of one possible attack against the SRP protocol is mod-
elled by derivation trees shown in the Figure 20 and Figure 21. Figure 20
describes the propagation of the request message from the source node I to the
attacker node [7,, via the intermediate node I5. First, the resolution route(l%, 1)
Oroute(a?year, ) B1 i computed. With the unifier o1, o1={a%,. < I7, 20, , <
15} route(7,15) Oroute(a?, . ar, ) R1"" yields the fact

wm((req”, 1y, 15, 1D, mac((Iy, Iy, ID), k(1Y 5)), [ 1)),
which is then resolved with R} and yields the rule R

Rby=nbr(, 4 ) 2% wm ((req?, Y, 15, 1D, mac((%, 1, ID), k(i 15)), [y} ]))
where the unifier o5 of the above resolution is

o2 = {5 e~ B, Yl < B, Yip < ID, yhae < mac((req®,1¥,15,1ID), k(17,15))}.
Afterwards, the facts in the set Nj» are resolved with R},.,- The resolu-
tion nbr(ly,15) onb,.(l?yfm)R}mp with the unifier o3, o3={y; < 15} yields the
fact wm((reg?, 1,15, ID, mac((I,15,ID), k(1},1%)),[15])). Intuitively, this means
that node & received the request message broadcasted by [§, and then % ap-
pends its identifier to the request and re-broadcasts it.

The following resolution steps model the case when the attacker node inter-
cepts the request broadcasted by node I5: The resolution

wm((req”, Iy, I, 1D, mac((1f, 1§, ID), k(1Y 15)), [I5])) or R5™

where F is wimn ((req?, Y%, Yiest> Y1 0> Ynae: [List?, 48, ])) and the the unifier
oy is 09 U {List? < [ ], 48, < [5}. As the result we get the rule R?, :

=nbr(15,12,,) P it ((reg?, 15,15, 1D, mac((1§,15,ID), k(17,15)),[15]))

Finally, the algorithm searches for the fact nbr(13,1;,,) in the set Njz. When
nbr(ly,1%,,) is found the resolution nbr(ly,15,)0mrqz 2,,) Rimp is computed,
which yields the fact att ((req?,1},1%, ID, mac((I},15,1D), k(17,1%)), [15])).

Figure 21 describes the behaviour of the attacker node after intercepting the
message (req?, IV, 18, 1D, mac((I¥,15,1ID), k(17,1%)),[15]): First, the attacker cre-
ates a fake identifier n[i] by rule S;. Afterwards, the fake identifier is appended
to the ID list [I5], this step is modelled by the two resolutions

R2

tmp
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att ((req?, 1,15, ID, mac((17,15,ID), k(17,1%)), [15]))orS2 and
att(n[i])oatt(yP)R?mp

where Rfmp is the result of the first resolution.
Thereafter, the attacker appends the identifier I§ to the list [I5, n[]]. This is

modelled by the two resolutions

att ((req?, 1,5, 1D, mac( (17, 1% ID), k(I8 ), 05 i) Jor S5 and
att(li)oatt(yf’)Rtan

where R}, is the result of the first resolution. We note that att(l§) is an
element of the set I that is a part of the initial knowledge of the attacker node.

Then the attacker node broadcasts the modified request, which is received by
the destination node 5. The destination node accepts the message sent by the
attacker node and generates the reply message. Afterwards, the destination node
sends back the reply to the node [§, which is overheared by the attacker node.
This step is modelled by the resolutions involving the rule S;. On receiving
the reply the attacker replace [} by [J. This step is modelled by the resolution
steps involving the rule S3. Finally, the attacker node forwards the reply to the
source node in the name of the node 5. This step is modelled by resolutions
using the rule Ss.
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route(é,, &)

. req
nbr(é;) &) @D R

wm(req, &y, &, [ID.
mac((req, {,, &, ID), k(¢,,£))

nbr

D)? k{£1 1£3))7[£2 ])

aﬁ{req'ﬂfhf‘jJ |D:~
mac((req} €, £,, ID), K(&,,£,)),[¢:])

17 Y39

Attacker Phase

Figure 20: This part of the derivation tree describes the resolution steps that
represent the propagation of the request message from the source node I7 to the
attacker node I,,.

11 Conclusion and future work

We argued that designing secure ad-hoc network routing protocols requires a
systematic approach which minimizes the number of mistakes made during the
design. To this end, we proposed a formal verification method for secured ad-
hoc network routing protocols, which is based on a novel process calculus and a
deductive proof technique. Our method has a clear syntax and semantics, and
it can be fully automated; this latter being a distinctive feature among other
formal approaches for verifying secure ad-hoc network routing protocols.

The work described in this paper is work in progress, and we are currently
extending it in many ways. The two most important future work items are (i)
the development of a fully automated protocol verification software tool based
on the theoretical foundations described in this paper, and (ii) the extension of
the described verification method to handle arbitrary network topologies and
arbitrary number of attacker nodes!.

IFor the proposed solution for this problem, please see “Ta Vinh Thong, L. Buttyan, On
automating the verification of secure ad-hoc network routing protocols, Telecommunication
Systems Journal, Springer, 2011”
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att ((req, &;, &3, 1D,
mac(req, ¢, &

k(€1, €3)),

t(é )

S,
att (¢, rep. €1, &3, 1D, mac((rep, £, &, ID, [6.N[i].41]),k(¢1, £3))), honest)

SSQ/aﬁm)
att ((€4, rep, €4, &5, ID, mac{(rep, &, &, 1D, [€.N[i].64]),k(€,, £3))), honest)

nbr(e},% | nbr("fatts )

routeck(advr)

Figure 21: The behaviour of the attacker node after intercepting the message
(reg?, 18,18, 1D, mac((I,1%,ID), k(17,15)), [15])-
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