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Abstract. This paper focuses on the LEFSR-based multi-output stream
ciphers consisting of a linear feedback shift register (LFSR) and a multi-
output filter boolean function. Our contribution is twofold. First, to fill
in the blank, for the first time, we propose a general algebraic attack
framework on the multi-output stream ciphers, put forward four attack
scenarios and explain how to use the low degree multiples. Moreover, we
mount our method on the LFSR-based stream ciphers of single-output
boolean function with optimum algebraic immunity via the augmented
function to transform the model into multi-output. Using our approach,
we identify equation system with degree less than the optimum algebraic
immunity of the single-output boolean function, which suggests a better
way to apply algebraic attack on this kind of model.

Our second contribution involves providing novel definitions to give the
algebraic descriptions of the algebraic immunity for multi-output boolean
functions. We demonstrate that our definitions are equivalent to the defi-
nition presented by Armknecht and Krause, while being more convenient
and understandable. Armed with our new description, it is easier to de-
rive the low degree equation system when algebraic attack is applied
on multi-output case. Finally, we study the general properties and vari-
ous characterizations of the algebraic immunity of multi-ouput boolean
functions and obtain some meaningful results.

Key words: Algebraic attacks, Stream Ciphers, Multi-output boolean
functions, Single-output boolean functions, Algebraic immunity, Aug-
mented functions.

1 Introduction

Algebraic attacks are kinds of efficient methods on stream ciphers which
adapt LFSR-based keystream generators with nonlinear filter generator or the
combiner as one of their components. The basic idea is to recover the initial state
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of the LFSR by solving a system of nonlinear equations of low degree. Courtois
and Meier made a major breakthrough in algebraic attacks on stream ciphers
[1U2). They proposed a powerful method to obtain low degree equations in the
initial state bits by multiplying the filter function f by a well chosen boolean
function g. Hence given some keystream bits, the attack tries to recover the initial
state by solving systems of the overdefined polynomial equations. Further, the
concept of algebraic immunity (ATI) for boolean functions was introduced in [4] as
a measure for stream ciphers based on linear feedbacks against algebraic attacks.
In general it should be as high as possible and the maximum is [%] where m is
the number of variables of boolean functions.

Since then, a large body of literature has emerged on the field of algebraic
immunity (AI) [BIEI78I9]. Carlet. C and Feng. K proposed an infinite class of
balanced boolean functions with optimum algebraic immunity [I0]. This class of
functions also achieves optimum algebraic degree and a much better nonlinearity
than all the previously obtained infinite classes of functions.

On the other hand, with the development of the stream ciphers, some modern
stream ciphers are multi-output, the encryption and decryption speed of which
is much faster than the single-output ones. There are two basic designs for such
stream ciphers based on the linear feedback shift register (LFSR) [16]. One kind
is the filter function generator where m bits are extracted from one LFSR as
inputs to the filter function f(x) to produce n-bit (n > 1) keystream. The other
one is the combiner generator consisting of m LFSRs and a multi-output boolean
function f(z). One bit is trapped from each LFSR as an input bit for f(x) to
produce n-bit keystream each clock.

Similar with the single-output stream ciphers, it is necessary to consider the
algebraic attack on the multi-output case. In this paper, we propose a general
algebraic attack framework on the multi-output stream ciphers, put forward four
attack scenarios and explain how to use the low degree multiples by listing Case
1, Case 2 and Case 3 systematically. To the best of our knowledge, it is the first
time that we give a general method to apply the algebraic attack on multi-output
case by using the attack scenarios given in advance. Moreover, we mount our
method on the LFSR-based single-output stream ciphers by using augmented
function to transform them into multi-output case. Several examples show that
we can get equation system of degree less than the optimum algebraic immunity
of the filter functions.

Armknecht and Krause presented a definition of the algebraic immunity for
multi-output boolean functions in [I1], and investigated some construction meth-
ods of multi-output boolean functions with maximal algebraic immunity. In this
paper, based on the algebraic attack scenarios mentioned before, we promote
novel definitions to give the algebraic description for the algebraic immunity
of multi-output boolean functions, and we prove that the new definitions are
equivalent to the definition in [IT]. While the new definitions are more conve-
nient and understandable for us to derive the low degree equation system when
we apply algebraic attack on multi-output case. We study the general properties
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and various possible characterizations of the algebraic immunity of multi-output
boolean functions, and get some meaningful results.

The paper is organized as follows: In Section 2, we present some preliminaries
which will be used throughout this paper. We promote a general framework for
the algebraic attack on the LFSR-based multi-output stream ciphers in Section
3, give four attack scenarios and explain how to use the low degree multiples.
We also give an example to show how to use our method on the LFSR-based
multi-output stream ciphers. In Section 4, we promote new definitions to give
the algebraic description for the algebraic immunity of the multi-output boolean
functions, and rigorously prove that the new definitions are equivalent to the
definition of algebraic immunity of the multi-output boolean functions. Further-
more, we give some meaningful theoretical results on the algebraic immunity of
the multi-output boolean functions. In Section 5, we extend our attack proposed
in Section 3 to the LFSR-based single-output stream ciphers by using augmented
function, and get better results than the conventional algebraic attack presented
in [I]. Section 6 gives the conclusion for this paper.

2 Preliminaries

A boolean function on m variables is a mapping from F3" into Fy. We denote
the ring of boolean functions in m variables by B,,. Let X4,...,X,, be m in-
determinates, then we may represent B, as B,, = Fa[Xq,...,X,]/I, where
I =Ideal(X?—X7,..., X2 —X,,) is the ideal generated by X?—X7,..., X2 —X,,
in Fg[Xl, PN 7X7n}-

Hence every h € B,, can be represented as h = hymodI, where h; €
Fo[X1, ..., X;n]. We denote X; mod I by x;, thus an element in B, is denoted
by h(z1,..., %), while its corresponding element in Fo[ X7, ..., X,,] is denoted

by h(Xl7 “e ,Xm)
Thus every boolean function f of m variables may be written as

flxe,...,zm) = @ arllicrz;.

IC{1,...,n}

Where a; € Fsy. The terms I1;crx; are called monomials. The algebraic degree
deg(f) of a boolean function f equals to the maximal degree of those monomials
with nonzero coefficients.

Let f € B,,, we would like to introduce the following notations that will be
used throughout the paper.

(1) For g= (gla s 7gn) € B:Ln7 f = (f17 ) f’n) € ]B'rnrm gof denotes Z?:l gifia
which is in B,,. In particular, for ¢ = (¢1,...,¢,) €FY, cog =", ¢;g;.

(ii) Let b = (b1,...,b,) € Fy, and f = (f1,..., fn) € B, Ideal(f + b)
denotes the ideal generated by f1 + b1,..., fn + b, in B,,, and Ann(f +b) =
{g €BLlgo (f +b) =31, (fi + bi)gi = 0}.

(iii) For anonzero g = (g1, .., gn) € B}, define deg; (g9) = maxoxcery {deg(co
g)lco g # 0}, degy(g) = mingxcery {deg(co g)lco g # 0}. It is easy to know
deg; (g) = max;{deg(g:)|g # 0}.
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3 Algebraic Attack on LFSR-Based Multi-Output Stream
Ciphers

Courtois and Meier [1I2] presented algebraic attack on stream ciphers with
LFSR, and they focused on the single-output case. They observed that for a
boolean function f € B,,, the following cases may arise:

(1) There exists a low degree 0 # g € B,, such that h = fg # 0 is of low
degree.

(2) There exists a low degree 0 # g € By, such that h = fg = 0.

(3) There exists g € B,, such that h = fg # 0 is of low degree.

The above cases can be used to mount algebraic attack on LFSR-based
stream ciphers, such as LiLi-128, Toyocrypt, and Fy [If3]. The algebraic im-
munity of boolean functions quantifies the resistance to the algebraic attack of
stream ciphers based on LFSR filtered by a boolean function. Let us recall the
following important definition:

Definition 1. [J] Let f € B,,, AI(f) = min{deg(g)lg # 0,9f =0 or g(f+1) =
0} is called algebraic immunity of f.

By Courtois and Meier’s theorem [I], AI(f) < [%]. In general AI(f) should
be as large as possible in order to resist algebraic attack.

Now we extend the definition of algebraic immunity to multi-output boolean
functions. Let S be a subset of F3*, define I(S) = {g € B,,|g(s) = 0,Vs € S}.

Let f : FJ* — F%, Armknecht and Krause [I1] introduced the following
definition:

Definition 2. Let f : F* — F%. AI(f) = min{deg(g)|0 # g € I(f~(a)),a €
F5} is called algebraic immunity of f.

Let d be the least integer such that Z:'l:o (") >2m7", then AI(f) < d [11].
Feng. K etc. proved that d can be reached by suitable boolean functions [9].

In this section, we will give a detailed observation on the filter function
of LFSR-based multi-output stream ciphers and explore the algebraic attack
scenarios for the multi-output case, which has not been done before.

Similar with the conventional algebraic attack in [I], we consider only syn-
chronous stream ciphers. The target cipher systems are multi-output stream
ciphers.

Let the length of the linear feedback shift register be m. L is the ”connection
function” of the LFSR, and it is linear. The LFSR generator polynomial is
a primitive polynomial p(z) = po + P17 + ... + p_12™ "1 + 2™, It generates
an m-sequence which is filtered by a nonlinear multi-output boolean function
f : F* — F%. Let the initial state of the LFSR is s° = (sg, 81, ..., 8m_1), then
the state of the LFSR at time t is

St = (St,8t+1, -~-a3t+m—1) = Lt(So,Sl, ...,Sm_l).
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Denote the output of the filter generator by Coy, Ci,Cy, ..., where C; € Fy,
then we can get the following equation system:

CO = f (807817"-,377171)
Cl = f(L (80,81,...,Sm_1))
02 = f(L2(807517 --~75m—1>)

Our problem is to recover the initial state s° = (0,81, Sm—1) from some
keystream bits Cp, C1, Ca, .., where C; € F3.

Let f: F5* — [y, we give the following attack scenarios:

Algebraic Attack Scenarios on Multi-Output Case

S1: There exists low degree g = (g1,...,9») € Ann(f), that is, fog =
2?21 figi = 0.

S2: There exists g = (g1, ..., 9n) € B, such that fog= >0, figi = his of
low degree.

S3: There exists low degree g = (g1, ..., 9n) € BY, such that g € Ann(f + b)
for some nonzero b € F3'.

S4: There exists low degree h € Ideal(f + b) for some nonzero b € FJ'.

How to Use the Low Degree Multiples and Related Definitions

There are three cases that we can mount algebraic attack by using the attack
scenarios S1, §2, S3 and S4.

Case 1: S1 and S2

Using S1 and S2 , we can obtain low degree equations:

(a)For scenario S1, if f(v) = u # 0, then for a low degree g = (g1,...,9n) €
Ann(f), we obtain a low degree equation: 0 = g(v)of(v) = g(v)ou =Y i, u;gi(v).

(b)For scenario S2, if f(v) = 0, then for a low degree h = g o f € Ideal(f),
we have a low degree equation: h(v) = 0.

These low degree equations can be used to mount algebraic attack to stream
ciphers. Thus the following definition should be significant.

Definition 3. Let f : Fy' — Fy, define Al;(f) = min{deg;(g),deg(h)|0 # g €
Ann(f),0 # h € Ideal(f)} for j =1,2.

From Definition 3 we can see that when n = 1, AI1(f) = AL(f) = AI(f),
which is corresponding to the single-output case. For arbitrary n, AI;(f) should
be large in certain sense.

However, when n > 1, only considering AI;(f) is not enough. For example,
if v € F5*, b € Fy such that f(v) = b # 0, and there is no low degree function in
Ann(f), but there exists a low degree function in Ideal(f + b); this is possible,
for Ann(f) does not generally equal to Ideal(f + b) when n > 1. Hence we also
consider the following case:

Case 2: S3 and 5S4

Using S3 and S4, we can get the following attack:

(c)For scenario S3, if f(v) = a # b, then for a low degree g € Ann(f +b), we
get a low degree equation 0 = g(v) o (f(v) +b) = Y1 (a; + b;)gi(v).
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(d)For scenario S4, if f(v) = b, then for a low degree h € Ideal(f + b), we
derive a low degree equation h(v) = 0.
Enlightened by (a), (b), (c) and (d), we give the following definition:

Definition 4. Let f : F5' — F3 be a map. AlL;(f+b) = min{deg;(g), deg(h)[0 #
g € Ann(f +b),0 # h € Ideal(f +b)} for j =1,2.

It is necessary that minyery AL (f +b) should be large in certain sense. Thus
the following problem seem to be worthy of consideration:

Problem 2.1. What is the relationship of AI(f) and minyepy AL (f +b)?

We would solve Problem 2.1 in the next section.

Similar with the case n = 1, low degree relations among f1+b1, fo+ba,...,fn+
b, may also produce the low degree equation. We make use of the attack scenarios
S1 and S3 to mount an attack similar with (a) and (b) mentioned above.

Case 3: S1 and S3

Using S1 and S3, we can mount the following attack:

(e) For scenario S1, if f(v) # 0, then we have similar low degree equation as
in (a) using the low degree boolean function from Ann(f).

(f) For scenario S3, if f(v) = 0, then for a low degree g as in S3, we obtain
0= g(v) o (F(v) +b) = X1y bigi(0).

Corresponding to (e) and (f), the following definition should be considered:

Definition 5. Let f : Fy* — F3, define ANI;(f) = min{deg;(g)[0 # g €
Upery Ann(f +0)} for j =1,2.

By definition of ANI;(f), for any b € F3, we have ANI;(f) = ANL;(f +b).
Thus a natural problem is as follows:

Problem 2.2. How to relate AI(f) with ANI;(f) for j = 1,27

We will solve Problem 2.2 in the next section.

According to the above analysis, if we can find boolean functions that satisfy
any of the three cases, then we can construct low degree equation system with
the initial state bits as the variables. Moreover, if we can find function g that
satisfies S1 or S3, then we need at most an:Iéf) (") keystream bits in order
to obtain a complete saturated system solvable by linearization. Otherwise, the
number of required data should be n2" Zleéf ) (M.

Similar with the analysis in [I], Table 1 gives the estimation of the complexity
for the algebraic attack on multi-output stream ciphers. Here D = Zf‘:[éf ) (T),
m is the number of variables for f, n is the length of the keystream bits output by
the multi-output boolean function, w is the exponent of the Gaussian reduction,
and w < 2.376 [17].

When we apply algebraic attack on the LFSR-based multi-output stream
ciphers, we look for the boolean functions that satisfy Case 1, Case 2 or Case 3
by computing Grobner basis, resulting to equation system of the lowest degree
with the initial state bits as the variables. Solve the equation system and we get
the initial state value. In the following, we will give an attack example on the
LFSR-based multi-output stream cipher.
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Table 1. Estimation of the Complexity

Memory|Complexity |[Data(best) | Data(worst)
oD% | O(D"™) O(nD) | O(n2"D)

Ezample 1. Let the generator polynomial be p(x) = " +z+1, which is primitive.
The filter function is a 7-variable and 2-output function F = (f1, fo) : F3 — F2,
where fi : FT — Fy, fo : FT — Fy.
f1 = 212203040506 +21 T2T3T4T5 Ty +T1 ToT3T4T5+T 1 ToX3TLL6L7+T1 ToT3T4T 7+
T1T2T3T5T6T7 +T1T2X3T526+T1T2T3T6T7 +T1X2XT3%T6+T1T2L4TeT7 +T1T2T4T6+
T1T2T4T7 + T1T2T4 + T1T2T6T7 + T1T2T7 + T1T3T4T6 + T1T3T5TeT7 + T1T3T5T7 +
T1X3T5 + T1X3T6T7 + T1X3T7 + T1X4T5T6X7 + T1T4T5T7 + T1T4XTeT7 + T1T4T6 +
T1TaT7+L1T4+T1T5T6HL1T5T7+T1T7HT2T3T4T5T6L7+L2L3L4L5L6+T2T3T4T6 L7+
ToXT3T4T7 + ToX3T5L7 + T2X3%5 + T2L4T5L7 + T2X4T6 + T2T5T7 +T2X5 + T2XeX7 +
T3TAT5LGL7 + T3T4T6 + T3T5T7 + T3xg + TaT5T7 + 47 + 1.
fo = T1T2T3T4T5 + T1T2T3T4T7 + T1X2X3T4 + T1T2TIT5TTT + T1T2TIT5T7 +
T1T2X3T5 + T1T2T3 + T1X2T4T5X6T7 + T1T2T4T5 + T1T2T4T6T7 + T1T2T4T7 +
T1X2X5L6L7 + T1X2T5L7 + T1T2T5 + T1T2TgL7 + X1X3X4X5L6L7 + T1X3L4Te +
T1X3L4X7+L1X3L5L6TL1L3L5LT+L1L3L5+L1L3LETL1LILT L1 L3 L1 L4T5LeL 7+
T1X4XTeXT7 + XT1X4X7 + 124 + 1527 + 125 + T1ZeX7 + T1Zg + T127 + 21 +
LoX3L4L5L7+TL2X3L4X5+L2X3X4XL7+HT2X3L 4L+ T2X3L4L7+T2X3L4+T2X3T5Te+
T2T3T5T7 +T2X3%5+T2T3TeT7 +T2T3%6+T2T3+X2T4T5T6T7 +T2T4T5T6+Taxy+
ToX5X6 + ToX5L7 + ToLgLy + X2k + ToX7 + Lo +X3X4X506 + XL3L4L5L7 + T3L4T5 +
T3X4X6X7 + L3X4X6 + T3L4L7 + T3T4 + T3T5TT7 + 3L + T3LeL7 + T3X7 + X3 +
T4XT5LeX7 + LaZsle + TyX5T7 + a5 + LaZg + Ty + Tsx6x7 + T5Xg + Tx7 + 5 +
TeX7 + Tg + x7.

Here f1 and f> are both of optimum algebraic immunity, AI(f1) = AI(f2) =
4.

Using Case 1, Case 2 and Case 3, we find the following equation:

Ji(z1wszr + x3w527 + T127 + T3T7 + X527 + T7) + fo(@ewszzr + T1T5TT +
ToX5T7 + T3T5L7 + TyT5T7 + LoXel7 + T1T7 + T3X7 + T4T7 + T5XT7 + a:7) =0.

In the next section, we first prove some basic properties involving in the
invariants defined in this section, and give a complete and strict proof that Defi-
nition 4 and Definition 5 are both equivalent to Definition 2, which provides great
convenience for computing the algebraic immunity of multi-output boolean func-
tions thanks to the detailed algebraic description in Definition 4 and Definition
5.

4 Research on the Algebraic Immunity of the
Multi-Output Boolean Function

We begin to prove the following lemma which shows that ming.ce rp (AT (cof))
is the biggest among all these invariants:
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Lemma 1. Let f: F3' — F3 be a map, then ANIi(f) < mingxeery (Al(co f)),
ANI(f) < mingzcery (Al(co f)).

Proof. Let 0 # ¢ = (c1,...,cn) € Fy such that AI(co f) = minexo(AI(eof)). By
definition of AI(co f), there exists a boolean function g such that AI(co f) =

deg(g), and g(co f +b) = 0, where b = 0 or 1. Let ¢;, = -+ = ¢;, = 1,
other terms are 0. Then co f = f;; + -+ fi,. Let g be a vector of boolean
functions such that i; position is g for j = 1,..., s, other positions are 0. Hence

go (f +b) =0, where b is a vector of length n with b in the 4; position and
0 otherwise. Thus ANI;(f) < deg,(g) = deg(g). Similar discussion shows that
ANIy(f) < deg(g)- 0

Lemma 2. Let f:F5 — FY be a surjective map, then AI(f) < ANIy(f).

Proof. Let ANI>(f) be achieved by ¢ = (g1,...,9,). That is, ANL(f) =
degy(g) = deg(bo g) for a nonzero b € F3, and g o (f 4+ a) = 0 for some a € F3.

For v = (v1,...,vm) € FS such that f(v) = a + b, we have f(v) +a = 0.
Hence 0 = g(v) o (f(v) +a) =bog(v) = (bog)(v). Hence by definition of AI(f),
we have AI(f) < deg(bog). O

By Lemma 1 and Lemma 2, the following corollary can be directly obtained:

Corollary 1. Let f = (f1,..., fn) : F* — F% be a surjective map, then AI(f) <
mino;éce]pg (AI(C o f)) .

Remark 1. Corollary 1 indicates that the algebraic immunity of a vector boolean
function is less than or equal to that of its component functions. For a multi-
output boolean function f = (f1, fa, ..., fn) € B, we choose ¢ = (1,0,0,...,0) €
F%, then we can see AI(f) < AI(fy). Similarly, we can get that AI(f) < AI(f;),
i € {2,...,n}. The following example shows that the ” =" can be reached.

Example 2. Let f = (f1, f2) : FS — F3 be a surjective map.

1 = 2100037405 +T1T2T3T4T6+T1T2T3T4+T1T2T4T5T6+T1T2T4T5+T 1 T Ty L6+

T1T2T5T6 + T1T2T5 + T1T2%e + T122 + T1T3T4 + T1T3T5 + T123%T6 + T1T4T5 +

T1T4+21+T2X3T4T5T6+T2T3T4X6 +T2T3%6 +T2T4X5 +T2T4T6 +T2Ty +T2T5T6+

ToXy + T3T4Tg + T3Tg4 + 3T + T5 + Tg.

fo = X1Xox324 05+ T1 T2T3T5T6+T1 ToT3T5+T1T3T4T5T6+T1T3T4T5+ LT3 L4526+

T1T2T3T6 + T1T2T3 + T1T2T4 + T1T3T4 + T2X324%6 + T1T3T5 + L1405 + T2T4T5 +

T1T3T6 + TaT3Le + T1T4 + T2X4Te + T2X4 + T3T4Xe + T3T4 + T2T5Te + T2y +

1+ x3Tg + 5 + Tg-

We can compute that AI(f) =1, AI(f1) = AI(f2) =3, and AI(f1 + f2) = 1.
Example 2 verifies that AI(f) < mingxcery (AI(co f)), and the ” =" can be

reached.

In order to investigate the problems in Section 2, we introduce a new invari-
ant:



Title Suppressed Due to Excessive Length 9

Definition 6. Let f = (f1,...,fn) : F§* — F35 be a map. Define DI(f) =
min{deg(g)[0 # g € Userm(s)ldeal(f + a)}, where Im(f) is the image set of f.

With the above notation, the following lemma provides an algebraic descrip-
tion of AI(f), which seems to be obvious from the view of algebraic geometry
and the definition of AI(f). Since it is a basis of our subsequent discussions, we
give here a rigorous proof.

Lemma 3. Let f = (f1,..., fn) : F3* — FY be a map, then AI(f) = DI(f).

Proof. Let Fy be the algebraically closure of Fy. Let f;(X) be the polynomial
obtained from the boolean function f;(z) by replacing the boolean variables x;
by the polynomial variables X; for ¢« = 1,...,m, where z = (z1,...,%), and
X = (X1,.0, Xom).

Let J be the ideal generated by fi(X)+a1, ..., fo(X)+an, X3—X1,..., X2 —
X in Fo[Xq,..., X, and J; = JF[Xy,...,X,,] is the extension of J in
Fa[X1,..., X,,]. For a € F%, it is easy to know f~'(a) = {v € Fy |Vh € J1, h(v) =
0}.

Let 0 # g € B,, such that g vanishes on f~!(a) with deg(g) = AI(f), where
f~Y(a) #0. Let g1 € F3[Xy, ..., X,,] be any polynomial corresponding to g, i.e.,
gimod I = g, where I = Ideal(X? — X1,...,X2 — X,,,). Then g; vanishes on
f~1(a). Hence by Hilbert’s Nullstellensatz, g] € J; for some positive integer 7.
Therefore, g7 € Jy NFa[X1,..., Xn] = J ([I3], page 212).

Note that gf modI = (gymodI)" = g" = g = gy mod I, we have ¢g] — ¢ €
I. By I C J, we have g1 € J. Hence there exists the following equation in
IE‘l2[)(17 s aXm]:

g1 = Z?:l hi(Xl, ey Xm)(fz(Xlu Ce ,Xm) + ai) + h, where h € I.

Passing to B,,, by modulo I, we get g = >0 hi(@1, ..., @) (fi(@1, ... 2m)+
a;), thus g € Ideal(f + a) in B,,,. Hence deg(g) > DI(f), i.e., AI(f) > DI(f).

On the other hand, let 0 # h € Ugerm(p)Ideal(f + a) such that deg(h) =
DI(f). Thus for some a € Im(f) and boolean functions g;, h = >, g:(fi +a;).
Thus for any v € f~!(a), we have h(v) = 0. Hence DI(f) = deg(h) > AI(f).
Thus we have proved AI(f) = DI(f). O

The following theorem gives the relationship of AI(f) and ANI>(f).

Theorem 1. Let f = (f1,..., fn) : F3* — F% be a map. Then AI(f) > ANL(f).
In particular, when f is surjective, AI(f) = ANIs(f).

Proof. By Lemma 3, AI(f) = DI(f). Hence there exists a nonzero g € Ideal(f +
a) for some a = (ay,...,a,) € F§ such that AI(f) = deg(g).
Therefore there exists h; € B,, for i = 1,...,n such that

g=nhi(fi+a1) +he(fotaz)+-+hu(fn+ an). (1)

Since g # 0, there exists some ¢ with h; # 0. Without loss of generality, we
may assume ¢ = 1. Multiplying two sides of by fi + a1, we get:

g(fi +a1) = ha(fr +a1) + ho(f +az) + -+ Iy, (fo + an), (2)
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where hl = h;(f; +a;) fori=2,...,n.
Combining and , we obtain:

g(fi+ a1+ 1) +wafo+az) + -+ + wn(fn +an) =0, (3)
where w; = h; + b} for i =2,...,n.
From , we get ¢ = (g,wa,...,w,) € Ann(f —|— "), where o/ = (a1 +
1,az,...,a,). Hence ANI(f) < degy(g’) < deg(g) = AI(f).
In partlcular when f is surjective, by Lemma 2, AI(f) < ANIy(f). Thus we
have AI(f) = ANILy(f). O

Until now, we have solved Problem 2.2.
We would like to give an example to verify that when f is surjective, AI(f) =
AN (f).

Example 3. Let f = (f1, f2) : F5 — F3 be a surjective map.

J1 = 21222375 + X125 + T1 T2 + T1T3T4T5 + T103T4 + T103T5 + T104T5 +T104 +
ToX3 + ToxaXs + Toks + T3T4 + T4x5 + 1.

fo = X172w3T4 +T1T2T3 + T1T2T4T5 + T1T2Ty + T1T2T5 + T1T3T5 + 173 + X1 X5 +
ToX3XT4X5 + ToX3T5 + ToXaXs + Toks + T3xy + T3 + 425 + 1.

We can compute that AI(f) = ANIy(f) = 2, which completes our verification.

In order to give a characterization of AI(f) in view of the minimum of AIy(f+
a) and Al (f 4 a), we note the following lemma:

Lemma 4. Let f : FJ* — FL be a map. Then AI(f) < AL (f).

Proof. Let g = (g1,...,9n) € Ann(f) such that deg,(g) = min{deg,(h)|0 # h €
Ann(f)}.

Assume that deg,(g) = deg(bog) for some nonzero b € Fy. Then Vv € f~1(b),
we have f(v) =b. Hence 0 = g(v) o f(v) = (bo g)(v), which shows that AI(f) <
deg(bog).

On the other hand, let 0 # h € Ideal(f) such that deg(h) reaches the mini-
mum. Thus h = Y"1 | g; fi for some boolean functions gi,...,g,. Yv € f~1(0),
we have f(v) = (fi(v),..., fn(v)) = 0. Hence h(v) = 0, which shows that
AI(f) < deg(h). Thus we have proved AI(f) < AL(f). O

The following theorem reveals the relations among AI(f) and AI;(f + b) for
b e Fy and j = 1,2, which can be thought as a solution to Problem 2.1.

Theorem 2. Let f: Fy* — F3 be a map. Then AI(f) = minyerr Alo(f +0) =
minbe]pg Al (f + b) .

Proof. By Lemma 4, we have AI(f) < AIy(f). Hence for any b € F}, we
have AI(f) = AI(f +b) < Al (f +b). Thus AI(f) < minpepp Alz(f +0) <
minbe]g; Al (f + b)

On the other hand, minyery AL (f + b) < minyery {mindeg(g)|0 €
Ideal(f+0)}. The latter is AI(f) by Lemma 3. Hence minyery AL (f+b) < AI(f).
Thus we have proved the conclusion. O

g
(
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Remark 2. The results in this section are very useful when we apply algebraic
attack on LFSR-based stream ciphers.

(1)Theorem 2 and Lemma 3 verify that Definition 4 and Definition 6 are both
equivalent to Definition 2. Particularly, Definition 4 gives a precise algebraic
description of the algebraic immunity, which is more general and understandable
when we mount algebraic attack on the multi-output model. Compared with
Definition 2, our new definition provides a more convenient and intuitive target
when we study the properties of the algebraic immunity for multi-output boolean
functions.

(2) Given a multi-output filter function, according to Corollary 1, we may find
equation system with degree less than the optimum algebraic immunity of the
component functions.

Inspired by Corollary 1, we conjecture that for the LFSR-based single-output
stream ciphers, maybe we can use our method in Section 3 to derive equation
system of degree lower than the optimum algebraic immunity of the filter func-
tion. In the next section, we apply our attack on single-output stream ciphers
by using augmented function to transform the model into multi-output.

5 Algebraic Attacks on LFSR-Based Single-Output
Stream Ciphers by Using Augmented Function

Qichun Wang and Thomas Johansson presented a method called higher order
algebraic attack on stream ciphers [I4]. They also apply their attack on aug-
mented functions. However, they did not give the detailed and systematic attack
scenarios on how to look for the low degree equations.

In this section, we would like to apply the method presented in Section 3
on the LFSR-based single-output stream ciphers. When the boolean function is
single-output, we can construct augmented function to transform it into multi-
output case.

First, let us give the model of single-output stream ciphers. The LFSR is the
same with the one described in Section 3. While the filter function f : Fy* — Fs
is single-output. The algebraic immunity of f is optimum, which means that
the lowest degree of the equation system we can find equals to the algebraic
immunity of f when we apply the conventional algebraic attack given in [I] on
this model.

Let the initial state of the LFSR be s = (sg, 51, ..., $m_1), then the state of
the LFSR at time t is

St = (St,8t+1, -~-a3t+m—1) = Lt(So,Sl, ...,Sm_l).
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Denote the output of the filter generator by cg, c1, ca, ..., where ¢; € Fo, then
we can get the following equation system:

Co = f (50a517"'757n—1)
c1 = f(L (0,815, Sm—1))
Cy = f(L2(807817 "wsmfl))

When we apply the conventional algebraic attack on this model, we can get
equations of degree no less than [%]. While according to Corollary 1, we may
get equations of degree less than [ ] if we use the augmented function. First,

let us recall the definition of augmented function:

Definition 7. [16] For a nonlinear filter function f : F3* — Fy, the n-th aug-
mented function of f is defined as F™ : ]FQ’H"’1 — F2:

Fn(xla ---7$n+m—1) = (f(xh ~-.,1'm),f(332, "'amm-‘rl)a "'af(xnv ---7$n+m—1))-

From Definition 7, we can define the augmented function for the LFSR-based
stream cipher described in this section as follows:

Definition 8. For the nonlinear filter function f : Fy* — Fa, the n-th aug-
mented function of f is defined as F™ : Fyt™~1 - Fp
Fn(807 S1y ey Sn+m71) = (f(SOJ 81y ey Smfl)a f(817 82, 0y Sm)7 eeey f(sn7 Sn+1> eeey sn+m71))

The generator polynomial is p(z) = po + p12 + ... + prm_12™ "1 + 2™, which
is primitive. Then we can get the generator matrix of the sequence generated by
LSFR:

010.. O
001.. O
M= 000O0.. 1

Po P1 P2 --- Pm—1

Then Definition 8 can also be written as:

Definition 9. For the nonlinear filter function f : F3* — Fa, the n-th aug-
mented function of f is defined as F™ : Fy* — FZJ:

F" (80,81, 8m—1) = (f(50, 81, -y Sm—1), f (M (s0, 51, ...,smfl)T),,..,f(M”(so,sl, __.73m71)T))_

According to Corollary 1, we derive that the algebraic immunity of the aug-
mented function AI(F™) < AI(f). It means that although AI(f) is optimum, we
may find equation system of degree less than AI(f) by targeting the augmented
function F™.

Here we would like to give examples to show that when the single-output filter
function f has optimum algebraic immunity, our attack on augmented function
case can find equation system of degree less than AI(f).
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Ezample 4. Let the generator polynomial is p(z) = 2°+x2+1. The filter function
is a 5-variable Carlet-Feng function f(xz1, s, ...,25) = T1T2232T5 + T1Tox425 +
T1X2X4 + T1X3T4T5 + T1X3 + T1X4X5 + T2L3T4 + T2X3X5 + 23 + To + T3X5 +
Taxs + x4 + 1.

Then we know that AI(f) = 3, deg(f) = 4. So if we apply the conventional
algebraic attack on this model, we can get equation system with degree no less
than AI(f) = 3.

In the following, we will show the results when we apply our method in
Section 3 on the augmented function, which is constructed by the expressions of
the keystream bits of different clocks. In this case, we construct the augmented
function F? : F3 — F3 as follows:

F? = (f1, f2) = (f(w1, 22, ..., x5), f(M (21, 22, ..., x5)7).

Where M is the companion matrix of p(x).

01000
00100
M=]00010 (5)
00001
10100

Similar with the attack on multi-output boolean function, we mount algebraic
attack on this model and get the following equation:

fl(ifl +x3+x4+x5—|—1) +f2($1$4+$2+$3+1) :0

AI(F?) =1 < AI(f) = 3. Then we can get equation system of degree less than
3.

Remark 3. This example indicates that the algebraic immunity of the multi-
output boolean function is less than or equal to that of the component functions,
which is consistent with Corollary 1.

We would like to give another example:

Example 5. Let the generator polynomial is p(z) = 22427+ 25 + 2%+ 23+ 2+ 1.
The filter function is a 12-variable function f, where 1 = {M?3|0 < i < 21271}
B =(1,0,0,0,0,0,0,0,0,0,0,0)T, M is the companion matrix of p(z). According
to [I5], f is of optimum algebraic immunity, AI(f) = 6. So if we apply the
conventional algebraic attack on this model, we can get equation system with
degree no less than AI(f) = 6. the complexity of the standard algebraic attack
is roughly O(E™) in time and O(E) in data, where E = Y0 ("), m is the
number of variables for f, w is the exponent of the Gaussian reduction, and
w < 2.376 [17).
Here we set n = 2, then the augmented function:

F2 = (fl,fg) = (f(.]?l,JTQ,...,$12),f(M($1,3?2,...73712)).
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Where M is the companion matrix of p(x).

010000000000
001000000000
000100000000
000010000000
000001000000
000000100000
000000010000
000000001000
000000000100
000000000010
000000000001
110101110000

Using our method, we can find the following relation:

(f1 + fo)(z7 + 712) = 0.

We get a linear equation, which can greatly decrease the computational com-
plexity.

According to Definition 7, we can learn that if the LFSR-based stream cipher
is equidistant, there is no need to involve all the initial state bits of the LFSR
in the augmented function. For instance, assume the length of the LFSR is m
and the filter function is of k-variable (m > 10k), if we adapt 2-th augmented
function, then we only need to consider k& + 1 variables instead of the whole
m initial state bits. Hence the number of variables involved in the augmented
function can be reduced in a large extent, which cuts down the cost of deriving
the low degree boolean functions that satisfy Case 1, Case 2 or Case 3. To
illustrate the method intuitively, we would like to give the following example.

Example 6. Let the length of the LFSR be m = 128. The generator polynomial
is p(z) = 2! + 22 + 1. The filter function is a 11-variable Carlet-Feng function.
The support of f is {0,1,a,a?, ..., a211_1*2}, where « is a primitive element of
the finite field F32. The stream cipher is equidistant.

If we use the whole initial state bits as the variables of the augmented func-
tion, then the number of variables is 128, which is almost impossible for us to
derive the low degree functions by using computer.

We take advantage of the equidistant feature of the cipher and adapt the
augmented function F? := (fy, f2), where f; = f, fo = f(22, 23,14, T5, T6, T7, T,
X9, T10,%11,T12). We can check that AI(f;) = AI(fy) =6.

Then the number of variables for F2 is 12, less than m = 128. We search the
low degree boolean functions quickly and get the following equation of degree 2:

(fi + fo)(@wix12 + 21 + 12 + 1).

In the same way, we can find low degree equations with the other initial state
bits as the variables.
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Remark 4. The three examples in this section are very meaningful. They sug-
gests another way to mount algebraic attack on the LFSR-based single-output
stream ciphers. In particular, when the filter function is of optimum algebraic
immunity, we may use the augmented function model to find equation system
of degree less than the algebraic immunity.

6 Conclusion

This paper makes extensive efforts on the LFSR-based multi-output stream ci-
phers. To sum up, we have made two main contributions. First, a systematic
and standardized framework of algebraic attack on multi-output stream ciphers
is proposed, which is unprecedented. We put forward four attack scenarios and
provide interpretation on how to leverage the low degree multiples in Case 1,
Case 2 and Case 3. Moreover, our approach is applied on the LESR-based stream
ciphers with single-output boolean functions by using augmented function to
change them into multi-output models. we can find equation system of degree
no greater than the optimum algebraic immunity of the original single-output
filter boolean function, which suggests a better way than the conventional alge-
braic attack in [I] to attack the LFSR-based stream ciphers with single-output
boolean functions.

Secondly, this paper provides novel definitions as the algebraic descriptions
of the multi-output boolean functions, and rigorously proves that the descrip-
tions are equivalent to the definition given by Armknecht and Krause [I1]. Our
definitions are more convenient and understandable for us to look for the low
degree multiples. We also study the general properties and various possible char-
acterizations of the invariants presented in Section 3.

Further study should focus on the detailed relationship between the alge-
braic immunity and number of variables for the multi-output boolean functions.
Research on how to find the low degree multiples more effectively is also very
meaningful.

References

1. Courtois, N., Meier, W.: Algebraic attacks on stream ciphers with linear feedback,
Eurocrypt 2003, Lecture notes in computer science 2656, pp. 345-359, 2003.

2. Courtois, N., Meier, W.: Algebraic attacks on stream ciphers with linear feedback,
extended version of the Eurocrypt 2003 paper.

3. F. Armknecht and M. Krause: Algebraic attacks on combiners with memory. In
D. Boneh, editor, CRYPTO, volume 2729 of Lecture Notes in Computer Science,
pages 162-175. Springer, 2003.

4. Meier, W., Pasalic, E., Carlet, C.: Algebraic attacks and decomposition of Boolean
functions. Eurocrypt 2004, Lecture notes in computer sciences vol. 3027, pp. 474-
491, 2004.

5. Braeken, A., Preneel, B.: On the algebraic immunity of symmetric Boolean func-
tions. INDOCRYPT 2005. Incs, vol.3797, pp. 35-48. Springer, Heidelberg, 2005.



16

10.

11.

12.

13.

14.

15.

16.

17.

Xiao Zhong, Mingsheng Wang

Carlet, C., Dalai, D.K., Gupta, K. C., Maitra, S.: Algebraic immunity for crypto-
graphically significant Boolean functions: analysis and construction. IEEE Trans.
Inform. Theory 52(7), 3105-3121, 2006.

Claude C., Xiangyong Z., Chunlei L. and Lei H.: Further Properties of several
classes of Boolean functions with optimum algebraic immunity. Designs, Codes
and Cryptography, volume 52, vumber 3, pp. 303-338, 2009.

Deepak K. D., Subhamoy M. and Sumanta S.: Basic Theory in Construction of
Boolean Functions with Maximum possible Annihilator Immunity. Designs, Codes
and Cryptography, pp. 41-58, 2006.

Feng, K., Liao, Q., Yang, J.: Maximum Values of Gneralized Algebraic Immunity.
Designs, Codes and Cryptography,volume 50, number 2, pp. 243-252, 2009.
Carlet, C., Feng, K.: An Infinite Class of Balanced Functions with Optimal Alge-
braic Immunity, Good Immunity to Fast Algebraic Attacks and Good Nonliearity.
ASTACRYPT, LNCS 5350, pp. 425-440, 2008.

Armknecht, F., Krause, M.: Constructing single-and multi-output boolean func-
tions with maximal algebraic immunity. LNCS. 4052, pp. 180-191, 2006.

R. Anderson: Searching for the Optimum Correlation Attack. Fast Software
Encryption-Leuven’4, LNCS 1008, Springer-Verlag, pp.137-143, 1995.

Becker, E., Weispfenning, V.: Grobner bases, A computational approach to com-
mutative algebra. Graduate texts in Mathematics 141, Springer, 1993.

Qichun Wang, Thomas Johansson: Higher Order Algebraic Attacks on Stream
Ciphers. http://eprint.iacr.org/2012/013.pdf, 2012.

Q.Wang, J. Peng, H. Kan, and X. Xue: Constructions of cryptographically signifi-
cant Boolean functions using primitive polynomials. IEEE Trans. Inf. Theory, vol.
56, no. 6, pp. 3048C3053, 2010.

R. A. Rueppel: Analysis and Design of Stream Ciphers. Berlin, Germany, Springer-
Verlag, 1986.

Don Coppersmith, Shmuel Winograd: Matrix multiplication via arithmetic pro-
gressions. J.Symbolic Computaion, 9, pp.251-280, 1990.



	Algebraic Attack on LFSR-Based Multi-Output Stream Ciphers and Research on Algebraic Immunity for Multi-Output Boolean Functions
	A note on the S-box S0 of ZUC
	Introduction
	Preliminaries
	Algebraic Attack on LFSR-Based Multi-Output Stream Ciphers
	Research on the Algebraic Immunity of the Multi-Output Boolean Function
	Algebraic Attacks on LFSR-Based Single-Output Stream Ciphers by Using Augmented Function
	Conclusion



